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the current prison population is the most comprehensive and 
definitive information on this sensitive domestic issue we 
have received. His account of the ICRC\'s relations with the 
Ministries of Justice and Interior supports the widespread 
Tunisian belief that the Ministry of Interior operates 

largely independently of Tunisian law and international 
obligations. While Pfefferle was careful not to use the word 
\"torture,\" Tunisian civil society has long reported that the 
MOI has detained, and subsequently tortured or assaulted, 
Tunisians for extended periods. 
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Classified By: Consul General Jake Walles, for reasons 1.4 (b) and (d) 


1. (C) Summary. Gaza PLC member Rawiya al-Shawwa 
(Independent) told ConGen Poloff that PM-designate Ismayil 
Haniyah\'s goal of establishing the NUG by March 8 will be 
difficult to achieve. There is no agreement yet on the 

Deputy PM, Interior Minister or most other cabinet 

portfolios, she said, and several Fatah leaders and minor 
faction heads are jockeying to increase their positions. 

Ziad Abu Amr\'s appointment as Foreign Minister is a done 
deal," she said, while acknowledging Abu Amr\'s potential 
problems as FM, since he is close to Hamas and will not 
represent President Mahmud Abbas (Abu Mazen)\'s political 
platform. PLC member Salam Fayyad told the Consul General 
that Haniyah considers him the presumptive NUG Finance 
Minister. Al-Shawwa said PLC member Mustafa Barghuthi is 
being discussed as Information Minister, and suggested 
Haniyah will offer her an unspecified portfolio. End summary. 
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Timeline for NUG Creation 


2. (C) Gaza PLC member Rawiya al-Shawwa, who discussed NUG 
formation with PM Haniyah on February 21, told Poloff that 
Haniyah\'s goal of establishing the NUG by March 8 (three 
weeks from President Abbas\' designation) will be difficult to 
achieve. She said several Fatah PLC members and minor 
faction heads are delaying formation in the hopes of 

increasing their positions. (Note: While PIJ and the PFLP 

have publicly stated they will not join the NUG, the DFLP, 

FIDA, People\'s Party and several independents are negotiating 
with Hamas and Fatah leaders for ministerial portfolios. End 
note). 


No Agreement on Deputy PM 


3. (C) Al-Shawwa said there is no agreement on the Deputy PM 
position. She said Fatah will submit a name for this 

position and Haniyah will not be involved until Fatah decides 

on a prospective candidate. PLC member Muhammad Dahlan 
disavowed interest in the Deputy PM position in a statement 
issued to the press February 19. Arabic press still mention 

his name as a possible candidate, however, along with Fatah 
Central Committee (FCC) members Nabil ShaVath, Nasser Yusif 
and Hakam Balawi, PLC Fatah block leader Azzam al-Ahmad, and 
former minister and PECDAR head Muhammad Shtayya. 


Portfolio Assignments Incomplete 


4. (C) Ziad Abu Amr\'s appointment as Foreign Minister is a 
\"done deal,\" al-Shawwa said. She said Abu Amr would 
nonetheless be a problem in this role, given that he is close 

to Hamas and serves as an informal advisor to PM Haniyah, and 
thus will not represent President Abbas! political platform. 

She said PLC member Mustafa Barghuthi is being discussed as 
the Information Minister, but there is no consensus on other 
ministries, and there is disagreement both inside Fatah and 
between factions on who should lead the Interior Ministry. 
Al-Shawwa was coy about her own prospects; she verified media 
reports that Haniyah offered her a portfolio, but said 

neither she nor Haniyah discussed a specific ministry. 


5. (C) Former Finance Minister Salam Fayyad told the Consul 
General that he met with Haniyah on February 21. Fayyad said 
the discussion was primarily about policy and not about 
portfolios, but Haniyah conducted the discussion from the 
premise that Fayyad would be the NUG Finance Minister. 
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Arabic press reported February 21 that Fayyad will take the 
position to support the Mecca agreement and Palestinian 
unity. Fayyad told the Consul General that these press 
reports were based on comments by Hamas sources. 


No Fatah Retreat from Mecca 


6. (SBU) In Palestinian media statements and interviews, 

Fatah leaders have maintained public support for the Mecca 
agreement. The FCC issued a statement February 20 praising 

the Mecca agreement, calling for its rapid implementation and 
rejecting international criticism. Arabic newspapers have 

quoted Fatah PLC leaders Azzam al-Ahmad and Muhammad Dahlan 
and PLO Negotiations Chief SaVeb Erekat making similar 
comments. 
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Classified By: Ambassador Anne E. Derse, Reasons 1.4 (b,d) 


1.. (C) SUMMARY: On February 21 at his request the Ambassador 
met with DFM Khalaf Khalafov, who handles Iran, Turkmenistan 
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and US as the MFA \"bilateral relations\" deputy. He informed 
the Ambassador that the MFA wished to sign the draft Energy 
MOU originally drawn up for the EPC during FM Mammadyarov \'s 
March 5-7 visit to Washington, preferably with Secretary 

Rice, and gave the Ambassador a copy of the MFA\'s draft 
version (which had minor edits to USG-proposed draft; emailed 
to EUR/CARC 2/21). Khalafov said that given his portfolio 

and the broadening and deepening of bilateral USG-GOAJ 
relations, he seeks increased contact and discussions on 
Caspian strategic issues with the USG, through an intensive 
dialogue with the Embassy. The Ambassador agreed that closer 
consultation and coordination would be of immense help in 
furthering joint USG-GOAJ strategic goals. Khalafov than 

gave the Ambassador a read-out on the Prime Minister\'s recent 
visit to Turkmenistan, saying that the MFA assessed the GOAJ 
delegation head, PM Rasizade\'s, meeting with President 
Berdymukhamedov as \"positive,\" since the Turkmen President 
had indicated to Rasulzadeh that past obstacles would no 
longer stand in the way of better relations. As such, the 

GOAJ was optimistic that GOAJ bilateral relations with 
Turkmenistan could be improved. Khalafov asked for closer 
USG-GOAJ cooperation and coordination in taking advantage of 
the apparent opening with Turkmenistan to foster joint US-AZ 
goals. Upon hearing the Ambassadon\'s exposition of USG Iran 
policy he lauded USG\'s emphasis on finding a diplomatic 
solution to the Iran nuclear issue, and he offered to work 

closely with the Ambassador in this regard, sharing MFA 
insights and information about Iran. They agreed to meet 

again after his February 25-28 visit to Tehran, where he will 

be participating in a regional Caspian summit. It seemed 

clear after the fact that Khalafov summoned the Ambassador 
not to talk about the Energy MOU, but rather to offer 

increased regional coordination and consultation on Caspian 
strategic issues, primarily Turkmenistan and Iran. Given his 
primacy in the MFA on these issues, and his close ties to the 
President, we believe intensified dialogue as proposed by 
Khalafov will be of value in achieving USG regional 

objectives. END SUMMARY. 


ENERGY MOU 


2. (C) Khalafov officially informed the Ambassador of the 

MFA\'s desire for FM Mammadyarov to sign the Energy MOU with 
Sec. Rice during his upcoming Washington trip. Both 

Khalafov and the Ambassador agreed that the MOU was a 
non-binding expression of political intent, and Khalafov gave 

the Ambassador a revised version of the USG draft MOU with 
minor GOAJ edits for consideration (subsequently transmitted 

to Desk via email) 
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3. (C) Khalafov said he had heard that the Ambassador had had 
a good meeting that day with GOAJ Ambassador to the US Yashar 
Aliyev, where they discussed several GOAJ proposals for the 
upcoming FM Washington trip. Khalafov said that he had heard 
that the EPC had been productive, with many important MOUs 
signed. The same day Energy Diplomacy Dialogue had also been 
important, and the draft Energy MOU that had been prepared 

(but not finalized and signed) for that occasion had great 

bilateral and regional significance. Giving the Ambassador a 

draft of the Energy MOU, he asked that both the GOAJ and USG 
work together towards a final text of the Energy MOU so that 

FM Mammadyarov could sign it during his visit to Washington, 
preferably with Secretary Rice. He said that the Azerbaijani 
Embassy in Washington would also be submitting this same 

draft text to its State Department contacts. The FM had also 
instructed Khalafov to work with the US Embassy Baku in this 
effort. 


4. (C) The Ambassador said she would communicate the GOAJ 
request and the draft document itself to Washington that same 
day. The Ambassador pointed out that the Energy MOU would be 
a non-binding statement of political intent, like the MOUs 

signed at the EPC, which would serve joint GOAJ-USG energy 
objectives. She said she could not promise that it would be 

the Secretary who would be signing the document on behalf of 
the USG, but that she would relay the request. Khalafov 
acknowledged that the MOU would be non-binding, but said that 
it would serve the purpose of \"continuing the dialogue.\" He 
repeated that the GOAJ saw the document as important, as was 
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USG support for the GOAu\'s energy policies, given 
Azerbaijan\'s status as the regional energy leader. 


5. (C) In response to the Ambassador\'s question as to 

whether Khalafov was now also the \"Energy DFM,\" Khalafov said 
that he was the DFM for bilateral relations. The Ambassador 
said that given this portfolio, she hoped that they could 

meet more often in the future to discuss issues of bilateral 
importance. Khalafov said that he had \"not wanted to bother 
her\" up to now because \"she was so busy,\" but given the 
deepening and broadening of bilateral relations he was eager 

to meet more frequently. The MFA recognized USG efforts to 
intensify relations and \"wants to be supportive.\" The 
Ambassador said that she relied on the MFA for support in the 
full range of bilateral issues, and was looking forward to 

working with him on these broader efforts. In response to 

the Ambassador\'s question, he said that Shamil Alaskarov had 
not yet been formally appointed as the Energy POC for the MFA. 
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TURKMENISTAN 


6. (C) Khalafov said it would be mutually beneficial to 
intensify a bilateral discussion on Caspian region 
developments. For example, a few days prior a GOAJ 
delegation had traveled to Turkmenistan for the new 
President\'s inauguration. PM Rasulzadeh had had good 
meetings with President Kurbanguly Berdymukhamedov, who had 
told him that there were \"no obstacles or problems" in the 
way of improved GOAJ-Turkmen relations. The GOAJ saw this 
signal and the the new situation in Turkmenistan as 
potentially quite positive, and, given the recent Turkmen 
leadership change, Khalafov said it would be especially 
helpful for the US and Azerbaijan to coordinate closely as 
Azerbaijan seeks to take advantage of this opening to 
re-engage and improve bilateral relations with Turkmenistan. 
Khalafov said that given USG-GOAJ mutual interests in the 
region, increased bilateral dialogue on regional" security 
issues could maximize collective effectiveness and also allow 
the MFA to pass the \"latest news\" to the Embassy. The 
Ambassador said that she would benefit greatly from 
Khalafov\'s insights, and would also use these talks as a way 
to keep him abreast of the USG position on various regional 
issues. 


7. (C) In response to the Ambassador\'s question as to the 
source of GOAJ optimism, Khalafov said that the GOAJ felt 
that the new Turkmen leadership would not \"continue previous 
misunderstandings\" or hold onto \"predetermined positions," 
and as such the GOAJ was determined to increase its efforts 
to strengthen relations. Azerbaijan had always been seeking 
to normalize relations, and after the death of Turkmenbashi, 
its sending a high-level delegation to the funeral and the 
subsequent inauguration, in addition to a congratulatory 

letter sent by President Aliyev to President Berdymukhamedov 
were all signals of this desire. As such, Azerbaijan would 
strongly encourage Turkmenistan to re-open its Embassy in 
Baku, and will continue dialogue and promoting bilateral 

trips. Currently the Azerbaijani Embassy in Ashgabat is 
seeking an invitation for FM Mammadyarov to travel there. 
There is also an ongoing bilateral GOAJ-Turkmen Caspian 
working group that last met in Baku in 2006 that the GOAJ 
would seek to continue. 


8. (C) In response to Khalafov\'s comments that the USG should 
seek to take advantage of the leadership change to improve 

its own relations with Turkmenistan, the Ambassador noted 

that the presence of A/S Boucher at the funeral and 

subsequent inauguration was a sign of the USG interest in a 
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new page in bilateral relations if indeed Turkmenistan 

pursues a new path. Khalafov claimed there were many \"new 
ideas in Berdymukhamedow's inaugural speech. The Ambassador 
said the USG had noted some signs that the new Turkmen 
government might be seeking to open up its society more than 
did the previous government. The Ambassador said she would 
relay the message back to Washington that the GOAJ had had 
positive feedback after reaching out to Turkmenistan after 
Turkmanbashi\'s death, that the GOAJ thinks there is a real 
possibility for improved bilateral USG-Turkmen and 
GOAJ-Turkmen relations, and that the GOAJ would like to 
intensify its bilateral cooperation with the USG on how best 

to reach out to Turkmenistan. 


IRAN 
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9. (C) The Ambassador said that FM Mammadyarov suggested to 
her that she talk with Khalafov after he returned from his 
February 25-28 trip to Tehran, where he would be representing 
the GOAJ in a regional summit on Caspian issues. She said 
she had earlier that day talked with Ambassador Yashar Aliyev 
concerning USG Iran policy, highlighting the fact that while 

no options were off the table, the USG was not seeking 
confrontation and instead was seeking to use all available 
diplomatic means to encourage Iran to take \"the good path!" 
laid out by the international community. The USG does not 
object to Iran\'s peaceful use of nuclear energy, but an Iran 

with nuclear weapons is a threat to the region, the US, and 

the world. The USG was doing all it can diplomatically to 
support the sovereignty, independence and territorial 

integrity of its allies like Azerbaijan. The USG put forward 

a very positive offer to Iran to constructively engage a few 
months prior, which was still on the table. However, in the 

face of Iran\'s unwillingness to listen to reason and to UNSC 
1737, the USG was also seeking to \"up the pressure\" on Iran. 
The USG was also seeking to prevent Iranian efforts to 
destabilize Iraq. A second carrier group has also been 
positioned in the Persian Gulf to support our allies and to 

keep sea lanes open. Outside the 1737 framework, the USG was 
also seeking to use the international financial system 

against Iranian proliferation efforts, and welcomed the 

efforts of other countries in this regard. On a positive 

note, the US people have positive feelings for the Iranian 
people, and the USG was continuing in its efforts to reach 

out to the Iranian people through grants, programs, sports 
exchanges and other means. Concluding, the Ambassador said 


Column 3 
she was interested in hearing Khalafov\'s insights concerning 
Iran. 


10. (C) Responding, Khalafov said that Iran was an important 
country in the region, and bore especial strategic importance 
for Azerbaijan. As such, the GOAJ strongly supported USG 
efforts to find a diplomatic solution to the Iranian nuclear 
issue, the GOAJ stood ready to help, and was itself trying to 
use all diplomatic means to solve extant issues. During the 
time of Heydar Aliyev, shortly after independence, Azerbaijan 
was having a very hard time due to Armenian aggression and 
the support of Armenia by neighbors such as Iran. Even then, 
the GOAJ had sought to normalize relations with its southern 
neighbor, a goal now continued by Heydar\'s son. Iran and 
Azerbaijan have major disagreements, especially on Caspian 
delimitation, but the GOAJ always try to keep the dialogue 
open. The presence of Western companies in the region was 
important for GOAJ development of its energy sector, so the 
GOAJ chose to use dialogue with Iran vice a confrontation 
that might have scared these Western companies out of the 
region. lranian nuclear weapons would be destabilizing, and 
not in the region\'s interest. Iran has the right to the 

benefits of a peaceful nuclear program, but only within the 
framework of the international obligations to which it is a 
party. Because Azerbaijan and Iran are neighbors, Azerbaijan 
has good insights and information on Iran. 


11. (C) The Ambassador said that USG-GOAJ cooperation and 
GOAJ insights on Iran would inform the international 
community\'s approach in solving the Iran problem. She urged 
the GOAJ to use whatever influence it had with the Iranian 
government to move it towards the \"good path. The US, as a 
\"virtual neighbor\" to Azerbaijan, would also continue working 
toward strengthening its relationship with Azerbaijan. 


12. (C) Khalafov said that there are some \'realistic\’ 
politicians in the Iranian government, concerned about Iran\'s 
future, who are working to solve Iran\'s problems on the 
international scene, but there are also many who don\'t 
\"recognize the realities,\" and are seeking to stir up 
problems. There are disagreements between President 
Ahmadinejad and Supreme Leader Khamenei, as reflected in 
their respective public statements, and the advisors 
surrounding Khamenei, like National Security Council 

Sec. Ali Larijani, are less radical than those close to 
Ahmadinejad. This difference between the two indicates the 
possibility of a diplomatic solution. Khalafov added that 

the US would be well served in paying attention to Iran\'s 
domestic situation, in order to gain a better understanding 

of the dynamics between the major power centers, such as 
Khamenei and Ahmadinejad. 
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13. (C) When the Ambassador asked what the USG could do to 
encourage any nascent Iranian trends toward moderation, 
Khalafov said that international solidarity was of paramount 
importance. It is especially important Russia and China 

fully join the international consensus on Iran\'s nuclear 
program. Given the failure of the EU to positively influence 
Iran, Iran seeing Russia and/or China more aligned with the 
international community on Iran could have a substantial 

effect on Iran evaluating its position. 


14. (C) COMMENT: It seemed clear after the fact that 
Khalafov summoned the Ambassador not to talk about the Energy 
MOU, but rather to offer increased coordination and 
consultation on Caspian strategic issues, primarily 
Turkmenistan and Iran. Given his primacy in the MFA on these 
issues and his status as one of President Aliyev\'s \"Kiev 
colleagues,\" we believe intensified dialogue on strategic 

issues in the Caspian as proposed by Khalafov will be of 

value in advancing US regional objectives, especially vis a 

vis Turkmenistan and Iran. END COMMENT 

DERSE 
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B. SKOPJE 120 


Classified By: POLOFF NEISULER FOR REASONS 1.4 (B) AND (D) 


SUMMARY 


1. (C) During a meeting with Prime Minister Gruevski on 
February 21, the Ambassador raised U.S. concerns regarding 
political dialogue, education issues, and the rule of law in 
Macedonia (reftels). Pledging U.S. support for Macedonia\'s 
NATO membership aspirations, the Ambassador stressed that 
there is still much work to be done, especially in enhancing 
constructive political dialogue. The Prime Minister 
acknowledged the gravity of Macedonia\'s current political 
challenges and admitted that, if left unresolved, they could 
lead to the country\'s \"losing NATO.\" End of Summary. 


Political Dialogue and Framework Agreement Implementation 


2. (C) During a February 21 meeting with PM Gruevski, the 
Ambassador noted the positive signal sent by his party\'s 
participation in ongoing National Democratic 
Institute-sponsored discussions among working-level party 
experts on changes to the parliamentary rule book. Expressing 
her regret at the boycott of those discussions by the main 
eAlbanian opposition party DUI, the Ambassador assessed as 
positive DUI\'s desire to at least remain informed about the 
proceedings. Gruevski assured the Ambassador that his party 
has \"no problem!" with political dialogue, but insisted DUN's 
sole objective was to accomplish its agenda, rather than 
working constructively with the government (GOM). He 
commented, in a tone showing he was scandalized at the 
temerity of DUI, that DUI wants \"not dialogue but 
concessions.\" 


3. (C) The Ambassador suggested that the GOM welcome DUI\'s 
desire for concessions by asking for reciprocal concessions 

as part of the democratic process. She stressed that mutual 
give and take --concessions in fact-- are the essence of 
political life and of the relations NATO and the EU expect in 
Macedonia. Both agreed that pre-conditions for talks were 
unacceptable, while a detailed agenda on priorities might be 
helpful in focusing eventual discussions. In that light, 

Gruevski mentioned a recent message he had sent through EU 
Special Representative Fouere to DUI president Ahmeti. He 
proposed to compile a list of laws that would need a Badinter 
(qualified) parliamentary majority to pass. If DUI accepted 
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the proposal, Gruevski believed that would guarantee more 
efficient work in the Parliament in the future and would 
negate DUI\'s request to re-compose the parliamentary Inter 
Ethnic Committee. 


4. (C) The Ambassador also discussed with Gruevski 
implementation of the Ohrid Framework Agreement (FWA) in 
relation to a recent government reshuffle. While the 
Ambassador was concerned about the inexperience of the 
newly-appointed Minister for FWA Implementation, Gruevski was 
confident that the new Minister would build upon the efforts 

of his predecessor and move the implementation process 
forward. As evidence of increased GOM attention to FWA 
implementation, the Prime Minister cited his plan to hire 250 
minority public servants, distributed among the various 
ministries, and an additional 150 to work specifically on 
EU-related issues. The Ambassador cautioned the GOM against 
thinking in terms of minority hiring without reference to 
qualifications or need for the jobs, essentially in order to 

show improved minority employment statistics. Equitable 
representation means instead putting ethnic minority members 
in real jobs. 


Education Issues: Nostrification and Religious Instruction 


5. (SBU) The Ambassador pointed to the current burdensome 
system of nostrification of foreign university degrees as a 
barrier to trade and knowledge sharing, which encourages 
brain drain. PM Gruevski agreed wholeheartedly that the 
laborious nostrification procedure should be transformed into 
a simple recognition process for foreign degrees. Although 
he expected strong resistance on the part of professors at 
MacedoniaWs state universities, Gruevski said he planned to 
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address the issue by the beginning of summer. The Ambassador 
pledged U.S. support for that process, and stressed that the 

USG has spent over USD 8 million to educate Macedonians whose 
American diplomas are not recognized by the current system. 


6. (SBU) The Ambassador and PM Gruevski discussed the 
proposal for a Law on Religious Instruction in Schools in the 
context of Macedonia\'s NATO priorities. The PM said the draft 
law allows parents to choose whether their children will 

study world religions or the religious doctrine of their own 

faith, taught by priests and other religious leaders. The 
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Ambassador highlighted the law\'s divisiveness, the value of 
instruction by teachers according to a curriculum, and urged 
the GOM to take more time to look at other options for 
including general religious studies in the school curriculum. 
She especially highlighted that this law is not a priority 

for NATO and the EU, and that its controversial nature could 
further delay consideration of true priority legislation. 
Gruevski said that he might delay action on the religious 
instruction law until later in the year. 


Rule of Law: TIP, ICTY, Religious Freedom 


7. (SBU) The Ambassador noted positive developments over the 
past few months in the GOMVs fight against 
trafficking-in-persons (ref A). The Prime Minister confirmed 
that combating TIP is one of his government\'s priorities. He 
stressed that his Cabinet has tasked the Ministry of Interior 
(MOI) and the Ministry of Justice (MOJ) with the 
implementation of various anti-TIP measures, including a 
significant revision of the Criminal Code that should be 
complete by the end of May. On the MOI side, Gruevski 
mentioned that specific anti-TIP operations were in the 
preparation phase, suggesting imminent anti-TIP operations 
could be expected in the near future. 


8. (C) Following the Ambassador\'s account of the USGVs latest 
efforts to persuade the Hague Tribunal to delay the return to 
Macedonian jurisdiction of four unindicted ICTY cases (ref 

B), the PM repeated his frequent remark that his biggest 
challenge would be how to explain such a delay to the 
eMacedonian public. He predicted that, if the four cases (all 

of them involving allegations against eAlbanians) were 
delayed, there could be violent rallies during the trials of 
eMacedonian defendants already in The Hague and awaiting a 
trial date. The Ambassador pointed out that the premature 
return of the cases could cause even more problems, since the 
Macedonian judicial system is not ready to handle them and if 
they are in Macedonian jurisdiction there will be even 

greater political pressures to act on the cases quickly, 

whether this is feasible or not. She assured Gruevski of 
international community (IC) support for the GOM, both in 
terms of training, and in weathering the public\'s reaction to 

a delay based on the fact that the judiciary, prosecution and 
investigation services are not at all ready for ICTY cases. 

She added that any uncertainty about the state of the legal 
system was resolved by the extraordinary acquittal of Agim 
Krasniqi days earlier. 
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9. (SBU) The Ambassador expressed her appreciation for PM 
Gruevski\'s and FM Milososki\'s efforts in revising the draft 
Law on Religious Communities and Groups. She said that post 
was currently reviewing the draft law and would share its 
comments with OSCE. 


Brussels Readout 


10. (C) On his initiative, PM Gruevski gave the Ambassador a 
briefing on his recent visit to Brussels. His bleak 

assessment (\"we don\'t have NATO\") contrasted starkly with 
boastful comments in the media after the trip. Gruevski did 

not hide his frustration with the IC\'s perceived \"lack of 
understanding of and interest in\" his country and all the 
positive things that he said had been accomplished by the 
government. Fishing for a reaction, he speculated that \"the 

EU and NATO are simply trying to find a reason not/not to 

give Macedonia a date for negotiations.\" The Ambassador told 
him there simply was no truth to that rumor, and urged 
Gruevski to focus on accomplishing NATO priorities. She added 
that the reality is Macedonia seeks admission to NATO, hence 
it must prove itself. It is not NATO or member states that 

have to prove their detailed knowledge of developments in 
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Macedonia. What matters is results. 


COMMENT 


11. (C) Still soaring in public opinion polls at home, 

Gruevski clearly is frustrated by the tough messages he has 
heard from the EU and NATO in recent weeks regarding a lack 
of political dialogue and the slow pace of reforms; his 

natural tendency is to cast about for scapegoats, even if 
those turn out to be the bearers of the criticial messages. 
Unlike past discussions with us, however, when he seemed to 
shrug off criticism and trumpet his oft-repeated 
achievements, he appeared more thoughtful and open to 
constructive engagement this time. We are seeing some 
positive signs of progress, especially on the anti-TIP front, 
and will continue to apply \"soft pressure\" at all levels of 

the GOM to get the political dialogue process and FWA 
implementation rolling again. In the meantime, it is 

essential that our message to the GOM continues to be that 
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NATO membership is achieveable and that we want Macedonia to 
succeed. But time is short and there is much to do before 
Macedonia is ready to assume the responsiblities of 

membership. Implementation of tne FWA, reforms especially in 
the judicial arena, and achievement of meaningful political 
dialogue remain essential. 

MILOVANOVIC 
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SUBJECT: ISTANBUL JANUARY PD ACTIVITIES 


1. Summary: Istanbul PAS activities in January 2007 included 
organizing an official visit by the Consul General to Kocaeli, an 
industrial province east of Istanbul; a round-table discussion with 

a group of young journalists; and a radio interview with one of 
Turkey\'s leading intellectuals. In all cases, the CG was called to 
defend U.S. policies in Iraq and our cooperation with Turkey in 
combating the PKK. The atmosphere in these conversations was 
consistently cordial, but it was clear that Iraq and the PKK 

continue to be the benchmark issues by which the public gauges the 
Turkey-U.S. relationship. The Armenia \"Genocide\" Resolution had not 
yet hit the public consciousness. End Summary 


2. CG Jones began her January 17 PAS-organized visit to the 
industrial province of Kocaeli (population 1.3 million), the richest 
province in Turkey, by making courtesy calls on Governor Gokhan 
Sozer and Mayor Ibrahim Karaosmanoglu. Sozer, a career politician, 
assumed his current position only in October 2006, after serving as 
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district governor in a number of other provinces and governor of 
Yozgat in Central Anatolia. Karaosmanoglu, an Izmit native, is a 
founding member of the ruling Justice and Development (AK) party and 
served as Chairman of the AK Party in Kocaeli before becoming mayor 
in 2004. 


3. Both politicians cited the influx of hundreds of thousands of 
unskilled and in many cases illiterate internal migrants, resulting 

in homelessness and widespread unemployment, as the major challenge 
for the province. Traffic was another major area of concern. They 
highlighted their success in cleaning up industrial waste as the 

most significant achievement. In response to the CG\'s question 
about the level of cooperation between the province/municipality and 
private sector, Sozer and Karaosmanoglu replied that the private 
sector, especially through the Chamber of Industry, had assisted in 
constructing housing units, in particular following the devastating 
1999 earthquake. 


4. The CG\'s discussions with the Chairman and ten members of the 
Board of the Chamber of Industry, one of the most active in Turkey, 
focused not only the province\'s industrial-based economy, which 
accounts for 13 percent of Turkey\'s industrial production, but also 
U.S. foreign policy, especially in Iraq. Board members were openly 
critical of U.S. policy in Iraq, in particular of our apparent 

reluctance to pursue PKK leaders in the North. 


5. CG Jones toured the $1.5 billion Ford Otosan factory, which 
employs 8,000 local workers and was selected as the \"Best Ford Brand 
Assembly Plant in Europe\" for the last five years. Ford operations 

in Turkey are owned in equal partnership by Koc Holding and Ford 
Motor Company; it is the market leader in total automotive sales in 
Turkey. 


6. Finally, the CG met with the rector of Kocaeli University, one 

of the top ten universities in Turkey, to discuss student exchanges, 
the Fulbright program, and upcoming cultural events that PAS is 
organizing in Kocaeli. 


7. In a city that receives few official foreign visitors, the CG\'s 
presence was a major event, covered by all local media, including 
television, radio and news websites. A very positive interview with 
the province\'s largest circulating newspaper, \"Kocaeli,\" 
(circulation: 10,000) was published on January 19. Topics ranged 
from the CG\'s visit to Kocaeli to U.S. policy in Iraq. Kocaeli\'s 
television station, TV41, broadcast a lengthy story about her visit 
during its January 17 primetime newscast. 
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8. As part of Post\'s ongoing effort to identify talented young 
journalists and editors, CG Jones on January 24 hosted eight Turkish 
journalists under age 40, representing both print and television 
media outlets. For several, it was the first time they had been 
invited to a PAS-organized event. The assassination of journalist 
Hrant Dink was a main topic - the journalists had all covered story 
and were clearly deeply affected, but most doubted that his death 
would result in a closer examination of \"the events of 1915\" or in a 
reversal or even watering down of Article 301. One TV broadcaster 
(STAR TV) predicted that \"all will be forgotten in 15 days.\" Only 
one journalist disagreed, saying that Dink\'s death would bring about 
the start of a reconciliation process. Several journalists pointed 

to the upswing in internet usage among young people over the past 
few years, providing an efficient medium for radical ideas to be 
spread among the unemployed. 


9. On the PKK, atop TV broadcaster for CNN-Turk, renowned for his 
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reporting from Iraq, strongly criticized the U.S. for not capturing 
PKK leaders in Northern Iraq, commenting that any journalist could 
identify their location. 


10. The CG\'s question about the influence of Turkish religious and 
education leader Fettulah Gulen, currently residing in the U.S., and 
whether he intended to remain abroad or return to Turkey, elicited 
little response, underscoring the sensitivity of this issue. The 
journalists unanimously agreed that the passage of an Armenian 
\"Genocide\" resolution by the House of Representatives would 
seriously harm U.S.-Turkey relations. Although they realized that 
the U.S. Administration would not support such a congressional 
resolution, the average man on the street would not understand the 
distinction. 


11. The CG asked about the various associations of journalists and 
whether there was an effective way for journalists from different 
media outlets and but sharing similar beats to organize meetings on 
subjects of common interest, such as the National Press Club in the 
U.S. It appears that there is no such organization in Istanbul, but 
several guests thought it would be useful. 


JR. 


12. During a one-hour interview on January 15 with Istanbul\'s 
premier radio station targeting opinion leaders (Acik Radio), the CG 
focused not only on the life and legacy of the civil rights leader, 
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but also on current topics including U.S. policies in Iraq and 
U.S.-Turkey relations. In her remarks about Iraq, the CG drew an 
analogy with America\'s own historical struggles as a young 
democracy, describing in particular the advances the U.S. has made 
in the area of civil and human rights with the help of leaders such 

as Martin Luther King, Jr. Istanbul\'s opinion leaders, generally 

fed a heavy dosage of analysis highly critical of U.S. policies in 

Iraq and the Middle East, were reminded of American values such as 
tolerance, justice and compassion as represented by Martin Luther 
King, Jr. 


13. Comment: Not surprisingly, Iraq and the PKK in Northern Iraq 
continue to be at the forefront of the Turkish public\'s concern 
regarding the U.S.-Turkey relationship. We used these three 
visits/events, as well as many other opportunities, not only to 
explain the USG position, but also to highlight deeply held American 
values such as democracy and freedom of speech. All of our 
interlocutors appreciated our willingness to hear their opinions and 
to engage in an open and honest dialogue. 


JONES 
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WITH CONGRESS PLANS 

REF: MINSK 150 


Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 
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1. (C) Political party leaders tried to assure Ambassador 

that the opposition coalition remained united, despite de 
facto coalition leader Milinkevich\'s refusal to participate 

in the upcoming congress of democratic forces tentatively 
scheduled for March 17-18. Calling his decision a big 
mistake, the party leaders claimed they had made several 
attempts to persuade Milinkevich to attend the congress, but 
thus far without success. Belarusian National Front head 
Vyachorka outlined his proposal to ensure Milinkevich\'s 
participation in the congress, but he has yet to receive a 
response from Milinkevich or other party leaders. Belarusian 
Party of Communists head Kalyakin predicted that Milinkevich 
would not agree to any concessions. United Civic Party\'s 
Lebedko cited the level of unity among urban and regional 
opposition activists on the need for a congress and 
maintained that the current problem between Milinkevich and 
the party leaders was just \"temporary.\" End summary. 


Regional Activists Want a Congress? 


2. (C) Following de facto coalition leader Aleksandr 
Milinkevich\'s announcement he would boycott the upcoming 
democratic congress, and separate meetings between DCM and 
the three party leaders February 16, Ambassador on February 
21 asked key political party leaders for an update on plans 

for the event and on the level of cooperation within the 

coalition (reftel). DCM, Pol/Econ Chief, and Poloff also 

attended the meeting. The political party leaders stressed 

that regional and urban opposition activists wholeheartedly 
support the convening of another congress. 


3. (C) Belarusian National Front (BNF) leader Vintsuk 
Vyachorka, Belarusian Party of Communists (BPC) leader Sergey 
Kalyakin, and United Civic Party (UCP) leader Anatoliy 
Lebedko claimed that in recent town hall meetings in Gomel 
and Minsk with coalition leaders and activists, nearly all 
attendees believed a congress was necessary to maintain unity 
in the coalition. According to Vyachorka and Lebedko, 

activists want the congress to restructure the coalition 
leadership and develop and implement coalition strategies. 

The leaders claimed that activists in Belarus\' other four 
oblasts held similar views. (Note: Gomel\'s regional UCP 
leader and head of Milinkevich\'s For Freedom campaign 
Vladimir Katsura on February 22 announced that he and 39 
Milinkevich supporters would boycott the congress if a single 
leader was not chosen. End note.) 


Confident About Congress, Frustrated With Milinkevich 
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4. (C) Kalyakin claimed that there were no serious obstacles 
to convening the congress on March 17-18 as originally 
planned. Kalyakin noted that the coalition had even made 
some progress on securing from the authorities a location in 
Minsk, although he is not optimistic that the GOB will honor 
any commitment. The only significant setback to the congress 
was Milinkevich\'s decision not to participate. According to 
the BPC leader, political parties, the intelligentsia, and 
coalition VIPs had all unsuccessfully tried to convince 
Milinkevich that his refusal to participate was a \"big 
mistakeW and a \"loss\" for the coalition. Clearly frustrated, 
Kalyakin told Ambassador that by now it was obvious 
Milinkevich would not agree to any conditions, which was his 
problem and not the coalition\'s. 


BNF Reaches Out, Gets No Answer 


5. (C) In order to appease Milinkevich, BNF leader Vyachorka 
on February 17 made a proposal promising Milinkevich that the 
BNF would support him as the chair of the Political Council, 
leader of its delegations at international talks and 
negotiations with GOB officials, and directing officer in 

control of the Presidium\'s activities if he participated in 

the congress. Vyachorka also suggested the congress be 
postponed from March 17-18 to May to, among other things, 
expand the congress to include delegates from the October 
2005 democratic congress. The participation of the 2005 
delegates would likely increase the number of non-party 
activists, which is a key demand of Milinkevich for taking 
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part in the upcoming forum. To date, Milinkevich or the 
other party leaders have not responded to Vyachorka\'s 
proposal. 


Lebedko: Milinkevich Makes It Harder to Reach Consensus 


6. (C) Lebedko cited Vyachorka\'s proposal as an example of 
the political parties\' openness to suggestions for the sake 

of unity (although Kalyakin doubted it would ever get the 
coalition\'s approval). The UCP leader noted that on February 
22 the party leaders and Milinkevich hoped to reach consensus 
on the congress. (Note: Independent news source Belapan on 
February 22 reported that Milinkevich and party leaders 

agreed to form a committee to reach a settlement. End note.) 
However, as Lebedko noted, it was much easier for coalition 
leaders to come to an agreement two weeks ago than it is now 
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(before Milinkevich publicly declared his boycott), but he 
asserted to Ambassador that the current situation was only 
temporary. Ambassador encouraged the party leaders to 
continue taking steps to restore unity to the coalition. 


Comment 


7.(C) The party leaders demonstrated that they were united 
on at least one issue; their deep frustration with 

Milinkevich. Clearly, Milinkevich\'s refusal to participate 

inthe congress has fractured the coalition even further, but 

we have also observed a considerable level of tension between 
party leaders and their activists in the regions. Many 

regional opposition activists, particularly those in the UCP 

and BNF, are skeptical about a congress and some groups are 
even boycotting it. With a month left before the congress 

and the planned March 25 demonstration, it remains doubtful 
that the coalition leaders will be able to organize as 

impressive (and inclusive) an event as the 2005 congress. 
Stewart 
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REMOVALS VIOLATED CIVIL RIGHTS 

REF: A. 06 SARAJEVO 3209 


B. SARAJEVO 62 
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Classified By: DCM Judith B. Cefkin for reasons 1.4 (B), (D) 


1. (C) Over Presidents\' Day weekend, the Bosnian 
Constitutional Court released a July 2006 decision calling on 
the Bosnian government to address human rights violations 
stemming from OHR\'s 2004 removal from office of two Republika 
Srpska (RS) officials who had abetted war criminals. The 
Court ruled that the lack of an appeal process deprived 
Dragan Kalinic and Milorad Bilbija of rights guaranteed to 

them under the constitution. The Court did not challenge the 
High Rep\'s authority to remove the Kalinic and Bilbija, but 

it argued that Bosnia\'s international obligations do not 
supersede the government\'s requirement to protect the civil 
and human rights of Bosnian citizens persuant to the Bosnian 
Constitution. This could involve seeking a revision of the 

High Rep\'s removal decisions or acting unilaterally to 

address the issue. Kalinic and Bilbija have threatened to 

file suit at the European Court of Human Rights (ECHR), if 

the Bosnian government does not implement the Constitutional 
Court ruling. The Court decision, much like the Council of 
Minister\'s December decision on decertified police officers 
(Reftels), directly challenges the High Rep\'s authority and 
Dayton. OHR is considering how to respond including whether 
to use of the Bonn Powers to annul the Constitutional Court 
decision. END SUMMARY 


Kalinic and Bilbija Plan Strasbourg Suit 


2. (U) Former Speaker of the RS National Assembly as well as 
former Serb Democrat Party (SDS) President Dragan Kalinic and 
former Deputy Head Operative of the Intelligence and Security 
Agency Milorad Bilbija were removed from office by former 
High Representative Paddy Ashdown on June 30, 2004 and 
December 16, 2004 respectively. Ashdown removed Kalinic 
because he failed to prevent the SDS from funneling money to 
ICTY indictees, including Radovan Karadzic. He removed 
Bilbija for his role in fostering in the RS \"a culture of 

silence and deceit wherein war crime indictees were protected 
from justice.\" Both filed a series of domestic court cases 
disputing these dismissals and claimed their human rights has 
been violated, including their right to work, right to 

associate, and right to seek an appeal of the OHR decision. 
Lower courts gave various ruling on their inability to 

challenge OHR decisions and dismissed the cases. The 
Constitutional Court agreed to take up both cases in 2005 and 
because of the overlapping legal issues involved decided to 
consider them as a single case. 


July Constitutional Court Ruling 
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3. (U) On July 8, 2006 the Constitutional Court concluded 

that the Kalinic\'s and Bilbija\'s \"right to an effective legal 
remedy under Article 13 of the European Convention (for the 
Protection of Human Rights) has been violated due to lack of 
an effective legal remedy within the legal system of Bosnia 
Herzegovina, which could be pursued against the decisions of 
the High Representative concerning the rights of individuals 
and due to a fact that Bosnia and Herzegovina failed to 
undertake any activities within the scope of its positive 
obligation to secure an effective legal remedy against the 

said decisions of the High Representative.\" The ruling 
requires the Bosnian government to meet its constitutional 
responsibilities by securing a mechanism for Kalincic and 
Bilbija to appeal the High Rep\'s decision to remove them from 
office. 


4. (U) The Court acknowledged that the High Rep has the 
\"power to make binding decisions and authorities of Bosnia 
and Herzegovina have an obligation to co-operate with the 
High Representative, by virtue of both the General Framework 
Agreement for Peace and Security Council Resolution." 
However, the Court stressed that Article 11(2) of the Bosnian 
Constitution applies the rights and freedoms of the European 
Convention for the Protection of Human Rights directly in 
Bosnia and that Article 13 of the European Convention of 
Human Rights requires \"an effective remedy\", should rights 
and freedoms be violated (i.e., legal recourse or an appeal 
process). The Court argued that the obligation of BiH in 
public international law to cooperate with the High Rep and 
to act in conformity with decisions of the UNSC cannot be 
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considered to limit the constitutional rights of Bosnian 
citizens, which includes the right to \"effective remedy\" of 
violations. 


Court Cites Venice Commission 


5. (U) The Constitutional Court cited a March 2005 opinion of 
the Venice Commission on the \"Constitutional Situation in 
Bosnia and Powers of the High Representative\" in support of 
its ruling. (Note: The Venice Commission issued this opinion 

in response to a request from the Council of Europe\'s 
Parliamentary Assembly, which asked whether OHRVs ability to 
take enforceable decisions without legal remedy was in 
compliance with the European Convention. End Note.) The 
Venice Commission found that \"as a matter of principle, it 
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seems unacceptable that decisions directly affecting the 
rights of individuals taken by a political body (OHR) are not 
subject to a fair hearing or at least the minimum of due 
process and scrutiny by an independent court.\" The Court 
also drew a parallel between this case and the legal 
controversy surrounding UNIPTF decertification (Reftels), 
citing the Venice Commission opinion on this issue as well. 


Court Creates Political Problem for Bosnian Government 


6. (C) Constitutional Court Registrar Faris Vehabovic 
admitted to us in confidence that the Court settled what it 
considered a relatively straightforward legal question, but 

in the process had created a huge political problem for the 
Bosnian government. (Comment: And, we would add, for the 
international community. End Comment.) It will be extremely 
difficult for the Bosnian government to protect Kalincic\'s 

and BilbijaWs human rights as well as respect OHR\'s authority 
under Dayton, as the Court directs. Any Bosnian government 
action to enforce the decision would likely require the 
government to turn to the PIC or UNSC for help in providing 
Van effective remedy,\" Vehabovic said. (Note: Of course, the 
Bosnian government could take unilateral action as it did 

with the issue of decertified police officers. End Note.) 
Vehabovic predicted the Bosnian government would not act to 
enforce the Court\'s decision, at least not immediately, which 
means Kalinic and Bilbija act on their threat to file suit 

against the Bosnian government at European Court of Human 
Rights. The ECHR would likely require 4-5 years to 
adjudicate the case, according to Vehabovic. 


Comment 


7. (C) Like the Council of Minister's December actions on 
decertified police officers, the Constitutional Court ruling 

in the Kalinic and Bilbija case directly challenges Dayton 

and the High Rep\'s authority. The alleged human rights 
concerns in both instances are also similar: the right to 

appeal a decision taken to support the implementation of the 
Dayton Peace Agreement. The Court ruling opens the door to 
dozens of future legal challenges by persons the High Rep 
removed from office. Given his earlier position that the 
decertified police officers should have the right to appeal 

IPTF decisions, it will difficult for Schwarz-Schilling to 

argue that Kalinic and Bilbija should not enjoy the same 

right. OHR is now considering how to respond, but does not 
expect to take any action until after the February 26-27 PIC. 
Among the options OHR is reviewing is whether to use the 
Bonn Powers to annul the decision, something we believe has 
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not been done before. While some on Schwarz-Schilling\'s 
staff are arguing that this is the right course, we doubt he 
would do it given his philosophy about when and how to use 
the Bonn Powers. The Court\'s ruling will undoubtedly be 
raised on the margins of the PIC. We should encourage OHR to 
take the strongest appropriate action to prevent the Bosnian 
government from implementing the Constitutional Court ruling. 
Late last year, the High Rep responded meekly to the CoM 
challenge. We cannot afford a repeat of this performance 
given the stakes involved. End Comment 

MCELHANEY 
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TRIP TO THE U.S. 


REF: A. MINSK 150 
B. MINSK 162 


Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) The delegation of leading Belarusian political and 

civil society activists to the U.S. will provide USG policy 
makers an insightful and balanced view of the current state 

of affairs in the democratic opposition camp. The Lukashenko 
regime\'s desperate struggle to adapt to significantly higher 
energy prices has put the opposition in a unique position to 
broaden popular support for democratic change. However, 
opposition coalition members, including de facto coalition 
leader Aleksandr Milinkevich, remain locked in a bitter 
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struggle over questions of leadership and planning for 
another democratic congress. Milinkevich was supposed to 
lead the Belarusian delegation to the U.S., but at the last 
minute he pulled out, citing \"irreconcilable differences!" 
with the opposition party leaders. The delegation, which 
nevertheless consists of the most active political party and 
civil society representatives, will have an opportunity to 
hear from key USG officials on the need to work together and 
quickly to capitali 

ze on the regime\'s weakness. End Summary. 


Belarusian Delegation Represents Diverse Viewpoints 


2. (C) Despite de facto coalition leader Aleksandr 
Milinkevich\'s last-minute withdrawal from the February 
25-March 2 trip to the U.S., the current composition of the 
delegation is truly representative of the democratic forces 

in Belarus. Belarusian Popular Front (BNF) head Vintsuk 
Vyachorka, United Civic Party (UCP) head Anatoliy Lebedko, 
and Belarusian Communist Party (BCP) head Sergey Kalyakin are 
the leaders of the largest opposition political parties in 

Belarus (with each party having a membership base of 
1000-3000 activists). Irina Kozulina is the wife of the most 
well-known political prisoner in Belarus, former presidential 
candidate Aleksandr Kozulin, and has led an effective public 
campaign seeking the release of her husband and other 
political prisoners. Sergey Matskevich, head of the Assembly 
of Belarusian Democratic NGOs, represents an umbrella 
organization that coordinates the activities of 220 

independent NGOs. Thus, the delegation members will be able 
to provide Washington policy-makers wit 

h a comprehensive assessment of the prospects for democratic 
change and what the international community can do to 
strengthen our support for the freedom fighters. 


Key Challenges Facing Belarusian Opposition 


3. (C) The Belarusian democratic forces, including the NGO 
community, are in the process of trying to figure out how to 
respond to the potential economic crisis caused by Russia\'s 
decision to increase oil and gas prices for Belarus and trade 
disputes with Russia (e.g., Belarusian sugar exports). 

(Note: Most recently, the GOB requested a USD 1.5 billion 
\"stabilization loan\" from Russia to help mitigate the effects 
of higher energy prices. End note.) Opposition coalition 

and civil society leaders know that they must develop and 
disseminate an alternative vision for Belarus to convince 
Belarusians to actively support democratic change. They also 
know that they need to develop an action plan to disseminate 
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the alternative vision and mobilize democratic-minded 
Belarusians. However, the coalition and most civil society 
groups remain paralyzed by at least three issues (see refs A 
and B for more detailed assessments): 


-- Coalition Stuck on Leadership Issues. Milinkevich has 
publicly announced that he will boycott the upcoming congress 
of democratic forces, tentatively scheduled for March 17-18, 
on the grounds that the coalition aims to displace him as 
leader and that the current make-up of the congress leaves 
out the important role of civil society and non-party 

activists. Party leaders Lebedko and Kalyakin have said 
publicly and privately that in the absence of presidential 
elections there is no need for a single coalition leader, but 
they recognize that coalition activists in the regions are 
demanding that the party leaders reach a compromise with 
Milinkevich. Vyachorka, who played an active role in 
securing Milinkevich\'s presidential nomination in the October 
2005 democratic congress, has shown more flexibility on the 
issue of leadership, but he is deeply frustrated with 
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Milinkevich\'s blatant efforts to recruit BNF regional 

activists for his own \"For Freedom movement. NGOs, 
including those in the Assembly of Democr 

atic NGOs and prominent human rights group Charter97, support 
Milinkevich\'s bid to retain his title as opposition leader, 

but they are disappointed with Milinkevich\'s lackluster 
performance as a leader. 


-- Absence of an Alternative Vision or Action Plan. Although 
coalition leaders say that in principle they agree on a 
message that would stress close ties with Russia and the 
West, they remain at loggerheads on the details of an 
alternative vision for Belarus. Similarly, the action plan 
would most likely focus on preparations for the 2008 
parliamentary elections and 2011 presidential elections, but 
the parties have yet to reach a consensus on specific actions 
or activities. (Note: The parties are hoping that with 
additional pressure placed on the regime by Russia and the 
West, Lukashenko may be more open to allowing genuinely 
democratic elections. End note.) 


-- Distrust Between Parties and NGOs. Party and civil 
society leaders recognize that following the 2006 
presidential elections, there has been little cooperation and 
coordination of activities. Party leaders generally view 
NGOs as feckless and spineless organizations, citing most 
NGOs\' decision not to participate in the January 2007 local 
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elections or collect signatures in support of a democratic 
message during the local election campaign as examples. 
Leading NGOs tell us that the parties\' \"obsession\" with 
preparing for elections has not and will not broaden public 
support for democratic change. Milinkevich, who is clearly 
heeding the counsel of civil society leaders like Charter97\'s 
Andrei Sannikov and Dmitriy Bondarenko, seems determined to 
boycott the congress and withdraw from the coalition in an 
effort to build a broader civil society movement. The 
political parties and NGOs are hopeful that they will be able 
to collaborate effectively on the March 25 demonstration 
(celebrating Belarus! first brief 

period of independence). 


Our Message to the Delegation 


4. (C) USG officials should raise the following points 
during discussions with the Belarusian opposition delegation: 


-- We applaud your efforts to reach a compromise with 
Milinkevich; keep up the communication. 


Background: Party leaders and Milinkevich must understand 
that they need each other if the coalition is to remain 

intact. Moreover, deputy party leaders tell us that the 

party chiefs must demonstrate to party activists in the 
regions, where support for Milinkevich is strongest, that the 
parties have done everything they could to maintain unity 
within the coalition. This way, if Milinkevich were to pull 
out of the coalition completely, his departure would not 
grind to a halt the parties\' plans to reach out to more 
Belarusians. (Note: On February 22, Milinkevich and the 
party leaders could only agree -- following a three-hour 
meeting -- that it was important to find a mutually 
beneficial solution. End note.) 


-- Developing a concrete action plan, that incorporates views 
of both parties and NGOs, is a challenging but necessary 
task. You need to decide what it is you want and lead others 
in reaching that goal. 


Background: Party leaders admit that incorporating the views 

of leftist parties such as BCP and rightist parties such as 

BNF into a common message for democratic-minded Belarusians 
has been an arduous undertaking. You should stress to them 
that the coalition, regardless of Milinkevich\'s 

participation, should quickly reach a consensus on an 

alternative vision and action plan while the regime is 

focused on averting an economic crisis. The coalition should 

be willing to do whatever it takes to regain the momentum 
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that it lost after the 2006 presidential elections. 


-- Political parties and NGOs have distinct roles. Where 
possible, you should collaborate on some projects and work 
independently on others. 


Background: The group needs to hear from Washington 
interlocutors that there are various ways to promote 
democratic change in a country, and political parties and 
NGOs both play essential roles. While each group may have a 
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particular approach to mobilizing people, events such as the 
planned March 25 and April 26 demonstrations serve as 
excellent opportunities for collaboration. The Assembly of 
Democratic NGOs should also consider playing a more active 
role in mobilizing civil society groups to work together with 
political parties on certain projects. 


-- The U.S. was proud to raise the unjust imprisonment of 
Kozulin and other political activists in the UNSC and other 
fora; we will continue to press the GOB on this issue. 


Irina Kozulina is extremely grateful for the USG\'s repeated 
calls for the release of her husband and other political 
prisoners in Belarus. Kozulin ended a 53-day hunger strike 
on December 11 following our assurances that we would raise 
his case in the UN Security Council. The USG and EU have 
made clear that the starting point of any substantive 

dialogue with the Belarusian regime is the release of all 
political prisoners. 


Issues They Will Raise 


5. (C) The delegation may seek a response from USG officials 
on the following issues: 


-- Financial Support for Congress. Coalition leaders have 
maintained close contact with U.S. NGOs International 
Republican Institute and National Democratic Institute, and 
National Endowment for Democracy. We support these NGOs\' 
position that the United States condition financial 

assistance on the development of a more focused and inclusive 
forum. Also, the coalition leaders should agree on an 
alternative vision and action plan. 


-- More Support for Independent Media. The USG is always 
willing to consider project proposals. For example, the 
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Embassy\'s Small Grants Program, including the Media 
Development Fund, constantly receives and approves proposals 
to strengthen and expand independent media outlets. 


-- Current USG Plans For Additional Sanctions. The USG is 
still exploring its options. In addition to possibly 

widening visa ban and asset freezes on particular 

individuals, we are also considering economic sanctions. 
However, we are consulting with our European colleagues on 
this and other punitive measures. Regardless, the GOB would 
be warned ahead of time and the regime would have some time 
(but not much) to begin making needed political and/or 
economic reform to avoid stronger sanctions. The Belarusian 
delegates are generally supportive of tougher sanctions, 
although some may disagree on economic sanctions. 

Stewart 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/23/2017 

TAGS: PGOV, PREL, KPKO, MOPS, UG, SU, CG 

SUBJECT: DRC, UGANDA AND SOUTHERN SUDAN AGREE TO SHARE 
INFORMATION ON LRA ACTIVITIES 


Classified By: PolOff CBrown, reasons 1.4 b/d. 


1. (C) Outgoing DRC Vice Minister of Defense Bernard Mena 

told us February 22 that the governments of the DRC, Uganda 
and Southern Sudan have agreed to share information regarding 
the activities and movements of the Lord\'s Resistance Army 
(LRA). Mena said the agreement was reached after DRC 
President Joseph Kabila and Ugandan President Yoweri Museveni 
discussed the issue during the December Great Lakes Security 
Conference in Nairobi. He added that Congolese military 
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(FARDO) officials have had several follow-up discussions with 
their counterparts in January and February to work out the 
modalities of the accord. 


2. (C) Mena denied recent media reports that the agreement 
includes joint military operations or verification teams. He 

stressed that it only allows intelligence-sharing to monitor 

LRA activities and is similar to the arrangement of the 

Tripartite Plus Fusion Cell involving the governments of the 

DRC, Rwanda, Uganda and Burundi. He added that the GDRC has 
not granted Uganda or Southern Sudan the right of \"hot 

pursuit\" into the DRC to pursue LRA elements. 


3. (C) Mena said an unknown number of LRA elements, including 
the group\'s leader Joseph Kony, are currently in Garamba 
National Park in a remote corner of northeast DRC. He said 

the group moves easily across the border areas because it 
enjoys the support of local tribes spread across all three 
countries. Mena did not indicate whether the FARDC had any 
immediate plans to initiate operations against the LRA but 
admitted the FARDC has few assets in the region. 

MEECE 


97858 

PP RUEHBZ RUEHDU RUEHGI RUEHJO RUEHMR RUEHRN 

DE RUEHKI #0226 0541524 

ZNR UUUUU ZZH 

P 231524Z FEB 07 

FM AMEMBASSY KINSHASA 

TO RUEHC/SECSTATE WASHDC PRIORITY 5663 

INFO RUEHXR/RWANDA COLLECTIVE 

RUCNSAD/SOUTHERN AFRICAN DEVELOPMENT COMMUNITY 
RUEAIIA/CIA WASHDC 

RHEFDIA/DIA WASHDC 

RHMFISS/HQ USEUCOM VAIHINGEN GE 

RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK" "UNCLAS KINSHASA 000226 


SIPDIS 
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E.O. 12958: N/A 
TAGS: PGOV, KDEM, KJUS, CG 
SUBJECT: GIZENGA ADDRESSES DRC NATIONAL ASSEMBLY 


REF: KINSHASA 199 
1. (SBU) Summary. DRC Prime Minster-designate Gizenga 


presented his government\'s program during a 75-minute address 
to the National Assembly February 22. He called for a 
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re-foundation of the republic and emphasized justice and good 
governance as the two essential conditions for achieving 

this. Gizenga and other ministers will answer deputies\' 
questions regarding the program February 24 and could take 
their oaths of office the same day. His nationally-televised 
performance should help establish his place in a government 
where the chief of state remains a reluctant public presence. 
End comment. 


2. (U) Prime Minister-designate Antoine Gizenga presented 
the 59 members of his government and their five-year program 
to the DRC National Assembly during a marathon public session 
lasting well into the evening of February 22. The 81-year 

old Gizenga addressed the deputies for 75 minutes in the late 
morning, then listened with his ministers as deputies 
representing the Assembly\'s 12 political groupings took the 
floor until 8 p.m. to issue statements in support or 

opposition and to pose questions regarding the program\'s 
details. The session was televised live throughout the 

country. 


3. (U) Gizenga and his ministers are scheduled to provide 
answers to these questions in a follow-up session February 
24. The Assembly is then expected to approve the program. 
The governing coalition holds a majority of the Assembly\'s 
500 seats and no one anticipates a different outcome. Time 
allowing, the ministers will then take their official oaths 

of office. 


4.(U) Much as he had February 16 at the Presidency 

(reftel), Gizenga in his speech called for a re-foundation of 

the republic. He pointed to justice and good governance as 

the two essential conditions to achieving this. To make his 

point, he echoed one of the most famous quotations of the 
troubled period that followed independence. \"Without justice 

and good governance, after elections will be the same as 

before elections.\" This was an apparent reference to the 
independence-era Belgian police head\'s assertion that \"After 
Independence equals Before Independence," which led to mutiny. 


5. (U) Gizenga was interrupted many times by applause in 
response to such statements as \"no one will be above the 
law;\" \"justice should guide all our actions;\" \"positive as 

well as negative sanctions should be imposed for any 
misbehavior;\" \"communication networks should be developed;\" 
\"school and academic years should last nine months and not 
more or less as has been the case;\" \"universal primary 
education should be required;\" \"the government will fight 
unemployment;\" and \"the Democratic Republic of the Congo 
should not be like a jungle where only tall trees benefit 

from the rain and the sun ... it must be like a garden where 
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all plants have the same chance of nourishment.\" 


6. (U) Reactions varied predictably along party lines. 
Deputies from parties of the governing coalition praised the 
program for its continuity, particularly with the 
previously-agreed poverty reduction strategy. Opposition 
deputies criticized it for its lack of ambition and 

specificity. Statements by Kiakwama kia Kizidi of the 
opposition Christian Democrats were fairly typical: \"There 
is nothing to expect from this program because the prime 
minister did not present anything concrete that will end the 
misery ofthe Congolese people.\" Kiakwama said he expected 
Gizenga to say \"how long it will take to bring security to 
the country, or to know the number of FARDC troops.\" 


7. (U) The audience was full of supporters of government 
deputies, including singers, groups in traditional dress, 
sympathizers and others brought in to applaud their 
statements. 


8. (SBU) Comment. This was Gizenga\'s first extended public 
statement since being nominated as prime minister. Several 
procedural motions by opposition deputies early in the 

session appeared aimed at throwing off his presentation, but 
failed to unsettle him. Gizenga looked serene throughout. 

His performance helps establish Gizenga as the recognized 
head of government, although it remains to be seen how power 
relationships will in fact work in the new DRC government 
structure. End comment. 

MEECE 
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SIPDIS 
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E.O. 12958: DECL: 02/23/2017 
TAGS: PGOV, PREL, KPKO, MOPS, UG, SU, CG 


Column 3 
SUBJECT: DRC, UGANDA AND SOUTHERN SUDAN AGREE TO SHARE 
INFORMATION ON LRA ACTIVITIES 


Classified By: PolOff CBrown, reasons 1.4 b/d. 


1. (C) Outgoing DRC Vice Minister of Defense Bernard Mena 
told us February 22 that the governments of the DRC, Uganda 
and Southern Sudan have agreed to share information regarding 
the activities and movements of the Lord\'s Resistance Army 
(LRA). Mena said the agreement was reached after DRC 
President Joseph Kabila and Ugandan President Yoweri Museveni 
discussed the issue during the December Great Lakes Security 
Conference in Nairobi. He added that Congolese military 
(FARDC) officials have had several follow-up discussions with 
their counterparts in January and February to work out the 
modalities of the accord. 


2. (C) Mena denied recent media reports that the agreement 
includes joint military operations or verification teams. He 

stressed that it only allows intelligence-sharing to monitor 

LRA activities and is similar to the arrangement of the 

Tripartite Plus Fusion Cell involving the governments of the 

DRC, Rwanda, Uganda and Burundi. He added that the GDRC has 
not granted Uganda or Southern Sudan the right of \"hot 

pursuit\" into the DRC to pursue LRA elements. 


3. (C) Mena said an unknown number of LRA elements, including 
the group\'s leader Joseph Kony, are currently in Garamba 
National Park in a remote corner of northeast DRC. He said 

the group moves easily across the border areas because it 
enjoys the support of local tribes spread across all three 
countries. Mena did not indicate whether the FARDC had any 
immediate plans to initiate operations against the LRA but 
admitted the FARDC has few assets in the region. 

MEECE 
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FOR THE DEPUTY SECRETARY, U/S BURNS AND AMBASSADOR TOBIAS 
FROM THE AMBASSADOR 

FOR A/S BOUCHER FROM THE AMBASSADOR 

DEPT FOR SCA/INS 


E.O. 12958: DECL: 02/23/2017 
TAGS: PGOV, PTER, PREL, KDEM, NP 
SUBJECT: NEPAL: THE PERFECT STORM GATHERING 


REF: 06 KATHMANDU 3217 
Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) Three issues threaten to coalesce into a \"perfect 
storm\" that could blow the winds of change in Nepal in a 
dangerous direction: Maoist arms management and entry into 
Nepal\'s interim government, ethnic unrest in the Terai, and 
the fate of the monarchy. A derailing of Nepal\'s peace 
process would have negative ramifications in South and 
Central Asia, particularly in India. The Government of Nepal 
(GON) now has an opportunity to get ahead of the curve with 
Maoist setbacks in the Terai and the blowback following the 
Maoist combatants recent walk-out from UN-monitored 
cantonments. Increased U.S. assistance could make the 
difference for a peaceful, prosperous, and democratic Nepal. 


Arms Management and Interim Government 


2. (C) Concessions to the Maoists in peace negotiations gave 

the Maoists the upper hand in most areas. Now, the bottom 

line issue has come to the fore: arms management. Prime 
Minister Koirala has pledged that the Maoists would not be 
allowed into Nepal\'s interim government until the 

UN-monitored arms management process was complete. The UN 
has completed the first phase of arms management and 
presented its report to the GON. The GON now has to decide 
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if arms management is sufficient. We have made it clear to 
both the GON and the UN that the U.S. will support the GON. 
We have pushed the GON not to settle for the Maoists only 
being separated from a small percentage of their modern 
weapons. Initial reports indicate, however, that the arms 
management exercise might have in fact collected the large 
majority of Maoist weapons. 


Maoists Goals Have Not Changed 


3. (C) The Maoists continue to ratchet up the pressure on the 
GON to enter an interim government immediately. They will 
argue that arms management is complete. That said, Maoist 
intimidation and violence continues relatively unabated both 

in the countryside and in the Kathmandu Valley. The recent 
walkout of thousands of Maoist combatants from cantonments 
blatantly violated the Comprehensive Peace Agreement. Maoist 
interference in the re-establishment of police posts and 
destruction of voters lists has shown that the Maoists are 

not yet serious about entering into a peaceful, democratic 
system. The Maoists will use every means at their disposal 

to capture power, and are poised to exert maximum pressure to 
that end in the upcoming elections. 


Marginalized Groups Gain Their Voices 


4. (C) With elections ahead, a spectrum of marginalized 
groups in Nepal, Madhesis, Janajatis, Dalits, Women, and 
others who have historically been excluded from the political 
system in Nepal, have made their voices heard. The 
government has been slow to respond. It has offered 
concessions to these groups only when their protests have 
become too disruptive to ignore. 


Terai Unrest Could Fracture Nepal 


5. (C) Unchecked, the recent uprising of the Madhesis in the 
Terai threatens to fracture Nepal. The GON approached the 
Terai issue with indifference -- coming up with vague 
responses to the problems raised by the protestors without 
sitting down with them. The Madhesis responded by choking 
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Kathmandu by closing down the roads from India. They 


threaten to do the same again starting February 25 if the 
government does not give in to their demands: the Home 
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Minister\'s resignation, proportional representation, and a 
federal system. We have stressed to the GON the importance 
of an inclusive dialogue that searches for a comprehensive 
solution. It is unclear what the GON will do. 


Government Leverage Increasing Against Maoists 


6. (C) Despite Maoist advances in recent months, the Maoists 
now face a more complex and less permissive operational 
space. The unrest in the Terai was a huge setback for the 
Maoists. It showed the general public in Nepal that Maoist 
claims of strong popular support were hollow. Protestors in 
the Terai burned Maoist offices and pushed Maoists out of 
villages, raging equally against Maoist cadre and GON 
security forces. The GON could potentially use this Maoist 
loss of \"popularity\" to its advantage in negotiations with 
the Maoists, but to date the government has not taken 
advantage of this leverage. The Maoists have become 
increasingly tied into the peace process in recent days, 
submitting to UN registration and monitoring. 


King Continues to Stir Up Trouble 


7. (C) The King\'s speech on February 19 showed just how out 
of touch the monarch is from the sentiments of the country. 
His attempt, on Democracy Day, to validate his February 2005 
takeover was a blatant misrepresentation of the facts that 
enraged most Nepalis. The reaction from the GON, civil 
society, and the Maoists was swift, strong condemnation from 
all sides. The Maoists subsequently attempted to use the 
King\'s speech as leverage against the GON in the ongoing 
peace negotiations. The GON has been able to stand up to 
this pressure thus far, but it is unclear how much longer the 
government will be able to hold out. The Maoists are pushing 
the interim parliament to declare Nepal a democratic republic 
without waiting for the Constituent Assembly, a move that 
would give the Maoists a big ideological victory. 


Comment: Time For U.S. Assistance 


8. (C) We recently outlined the funding necessary for 

effective U.S. support to Nepal\'s democratic transformation 
(reftel). We continue to believe that an additional 10-15 

million USD could make a tremendous difference. Without the 
vigorous backing of the international community, the chances 
for successful democracy in Nepal are shaky. The UN Mission 
in Nepal\'s limited arms management and election mandate has 
left many priorities to be addressed by other donors. Most 
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donors are responding slowly. The GON will need the support 
of the international community to promote security sector 
reform, prepare for the elections, and restore justice. In 
order to create an inclusive democracy, Nepal will also need 
assistance in election monitoring and voter and civic 
education. The U.S. is quickly approaching our last, best 
chance to assist the people of Nepal to construct a peaceful, 
prosperous, and democratic country. The alternatives, a 
totalitarian Maoist state or a nation violently fractured 

along ethnic lines, would undermine U.S. interests and 
regional stability. 

MORIARTY 
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STATE FOR EUR/PRA AND EUR/NCE 


E.O. 12958: DECL: 02/22/2017 

TAGS: EZ, MARR, PREL, PL 

SUBJECT: POLAND: RESPONDING TO RUSSIAN THREATS AGAINST 
MISSILE DEFENSE IN POLAND/CZECH REPUBLIC 


REF: STATE 021640 


Classified By: Political Counselor Mary T. Curtin for reasons 1.4 (b) a 
nd (d) 


1. (C) Charge shared reftel points February 22 with MFA U/S 
Witold Waszczykowski, explaining that this was the approach 
the USG was taking to inform allied and friendly European 
governments of our Missile Defense plans and to reassure them 
in the wake of strongly negative Russian rhetoric in recent 
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days. Waszczykowski thanked Charge for the information and 
expressed his government\'s appreciation for U.S. efforts to 
coordinate closely in dealing with Russian efforts. (Full 
conversation reported septel.) 

HILLAS 
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E.O. 12958: DECL: 02/23/2017 

TAGS: PGOV, PREL, UP 

SUBJECT: UKRAINE: SHALL WE DANCE? TYMOSHENKO AND YUSHCHENKO 
TRYING TO COOPERATE, AGAIN 


REF: A. KYIV 452 
B. KYIV 89 
Classified By: Ambassador for reasons 1.4(a,b,d). 


1. (C) Summary. Opposition leader Yuliya Tymoshenko and 
Presidential Secretariat Head Viktor Baloha separately told 

the Ambassador February 20-21 that there was a new, deeper 
cooperation agreement between Our Ukraine (OU) and the 
Tymoshenko Bloc (BYuT) in the works; both were guardedly 
optimistic that this current state of cooperation would last 

longer than the failed post-election effort in 2006. The 

political vision and intent of Yushchenko and Tymoshenko 
continue to differ greatly, however, with Tymoshenko focusing 

on confrontation with Regions and Yushchenko stressing the 
need for cooperation and compromise. The BYuT-OU cooperative 
plan is currently scheduled to be announced at a February 24 
press conference. Tymoshenko, who met with President 
Yushchenko February 21 immediately before seeing the 
Ambassador, claimed the two sides would agree that Yushchenko 
would veto all laws put forward by the Anti-Crisis Coalition 

(ACC) passed without consultations with the opposition and 

that BYuT will not support any veto overrides, forcing the 
Regions-led coalition to coordinate laws with OU and BYuT or 
risk bringing the RadaWs legislative activities to a halt. 
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According to Tymoshenko, her medium-term goal is still early 
Rada elections. However, distrust between the BYuT and OU, 
coupled with a Constitutional Court that is increasingly 

looking like it will back Regions\'s position on the political 
balance of powers, could make the new cooperation effort as 
rocky as it has been in the past. End summary and comment. 


Tymoshenko: Orange Reconciliation against Regions? 


2. (C) Tymoshenko told Ambassador that she had just come from 
a meeting with Yushchenko and his political team in which the 
two sides were finalizing the details of a new cooperation 
plan. They would hold a press conference on Saturday, 
February 24, at which they would declare a unification of 

their efforts and sign a long-term, strategic agreement. The 
plan consisted of three parts. The first would be their 
program and vision for Ukraine. It would be based on the 
torturously negotiated post election coalition agreement from 
late spring 2006 that would have formed the basis for a 
BYuT-OU-Socialist coalition. The second part of the 
agreement would be a set of rules of procedure on how 
cooperation will work, both in and out of the Rada. Finally, 
the third part would outline how relations would work during 
and after new Rada elections, if there were preterm 

elections. 


3. (C) Tymoshenko explained that BYuT\'s actions this week in 
the Rada--blocking the rostrum and disconnecting electricity 

in the session hall to disrupt the plenary session--were 
intentional steps to escalate the confrontation and force new 
elections (note: Regions conducted retaliatory rostrum 

blocking and succeeded in forcing votes February 22 to reject 
Yushchenko\'s nominations for Foreign Minister and SBU chief - 
see ref A). 


4. (C) There were a number of conceptual issues, Tymoshenko 
said, that affect how this agreement would function. The 
agreement stipulated that Yushchenko would veto any bill that 
received less than 300 votes; in other words, he would 

support no bill passed without BYuT and OU support. In 
exchange, BYuT would not vote to override any presidential 
veto, as it had on the CabMin law in January (ref B). This 
would mean that Yanukovych\'s Anti-Crisis Coalition (ACC) 
would not be able to legislate without cooperating with the 
BYuT-OU opposition. 


5.(C) Calling early elections was a core goal of the 
cooperation, she claimed (note: which would favor BYuT at 
OU\'s expense. End note). In addition, they would try to 
raise the election barrier to 5 percent, to weed out 
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Regions\'s junior partners (note: the Communists and 

Socialists. There were earlier indications Regions might be 

in favor of this move to push Ukraine towards a two-party 
system. End Note). If Yushchenko agreed to lead Our 

Ukraine, Tymoshenko claimed he would attract back some of the 
smaller parties the OU bloc lost in the 2006 election and OU 
might score 15 percent of the vote (Note: no opinion polls 
suggest such support; this may be part of Tymoshenko\'s pitch 
to Yushchenko. End Note). Tymoshenko anticipated that BYuT 
could get 25 percent and Regions 26-27 percent of a vote; if 

no other parties passed the threshold, BYuT and OU could form 
a Rada majority and the next government. 


Baloha Says Cooperation is Only Option 
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6. (C) Baloha, acting party head of People\'s Union Our 

Ukraine, the largest party in the six-party OU faction, told 
Ambassador on February 20 that Yushchenko and his \"team\" have 
decided to fully cooperate with Tymoshenko both in and out of 
the Rada, to ensure unity of effort of all democratic forces. 

OU would not make the same mistake that they had in 2006 
after the elections, when they conducted parallel 

negotiations with Tymoshenko and Regions, a failed strategy 
which eventually led to the formation of the 
Regions-Socialist-Communist coalition. Baloha said the two 
sides had been meeting day and night to hammer out the new 
agreement. 200 MPs and the power of the veto, Baloha argued, 
would strengthen the President\'s authority. There was a 
necessity to ensure a system of balance so that no one force 
completely dominated Ukraine\'s power structure. The OU-BYuT 
rapproachement was designed to create that balance that had 
been missing the past six months. 


But Will It Work? 


7. (C) Tymoshenko claimed to Ambassador that Yushchenko had 
told her that he could not reach an agreement with Yanukovych 
and was now on board with cooperating with Tymoshenko, 
although she somewhat skeptically added that since so many 
agreements between the OU and BYuT camps in the past had 
fallen through, it was hard to be overly optimistic. If 

Yushchenko and his camp prove sincere, BYuT would follow 
through on the cooperative efforts. In an attempt to 

discourage competition between the two forces, the new 
agreement would also stipulate that all posts in a potential 
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new government would be divided 50-50. She claimed the 
bottom line was that Ukrainian politics should not stay in 

its current state of disorganization forever--either 

Yanukovych would amass all the power in his hands, or the two 
Orange forces would return to power. Tymoshenko claimed both 
were realistic scenarios, but nothing would be solved through 
roundtables and commissions. It was time for more drastic 
measures. 


8. (SBU) Yushchenko for his part, in a live February 22 
interview in Crimea, struck a different tone when asked about 
the current political situation in the aftermath of the 
coalition\'s rejection of his nominees for the posts of 

Foreign Minister and SBU chief. He said that the 2004 
constitutional amendments had upset the constitutional 
balance of power in the country, leading to political 
confrontation evident in recent weeks and the need to ensure 
checks and balances to avoid authoritarian tendancies. 
However, he added that Ukrainian political forces needed to 
learn to live together and preferably cooperate. New 
elections would not bring a radical realignment of the 

political landscape; there was no alternative to talk and 
compromise. 


9. (C) Comment: As Regions has increasingly demonstrated that 
it will deal with Yushchenko solely on its terms, Yushchenko 
appears to have agreed on the need to try to work with 
Tymoshenko as a counterbalance. Even with the best of 
intentions, however, the history of distrust between the two 
leaders and their blocs will make cooperation a bumpy road. 
One other possible wrench in Tymoshenko\'s plans is her 
reliance on Constitutional Court (CC) rulings on key issues, 
particularly her assertion that Yushchenko has the right to 
disband the Rada because the Government was formed improperly 
last summer. However, the preliminary vote on the first key 
ruling from the CC did not go in the Orange team\'s favor; on 
February 15, the Court suggested it would uphold the law 
passed in August 2006 that bans the CC from reviewing the 
2004 constitutional reforms. Although a final ruling has not 
been issued, such a decision would be the reverse of Marbury 
vs. Madison, undermining the principle of judicial review. 

If the trend continued, it would be very difficult for 
Yushchenko to call for new Rada elections, absent a 

(unlikely) defection by the Socialists or Communists from the 
majority coalition. 


10. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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PP RUEHWEB 

DE RUEHVJ #0438 0541529 

ZNR UUUUU ZZH 

P 231529Z FEB 07 

FM AMEMBASSY SARAJEVO 

TO RUEHC/SECSTATE WASHDC PRIORITY 5524 
INFO RUEHCH/AMEMBASSY CHISINAU PRIORITY 0021 
RUEHLJ/AMEMBASSY LJUBLJANA PRIORITY 0073 
RUEHSK/AMEMBASSY MINSK PRIORITY 0012 
RUEHTI/AMEMBASSY TIRANA PRIORITY 0098 
RUEAIIA/CIA WASHINGTON DC PRIORITY 
RUEHGV/USMISSION GENEVA PRIORITY 0031 


SIPDIS 
SIPDIS 
IO/RHS OSTERMEIER; DRL/MLGA 


E.O. 12958: N/A 
TAGS: PHUM, PINR, PREL, UNHRC-1 
SUBJECT: BOSNIA WILL PURSUE UNHRC CANDIDACY 


REF: A. SARAJEVO 210 
B. STATE 10605 


1. Following leadership changes in the BiH Ministry of 
Foreign Affairs, the DCM delivered REF. A demarche to 
incoming BiH Deputy Foreign Minister Ana Trisic-Babic on 
February 21. Embassy had demarched the previous Deputy 
Foreign Minister Anton Rill on January 29 (REF. B). 
Trisic-Babic said Bosnia would put itself forward as a 
candidate for the UN Human Rights Council (UNHRC). She 
thanked the U.S. for its support of Bosnia\'s efforts to take 

a more active role in UN organizations. Trisic-Babic noted 
that Bosnia needed to promote a new, positive image to the 
world, and to demonstrate the significant progress that had 
been made in the past 11 years. Embassy subsequently 
provided her office with additional information from the 
UNHRC website via email. 


BIOGRAPHIC DATA ON NEW BiH DEPUTY FOREIGN MINISTER 


2. Prior to becoming BiH Deputy Foreign Minister, Ms. Ana 
TRISIC-BABIC (WTREE-shich BAH-bich\") was the BiH Ministry of 
Foreign Affairs Assistant Minister for Bilateral Relations 

from 2001-2007. She previously worked for Radio Free Europe, 
USAIDVs Office of Transition Initiatives (OTI) and the OHR 
Political Department in Banja Luka. (NOTE: Trisic-Babic\'s 
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full resume is posted on the BIH MFA website at: 
http://mvp.gov.ba/index eng.htm. END NOTE.) Trisic-Babic is 
a former U.S. International Visitor Program participant, and 
spoke fondly of her travels in the U.S. and previous contacts 
with State Department officials. Acknowledging that ethnic 
balance requirements had been a factor in her selection as 
Deputy FM, Trisic-Babic (a Bosnian Serb) said she personally 
did not think in those terms and was uncomfortable when 
required, apparently for the first time, to officially 

declare her ethnicity during the appointment process. 
Trisic-Babic speaks fluent English. She was born in Banja 
Luka on February 9, 1967. Her family remains there, and she 
makes the four-hour drive from Sarajevo to Banja Luka each 
weekend. 

MCELHANEY 
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DE RUEHTC #0343 0541531 

ZNR UUUUU ZZH 

P 231531Z FEB 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC PRIORITY 8296 

INFO RUCNMEM/EU MEMBER STATES COLLECTIVE PRIORITY 
RUEHBJ/AMEMBASSY BEIJING PRIORITY 1987 
RUEHMO/AMEMBASSY MOSCOW PRIORITY 1709 
RUEHKO/AMEMBASSY TOKYO PRIORITY 1748 
RUEHAT/AMCONSUL AMSTERDAM PRIORITY 2327 
RUEHFT/AMCONSUL FRANKFURT PRIORITY 3646 
RUEATRS/DEPT OF TREASURY WASH DC PRIORITY", "UNCLAS THE HAGUE 000343 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR ISN, T, EUR, EAP, NEA 
TREASURY FOR TFFC AND OFAC 


E.O. 12958: N/A 
TAGS: KNNP, PREL, PARM, KTFN, KN, IR, NL 
SUBJECT: DUTCH VIEWS ON ADDITIONAL IRANIAN DESIGNATIONS 
REF: A. STATE 19366 
B. THE HAGUE 00304 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE 
ACCORDINGLY. 


1. (SBU) Both Foreign Affairs and Finance officials say the 
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Dutch will not sanction additional Iranian entities until the 

EU completes negotiations over implementing regulations for 
UNSCR 1737. Huib Mijnarends, Senior Policy Officer 
responsible for sanction issues, Terrorism and New Threats 
Unit, Dutch Ministry of Foreign Affairs (MFA), told Econoff 
February 21 he had passed the nonpaper (ref A) to Dutch 
PermReps in Brussels. Mijnarends said that the EU started 
negotiating implementing regulations February 19, which would 
probably go \"even further\" than UNSCR 1737 in two main areas: 
first, by denying student visas to any Iranians linked to 

Iran\'s proliferation or WMD programs; and second, by 
providing the option for member states to suggest additional 
entities beyond those in UNSCR 1737. Since negotiations are 
ongoing, Mijnarends noted the GONL is not ready to discuss 
additions to the annex -- including those designated by the 
USG under E.O. 13382. 


2. (SBU) In a February 22 conversation, Erik Ligthart, Deputy 
Director, Financial Integrity Unit, Ministry of Finance (MOF) 
confirmed Mijnarend\'s assessment that EU implementing 
legislation needed to be completed before the Dutch would 
consider additional entities. He added that MFA would lead 
any GONL action regarding UNSCR 1737. Ligthart also declined 
to comment on the specific entities designated in ref A, but 
said MOF would not oppose future proposals that include 
adequate identifiers -- such as date of birth and passport 
numbers -- and in the case of bulk designations, adequate 
justification (see ref B for earlier post reporting on 

identifiers). 

BLAKEMAN 
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RUEHNE/AMEMBASSY NEW DELHI PRIORITY 0575 
RUEHFR/AMEMBASSY PARIS PRIORITY 1337 
RUEHRH/AMEMBASSY RIYADH PRIORITY 0348 
RUEHRO/AMEMBASSY ROME PRIORITY 2100 
RUEHUL/AMEMBASSY SEOUL PRIORITY 1358 
RUEHKO/AMEMBASSY TOKYO PRIORITY 1749 
RUEHWR/AMEMBASSY WARSAW PRIORITY 2003 
RUEAIIA/CIA WASHDC PRIORITY 

RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY 
RHEBAAA/DEPT OF ENERGY WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 
RHEHNSC/NSC WASHDC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 


SIPDIS 
SIPDIS 


STATE FOR ISN, ISN/CB, VCI/CCB, L/ACV, IO/S 
SECDEF FOR OSD/ISP 

JOINT STAFF FOR DD PMA-A FOR WTC 
COMMERCE FOR BIS (GOLDMAN) 

NSC FOR LEDDY 

WINPAC FOR WALTER 


E.O. 12958: DECL: 02/23/2017 

TAGS: PARM, AORC, EIND, OPCW, CWC, CBM, IR 

SUBJECT: CHEMICAL WEAPONS CONVENTION (CWC): ASIAN GROUP 
MOVING TOWARD SELECTING PHILIPPINES FOR EXECUTIVE COUNCIL 
CHAIR 


REF: THE HAGUE 298 


Classified By: Ambassador Eric M. Javits, Permanent Representative to t 
he Organization for the Prohibition of Chemical Weapons. Reasons 1.4 ( 
B) and (D). 


This is CWC-17-07. 


1. (C) On February 22, Malaysian Ambassador Ariffin 

reaffirmed to Ambassador Javits that there is no/no expressed 
support in the Asian Group to select Iran as the group 

candidate to be the EC Chair. She added that her canvassing 

of the group indicated it had now moved toward Philippine 
Ambassador Arguelles, explaining that group members had come 
to realize that India had previously served as the EC Chair 
(1997-98), and there is a strong feeling that this key OPCW 
position should be rotated in their group. 


2. (C) Ariffin said she was surprised to have heard that 
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South Korean Ambassador Choi would support India. Ariffin 
opined that once India discusses this matter with other 
members of the group, it will find that there is strong 

support for the principle of rotation and, specifically, a 
consensus for Arguelles. Pakistan Ambassador Naqvi was also 
part of this discussion and expressed no disagreement with 

the remarks made by Ariffin. (Note: Pakistan is the Asian 
Group coordinator.) 


3. (C) Comment: Despite the twists and turns in the Asian 
Group deliberations, the key point remains that there is no 
desire to consider Iran. Ambassador Javits will continue to 
monitor the discussions, and his recommendation remains to 
let the group continue its deliberations. As a result, the 
delegation recommends against carrying out further demarches 
in capitals on this issue at this time, which could upset 

internal Asian Group discussions. End Comment. 


4. (U) Javits sends. 
BLAKEMAN 


97866 

OO RUEHCI 

DE RUEHKT #0427/01 0541540 

ZNY CCCCC ZZH 

O 231540Z FEB 07 

FM AMEMBASSY KATHMANDU 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5071 

INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 5420 
RUEHLM/AMEMBASSY COLOMBO PRIORITY 5722 
RUEHKA/AMEMBASSY DHAKA PRIORITY 0914 
RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 3731 
RUEHLO/AMEMBASSY LONDON PRIORITY 5049 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 1050 
RUEHCI/AMCONSUL KOLKATA PRIORITY 3183 
RUEKJCS/SECDEF WASHDC PRIORITY 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 2449 
RHEFDIA/DIA WASHDC PRIORITY 

RHMFISS/CDR USPACOM HONOLULU HI PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY","C ON FIDENTIALSECTION 01 OF 04 KATHMANDU 000427 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 02/23/2017 
TAGS: PREL, PGOV, PTER, UN, NP 


SUBJECT: NEPAL: UNMIN COMPLETES ARMS AND COMBATANT 
REGISTRATION 


Column 3 
Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) In a meeting with the Ambassador February 22, UNMIN 
chief lan Martin said that the UN would be releasing final 
numbers of arms (roughly 3,400) and combatants (roughly 
30,000) registered by UNMIN on February 23. The Ambassador 
emphasized to Martin that he should also release the types of 
weapons collected (whether \"home-made\" or \"advanced\") as a 
raw number would not reflect the success of the arms 
management process. Martin said he would make this difference 
clear in his statement. In a subsequent briefing with the 
diplomatic corps on February 23, Martin and his military 

advisor General Jan Erik Wilhemsen said UNMIN had registered 
3,428 weapons and 30,852 People\'s Liberation Army (PLA) 
combatants and provided a breakdown of weapon type. In the 
briefing, Martin said the number and types of weapons 
registered roughly matched the list of weapons Maoists had 
captured during the insurgency that was provided by GON 
security officials. Martin also said the UN-GON-Maoist Joint 
Monitoring Coordination Committee (JMCC) had agreed to take 
the lead in comparing the two lists and analyzing any 
discrepancies. Martin emphasized to the Ambassador that the 
GON would have to make the final judgment on whether arms 
management was complete; UNMINVs mandate was only to provide 
objective information. Referencing the recent Maoist 

walk-out from cantonment sites in the southern Terai, Martin 
complained that deplorable conditions in the camps had been 
ignored by the GON and Maoists, adding that he was continuing 
to press for a joint UN-GON-Maoist taskforce on camp 
management. 


Ambassador Presses Martin to Include Weapon Types 


2. (C) UNMIN chief lan Martin told the Ambassador February 22 
that the UN would be briefing the Prime Minister, Diplomatic 
Corps and then conducting a public press event on February 23 
to share final numbers on arms collected (roughly 3400).; 

Martin said that he planned to compare these numbers to the 
list of weapons captured from GON security forces (roughly 
3500).; The Ambassador emphasized to Martin that such a 
comparison of raw numbers might give the impression that most 
of the captured weapons had been turned in, and not reflect 

the success of the arms collection process.; It would be 
important for the UN to break these numbers down into weapon 
types. Martin said he would make this difference clear in 

his statement.; The Ambassador stressed that the U.S. would 
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support the GON in its response to the UN arms collection 
exercise, whether it decided to accept it as complete or 
challenge the numbers and ask for additional modern weapons 
from the Maoists.; 


Collection of Weapons for Personal Security Not Complete 


3. (C) Martin told the Ambassador that the final count of 

weapons had been held up by a lack of clarity on the number 

and types of arms being used for personal security of Maoist 
leadership. The Maoists and the GON had reached agreement on 
retaining only a limited number of weapons for VIP security 

and locking the rest in arms containers. Some of the these 
Maoist weapons would be counted and accounted for in 
Kathmandu, while others would be placed in containers in 

various cantonment sites. Martin was unclear how long it 

would take to register the arms and when the GON would decide 
on acceptable arrangements for Maoist personal security. The 
debate had centered around two main issues; 1) whether 

Maoists would use Nepal Police or Armed Police Force (APF) 
personnel or bring their own security detail under a 

government structure/payroll; and 2) the number of weapons 

that could be used for personal security, including how far 

down the chain-of-command the GON would allow Maoists to have 
armed security. The Ambassador and Martin agreed that these 
weapons would likely be the \"best of the bunch\" and would 

raise the count of advanced weapons collected. 
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UN Offers to Assist Camps 


4. (C) The Ambassador asked Martin how UNMIN planned to 
respond to the massive flight in recent days of combatants 

from PLA cantonment sites in the southern Terai region. 

Martin emphasized that the problem of camp management and 
camp conditions was the responsibility of both the GON and 

the Maoists. The UN had repeatedly offered assistance to the 
camps, but the non-transparent nature of the process had made 
it difficult to offer practical solutions or assign 

responsibility -- whether to the Maoists for not using 
GON-transferred funds properly or to the GON for not 
addressing necessary camp management needs. Decisions at the 
highest-level, Martin lamented, did not translate into action 

at the local level. Martin said the UN had offered to assist 

the formation of a camp improvement taskforce that would 
include the UN, GON, and the Maoists participants. The UN 
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had also offered to organize a joint visit of the camps but 
had heard very little from either the GON or the Maoists in 
response to these offers. The Ambassador questioned the 
timing of the recent Maoist cantonment walk-out, arguing it 
was a political maneuver to put pressure on the GON rather 
than a crisis due to lack of food, water and shelter. This 
was particularly the case since the walk-outs took place 
following a UN offer of assistance, in warmer weather, and 
without any accounting of funds already transferred directly 
from the GON to the Maoists to feed and shelter PLA 
combatants. 


The Larger Question of Demobilization and Reintegration 


5. (C) Martin told the Ambassador the recent camp walk-outs 
pointed to the need to begin discussion on long-term 
demobilization and reintegration of former combatants. These 
efforts, Martin said, would need to be tailored to the type 

of former fighter -- \"real\" PLA combatants who would be 
eligible to join future security forces needed to be 

separated from children and others who would need other 
options. Martin said that in the second phase of arms 
management (set to begin March 15), UNDP teams would be 
conducting extensive vetting of combatants to ascertain more 
detailed information on how long they had been in the PLA 
(those recruited after May 26, 2006 are not eligible for 
cantonment), age, rank, and fighting history. The Ambassador 
reiterated U.S. policy to Martin that those who did not 

qualify for cantonment should be rapidly let go. 


Martin Releases Number of Weapons and Combatants Registered 


6. (C) UNMIN Chief Martin and military advisor General Jan 
Erik Wilhemsen told the diplomatic corps on February 23 that 
UNMIN had completed registration at all the main cantonment 
sites, registering 3,428 weapons and 30,852 People\'s 
Liberation Army (PLA) combatants. (Note: A scanned copy of 
UNMINVs report has been sent to the Nepal desk. End note.) 
Martin clarified that a final tally would have to wait until 

the GON and Maoists resolved the issue of arms being used for 
the personal security of Maoist leaders; Martin hoped this 
would be completed over the next few days but noted 
discussion to date had gone nowhere. Martin had also 
released detailed figures to the JMCC and the Prime Minister. 
Martin said the numbers and types of weapons registered 
roughly matched the list GON security officials had provided 

of weapons captured by the Maoists during the insurgency. 

The JMCC had agreed to compare the two lists and discuss any 
discrepancies. Martin said it would be up to the GON to 
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decide whether arms management was complete and whether to 
allow the Maoists to enter an interim government. The role 

of the UN was to provide neutral information. 


Martin Pledges to Continue Efforts to Improve Camp Conditions 


7. (C) During the diplomatic corps briefing, General 
Wilhemsen reported that he had heard \"wildly varied\" 
reporting on the number of combatants that had deserted from 
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the Chitwan camp (Cantonment 3) in recent days ranging from 
300 (reported by local witnesses), to 700 (reported by the 
deputy camp commander), to 3,000 (reported by the camp 
commander). Wilhemsen said, however, that the deserters had 
returned to the camps by the evening of February 22. (N.B.: 
We have no further confirmation of Wilhemsen\'s statement and 
have heard several reports to the contrary.) 

Martin said he would continue to push for a joint 
UN-GON-Maoist taskforce on camp management and had heard that 
the Home Minister planned to visit the some of the camps on 
February 25. Martin also said he felt the walk-outs were 
intended to put political pressure on the GON, as opposed to 

a legitimate grievance regarding conditions. 


UNMIN Say Surplus Combatants Must Go 


8. (C) Wilhemsen said that of the roughly 30,000 combatants 
registered, only about one-third were \"core fighters, the 
remaining were combat support personnel, administrative 
staff, and children. He also estimated roughly 20 percent of 
the PLA registered were female. Martin encouraged the 
diplomatic community to push for the quick release of those 
combatants who do not qualify for cantonment. 


IEDs, Socket Bombs Still Outstanding 


9. (C) Martin reiterated that IEDs and socket bombs, 

principal weapons used by the Maoists during the insurgency, 
were not accounted for in the numbers of arms collected. 
However, UN mine and IED experts were assisting in accounting 
for the weapons at the PLA camps and had already begun 
establishing guarded sites for their safe storage outside the 
camps. These experts were also developing plans for their 
eventual destruction. General Wilhemsen estimated that the 
PLA probably had roughly 15,000 to 20,000 IEDs and socket 
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bombs. 


Testing UN Surveillance Equipment 


10. (C) Martin told the Ambassador his team was currently 
testing the UN surveillance equipment that would be used to 
secure the arms containers at PLA camp +3 in Chitwan. While 
the equipment was not fully in place, UNMIN would still be 

able to ascertain in the interim whether there had been 
attempts to access the weapons and could report this 

publicly. Martin also said the GON had not lived up to its 
commitments on security in the camps, mentioning a lack of 
fencing in place around weapons container sites. 


Forward Movement on Election Will Require Inclusive Process 


11. (C) On the planned June 2007 Constituent Assembly 
elections, Martin said the current sticking point was on 
electoral arrangements. Both UN electoral assistance and the 
Election Commission were sufficiently mobilized to move the 
process forward. When asked whether the election could take 
place by June, Martin deferred to the judgment of Chief 
Election Commissioner Bhoj Raj Pokhrel who said that, unless 
the necessary legislation was in place by the end of 

February, June elections would be impossible. Martin 
highlighted that the parties needed to create an inclusive 
process that could be accepted by the range of marginalized 
groups opposed to the current electoral arrangement. 


Comment 


12. (C) Post is reassured that initial indications point to 

a reasonably comprehensive arms collection process and that 
the GON will have a chance to discuss any discrepancies 
directly with the Maoists, in the presence of the UN. We 

will continue to encourage the GON to hang tough on not 

letting the Maoists into an interim government until it is 
sufficiently confident that the vast bulk of Maoist weapons, 
including advanced weapons, are stored. We remain concerned 
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about the conditions in the cantonment sites -- the arms 
monitoring exercise will be undermined if combatants desert 
the camps and the Maoists use the camps as a political ploy 

to challenge the GON. We will encourage the UNVs attempts to 
form a joint taskforce on camp management so the Maoists are 
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no longer able to use camp conditions as a political tool. 
We will also encourage donors to support the camps and 
reintegration efforts. We will continue to press for the 
ineligible Maoist combatants to be weeded out of the 
cantonments. 

MORIARTY 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR DINT/USGS/IMHARRELL 


E.O. 12958: N/A 
TAGS: TPHY, OTRA, KSCA, TBIO, ASEC, PE 
SUBJECT: COUNTRY CLEARANCE FOR USGS DEWEY + 1 


REF: STATE 21710 


1. (U) The Embassy grants country clearance for the visit to 
Peru of Research Geophysicist James Dewey and Supervisory 
Geophyscist Bruce Presgrave from March 8-16, 2007. The 
purpose of travel is to attend a meeting of the Directing 
Council of the Centro Regional de Sismoloia para America del 
Sur (CERESIS) and to participate in discussions of a 
USGS-CERESIS project for a Seismic Hazard Map of South 
America. No embassy assistance is required. Control Officer 
would appreciate e-mail read-out of trip and would be 
interested in attending some of the discussions or at least 
meeting with visitors before their departure if possible. 


When departing Lima by air, the Republic of Peru imposes an 
airport departure tax on any outbound passenger of 30.25 USD 
for international flights and 6.05 USD for domestic flights. 


2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND 
COMPUTER USE: 


Point of contact for the visit is Deputy Economic Counselor 
Howell Howard, office telephone number (51)(1)618-2414, 
cellular telephone (51)(1)9-628-6866, e-mail: 
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howardhh@state.gov. Embassy after-hours direct line for 
Marine Security Guard is (51)(1)618-2936. The Embassy 
address is Av. La Encalada, Cuadra 17, in the Monterrico Sur 
Section of Lima. Control officer should be notified as soon 
as possible upon arrival in country. 


State Department TDY visitors requiring OpenNet-Plus Systems 
access during their stay should directly contact Daniel 

Siebert, ISO, in advance of their arrival so a computer 

account can be created if needed. 


Any employee who intends to bring U.S. Government portable 
microcomputers (laptops) for use in CAA or non-CAA areas must 
notify post,s ISSO and RSO in advance of travel. 12 FAH-6 
h-314 prohibits the installation or use of any privately 

owned computer in a government building where classified 
information is processed or stored. Accordingly, post policy 
prohibits Personal Electronic Devices (PED), Personal Digital 
Assistants (PDA) e.g. &Palm Pilots8, MP-3 players, etc. 

within the Chancery facility. Such devices are never 
authorized in CAA spaces and are not authorized connectivity 
within OpenNet unclassified or classified networks, or 
stand-alone classified PCs. Personnel who wish to bring PDAs 
authorized under the Department of State,s Secure Wireless 
Extended Enterprise Technology (SWEET) program into the 
Chancery must notify Post,s ISSO and RSO in advance of 
travel. Find information concerning the SWEET program at 
http://sweet.irm.state.gov. Please refer to 03 STATE 286036 
for detailed guidance regarding Post,s Information Systems 
security requirements. 


3. (U) PASSPORT/VISAS: 


To ensure full protection for travelers, the mission requires 
that all visitors eligible for official/diplomatic passports 

use them with appropriate visa. Travelers should not use 
tourist passports. In exceptional cases where official 
travelers must use tourist passports/visas, specific 
authorization must be obtained in advance. Foreign citizens 
bearing tourist passports who come to Peru to work, either 
officially or in technical or cultural cooperation, must 

enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. 
If official visitors arrive via military ship, a passport is 

not required unless the individual is required to exit Peru 

via commercial or military air. If an official visitor is a 

Peruvian National serving in the U.S. Armed Forces, a valid 
Peruvian (maroon) passport is absolutely necessary in all 
cases in order for the individual to enter or exit Peru. 

Proof of residency in the U.S. (green card) is required for 
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return to the U.S. All visas for onward travel should be 
obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance 
for temporary duty of 30 days or more of the requirement to 
complete mandatory personal security training effective 
January 1, 2005. Personnel requesting country clearance for 
periods of 30 days or more must certify that they have or 

will complete the required training prior to their travel, or 

may request a waiver as per the above policy. For extended 
TDY requests, individual bureaus (not the Bureau of Human 
Resources) are responsible for ensuring that their staff, in 

all employment categories (Civil Service, Foreign Service, 
WAE, PSC, etc.), meets the training requirement. See 04 
State 66580 for more information about the mandatory personal 
security training requirement. 


Country clearance is granted for travel to non-Embassy 
restricted areas only. Visitors who plan to travel to 
Embassy restricted areas must request Post approval upon 
arrival. A list of these areas can be obtained from the RSO. 
It is imperative that the Mission be notified immediately of 
delays or changes in plans or itinerary. Personnel must not 
change hotels without first notifying control officer. The 
State Department has designated Peru as high threat for 
indigenous terrorism, medium threat for transnational 
terrorism and political violence, and critical threat for 

crime. Two terrorist groups operate in Peru: Sendero 
Luminoso (SL) and Movimiento Revolucionario Tupac Amaru 
(MRTA). Both organizations continue to be potential threats 
and have targeted U.S. facilities in the past. Due to GOP 
efforts, the activities of the SL and MRTA have been greatly 
reduced and are now largely confined to rural areas. 
Overland travel outside of Lima and other large cities during 
the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist 
groups operate with relative impunity in some interior areas 
and are known to target vehicular traffic. Crime is a 

serious problem in metropolitan Lima and popular tourist 
areas such as Arequipa, Cuzco, and Machu Picchu. Most crimes 
involve petty theft, pickpocketing, bag slashing, 
grab-and-run, and theft from occupied and unoccupied 
vehicles. More violent crimes include armed robbery, 
carjacking, and choke-and-rob. Criminals frequently react 
violently when resistance is encountered. In almost all 
instances it is advisable not to offer resistance. Most 

areas of downtown Lima are dangerous and should be avoided 
during the hours of darkness. Visitors are cautioned to 
remain alert to their surroundings at all times, particularly 
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when in crowded areas, such as on public transportation, at 
outdoor markets, and at tourist sites. Countermeasures 
against crime also protect against terrorism. Special care 
should be exercised at the Jorge Chavez International Airport 
in Callao. Criminals frequent this area, especially at 

night, and are known to target foreigners both inside and 
outside the terminal. 


Security briefings are mandatory for all official visitors to 
Peru. Briefings are given in the RSO Conference Room at the 
Embassy, on Wednesdays, promptly at 9:00 a.m. 


5. (U) ICASS TDY Policy and Action Request: 


Each visitor, regardless of length of stay, must 

bring/forward fiscal data to pay for direct costs of the 

visit. Each agency, organization, or visiting delegation 

will be charged for the actual costs attributed to their 

visit. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to the visit. Also, for TDYers over thirty (30) 

days, there is a charge for ICASS support services. If your 
sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a MOU for ICASS support 
services upon arrival. The agency should provide post with a 
written communication, generated by the traveler,s 
headquarters that confirms the agency will pay ICASS charges 
for the TDYers, provides the agency ICASS billing code the 
TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY 
module. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 of the TDY. 


6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date 
yellow fever vaccine and malaria prophylaxis for 
chloroquine-resistant strains of malaria. Primary prevention 
against malaria and dengue fever includes avoiding the 
mosquito vectors of these diseases: using insect repellant, 
appropriate protective clothing, and bed netting. Hepatitis A 
and B vaccinations are strongly recommended for all persons 
before coming to Peru. Rabies is present in country, and 
those individuals whose work and/or leisure activities might 
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expose them to wild animals or feral dogs should consider 
receiving the rabies vaccine. Travelers diarrhea/dysentery is 
quite common in Peru. Visitors should substitute bottled 
beverages for potentially contaminated water. Fish, 
shellfish, and vegetables should not be eaten unless well 
cooked, and all food should be eaten while still hot. Fruits 
with a peel are generally safe, provided they are peeled 
before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high 
levels from January to May--the same food and bottled water 
precautions apply. Travelers planning to travel to high 
altitude areas of Peru, such as Cuzco, Machu Picchu, and 
Puno, should consult with their health care provider first, 
and be fully aware of the health dangers of high altitudes 
and measures to minimize these dangers. 


7. (SBU) MEDICAL CLEARANCES: 


All employees, including WAEs and Civil Service Employees, 
who are in TDY status for more than 60 days (cumulatively) in 
a calendar year are required to have up-to-date medical 
clearances from the Office of Medical Services (Ref: SecState 
243096) in order to receive full State Department medical 
benefits including: 


--Fully cleared TDY personnel receive supplemental medical 
coverage from M/MED for conditions that arise overseas. This 
coverage is in addition to, but does not replace, private 
insurance coverage; 


--Fully cleared TDY employees are eligible for full MEDEVAC 
benefits should it become necessary to transport them from 
their assigned posts for medical reasons by other than 
standard commercial carrier; 


--Fully cleared TDY personnel are entitled to use the 
facilities of the Medical Unit at post on the same basis as 
other permanently assigned personnel. 


It is important to understand that if an employee is at a 

post without a medical clearance and the embassy medical 
provider determines that the employee has a condition that 
cannot be adequately cared for at that post, the employee may 
not be granted access to the embassy medical unit. Moreover, 
an employee at post without a medical clearance is not/not 
covered under M/MED for medical evacuation. While M/MED 
camnot provide MEDEVAC coverage for TDY employees without 
full clearances, private MEDEVAC insurance is available at 
reasonable cost and the employee is strongly encouraged to 
purchase the insurance. Private air ambulance medevacs can 
cost upwards of $100,000. In addition, it is important for 
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the employee to review private health insurance coverage. 
Many HMO type policies do not cover hospitalization costs 
incurred outside of the USA. The employee will need to have a 
policy type that will reimburse them for medical expenses 
overseas. 


A medical clearance can be obtained as follows: 


If the WAE or other TDY employee lives in the Washington, DC 
area, they can schedule a medical clearance exam by calling 
(202) 663-1779 or e-mail to medclearances@state.gov. 
Availability of examination dates depends on demand and 
M/MED\'s standard priorities. If the exam is conducted in 
Washington, there is no cost to the employee. If the employee 
lives outside Washington, they may have their medical 
clearance exam performed by a private doctor. TheWAE or TDY 
employee can obtain the forms that the doctor needs to 
complete by calling (202) 663-1668. Clearance exams performed 
outside of MED are at the expense of the employee. 


Contractors or other long-term TDY employees who are not 
direct-hire USG employees are not covered under the 
Department of State Medical Program and so would, in general, 
fit under the guidelines above for TDY employees without a 
medical clearance. They are not covered by M/MED for medevac 
and should be covered by medevac insurance through their 
contracting company. Access of these employees to the embassy 
medical units is a post decision made by the Chief of Mission 

or his designate acting upon the advice of the Regional 

Medical Officer. Please contact the Embassy Health Unit for 
further details. 


Employees working TDY for less than 60 cumulative days 
annually are not required to have medical clearances and are 
not covered under the procedures above. Unfortunately these 
short-term TDY employees frequently may have significant 
health problems that may be exacerbated by overseas travel or 
work and that may require a level of medical care that is not 
available at the post where the TDY employees are working. 
As with any international traveler on personal or business 
travel, these employees should consult with their personal 
physician regarding the safety or advisability of this 

travel. 

STRUBLE 


97868 

PP RUEHAG RUEHDF RUEHLZ 
DE RUEHRL 0371/01 0541545 
ZNR UUUUU ZZH 

P 231545Z FEB 07 

FM AMEMBASSY BERLIN 


Column 3 

TO RUEHC/SECSTATE WASHDC PRIORITY 7186 

INFO RUCNMEU/EU INTEREST 

RUCNFRG/FRG COLLECTIVE 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EB/TPP/IPE JBOGER AND COMMERCE FOR ITA/MAC/OIPR 
PETERS 


E.O. 12958: N/A 

TAGS: ECON, ETRD, KIPR, GM 

SUBJECT: MISSION GERMANY SUBMISSION FOR 2007 SPECIAL 301 
REVIEW 


REF: STATE 7944 
SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET DISTRIBUTION. 


1. (SBU) SUMMARY. Mission Germany recommends that Germany 
receive the same treatment in the 2007 301 Report as it 
received in 2006 and not be listed in the priority watch list 
category. The situation facing American pharmaceutical 
companies in Germany has not appreciably deteriorated during 
the past year. The German government is currently 
implementing a wide-scale health care reform. lt is too 

early to evaluate how this reform will impact American 
pharmaceutical companies, and unfair to prejudge this 
legislation before it is implemented. An amendment to the 

law on pharmaceutical reference pricing system was passed in 
2006, addressing some industry concerns about disparate 
treatment for generic and patented pharmaceuticals. The 
amendment attempted to clarify the procedure by which drugs 
can be listed as innovative. U.S. industry maintains that 
Germany\'s reference pricing system continues to unfairly 
discriminate against U.S. companies. While we remain 
concerned about the governmentVs referenced pricing system 
and its impact on U.S. industry we are improving our dialogue 
with the German government to educate them regarding the 
impact of these regulations on the pharmaceutical sector and 
the role of innovation in Germany. We believe this dialogue 

is bearing fruit and the situation has not appreciably 
deteriorated over the past year to warrant Germany\'s 
placement on the priority watch list. END SUMMARY. 


2. (SBU) PhRMA\'s Special 301 submissions for 2006 and 2007 
are very similar, reflecting the fact that the situation for 
PhRMA in Germany has not appreciably changed during the past 
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year. PhRMA raises concerns about the impact of pending 
health care reform legislation. However, post deems it 
inappropriate to judge the German government on legislation 
that has not yet been implemented and whose impact on the 
pharmaceutical industry remains unclear. 


3. (SBU) During the past year, the German government passed 
the Health Cost Containment Act, which did address some of 
PhRMA\'s concerns. The act, which went into effect on April 

1, was the first major amendment to the Fixed Referenced 
Priced System instituted in 2004 and clarifies the process 

for deciding which drugs are truly innovative, and thus 

exempt from reference pricing. For the first time, it also 
imposes a mandatory 10% rebate on generics, which will affect 
mainly German manufacturers and addresses PARMAYs complaint 
that the law unfairly favors generic drugs (mainly of German 
origin) at the expense of patented drugs (mainly of U.S. 

origin). The law also requires the government to develop 

rules clearly defining innovative drugs. These rules are 
intended to make the process for declaring which drugs are 
innovative more reliable and transparent. While the 
amendment also contained measures criticized by industry, we 
believe it is an attempt by the government to address 

industry concerns and try to improve legislation on reference 
pricing. We have asked industry to document their concerns 
over specific decisions of the Joint Federal Committee of 
Doctors and Sick Funds and inform of the Embassy of any 
applications for innovative drugs that were denied. During 

the past year, we have received no such information from any 
member of PhRMA. 


4. (SBU) The Embassy has continued to engage with the German 
government on the need for transparency in the process of 
determining innovative drugs. Deputy Secretary of Health and 
Human Services Alex Azar visited Germany in February 2006 and 
met with German officials and industry to discuss the need 

for innovation in the pharmaceutical sector. The Ambassador 
and other USG officials have met repeatedly with the 

officials from the ministries of Health and Economics to 

discuss our concerns. German Health Minister Schmidt 

traveled to the U.S. several times in 2006 to gather more 
information on the U.S. approach to cost containment and 
innovation in the health care sector. USTR is proposing to 

head a delegation in the spring of 2007 to visit Germany to 
continue this dialogue. 


5. (SBU) We have continue to concerns regarding the impact 
of the German reference pricing system for pharmaceuticals on 
U.S. industry. But we believe that placing Germany onthe 
priority watch list could have a damaging impact on our 
ongoing discussions with Germany on the need to foster a 
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climate for innovation in the health care sector. The German 
government has addressed some industry concerns over the past 
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year. Itis also up to industry to test the provisions of 

the amendment to the reference pricing system to see if 
Germany has made its system of declaring drugs innovative 
more transparent and fair. It also remains to be seen 
whether the impact of new health care legislation will be 
detrimental to the American pharmaceutical industry. Such 
concerns warrant further monitoring and a continued dialogue, 
not punitive measures. 

TIMKEN JR 
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DEPARTMENT FOR EUR DAS DICARLO AND EUR/SCE(HOH/FOOKS); NSC 
FOR BRAUN 


E.O. 12958: DECL: 02/01/2015 
TAGS: PREL, PGOV, PINR, KJUS, BK 
SUBJECT: BOSNIA - SCENESETTER FOR THE FEBRUARY 26-27 PIC 


REF: A. SARAJEVO 62 
B. 06 SARAJEVO 3209 


Classified By: Ambassador McElhaney. Reason 14.(b) and (d). 
1. (C) SUMMARY: We expect the February 26-27 meeting of the 


Peace Implementation Council (PIC) to approve a one-year 
extension of OHR\'s mandate (i.e., to June 2008), though we 
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anticipate the Russians will complicate efforts to reach 
consensus on this decision. High Representative Christian 
Schwarz-Schilling has not yet accepted that an extension 
requires a \"fresh start\" at OHR, however. His personal 
interests are as likely to drive his approach to certain 

issues, such as use of the Bonn Powers and constitutional 
reform, as much as an his \"objective assessment" about the 
type of OHR required for the next 16 months. Police reform 
talks (as of this writing) remain deadlocked, and the 

intialing of a Stabilization and Association Agreement in the 
near term appears less and less likely. The International 

Court of Justice\'s (ICJ) ruling on Bosnia\'s claim that Serbia 
and Montenegro was responsible for genocide, due on February 
26, may overshadow the PIC\'s decisions on OHR\'s future. The 
PIC must also address a Bosnian Constitutional Court ruling 
that the HighRep violated the human rights of two former 
Republika Srpska officials he removed from office in 2004. 

END SUMMARY 


OHR\'s Future 


2. (C) A consensus is emerging within the PIC to extend OHR\'s 
mandate one year (i.e., to June 2008) with a review in 
December 2007. The Russians are the principal holdout and 
will likely argue for a shorter extension (to the end of 

2007) and no review. The Russians see the latter as opening 
the door to another extension. Though Schwarz-Schilling\'s 
assessment will recommend a one-year extension, it will 
remain silent on a review. Though he personally supports a 
review, he has told us that he \"expects the Quint Political 
Directors to persuade the Russians\" on this issue. We expect 
the Russians will seek to link an extension to Kosovo in 

order to justify an end of 2007 closure without a review. 


3. (C) Schwarz-Schilling does not plan to recommend a revised 
OHR work plan to the PIC, but he may distribute a \"food for 
thought\" paper about what an extended OHR should focus on in 
the next year. We will want to ensure that this reflects 

U.S. priorities, notably outstanding Dayton issues, defense 
reform, ICTY, Brcko, and rule of law issues. OHR and our 
European colleagues often interpret \"rule of law\" to mean 
\"police reform.\" While police reform is important, our 

agenda is broader and includes strengthening all the of 
recently created state-level law enforcement and judicial 
institutions. OHR\'s extension is an opportunity to focus the 
international community on this agenda, and we will want to 
ensure discussion of OHR\'s future is not too EU-centric. 


Schwarz-Schilling\'s Future and the Bonn Powers 
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4. (C/NF) Despite the clear message that it is time for a 
\"fresh start,\" Schwarz-Schilling has not given up on the 
possibility of staying on as HighRep. The Russians have 
reportedly told him it would make sense\" for him to stay on, 
if OHR was extended only six months. Several OHR staffers 
tell us Schwarz-Schilling believes a prolonged delay in 
naming his replacement would require the the five major 
allies to reverse themselves and ask him to stay on rather 
than leave the HighRep\'s chair vacant. Schwarz-Schilling 
tells us that he was told by Berlin that \"the Americans\" 
forced him out; a message we suspect he has heard from other 
European capitals. This may explain his faith in European 
inertia regarding his replacement. Regardless, we will want 
to use the margins of the PIC to push the Europeans to begin 
thinking more seriously about a successor. 


5. (C) We must also be mindful of attempts by 
Schwarz-Schilling and/or the Russians to insert language into 
the communique that would tie the new HighRep\'s hands with 
regards to the Bonn Powers. Schwarz-Schilling sees a PIC 
endorsement of his \"ownership\" strategy as mitigatin 
somewhat the personal blow he suffered when thefive major 
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allies decided on a \"fresh start\" at OHR. In this context, 

he has raised privately with us the possibility of defining 

at the PIC what issues would and would not warrant use of the 
Bonn Powers by a future HighRep. The Russians would likely 
embrace such an approach, albeit for different reasons (i.e., 
to shield the Bosnian Serbs from political pressure for 

reform), or they might press independently for language 
designed to restrict the ability of the new HighRep to 

exercise the Bonn Powers. 


Constitutional Reform 


6. (C) We previewed our preliminary thinking about \"next 
steps\" on constitutional reform with Schwarz-Schilling on 
February 21. He appeared open to linking legislation 

creating phase two architecture to the U.S.-brokered package 
of amendments and accepted that a phase two structure must 
include political party leaders. We also stressed that a 
structure inside the EUSR did not reflect earlier agreements 
for a U.S.-EU-Bosnian partnership on constitutional reform. 
We doubt Schwarz-Schilling will raise these details during 

the PIC, but he will want a more detailed U.S. response to 

his constitutional reform proposal during his bilateral 
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meeting with the U.S. before the PIC. In that context, he 

may push us to propose a faster timeline for putting phase 

two structures in place. Atthe PIC itself, we will want to 
ensure that the communique does not soften previous Steering 
Board support for the U.S.-brokered package of amendments 
even as it signals support for a U.S.-EU partnership for a 
second phase of constitutional reform. 


Police Reform 


7. (C) As of this writing, police reform political talks have 

yet to produce a deal that would clear the way for the 

initialing of a Stabilization and Association Agreement 

(SAA). The talks themselves represent progress, however, and 
it is notable that the Serbs have accepted the Police 
Directorate\'s report as a basis for reaching a deal. 

Nonetheless, the fundamental problems remain; Dodik continues 
to try and undercut the three EU principles and the Bosniaks 
have yet to engage constructively. PDHR Gregorian deserves 
credit for reinvigorating the police reform process, but his 

role has also opened him up to unfair criticism from all 

sides. The Bosniaks and Europeans have accused him of making 
too many concessions to the Serbs. The current proposal 
reflects European willingness to retreat regularly in the 

face of Dodik\'s demands over the last year and the Bosniak 
decision to step back in hope that OHR would simply impose a 
deal to their liking rather than negotiate. Dodik accused 
Gregorian of cutting a Wsecret deal" with the Bosniaks to 

force more \"concessions\" out of him. 


International Court of Justice 


8. (C) On February 26, the ICJ will rule on the case 
concerning the Y Application of the Convention on the 
Prevention and Punishment of the Crime of Genocide (Bosnia 
and Herzegovina v. Serbia and Montenegro), and the PIC will 
be expected to comment on it. OHR plans to have a legal team 
in Brussels to review the decision and brief the Steering 

Board as soon as it is published. Whatever the verdict, the 
PIC must balance institutional support for the ICJ and 

respect for its decisions with the political situation in 

Bosnia and the region. Our aim should be to encourage, as 
much as is possible, Bosnia\'s political leaders to respond to 
the ICJ ruling responsibly and realistically. We should 

expect to have to manage the political fallout from the 

ruling well beyond the PIC, however. 


Human Rights, Dayton, and the Bonn Powers 
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9. (C) Though only announced over Presidents\' Day weekend, 
the Constitutional Court in July ruled in favor of two 

Milorad Bilbija and Dragan Kalinic, two former Republika 
Srpska (RS) officials removed from office in 2004 by the 
HighRep, who had challenged their removal on human rights 
grounds. In brief, the court ruled that the removals 
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violated the Bosnian constitution and the European Convention 
on Human Rights (ECHR) because the two men lacked the right 
to appeal the HighRep\'s decision (more detail provided 

septel). The ruling directly challenges the authority of the 
HighRep and undermines Dayton, and OHR is in the process of 
developing an options paper of proposed responses by the 
HighRep. As with tne December 2006 challenge to Dayton by 
the Council of Ministers over decertified police officers 

(Reftels), we believe the HighRep must deliver a clear, 
unambiguous message that Bosnian government institutions will 
not be allowed to undermine Dayton or ignore their 

international obligations. We should use our bilateral 

exchange with Schwarz-Schilling to press him this point. 
MCELHANEY 
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TYMOSHENKOVS FEB 25-MAR 3 VISIT TO U.S. 


Classified By: Ambassador for reasons 1.4(a,b,d). 


1. (C) Summary: Opposition leader Yuliya Tymoshenko arrives 
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in the U.S. at a time when the feuding and deal-making 
between Ukraine\'s three major political forces is 
hamstringing policy-making and legislating. The struggle 
between President Yushchenko and PM Yanukovych for political 
dominance and the right to define national security and 
foreign policy has continued. After months of quiescence, 
Tymoshenko has returned to the ring as an active player, 
first making a one-time tactical voting deal with Yanukovych 
in January, now trying to forge a more strategic bond with 
Yushchenko/Our Ukraine (OU). Tymoshenko\'s bloc (BYuT) holds 
the power to be the spoiler by playing the President and PM 
for her tactical advantage. Tymoshenko\'s end goal remains 
early parliamentary elections and a return to power. Amidst 
talk of deal-making from all camps, and distrust on all 
sides, the political forces are also focused on how the 
Constitutional Court will weigh in on a myriad of questions 
about how the political system should function. In spite of 
the political maneuvering, the primary gains of the Orange 
Revolution in societal attitudes, freedom of the press, and 
foreign and security policy remain intact. 


2.(C) Messages/Themes: --Tymoshenko needs to hear from us 
that it is important for Ukraine\'s future that she act like a 
statesman in opposition and support national interests, not 

to be seen as only pursuing tactical advantage and a return 

to power. 


--The Yanukovych team will be the dominant force for at least 
the next six months, if not longer, and our goal should be to 
encourage good policy choices and constructive cooperation 
between key players to move the country forward. She can 
play a responsible role promoting good policy choices or she 
can pursue tactical political advantage. 


--Tymoshenko often voices her support for tougher market 

reforms and NATO membership to western audiences, but chooses 
more populist themes at home; it will be important to 

encourage her to voice the same national interest messages in 
Ukraine and back up her words with actions. 


--Tymoshenko should use her opposition pulpit to offer 
constructive alternatives to current government positions and 

to encourage compromise on key issues in order to ensure that 
the interests of her voters -- and Ukraine as a whole -- are 
advanced. For example, Tymoshenko could be encouraged to be 
a more active proponent of energy efficiency and foreign 
investment in domestic off-shore exploration to reduce 
dependency on Russian gas. End summary and comment. 


Viktor and Viktor - how about Yuliya? 
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3. (C) The dynamic between Yushchenko and Yanukovych, as the 
institutions of the presidency and premiership/cabinet 
struggled to define power and influence under the new rules 

of post-constitutional reform which came into play in 2006, 
was the key political factor in Ukrainian politics from 

August 2006 to January 2007, with Yanukovych playing the 
consistently winning hand. After appointing Yanukovych PM in 
August, Yushchenko essentially ignored Tymoshenko, whose 
ratings consistently double his own, and focused nearly all 

his attention on reaching a modus vivendi with Yanukovych. 
Tymoshenko made him pay in January, when BYuT joined the 
coalition in overriding Yushchenko\'s veto on the new Cabinet 
of Ministers law which makes additional inroads on 
presidential authorities. While Tymoshenko had tactical 
horse-trading reasons for the vote, along with an eye towards 
an eventual return as premier, she also clearly intended it 

as a wake-up call to Yushchenko, and a reminder that he 
depended on her to make the power of his veto, one of his few 
tools of influence left, stick. 


Getting back into the game, productively or not 


4. (C) The CabMin vote handed Yanukovych a crucial victory 

and weakened Tymoshenko\'s claim to be the only political 

leader to have stayed true to the spirit of the Maidan, 

demonstrating her willingness to deal with Regions on dubious 
legislation in her pursuit of tactical advantage. But it 

apparently also served as the intended wake-up call to 
Yushchenko, as he and OU finally engaged Tymoshenko and BYuT 
to work as a joint opposition to the Regions-led coalition. 
TymoshenkoVs strategy remains focused on creating conditions 

in which Yushchenko could dismiss the Rada and call new 


KYIV 00000467 002 OF 003 


elections, which she feels confident would strengthen her and 
return a BYuT-OU alliance to office. 


5. (C) Nevertheless, Yushchenko\'s aversion to confrontation, 
her own aggressive street-fighter tactical instincts, and 

their mutual distrust and different agendas, are likely to 
complicate hopes for effective renewed cooperation. 

Moreover, Tymoshenko and OU are still trying to come to terms 
with what it means to be a successful and functioning 
opposition, especially with no national elections scheduled 

for three years. BYuT does enjoy significant representation 

at the local and regional government level, both on councils 
and as mayors, especially in central and western Ukraine, 
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which gives her political leverage to push for changes 
outside of Kyiv. 


6. (C) In Washington, she needs to hear that it is important 
for Ukraine\'s future that she take the high road and act like 
a statesman in opposition, support national interests, and 
help achieve results beneficial to the country, not only 
pursue tactical advantage with an eye solely on returning to 
power. It is not clear Tymoshenko fully understands the 
constructive role an engaged opposition in a democracy can 
play, nor how achieving results even while out of power could 
advance her political fortunes. Tymoshenko should use her 
popularity and pulpit to offer alternatives to current 
government positions and pursue constructive compromise on 
key issues to move Ukraine forward. 


NATO, MAP, and a possible referendum 


7.(C) One issue which Tymoshenko has studiously avoided 
domestically, though not in speeches and op-eds abroad or 
private conversations, is Ukraine\'s national security 

interests and Euro-Atlantic aspirations. While Yushchenko/OU 
too avoided NATO as an issue in the 2006 election cycle, that 
changed after the elections. PM Yanukovych has set the 
current government policy as supportive of cooperation with 
NATO, but not actively pursuing membership via a Membership 
Action Plan (MAP). While Yanukovych acknowledges the need 
for a public information campaign on NATO, he/Regions has not 
taken an active role. A potential wild card in the medium 

future is a signature-based drive to hold a referendum on 

NATO and Single Economic Space (Yushchenko has appealed 
elements of the outdated 1991 law on refenda to the 
Constitutional Court, buying time). Given the current lack 

of public support for NATO (roughly 25 percent), such a vote 
would fail. Tymoshenko should be encouraged to demonstrate 
her statesman-like role by speaking more often to Ukraine\'s 
strategic direction and place in the world, and not only in 
economic terms (eventual EU membership, energy independence). 


Russia and the Gas Relationship 


8. (C) Relations with Russia, always complex, feature energy 
issues as the dominant factor, not to Ukraine\'s advantage. 
The Yanukovych Government managed to conclude a positive 
price deal for the 2007 winter season soon after coming to 
power ($130/thousand cubic meters of national gas), though at 
what cost to other national interests remains unclear. 

Russia clearly wants to take control of Ukrainian 

infrastructure, and they may have a Trojan Horse ally in Fuel 
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and Energy Minister Boyko, a founder of the nontransparent 
RosUkrEnergo (RUE) middleman mechanism. The GOU has floated 
ideas of forming a consortium with Russia to build expanded 

gas pipeline capacity to Europe, but has so far stopped short 

of allowing Russia any role in owning or managing the 

existing Ukrainian gas pipeline network. 


9. (C) Befitting her roots in the gas sector, the former \"Gas 
Princess\" Tymoshenko has taken a leading role in Rada 
criticism of government deals with Russia, both in 2006 and 
2007. At BYuT\'s initiative, the Rada overwhelmingly approved 
a ban February 6 on the sale, transfer, or rental of 

Ukraine\'s energy infrastructure (namely pipelines) to anyone 
(but clearly aimed at Russian parties). She often speaks of 
bringing greater transparency and openness to the energy 
sector but has initiated no action in the Rada in support of 
this goal. Tymoshenko could be encouraged to be a more 
active proponent of energy efficiency and foreign investment 
in domestic off-shore exploration to reduce dependency on 
Russian gas. 


Pushing on Market Economics, investment climate 
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10. (C) Ukraine\'s economy has performed well since the March 
2006 elections, with GDP growth near 7 percent and increased 
consumption spurred by rising social pension and wage levels. 
As opposition leader, Tymoshenko\'s comments on the 2007 
budget did little to dispel the notion that she is a populist 

on economic policy, an image that arose during her stint as 
PM, when she raised social spending, advocated price controls 
on sugar, meet, and gasoline, and pushed \"reprivatizing\" 
former state enterprises sold at cut-rate prices to 
well-connected old-order oligarchs. She winces at the term 
\"reprivatization\" and may better understand its deleterious 
impact on the investment climate toward the end of her PM 
tenure. Tymoshenko does cast a useful critical voice on 
current GOU-proposed policies that may favor oligarchs rather 
than promote Ukraine\'s overall economic health, as well as on 
the shadowy nature of current energy supply arrangements. 


11. (C) Her Washington meetings give us an opportunity to 
push Tymoshenko to play a constructive role to achieve 
agreed-on goals of increased economic integration with Europe 
and the world, as well as policies that enhance the business 
and investment environment for U.S. and Ukrainian businesses 
alike. We can also encourage Tymoshenko to build on one of 
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her real accomplishments as PM in 2005, which was improving 
the government\'s tax and customs policies to eliminate a 
significant element of corruption and smuggling, and 
simplifying business registration procedures. 


12. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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TO SECSTATE WASHDC PRIORITY 3796 


SIPDIS 
SIPDIS 
STATE FOR ISN, T, TREASURY 


E.O. 12958: DECL: 02/23/2017 

TAGS: PREL, KNNP, KN, PARM, LG 

SUBJECT: LATVIA RESPONDS TO ADDITIONAL DESIGNATIONS OF 
IRANIAN ENTITIES 


REF: SECSTATE 19366 
Classified By: Pol/Econ Chief Tamir Waser for reasons b and d 


1. (SBU) PolOff delivered reftel talking points to Rudolfs 
Bremanis, Latvian Foreign Ministry US Desk Officer, and 
Agnese Vilde of the International Operations and Crisis 
Management Division Security Policy Department. Vilde said 
that there should be no problem with Latvia freezing any and 
all activities of the entities designated under E.O. 13382. 

She will coordinate with Latvia\'s Financial Intelligence Unit 
(FIU) to add the entities to Latvia\'s list. 


2. (U) PolOff will be delivering reftel talking points to the 
Director of the FIU at a later date. 
BAILEY 


97872 

PP RUEHAG RUEHDF RUEHIK RUEHLZ RUEHROV 
DE RUEHTC #0345 0541550 

ZNR UUUUU ZZH 

P 231550Z FEB 07 


Column 3 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC PRIORITY 8298 

INFO RUEHTRO/AMEMBASSY TRIPOLI PRIORITY 

RUEHAT/AMCONSUL AMSTERDAM PRIORITY 2328 

RUEHFT/AMCONSUL FRANKFURT PRIORITY 3647 

RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 

RUEHBS/USEU BRUSSELS PRIORITY 0442 

RHEHNSC/NSC WASHDC PRIORITY 

RUEAHLC/HOMELAND SECURITY CENTER WASHINGTON DC PRIORITY 
RHMFIUU/FBI WASHDC PRIORITY 

RUCNMEM/EU MEMBER STATES COLLECTIVE" "UNCLAS THE HAGUE 000345 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EB/ESC/TFS (KLEAHY), EB/ESC/TFS (LCANON) 

STATE ALSO FOR S/CT (PHILL), S/CT FINANCE (GALER, NOVIS) 
STATE ALSO FOR EUR/UBI (RREITER), EUR/PGI, EUR/ERA (PWALKER) 
TREASURY FOR TFFC AND OFAC 


E.O. 12958: N/A 
TAGS: EFIN, ETTC, KTFN, LE, PREL, PTER, KCRM, NL 
SUBJECT: TERRORIST FINANCE: DUTCH ON ILLICIT CASH COURIERS 


REF: STATE 16120 
CORRECTED COPY (ADDING EU MEMBER STATES) 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE 
ACCORDINGLY. 


1. (SBU) The Dutch Ministry of Finance (MOF) is hopeful that 

a soon to be implemented EU regulation will help detect and 
prosecute bulk cash smugglers. In a February 22 conversation, 
MOF official Paul ten Westeneind, Policy Officer, Integrity 
Division, told Econoff that the environment for combating 

bulk cash smuggling in the Netherlands is improving. This, he 
said, is due primarily to a new regulation -- to be effective 

in a couple months -- implementing EU Regulation 1889/2005 on 
controls of cash entering or leaving the European Community. 
Under this regulation, all travelers exiting the EU must 

report cash in excess of 10,0000 euros or face criminal 

charges. Previously, travelers found with bulk cash by the 

Royal Netherlands Marechaussee (KMAR, a military police force 
responsible for border control) had to provide good 

justification or be suspected of money laundering, ten 
Westeneind said, but there was no reporting requirement or 
criminal penalties. 1889/2005 therefore addressed a \"gap\" 

that cash couriers were exploiting. He predicted that 
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implementation of the regulation would generate increased 
awareness of the issue within the government and amongst the 
public. 


2. (SBU) Ten Westeneind noted that enforcement could be the 
primary weakness of the new regulation. With only a minority 
of travelers being checked, or \"sniffed,\" it would be 
impossible to catch everything, he said. For example, the 
regulation did not address illegal cash mailings through the 
post. 


3. (SBU) Regarding transatlantic information sharing, ten 
Westeneind said the Dutch Financial Intelligence Unit works 
regularly with the USG, and that there were frameworks in 
place to govern information exchanges. 

BLAKEMAN 
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TO RUEHC/SECSTATE WASHDC 3797 

INFO RUCPDOC/DEPT OF COMMERCE WASHDC 
RUEATRS/DEPT OF TREASURY WASHINGTON DC 


SIPDIS 
SIPDIS 


USTR FOR JENNIFER GROVES 
COMMERCE FOR CATHERINE PETERS 
STATE FOR EB/TPP/IPE JENNIFER BOGER 


E.O. 12958: N/A 
TAGS: ECON, ETRD, KIPR, LG 
SUBJECT: 2007 Special 301 Review: Latvia 


REF: STATE 07944 


1. Summary: Post judges that removing Latvia from the Special 301 
list (if not already the case once a decision on the 2006 Special 

301 OCR has been taken) would have the greatest impact on spurring 
the GOL to continue to fight IPR violations. The Watch List has 

served as a motivator in the past for the GOL to act, and 

significant progress has been made. We believe this momentum can 
best be prolonged now by recognizing Latvia\'s achievements, removing 
it from the list, and continuing discussion on IPR in an atmosphere 
where it will be clear that the USG recognizes achievements. We 
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urge the USG to take a decision on Latvia\'s status as part of the 
2006 OCR, rather than folding it in to the 2007 process. End 
Summary. 


2. The Latvian government has made great strides in combating IPR 
violations. These included increased seizures, and increases in the 
number of criminal cases initiated and cases submitted for 
prosecution. We acknowledge that Latvia could do more -- all states 
could -- but believe that, on balance, it has made significant 

strides and no longer merits inclusion on the watch list. 

We further feel that removal from the list would have a greater 
positive influence on the GOL\'s commitment to address IPR issues 
than the prospect of continued listing. 


3. Removal from the list would also match the viewpoint of a key 
industry group, the International Intellectual Property Alliance 
(IIPA). In their current year submission, the IIPA does not include 
Latvia on its recommended Watch List, but only includes it for 
Special Mention. The IIPA\'s basis for even Special Mention status 
is based on what they describe as unofficial communication with 
police sources regarding the Latvian Ministry of Interior\'s 

intention to discontinue operation of a special IPR unit in the 
Economic Police. We inquired with the MFA at the Under Secretary 
level regarding the rumor and were told that no changes in the unit 
are planned. We also checked with the head of the local Coalition 
for Intellectual Property Rights (CIPR) office, and he informed us 
that he has heard nothing of plans to discontinue the IPR unit, and 
that he thought such a move by the GOL would be highly unlikely. 


BAILEY 
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TO RUEHC/SECSTATE WASHDC IMMEDIATE 3317 

INFO RUCNDT/USMISSION USUN NEW YORK IMMEDIATE 1383 
RUEHUNV/USMISSION UNVIE VIENNA IMMEDIATE 0046 
RUEHGV/USMISSION GENEVA IMMEDIATE 0839 


SIPDIS 
SIPDIS 
EUR/NCE FOR PUTNEY 


E.O. 12958: N/A 
TAGS: AORC, SNAR, UNCND, PL 


Column 3 
SUBJECT: NO RESPONSE ON REQUEST FOR POLAND\S SUPPORT TO 
DEFER COMMISSION ON NARCOTIC DRUGS VOTE ON DRONABINOL 


REF: 06 STATE 171 


Per para 3 of REFTEL, Poloff has reported to INL POCs Cline 
and Pala via email. There has been no response to demarche. 
Poloff will follow up on or before March 7. 

HILLAS 
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PP RUEHWEB 

DE RUEHVJ #0442 0541559 

ZNY SSSSS ZZH 

P 231559Z FEB 07 

FM AMEMBASSY SARAJEVO 

TO RUEHC/SECSTATE WASHDC PRIORITY 5530 
INFO RUEHBW/AMEMBASSY BELGRADE PRIORITY 0345 
RUEHCV/AMEMBASSY CARACAS PRIORITY 0003 
RUEAIIA/CIA WASHINGTON DC PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 
RUEKJCS/JCS WASHINGTON DC PRIORITY 
RHMFISS/COMUSNAVEUR NAPLES IT PRIORITY 
RUFOAOA/USNIC SARAJEVO PRIORITY 
RHEHNSC/NSC WASHDC PRIORITY 
RUEKJCS/OSD WASHDC PRIORITY 


SIPDIS 


NOFORN 
SIPDIS 


PM/RSAT, EUR/SCE (DICARLO, FOOKS, HOH), ISN/CATR, WHA, L, 
EUR/RPM (BROTZEN), P (BAME), D(SMITH), NSC FOR BRAUN, USNIC 
FOR WIGHTMAN AND MCLANE, USNATO FOR SHAFFER 


E.O. 12958: DECL: 02/23/2017 
TAGS: EUN, MARR, MASS, PARM, BK, VE 
SUBJECT: BOSNIA: SENIOR VENEZUELAN DELEGATION TO PROTEST 
AMMO SALE REJECTION 
REF: A) 06 STATE 132053 B) 06 SARAJEVO 2674 C) 06 
SARAJEVO 1974 


Classified By: Ambassador Douglas McElhaney for reasons 
1.4 (b) and (d) 


1. (S/NF) Assistant Minister of Foreign Trade Dragisa Mekic 
informed us that a senior Venezuelan delegation from the 
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ministries of defense and foreign affairs would be visiting 
Bosnia in the coming weeks. The Venezuelan delegation, 
headed by Deputy Foreign Minister Rodrigo Chavez, requested 
meetings with the Bosnian Ministers of Foreign Trade and 
Foreign Affairs to protest the GoBiH\'s decision to block the 
commercial sale of ammunition from Bosnia to Venezuela. 
Following our intervention in the matter (reftels Band C) 
the Ministry of Foreign Affairs had exercised its authority 

to block the sale as detrimental to Bosnia\'s foreign policy 
interests. 


2. (S/NF) We met with Mekic on February 13 to discuss the 
upcoming visit. Mekic stated that the Minister of Foreign 
Trade would inform the Venezuelans that the Ministry of 
Foreign Affairs had acted within its legal authority to block 

the sale, as it would be contrary to Bosnia\'s \"obligations to 
collective security.\" Mekic asked if the Venezuelans could 

be made aware of our involvement in the matter, and we noted 
it would be preferable for the minister to cite Bosnia\'s own 
concerns over Venezuela\'s large weapons and defense article 
acquisitions program. Mekic said that the ministry was 
prepared to share a Bosnian intelligence report (of 

unspecified origin) that weapons and ammunition from Bosnia 
had been found on FARC guerrillas in Colombia. Mekic also 
raised the possibility that the Venezuelan government could 
pursue legal action against the Bosnian ammunition production 
company, Igman Konjic, if proceeds from the sale were not 
refunded. 


3. (S/NF) DCM also followed up on the matter with new Deputy 
Foreign Minister Anna Trisic-Babic on February 21. DCM 
presented points per reftel A, highlighting serious concerns 
over the scope of Venezuela\'s acquisitions program and 
possibilities for proliferation. Trisic-Babic acknowledged 

the U.S. position, and stated the MFA\'s commitment to stand 
by its decision on the sale. 


MCELHANEY 
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RUEAIIA/CIA WASHINGTON DC PRIORITY" "CONFIDENT IA L SARAJEVO 000443 


SIPDIS 
SIPDIS 


EUR FOR DICARLO, EUR/SCE FOR HOH, FOOKS AND STINCHCOMB, NSC 
FOR BRAUN 


E.O. 12958: DECL: 02/22/2017 

TAGS: PGOV, BK 

SUBJECT: BOSNIA: FEDERATION PRESIDENCY CONFIRMED; STATE 
HOUSE OF PEOPLES STILL IN LIMBO 


Classified By: DCM JUDITH B. CEFKIN, REASONS 1.4 (B) AND (D). 


1. (SBU) At its February 21 session, the Federation House of 
Representatives confirmed the appointment of Borjana Kristo 
of the Croatian Democratic Union (HDZ-BiH) as Federation 
President and Spomenka Micic of the Party for BiH (SBiH) and 
Mirsad Kebo of the Party of Democratic Action (SDA) as Vice 
Presidents. On Thursday, the Federation House of Peoples 
confirmed the slate, thereby opening the door to naming the 
full Federation government. Nevertheless, the process of 
standing up the government is likely to be prolonged, given 
the continuing power struggle between the two main Croat 
parties, HDZ-BiH and HDZ-1990. There is no deadline to form 
the new government. 


2. (C) The situation with respect to the constitution of the 

State House of Peoples remains unresolved. Atthe vote on 
February 22 in the Federation House of Peoples, last minute 
defections from key parties produced a surprise result on the 
both the Bosniak and Croat votes. On the Bosniak side, there 
were two competing slates -- one proposed by SBiH and the 
other by its coalition partner, SDA. The two parties failed 

to unify behind one slate because of SBiH President Haris 
Silajdzic\'s insistence on supporting the candidacy of Social 
Democratic Union (SDU) President Sejfudin Tokic (a virulent 
opponent of SDA President Sulejman Tihic and Silajdzic\'s 
chief attack dog during the constitutional reform debate last 
year). SDA successfully outmaneuvered SBiH, by having one of 
its delegates vote for the Social Democratic Party (SDP) HoP 
candidate (the main opposition party). As a result, the 

Bosniak lineup in the State House of Peoples will be four SDA 
delegates and one SDP delegate -- a far more favorable 
outcome than one lead by Tokic, as seemed likely in the weeks 
prior to the vote. 


3. (C) The vote on the Croat delegation also featured a last 
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minute surprise, with one of the members of the \"Croatian 
Togetherness\" coalition led by HDZ-1990 casting his vote for 
an HDZ-BiH candidate. As it stands, there will be two Croat 
delegates from HDZ-BiH, one from HDZ-1990 and one from the 
Croatian Party of Rights (HSP), which is also a member of the 
\"Croat Togetherness\" coalition. The vote for the final seat 
resulted in a tie, which will be broken by a drawing at the 
office of the Central Election Commission. The date of the 
drawing has yet to be announced, but likely will take place 

in the next week to ten days. The members of the \"Croatian 
Togetherness\" coalition were visibly upset by the outcome of 
the vote, having once again been outmaneuvered by their 
nemesis, Dragan Covic, President of HDZ-BiH. 


4. (C) COMMENT: Although painfully slow, progress at last 
seems to have been made in forming a Federation government. 
Nevertheless, the coalition remains fragile. As it stands, 

the two HDZ parties still are holding up the creation of the 
Federation government because of a continuing inability to 
agree on the distribution of ministries. Meanwhile, the 
coalition between SDA and SBiH continues to show cracks -- 
the \"surprise\" support from SDA for the SDP State HoP 
candidate is the clearest proof to date that the alliance 
between SDA and SBiH is not rock solid. On balance, the 
lineup in the State House of Peoples is looking favorable for 
passage of legislation on key USG reform priorities, but if 
\"Croat Togetherness\" manages to snag the fifth Croat seat, 
that could mean an uphill struggle for passage of some key 
legislation, not least constitutional reform. END COMMENT. 
MCELHANEY 
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E.O. 12958: DECL: 02/23/2017 

TAGS: PGOV, SOCI, GA 

SUBJECT: THE GAMBIA: ONGOING CONTROVERSY OVER PRESIDENTVS 
HEALING POWERS 


REF: A. BANJUL 70 
B. BANJUL 29 


Column 3 
Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (BAND D) 


PRESIDENT CONTINUES TO TREAT HIV/AIDS, ASTHMA PATIENTS 


1. (SBU) Since mid-January, President Jammeh has maintained 
his weekly treatment program for HIV/AIDS and asthma patients 
(see refs a and b for background). The treatment program 
continues to receive lavish media attention, receiving top 

billing in the evening televised news broadcasts and in the 
pro-government daily, the Daily Observer." Jammeh\'s 
self-proclaimed healing powers have also drawn foreign media 
attention; the British-based Sky News television network, in 

its February 20 news program, featured a story on Jammeh\'s 
treatment program following a visiting Sky journalist\'s 

interview with Jammeh. 


THE CONTROVERSY ALSO CONTINUES 


2. (SBU) The Sky news feature, which conveyed a message of 
skepticism about Jammeh\'s self-proclaimed ability to cure 
HIV/AIDS, added more fuel to the controversy over his 
treatment program. In its lead item February 21, the \"Daily 
Observer\" branded the Sky report as \"full of misinformation, 
lies, and absurdities,\" while asserting that \'Jammeh\'s AIDS 
cure is real.\" Subsequently, on February 23, the paper led 
with an article attacking a Senegalese physician in Dakar, 
Coumba Toure Kane, who reportedly oversaw blood tests of 
Jammeh\'s initial HIV/AIDS patients. The journal accused 
Kane of \"professional dishonesty\" for reportedly asserting 
that the test results should not be interpreted as evidence 

that the patients had been cured. The \"Daily Observer\" 
article also contained a general anti-Senegalese swipe, as 

the author maintained that the physician\'s perceived 
downplaying of the test results\' significance represented 
Senegalese \"jealousy\" that a HIV/AIDS cure had been found in 
neighboring Gambia. 


SENIOR UN OFFICIAL EXPELLED 


3. (C) The controversy has claimed a prominent casualty, the 
senior resident UN official, Fadzai Gwaradzimba, head of the 
UN Development Program (UNDP) office here. On February 23, 
the \"Daily Observer\" reported that the GOTG had declared the 
UN official persona non grata because of her \"irresponsible 
comments.\" While the paper did not elaborate, our sources 
confirm that she made her \"irresponsible comments\" in an 
interview with the visiting Sky journalist; the UN official 
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stated, \"if people start to believe there is a cure (for 
HIV/AIDS), they will start to engage in risky behavior and 

that could mean even more of a problem with AIDS on this 
continent" In conversation with Ambassador, British High 
Commissioner claimed that Jammeh himself, on learning of 
Gwaradzimba\'s reported statement, had flown into a rage and 
demanded her immediate expulsion. We are told that the UN 
official departed The Gambia February 22. 


COMMENT 


4. (C) Jammeh shows no sign of halting his treatment program, 
and, given his iron-fisted control over Gambian officialdom, 

it is hard to imagine any official expressing reservations to 

him about the wisdom of continuing the treatment program. 
The Health Minister, a physician, has been particularly 
outspoken in support of Jammeh\'s initiative, repeatedly 
asserting that Jammeh\'s HIV/AIDS cure is genuine. At the 
same time, we do not rule out high-level foreign pressure on 
Jammeh to curtail his effort; the Nigerian High Commissioner 
told Ambassador that she planned to ask President Obasanjo to 
contact Jammeh and urge him to reconsider his HIV/AIDS 
treatment program. END COMMENT 


UN CONTINGENCY GUIDANCE 


5. (U) The local UNDP office shared with us its 
headquarters-approved contingency guidance on Jammeh\'s 
treatment program; we are e-mailing text to AF/W. 
STAFFORD 
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E.O. 12958: DECL: 02/23/2017 

TAGS: PREL, PTER, AF, PK, FR, MASS, KNNP 

SUBJECT: FRENCH SEEKING TO OPEN STRATEGIC DIALOGUE WITH 
PAKISTAN 


REF: PARIS 384 


Classified By: Political Minister-Counselor Josiah Rosenblatt for reaso 
ns 1.4 b and d. 


1. (C) SUMMARY: After five years of cool relations, France 
hopes to open a \"strategic dialogue\" with Pakistan based on 
shared security concerns. Notwithstanding the 2002 terrorist 
attack in Karachi that killed 11 French nationals, the 

Pakistan desk officer said the MFA now believes it would only 
be counterproductive to further ignore a country that stands 
at the center of international efforts to combat terrorism 

and nuclear proliferation. To get the ball rolling, the MFA 

has proposed that the GoF and GoP begin concrete discussions 
at the expert level on export controls, non-proliferation, 
counterterrorism and Afghanistan. The GoP has agreed in 
principle. End Summary. 


2. (C) Poloff met February 21 with Sonia Barbry, MFA desk 
officer for Pakistan, to discuss the February 14-15 visit of 
A/S-equivalent for Asia Michel Filhol to Islamabad. Filhol, 
who assumed his new position on December 15, chose Pakistan 
as the destination for his first South Asian trip at the 

behest of Gerard Araud, the MFA\'s Political Director, Barbry 
said. Filhol met with counterparts at the Pakistani MFA, MoD 
and with the National Security Council, during a visit that 
Barbry characterized as the first step in a tentative 

reopening of strategic dialogue with Pakistan. The intention 
was to lay the groundwork for a more high-profile visit by 
Araud in late 2007 or early 2008 following the Pakistani 
presidential elections. 


3. (C) To underscore that the proposed diplomatic exchanges 
represented a significant shift in French policy, Barbry 

offered a brief synopsis of recent French-Pakistani 

relations. On May 8, 2002, three Pakistani assailants bombed 
a bus in Karachi owned by French defense contractor DCN, 
killing 11 French engineers and technicians. DCN had signed 
a contract in 1994 with the Pakistani Navy to jointly build 

three Agosta 90B submarines and then transfer the technology. 
The GoF responded to the terrorist attack with a drastic 
reduction in its diplomatic presence in Pakistan, suspending 
development assistance, closing the French high school and 
Alliance Francaise programs, and evacuating all but one 
diplomat from the Consulate in Karachi. 
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4. (C) Until revelations of A.Q. Khan\'s vast proliferation 
network emerged in early 2004, Barbry conceded that the MFA 
had neglected Pakistan. What followed was what Barbry called 
a period of reflection, during which the MFA acknowledged 

that its \"crisis of confidence\" with Pakistan should not 
dissuade it from embracing a \"pragmatic\" dialogue with a 
country where the international struggle against terrorism 

and proliferation would either flounder or succeed. In 
December 2005, President Musharraf embarked on a tour of the 
Middle East to urge fellow Muslim leaders to join forces in 
finding a diplomatic solution to the Israel-Palestine 

conflict. Barbry said his constructive diplomacy \"proved to 

the MFA that Pakistan could be present in international 
debates.\" Later that month, then-Political Director Stanislas 

de Laboulaye went to Islamabad to propose a structured 
bilateral dialogue on shared political and security concerns. 
Barbry said the Pakistanis cautiously agreed, but much of 
2006 was spent discussing who would be the appropriate 
interlocutors on each side and what subjects would be most 
fruitful to discuss. 


5. (C) Following Filhol\'s visit, Barbry said the MFA has a 

more concrete sense of what the next steps should be. The 
MFA has established three areas in which it wants French and 
Pakistani technical experts to engage and share information. 
First, Pakistan must explain its export control regime for 
weapons and how it tracks final end-use; Barbry said the GoF, 
in turn, would share its own export controls, and explain 

what safeguards the Pakistanis must implement before France 
could justify further arms sales. (NOTE: Pakistan has been 
pressing France for years to sell it Mirage fighter aircrafts 

to offset the traditional defense imbalance in the 
sub-continent, but France has always refused, preferring to 
favor its relationship with India. In the MFA\'s view, this 

lack of defense contracts limits its leverage with Pakistan. 
END NOTE.) Second, the MFA wants to discuss concrete 
strategies that could help the GoP disrupt nuclear 

proliferation networks. Third, the MFA hopes to discuss 
counterterrorism, particularly how Pakistan can clamp down on 
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Al Qaeda and Taliban operating within Pakistan, secure the 
porous Afghan-Pak border, and address the roots of 
fundamentalism that begin in the madrassas. 


6. (C) Ultimately, Barbry concluded, the MFA\'s goal is to 
better understand Pakistani thinking, to view security 
challenges in the sub-continent from its perspective, and 
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ultimately to learn its outlook on questions of international 
concern. \"It\'s hard for us to imagine, these past 60 years, 
what it would be like to be faced with enemies on both sides. 
Pakistan asks to be considered a strategic partner. So, 
we\'re saying to them: Explain yourselves.\" Barbry 
characterized the Pakistani response so far as tepid but 
encouraging: Although the GoP has not committed to anything, 
Filhol\'s interlocutors told him they agreed that a more 
structured strategic dialogue was indeed necessary. Barbry 
had the impression from Filhol that the Pakistanis would be 
cautious until they felt more personally familiar with their 
French interlocutors. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 02/26/2017 
TAGS: PREL, PGOV, PINR, EAID, KDEM, MR 
SUBJECT: MEETING WITH PRESIDENTIAL CANDIDATE HANANA 


REF: NOUAKCHOTT 98 


Classified By: Charge dW Affaires Charles H. Twining. 
Reason: 1.4 (b), (d) 


1. (C) Summary. Presidential candidate Saleh Ould Hanana said 
the August 2005 coup dVetat was a \"vindication\" of his bloody 
2003 coup attempt. While pleased with the transition, he 
believes that the new government will need to go further in 
several areas. He was a \"witness\" to the 1989 Events, which 
saw violence and the displacement of thousands of people, and 
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beleives the country needs to find reconciliation. Although 
backed by moderate Islamists, he sees cooperation with the 
USG as important. End Summary. 


2. (C) Charge and DCM called on presidential candidate Saleh 
Ould Hanana February 23 at his party headquarters in 
Nouakchott. Hanana, who is president of the Mauritanian 

Party for Union and Change (Hatem), had agreed to meet Friday 
at noon, before prayers, as he had just returned from a 
campaign trip and the official campaign was to begin the next 
day. The headquarters was bustling with people, mostly men, 
mostly young and mostly White Moor. We were led through the 
crowd, and brought to Hanana\'s spacious but sparse office. 
Joining Hanana were two Islamists, former Ambassador to Saudi 
Arabia Moktar Mohamed Moussa and diplomatic relations chief 
Amar Ould Mohamed Najem. Both had attended our meeting last 
month with moderate Islamist leader Jemil Mansour (reftel). 
Since that meeting, their Islamist group Centrist Reformists 

has publicly endorsed Hanana, and what we saw was clear 
evidence that Hanana\'s campaign has been strengthened from 
this alliance. Hanana indicated that he has been able to 

build campaign organizations in all 53 departments 

(moughaata) in the 13 regions (Wilaya). 


3. (C) Charge asked Hanana his reasoning behind leading a 
bloody attempted coup dVetat in 2003 and now participating in 
the political process. Hanana said that the 2005 coup dVetat 
was a \"vindication\" of his coup attempt. Since 1989 
Mauritania\'s political situation was getting worse and worse, 
and while his attempt failed, the 2005 coup succeeded in 
making the needed change and bringing about democratic rule, 
which is what he had wanted all along. 


4. (C) When asked if he intended to continue the policies of 
the transitional government, he noted that in fact a lot more 
needed to be done in terms of good governance and reforms. 
He then raised the issue of restitution for victims of the 

1989 events, saying the new government needed to resolve the 
issue. While international partners may be sought out to 

help, it was primarily a Mauritanian problem requiring a 
Mauritanian solution, saying that there were only \"about 500 
families\" to indemnify, not an overwhelming number. He 
called himself a \"witness\" to the 1989 events, which appalled 
him and formed a basis for his stance against the Taya 
regime. Hanana said he liked what the South Africans had 
done. He would not want to go after the perpetrators, but 
only undertake a process on the basis which the government 
would apologize to the victims. 


5. (C) Charge then asked if Hanana was prepared to support 
another CFCD candidate if he does not go to the second round. 
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He hesitated for a second and responded \"yes, in principle,\" 
and added that tne members of the coalition would be meeting 
to make an agreement on this question. 


6. (C) With the two prominent Islamists sitting there, we 
asked how the Islamist group\'s agreement to support him was 
working, noting that some wondered which side was calling the 
shots. He said a \"directorate\" has been created to combine 
his efforts and those of his party with those of the Centrist 
Reformist group. It coordinates the campaign down to the 
departmental level and will make the internal decision 
regarding support of a winning CFCD candidate for the second 
round. He did not answer the question directly as to whether 
he is in charge. 


7. (C) Hanana concluded that he wanted the United States to 
understand that the partnership between our two countries is 
important for both, but especially for Mauritania, which will 
need U.S. support both bilaterally and multilaterally. He 

wants that relationship to develop in mutual respect. While 
we will invariably have differences, we have even more areas 
where we need to work together. Together we can do a lot," 
he concluded. 


8. (C) Comment. This is the first time that the Embassy has 
met Hanana at this level, as we did not want to give his 
previous activities any legitimacy. However, now that his 
Hatem party has been recognized by the government, he has 
been accepted into one of the two major political coalitions, 
and his presidential candidacy has been accepted, this seemed 
to be an opportune moment to know the man better. Our calls 
on major candidates and political leaders of all stripes is 

well publicized here and meeting Hanana will in these 
circumstances would be less conspicuous. Note that the 
President recently invited him in for a chat, as he did some 
other candidates. 


9. (C) Comment continued. Hanana sported a beard and wore a 
traditional boubou, but his military bearing came through 

just as strongly as if he were wearing a uniform. We are not 
ready to judge the former Major\'s sincerity about his 

altruistic motives for his coup attempt, or his disgust of 

the 1989 events. Despite the support of the Islamists, it is 
unlikely he will make it to the second round. However, given 

his relative youth and vigor, and his surprisingly good 

political survival skill, he is a person to continue to watch. 


Twining 
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E.O. 12958: N/A 
TAGS: CVIS, CMGT, KPAO, SL 
SUBJECT: RESUMPTION OF NONIMMIGRANT VISA SERVICES 


REF: Mullarkey-Cantrell-Nystrom 12/18/06 e-mail 


1. Embassy Freetown publicly announced on February 20 that it had 
resumed nonimmigrant visa processing after a ten-year hiatus. 
Residents of Sierra Leone no longer must travel to neighboring 
Guinea to apply for nonimmigrant visas at Embassy Conakry as they 
have done since Freetown last processed visas in 1997. Embassy 
Dakar will continue to process immigrant visas for Sierra Leoneans 
and Embassy Abidjan will continue to process diversity immigrant 
visas. 


2. As detailed in Reftel, posts consular section began processing 

a limited number of nonimmigrant visa cases after moving into its 

New Embassy Compound (NEC) in December 2006, gradually increasing 
the number of cases processed over the last two months. Since 

arriving in May 2006, Conoff has coordinated closely with CA/VO/F/P 

and CA/EX to prepare to resume NIV services in Freetown, and 
appreciates CAYs outstanding support. 


3. The current instability in Guinea precludes Sierra Leoneans from 
traveling to Conakry to apply for nonimmigrant visas, so the 
resumption of NIV services in Freetown was welcomed even more 
enthusiastically than anticipated. Ambassador Thomas Hull delivered 
key remarks during the press conference and emphasized that \"the 
non-immigrant visa process is not a lottery\" and encouraged only 
those that believe they are qualified to apply. The Ambassador also 
stressed that neither the Ambassador nor any other person in the 
Embassy can influence the visa process under U.S. law. 


4. The consular section is employing the Department\'s new online 
NIV appointment system and offsite MRV fee collection to manage its 
workload and increase efficiency. Embassy Dakar is sending a Senior 
Consular Assistant for two weeks in March to further train staff and 
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provide technical assistance, and post looks forward to the visit of 
Regional Consular Officer, Charles Wintheiser, on March 19. 


5. Media reaction to the NIV resumption has been overwhelmingly 
positive with all major newspapers headlining the announcement, and 
radio and TV stations giving extensive coverage. Newspaper 
commentaries have praised this development: \"We applaud the United 
States government for its continuous assistance to the people of 

Sierra Leone,\" and \"Sierra Leoneans nation-wide jubilated yesterday 
when they learnt that the United States Embassy has resumed the 
processing of non-immigrant visas. This will finally end the 

nightmare of hundreds of Sierra Leoneans who had not only been 
stranded in Conakry, but duped by unscrupulous hustlers who promised 
them visas for thousands of dollars. We thank the American 
Government.\" 


6. We would like to thank Embassy Conakry in particular and other 
neighboring posts for their enduring support over the last ten years 
processing nonimmigrant visa applications for residents of Sierra 
Leone. 
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E.O. 12958: DECL: 02/21/2017 
TAGS: NATO, PREL, AF 
SUBJECT: NORTH ATLANTIC COUNCIL READOUT FEBRUARY 21, 2007 


Classified By: Charge Richard G. Olson for Reasons 1.4 (b) and (d) 
1. (C) SUMMARY: 


-- Afghanistan: SYG proposes two steps to advance NATO\'s 
“Comprehensive Approach!" in Afghanistan. Chairman of the 
Military Committee (CMC) Henault reported on ISAF manning 
issues and detailed recent Taliban movements in country. 
Canadian PermRep informed the Council that his government is 
holding discussions with the United Arab Emirates to bring 

130 UAE soldiers to Kandahar. UK PermRep stated that 
Jordanian Special Operations Forces (SOF) will deploy to 
Helmand. COMMENT: Both deployments are sensitive and not for 
public discussion. END COMMENT. UK and Italian PermReps 
described President Karzai,s recent visit to their 

respective capitals. 


-- Kosovo: CMC updated Council on the current security 
situation in Kosovo. Kosovo,s Unity Team visits Camp 
Nothing Hill for a security briefing. Slovenia increases its 
troop commitment to KFOR. 


-- Darfur: D/SYG reported on cross-border insurgent groups 
operating in the region. Regarding Somalia, he stated that 
NATO can only consider assistance to AMISOM after a specific 
request from the AU. 


-- IBAN Annual Activities Report for 2005 presented to 
Council, which approved the report\'s release to the public. 


END SUMMARY. 


2. Afghanistan 


(C) The SYG expressed his condolences over recent U.S. troop 
losses. Moving to the agenda, he said NATO needs to take 
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concrete steps to move ahead on its &comprehensive 
approach,8 and cited two areas for immediate action. The 
first would be the creation of a reconstruction and 
development database, with the aim of improving coordination 
between the many organizations involved. The SYG suggested 
keeping the database in Kabul, with the secretariat of the 
JCMB as the repository. NATO would not have a direct role in 
the project, but would contribute the information in its 
Afghanistan Country Stability database. SCR Daan Everts will 
take the lead in promoting this idea in Kabul. Second, the 
SYG recommended increased cooperation with the Japanese 
government on the comprehensive approach in Afghanistan. The 
SYG reported the GoJ will contribute 20 million dollars 
specifically for development projects in provinces where they 
currently have no bilateral projects, and will increase 
cooperation with key contacts as a result. Again, SCR Everts 
will work with the Japanese Embassy in Kabul to move this 
forward. Finally, the SYG reminded PermReps that he is 
traveling to Afghanistan with SACEUR, and will report upon 
his return. 


3. (C) CMC Gen. Henault noted that manning issues for ISAF HQ 
X remain a concern with many important positions unfilled; 

total staffing has increased from 66% to 75%. In his 

operational update, Henault reported that 30 to 60 Taliban 

had moved from Helmand into southern Farah province, 
occupying a district center. The GoA had since regained 

control of the district. Henault speculated the Taliban 
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operation may have been related to counter narcotics 
operations in the area. He added the Taliban can be expected 
to carry out similar operations, occupying lightly-held 

districts until run off by ISAF or Afghan forces. This tactic 

has the advantage to the Taliban of undermining local 
governments, and gaining maximum publicity with minimal risk. 
Henault reported on a February 14 operation 10 kilometers 
east of Musa Qala, which resulted in the death of a Taliban 
commander. Operations are also ongoing to clear insurgent 
strongholds near the Kajaki dam. 


4. (C) Cautioning that the information be closely held, 
Canadian PermRep Juneau reported his government is in 
discussions with the UAE to bring 130 soldiers from that 
country into Kandahar. The Emirates, he said, would deploy a 
SOF platoon and two infantry platoons (with troop carriers), 
most probably in Spin Boldak along the border with 
Baluchistan. They would arrive in April 2007, achieving FOC 
a month later. In addition, the Emirates will provide up to 
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30 million dollars of development aid for Kandahar, for 
mosques, schools and health clinics. Noting the sensitive 
nature of the information, UK PermRep Eldon said Jordan will 
deploy 80 SOF troops to Helmand, where they will have a 
g8normal8 (vice SF) role. The Belgian PermRep expressed 
concern that Afghan refugees may be forcibly evicted from 
refugee camps in Pakistan, then called for increased contact 
between NATO and the UNHCR. The German PermRep asked 
pointedly about the proposed establishment of an Afghan 
Development Zone near Kunduz, saying the recent meeting of 
the JCMB had agreed these are appropriate for southern 
Afghanistan, but not for the north. 


5. (C) Eldon reported on Karzai,s February 14)15 visit to 

the UK, pointing out that, in his public statements, Karzai 
took pains not to criticize the Pakistani government, and 
instead emphasized conciliation between the two countries. 
Eldon suggested this may show a change in Karzai,s tactics, 
by handling problems with Pakistan in private rather than 
airing grievances publicly. The Italian representative added 
that, during a February 16)17 visit to Rome, Karzai 
emphasized the need for increased justice reform in 
Afghanistan, as well as more development funding, to include 
more work on the Kabul to Bamian road. Karzai also 
emphasized the need for Afghanistan\'s neighbors to play a 
role in stability in Afghanistan. 


6. (S) Intelligence Division Assistant Director Admiral 
Clayton, in an intelligence briefing, reported that the 

Taliban, despite not winning any clear-cut battles, has 
nevertheless been able to increase its influence, 

particularly in southern Afghanistan. Helmand province 
continues to be the focus of the Taliban, where they are 
consolidating safe areas; they also hope to cut off or 

capture Kandahar city. The morale and confidence of fighters 
remains high. Funding to the Taliban has increased 
significantly over the last year, including from &Arab 
countries8, while revenues from the opium trade are likely 

to increase in 2007. In response to this discussion of 
Taliban funding from sources in Saudi Arabia, DCM noted the 
Saudi government had cooperated with the USG on terrorist 
financing and suggested the USG may be able to provide 
additional information to Allies. 


Kosovo 
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7. (C) The ASYG reminded the Council today that U.N. Special 
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Envoy Ahtisaari will host both Belgrade and Pristina 
negotiating teams in Vienna to begin their consultations on 

his status proposal. The CMC briefed that the security 
situation in Kosovo remains calm, but tense, noting the 

recent explosion of the three UNMIK vehicles on February 
19th. Leaders from Kosovo,s Unity Team visited Camp Nothing 
Hill where they received a briefing on KFOR,s readiness to 
maintain a safe and secure environment. The Slovenian 
PermRep announced that his country will be increasing its 
commitment to Kosovo by deploying a mechanized battalion of 
600 troops which will be located in Multi-National Task 
Force-West near the town of Pec. The force will be declared 
ready by March 1. The Spanish PermRep announced that his 
Foreign Minister, in his capacity as the OSCE representative, 
will visit both Belgrade and Pristina next week. 


8. (SBU) The D/SYG reported on discussions between the 
C.A.R., Sudan, and Chad regarding insurgent groups operating 
within the three territories, and noted UN planning for a 

border monitoring mission along these countries, shared 
borders. Regarding Somalia, he said the increasing security 
vacuum there has put the African Union under pressure to plan 
for AMISOM, particularly given the impending arrival of 
Ugandan troops. If the AU wants support from NATO for this 
mission, it will need to provide specific requests beyond the 
generic note verbale sent in January. 


9. (C) CMC Gen. Henault reported a battalion of Rwandan 
troops serving in AMIS are being rotated out using 
Algerian-provided aircraft, which should be completed as of 
February 21. The AU is expecting NATO to provide the lift to 
rotate two additional Rwandan battalions. Henault noted a 
joint NATO ) AU team has traveled to Khartoum to provide 
&lessons learned8 training at the Darfur Integrated Task 
Force HQ. The same team will subsequently provide similar 
training for the Force Headquarters in El Fashir. 


Iraq 
10. (SBU) There was no substantive discussion on Iraq this 
week. 


NATO Cooperation with UN and EU 

11. UK PermRep Eldon urged NATO to continue coordinating and 
cooperating with other organizations such as the UN and the 

EU. He suggested that NATO \"raise consciousness\" on issues 
currently affecting the UN. Dutch PermRep Schaper suggested 
NATO pay close attention to what value it could add to 
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resolving issues being discussed in tne UN or EU. 


IBAN Annual Activities Report for 2005 

12. The IBAN report to Council focused on improving financial 
management at NATO, highlighting three substantial audit 
issues (including ACO and ACT); noting the progress made in 
auditing and closing NSIP projects; sharing the Board\'s 
expectation that not all agencies will be IPSAS compliant in 
2006 (resulting in more qualified audit opinions); and 
requesting the public release of the IBAN Annual Activities 
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Report in order to improve fiscal transparency. 
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SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PHUM, PREL, ETRD, ENRG, LY, LO 
SUBJECT: FICOVS LIBYA TRIP A COMMERCIAL SUCCESS 


1. (SBU) Summary. Prime Minister Robert Fico\'s February 20-22 
delegation to Libya focused on commercial objectives, 

primarily gaining Slovak military and infrastructure 

contracts in Libya as repayment for Libya\'s debt to Slovakia. 
Initial press reports indicate that Libya and Slovakia 

reached preliminary agreements on aircraft repair contracts, 

and made promises of much greater investments down the road. 
Commercial aspects of Fico\'s visit have received less 
international press attention that the PM\'s comments on 
Bulgarian nurses (see reftel), but the delegation\'s 

composition and interests (profiled here) provide insight 

into motives for Fico\'s comments and his broader foreign 
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policy objectives. End Summary. 


Official Side 


2. (SBU) Prime Minister Fico\'s visit to Libya was officially 
designed to find a means of repayment for Libya\'s 
communist-era debt to Slovakia, which is estimated at 130 
million USD. Fico hopes to restructure the debt by securing 
infrastructure and military sales contracts, in many cases 
renewing old Czechoslovak business relationships from 1970s 
and 1980s. To meet these objectives, he assembled an 
unusually large and high-profile delegation led by Minister 

of Economy Lubomir Jahnatek (to press for new contracts) and 
Ministry of Finance State Secretary Peter Kazimir (to 
renegotiate foreign debt). The Ministry of Foreign Affairs 

was represented by State Secretary for Economic Affairs Olga 
Algayerova. 


Business Side 


3. (SBU) The private business component of the delegation was 
perhaps even more high-powered, representing a range of 
interests including Slovak oil, gas, aircraft repair, general 
military/arms sales, boiler production, water purification, 

and the spa industry. Aircraft repair companies came hoping 
to secure contracts in return for payment of Libya\'s debt to 

the GOS; the same might be said for Slovak boiler production, 
water purification, and military sales companies. The role 

of Slovakia\'s oil and gas company representatives is more 
nebulous and seemingly political in nature. Slovak spas have 
been offered as a carrot for Libyan investment. In any case, 
Slovak companies are eager to access the Libyan market. 
Sources at SARIO (the Slovak government investment agency) 
and the trade company EBD told Emboff that they see Libya as 
Slovakia\'s strongest growth market in the Middle East for the 
immediate future. The delegation members are listed below: 


- Miroslav Vyboh is General Director and owner of Willing, a 
Zvolen-based military material company specializing in 
anti-tank and anti-aircraft systems, spare parts for ground 
combat vehicles, ammunition and small arms sales, aircraft 
repair, and testing/repair of missiles and rockets. Willing 
has contracts in over 50 countries, including several with 
Slovakia\'s Ministries of Defense and Interior. The company 
also procures materials for the Slovak Ministry of Defense, 
including three rockets from Russia in 2006. Media sources 
indicate that Willing has already been trading with the 
Libyan government since 2004, but we don\'t know what it might 
be selling. Closely connected with Smer, media reports 
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indicated that Vyboh needed intervention by Minister of 
Interior Robert Kalinak to pass emergency legislation so that 
he could get a security clearance for the Libya trip. He had 
been denied clearance twice in the past two years for 
undisclosed reasons. 


- Ozskar Vilagi, CEO of Slovnaft, is the most powerful 
businessman in the delegation. Slovnaft announced prior to 

the trip that it Whopes to partner with Libyan businesses in 

the oil industry,\" but media speculation suggests that Vilagi 

is accompanying Fico in order to curry favor with the new 
government. An ethnic Hungarian and executive board member 
of Slovnaft\'s Hungarian parent company, MOL, Vilagi is 
considered the primary financial backer of the SMK party. 

With SMK out of power, Vilagi has been removed from boards of 
two state industries and a wide range of his private business 
interests are under pressure. In January, Vilagi struck a 

deal with primary Smer financier Juraj Siroky to sponsor 
Slovakia\'s hockey leagues. This trip ban be seen as more of 
the same political maneuvering, but also as a serious attempt 

to seek opportunities to diversify Slovnaft/MOL oil interests 
away from Russia. 


- Milan Filo accompanied the delegation as Chairman of 
Eco-Invest, a Slovak holding company owning everything from 
Slovak banks to paper mills to meatpacking. A business 
partner of Vilagi, in the past year Filo has placed many of 

his associaties on the board of SlovakiaWs state gas 
distribution company SPP, and was likely really representing 
SPP on this trip. Strongly connected to Smer party backers, 
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Eco-Invest announced it would construct a new pulp factory in 
Russia one week after Jahnatek visited Moscow. The partial 
owner of 17 Slovak companies, including Markiza TV, Filo is 
increasingly perceived as one of PM Fico\'s primary 
benefactors. It is in unclear what SPP or Eco-Invest 

interest in Libya might be. 


- Dusan Rychtarik is General Director of Letecke Opravovne 
Trencin, an aircraft repair and manufacturing company which, 
in its pre-1989 form, held long-term contracts with the 

Libyan government. (Many Slovak air force officers were also 
instructor pilots in Tripoli until the mid-1990s). LOT would 
like to revive contracts both for repair of aging aircraft 

and for sales of new equipment. 


- Jan Brandner is Director of the Letecke Opravovne Banska 
Bystrica branch. 
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- Stanislav Elias is Director and reportedly partial owner of 
Kupele Bojnice, a Slovak spa. Embassy sources indicate that 
the GOS has been courting Middle Eastern investment in its 
spa industry as part of the Slovak government\'s outreach to 
the region\'s governments and businesses. In January, the 
Ministry of Economy made a similar sales pitch to a visiting 
Saudi prince. Historically, Slovak spas have attracted 
clients from Middle Eastern countries, but fewer in recent 
years. Slovak spa (and sports team) owners are often 
co-owners of other companies, so spa (or sports team) 
ownership can be offered on investor-friendly terms in 
exchange for other business favors. 


- Jan Kukucka is a board member for SES Tlmace, Slovak\'s top 
designer and producer of steam boilers for power and heating 
plants using fossil, liquid and gas fuels. SES Tlmace 

recently won a major construction contract for building 

boilers in the Chinese Shen Tou Power plant, which is being 
built for Beijing in anticipation of the 2008 Olympics. SES 
Tlmace is looking for similar contracts in Iraq. Kukucka 

also accompanied Fico on his recent China trip. 


- Milan Spano serves as CEO of EBD, a contracting firm 
appointed by the GOS to coordinate terms of Slovak company 
sales to Middle Eastern companies, particularly Iraq. EBD 
has had some recent success in identifying Slovak water 
treatment companies of interest to the Iraqi government and 
related firms. Spano believes these and other Slovak 
companies have greater potential in Libya, based on the 
country\'s needs, finances, and security situation. EBD is 
actually a Florida-based firm and Spano is an American 
citizen, despite his poor English skills. 


- Milan Michalik is a Board Member of BEZ Group, a 

diversified Slovak company that purchased a water 

purification system manufacturer in 2006. BEZ Group has been 
trying to break into the Middle Eastern market for municipal 
water purification, but has not had any visible success thus 

far. 


Commercial Results 


4. (SBU) According to initial Slovak press reports, Libyan 
Prime Minister El Babdadi Ali Mahmudi confirmed on February 
23 that Slovakia and Libya reached preliminary agreement that 
Slovak companies would obtain contracts for repairing Libyan 
airplanes. The details will be negotiated by experts on both 
sides, and no connection to debt repayment was specified. 
Mahmudi also confirmed Libya\'s interest in investing up to 50 
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billion USD in Slovakia over the next 20 years in the form of 
real estate, tourism/spas, construction and the oil industry. 
In addition, Libya offered Slovakia the opportunity to bid 

on tenders for various government contracts that reportedly 
total over 30 billion USD. The specific contracting 
opportunities were not specified. 


5. (SBU) Comment. Given the range of Slovak business 
interests who see dollar signs in Libya and the massive 
hypothetical sums being casually discussed, it is not 
surprising that Fico commented on the Bulgarian nurse 
situation as he did. He wanted to send a message to both 
Kaddafi and Slovak businesses that commercial interests are 
the most important component of his foreign policy, then 
clean up any potential messes with the international 
community afterward. Since Fico appears to walk away from 
Libya with significant preliminary agreements in hand, it 

will likely strengthen Fico\'s inclination to believe that 
potential commercial opportunity trumps even rhetorical 
attention to human rights issues during his foreign visits. 

In any case, Slovakia and Libya will likely draw closer 
economically based on Fico\'s visit. End Comment. 
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E.O. 12958: N/A 

TAGS: ELAB, PGOV, UK 

SUBJECT: UK TRADE UNIONS FEAR LOSS OF POLITICAL CLOUT FROM 
ELECTION FINANCE REFORM 


1. Summary: UK trade unions are anxiously following the 
deliberations of a commission exploring reforms to political 
party funding. The trade unions darkly suspect that some in 
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the Labour Party would like to use the commission to break 
the unions\' financial hold on Labour. At present, a handful 
of trade unions are the principal donors to the Labour Party. 
The Blairites hope for a two-fer from the commission. If 
they can restrict spending by all parties, they could 
neutralize both the hold of the unions on their own party and 
the considerable fundraising advantage of the Conservatives. 
The unions fiercely oppose this, but should they? Given a 
perceived failure of unions to deliver to its rank and file 
where it matters -- in the workplace -- funding a political 
party may be an unnecessary, albeit prestigious, distraction. 
End Summary. 


LABOUR WANTS OUT FROM UNION GRIP 


2. Trade unions are anxiously following the deliberations of 

a commission exploring reforms to political party funding. 

PM Blair established the commission last year and appointed 
Sir Hayden Phillips its chair, in the wake of suspicions that 
political parties promised honors, including peerages, to 
major campaign donors. The trade unions darkly suspect that 
some in the Labour Party would like to use the commission to 
break the unions\' financial hold on Labour. 


3. By US standards, the amounts needed to fund UK elections 
are minuscule. Parties can only spend GBP 30,000 ($60k) per 
candidate, or about GBP 19m ($38m) for an entire national 
election. The great black hole of US campaigning -- TV time 

-- is free but tightly regulated in the UK. Most party funds 

go to get-out-the-vote efforts and to advertising of 
questionable utility, such as leaflets and billboards. FCO 

and Trade Minister lan McCartney told LabCouns he considered 
the GBP 6m ($12m) Labour spent on billboards in the 2005 
elections a complete waste of money. \"Who cares about a 
fe--ing billboard’?\" 


4. Trade unions have been Labour\'s primary financier since 
the unions created the party in 1906. Today, affiliated 

unions contribute GBP 3.00 per member per year. Only 16 of 
the more than 70 UK unions are affiliated to Labour, but they 
include all the largest: AMICUS, UNISON, GMB and T and G, 
representing over half of the 7 million unionized workers in 

the UK. This steady cash flow buys the unions one third of 
the seats on Labour\'s policy-making executive council. Under 
a time honored tradition of \"No say, no pay\", the unions 

insist on being heard. 


5. Their impact is considerable, but not overwhelming. The 
Labour Government has had to roll back or soften many of its 
competitiveness initiatives to placate its union membership. 
In 2005 the government agreed to grandfather all public 
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sector workers in a pension plan that pays 100% of a worker\'s 
final salary, adjusted for inflation, for life, at an 

(unfunded) cost to the state budget of about one billion 

pounds ($2b) per month. Other influences are more benign, 
such as commitments to end pay discrimination based on gender 
and increased access to higher education for disadvantaged 
groups. On the other hand, Labour has pursued an agenda 
contrary to the unions\' desires on many other issues, such as 
the independence of the Central Bank, National Health Service 
reform, and the war in Iraq. 


6. Union funding of Labour was on a steady decline until the 
peerages scandal. From a high of 90% of all party money in 
its early years, the union contribution ebbed to a still 
considerable 25-40%, according to John Lloyd, a labor 
historian with the union Community. With wealthy donors 
running for cover after the scandal, however, estimates of 
the unions\' share are back up to 70%. In effect, a handful 
of trade unions are the principal donors to the ruling party 

of our most important ally. 


7. Blair, most union observers believe, is trying to break 

that link. Union demands are inconsistent with the Blairite 
vision of the centrist New Labour. Mollifying that 

constituency risks alienating the larger Labour target 

audience. Hence the importance of the Hadley Commission on 
reform of political funding. The Blairites hoped for a 

two-fer. If they could restrict spending by all parties, 

they could neutralize both the strangle hold of the unions on 
their own party and the considerable fundraising advantage of 
the Conservatives. 


DON\'T COUNT ON IT 
8. \"It\'s not going to happen." is the blunt assessment of 
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Amicus Deputy Secretary General Paul Talbott. Labour simply 
does not have the ranks of moderately wealthy supporters who 
can each contribute several thousand pounds to the party, as 
the Tories do in abundance. The Conservatives, consequently, 
favor a cap on large donations, which they can live without, 

but not on spending. 


9. The unions oppose any attempt to unseat them from the 
policy table. They argue that their contributions should be 
counted as millions of individual donations of three pounds, 
not a handful of million pound checks. They note that union 
political spending is endorsed by the membership in a 


Column 3 

referendum once a decade. Devotees of inside baseball will 
appreciate this nuance: unions decide what number of their 
membership will affiliate with Labour, to fine-tune their 
financial support. It is not always 100%. The legendary 
leader of the National Union of Mineworkers, Arthur Scargill, 
sometimes affiliated more than 100% of his rank and file, to 
increase his political clout during his years of battle with 
Margaret Thatcher. 


10. Sir Hayden Phillips, faced with the fundamental 
philosophical approaches of the two main parties, has all but 
thrown up his hands. Andy Bagnall, adomestic policy advisor 
to Labour Party chair Hazel Blears, calculates public alarm 
at the peerages affair was great enough to create the 
Phillips Commission but is not yet sufficient to accept the 
obvious solution, public funding. And so the impasse 
continues, waiting perhaps for the police investigation to 
result in a criminal case sufficiently sordid to compel the 
public to accept giving taxpayer money to parties for 

political ends. 


COMMENT: DON'T QUIT YOUR DAY JOB 


11. Comment: Should that happen, trade unions would suffer 
the most, but perhaps not fatally. Bagnall points out that 

the most dynamic unions, those with a growing membership, are 
not affiliated with the Labour Party. Union members appear 
more interested in bread and butter issues of pensions and 
wages than in party politics. The most recent annual survey 

of British Social Attitudes found that only one-third of 

union members believed they were getting value from their 
union membership. The survey also found that workers in 
unionized workplaces tended to have twice as much mistrust of 
management and no greater wages than non-union shops. Given 
this perceived failure of unions to deliver where it matters 

-- in the workplace -- funding a political party may be an 
unnecessary, albeit prestigious, distraction. End Comment 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. cfm 
Tuttle 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR OES/OA DAVID HERMANN 


E.O. 12958: N/A 
TAGS: OTRA, SENV, EFIS, PHSA, ASEC, PE 
SUBJECT: COUNTRY CLEARANCE FOR DAS DAVID BALTON 


REF: STATE 21555 


1. (U) The Embassy grants country clearance for the visit to 
Peru of Ambassador David Balton, Deputy Assistant Secretary 
of State for Oceans and Fisheries from February 26-28, 2007. 
The purpose of this trip is to attend and deliver the keynote 
address to the Humane Society International Conference on 
Whale and Dolphin Watching to be held at the Doubletree Hotel 
in Lima. Reservations for the nights of Feb. 26 and 27 have 
been made at the Doubletree Hotel. Control Officer Hal Howard 
will meet and assist Ambassador Balton at the airport. 


When departing Lima by air, the Republic of Peru imposes an 
airport departure tax on any outbound passenger of 30.25 USD 
for international flights and 6.05 USD for domestic flights. 


2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND 
COMPUTER USE: 


Point of contact for the visit is Deputy Economic Counselor 
and ESTH Officer Howell Howard, office telephone number 
(51)(1)618-2414, cellular telephone (51)(1)9-628-6866, 

e-mail: howardhh@state.gov. Embassy after-hours direct line 
for Marine Security Guard is (51)(1)618-2936. The Embassy 
address is Av. La Encalada, Cuadra 17, in the Monterrico Sur 
Section of Lima. 


State Department TDY visitors requiring OpenNet-Plus Systems 
access during their stay should directly contact Daniel 

Siebert, ISO, in advance of their arrival so a computer 

account can be created if needed. 


Any employee who intends to bring U.S. Government portable 
microcomputers (laptops) for use in CAA or non-CAA areas must 
notify post,s ISSO and RSO in advance of travel. 12 FAH-6 
h-314 prohibits the installation or use of any privately 

owned computer in a government building where classified 
information is processed or stored. Accordingly, post policy 
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prohibits Personal Electronic Devices (PED), Personal Digital 
Assistants (PDA) e.g. &Palm Pilots8, MP-3 players, etc. 
within the Chancery facility. Such devices are never 
authorized in CAA spaces and are not authorized connectivity 
within OpenNet unclassified or classified networks, or 
stand-alone classified PCs. Personnel who wish to bring PDAs 
authorized under the Department of State,s Secure Wireless 
Extended Enterprise Technology (SWEET) program into the 
Chancery must notify Post,s ISSO and RSO in advance of 
travel. Find information concerning the SWEET program at 
http://sweet.irm.state.gov. Please refer to 03 STATE 286036 
for detailed guidance regarding Post,s Information Systems 
security requirements. 


3. (U) PASSPORT/VISAS: 


To ensure full protection for travelers, the mission requires 
that all visitors eligible for official/diplomatic passports 

use them with appropriate visa. Travelers should not use 
tourist passports. In exceptional cases where official 
travelers must use tourist passports/visas, specific 
authorization must be obtained in advance. Foreign citizens 
bearing tourist passports who come to Peru to work, either 
officially or in technical or cultural cooperation, must 

enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. 
If official visitors arrive via military ship, a passport is 

not required unless the individual is required to exit Peru 

via commercial or military air. If an official visitor is a 

Peruvian National serving in the U.S. Armed Forces, a valid 
Peruvian (maroon) passport is absolutely necessary in all 
cases in order for the individual to enter or exit Peru. 

Proof of residency in the U.S. (green card) is required for 
return to the U.S. All visas for onward travel should be 
obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance 
for temporary duty of 30 days or more of the requirement to 
complete mandatory personal security training effective 
January 1, 2005. Personnel requesting country clearance for 
periods of 30 days or more must certify that they have or 

will complete the required training prior to their travel, or 

may request a waiver as per the above policy. For extended 
TDY requests, individual bureaus (not the Bureau of Human 
Resources) are responsible for ensuring that their staff, in 

all employment categories (Civil Service, Foreign Service, 
WAE, PSC, etc.), meets the training requirement. See 04 
State 66580 for more information about the mandatory personal 
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security training requirement. 


Country clearance is granted for travel to non-Embassy 
restricted areas only. Visitors who plan to travel to 

Embassy restricted areas must request Post approval upon 
arrival. A list of these areas can be obtained from the RSO. 
It is imperative that the Mission be notified immediately of 
delays or changes in plans or itinerary. Personnel must not 
change hotels without first notifying control officer. The 

State Department has designated Peru as high threat for 
indigenous terrorism, medium threat for transnational 
terrorism and political violence, and critical threat for 

crime. Two terrorist groups operate in Peru: Sendero 
Luminoso (SL) and Movimiento Revolucionario Tupac Amaru 
(MRTA). Both organizations continue to be potential threats 
and have targeted U.S. facilities in the past. Due to GOP 
efforts, the activities of the SL and MRTA have been greatly 
reduced and are now largely confined to rural areas. 
Overland travel outside of Lima and other large cities during 
the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist 
groups operate with relative impunity in some interior areas 
and are known to target vehicular traffic. Crime is a 

serious problem in metropolitan Lima and popular tourist 
areas such as Arequipa, Cuzco, and Machu Picchu. Most crimes 
involve petty theft, pickpocketing, bag slashing, 
grab-and-run, and theft from occupied and unoccupied 
vehicles. More violent crimes include armed robbery, 
carjacking, and choke-and-rob. Criminals frequently react 
violently when resistance is encountered. In almost all 
instances it is advisable not to offer resistance. Most 

areas of downtown Lima are dangerous and should be avoided 
during the hours of darkness. Visitors are cautioned to 
remain alert to their surroundings at all times, particularly 
when in crowded areas, such as on public transportation, at 
outdoor markets, and at tourist sites. Countermeasures 
against crime also protect against terrorism. Special care 
should be exercised at the Jorge Chavez International Airport 
in Callao. Criminals frequent this area, especially at 

night, and are known to target foreigners both inside and 
outside the terminal. 


Security briefings are mandatory for all official visitors to 
Peru. Briefings are given in the RSO Conference Room at the 
Embassy, on Wednesdays, promptly at 9:00 a.m. 


5. (U) ICASS TDY Policy and Action Request: 
Each visitor, regardless of length of stay, must 


bring/forward fiscal data to pay for direct costs of the 
visit. Each agency, organization, or visiting delegation 
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will be charged for the actual costs attributed to their 

visit. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to the visit. Also, for TDYers over thirty (30) 

days, there is a charge for ICASS support services. If your 
sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a MOU for ICASS support 
services upon arrival. The agency should provide post with a 
written communication, generated by the traveler, s 
headquarters that confirms the agency will pay ICASS charges 
for the TDYers, provides the agency ICASS billing code the 
TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY 
module. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 of the TDY. 


6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date 
yellow fever vaccine and malaria prophylaxis for 
chloroquine-resistant strains of malaria. Primary prevention 
against malaria and dengue fever includes avoiding the 
mosquito vectors of these diseases: using insect repellant, 
appropriate protective clothing, and bed netting. Hepatitis A 
and B vaccinations are strongly recommended for all persons 
before coming to Peru. Rabies is present in country, and 
those individuals whose work and/or leisure activities might 
expose them to wild animals or feral dogs should consider 
receiving the rabies vaccine. Travelers diarrhea/dysentery is 
quite common in Peru. Visitors should substitute bottled 
beverages for potentially contaminated water. Fish, 
shellfish, and vegetables should not be eaten unless well 
cooked, and all food should be eaten while still hot. Fruits 
with a peel are generally safe, provided they are peeled 
before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high 
levels from January to May--the same food and bottled water 
precautions apply. Travelers planning to travel to high 
altitude areas of Peru, such as Cuzco, Machu Picchu, and 
Puno, should consult with their health care provider first, 

and be fully aware of the health dangers of high altitudes 
and measures to minimize these dangers. 


7. (SBU) MEDICAL CLEARANCES: 
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All employees, including WAEs and Civil Service Employees, 
who are in TDY status for more than 60 days (cumulatively) in 
a calendar year are required to have up-to-date medical 
clearances from the Office of Medical Services (Ref: SecState 
243096) in order to receive full State Department medical 
benefits including: 


--Fully cleared TDY personnel receive supplemental medical 
coverage from M/MED for conditions that arise overseas. This 
coverage is in addition to, but does not replace, private 
insurance coverage; 


--Fully cleared TDY employees are eligible for full MEDEVAC 
benefits should it become necessary to transport them from 
their assigned posts for medical reasons by other than 
standard commercial carrier; 


--Fully cleared TDY personnel are entitled to use the 
facilities of the Medical Unit at post on the same basis as 
other permanently assigned personnel. 


It is important to understand that if an employee is at a 

post without a medical clearance and the embassy medical 
provider determines that the employee has a condition that 
cannot be adequately cared for at that post, the employee may 
not be granted access to the embassy medical unit. Moreover, 
an employee at post without a medical clearance is not/not 
covered under M/MED for medical evacuation. While M/MED 
camnot provide MEDEVAC coverage for TDY employees without 
full clearances, private MEDEVAC insurance is available at 
reasonable cost and the employee is strongly encouraged to 
purchase the insurance. Private air ambulance medevacs can 
cost upwards of $100,000. In addition, it is important for 

the employee to review private health insurance coverage. 
Many HMO type policies do not cover hospitalization costs 
incurred outside of the USA. The employee will need to have a 
policy type that will reimburse them for medical expenses 
overseas. 


A medical clearance can be obtained as follows: 


If the WAE or other TDY employee lives in the Washington, DC 
area, they can schedule a medical clearance exam by calling 
(202) 663-1779 or e-mail to medclearances@state.gov. 
Availability of examination dates depends on demand and 
M/MED\'s standard priorities. If the exam is conducted in 
Washington, there is no cost to the employee. If the employee 
lives outside Washington, they may have their medical 
clearance exam performed by a private doctor. TheWAE or TDY 
employee can obtain the forms that the doctor needs to 
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complete by calling (202) 663-1668. Clearance exams performed 
outside of MED are at the expense of the employee. 


Contractors or other long-term TDY employees who are not 
direct-hire USG employees are not covered under the 
Department of State Medical Program and so would, in general, 
fit under the guidelines above for TDY employees without a 
medical clearance. They are not covered by M/MED for medevac 
and should be covered by medevac insurance through their 
contracting company. Access of these employees to the embassy 
medical units is a post decision made by the Chief of Mission 

or his designate acting upon the advice of the Regional 

Medical Officer. Please contact the Embassy Health Unit for 
further details. 


Employees working TDY for less than 60 cumulative days 
annually are not required to have medical clearances and are 
not covered under the procedures above. Unfortunately these 
short-term TDY employees frequently may have significant 
health problems that may be exacerbated by overseas travel or 
work and that may require a level of medical care that is not 
available at the post where the TDY employees are working. 
As with any international traveler on personal or business 
travel, these employees should consult with their personal 
physician regarding the safety or advisability of this 

travel. 

STRUBLE 
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1. (U) \"Fico: The Nurses are Perpetrators\" announced the 
headline of the Slovak daily SME on 2/23, referring to Prime 
Minister Robert Fico\'s statements during a visit to Libya 
2/20-2/22. A rough translation of Fico\'s words to Libyan 
Prime Minister Baghdadi Mahmudi follows: \"As intensively as 
(people) speak of the perpetrators, (they) should also speak 
of the victims.\" At another point during the visit in an 
interview with Slovak Radio, Fico said that the topic of his 
discussions would include \"not only the victims, but also the 
status of the perpetrators, who are today standing before 
Libyan courts.\" Fico, who is a lawyer by profession, 
attempted to clarify his words to the media by saying that he 
used \"perpetrator\" (in Slovak: \"pachatel\") only as a legal 
term for someone who has been convicted by a court. 


2. (SBU) Local EU embassies were startled by Fico\'s 
statement, noted the EU\'s position that the nurses are 
innocent, but had no official reaction. The press quoted the 
Bulgarian Ambassador as saying that he could not believe that 
Fico had called the Bulgarian nurses and the Palestinian 
doctors \"perpetrators.\" The opposition Slovak Christian 
Democratic party (SDKU) held a press conference to denounce 
Fico\'s comments about the Bulgarian nurses as shameful, 
noting that they represent a human and foreign policy failure 

by the Prime Minister. 


3. (C) The PM\'s Office issued a press release mid-afternoon 
announcing that Fico had called Bulgarian Prime Minister 
Stanisev to inform him about his conversations with Libyan 
officials regarding the Bulgarian nurses and the Palistinian 
doctors. Fico criticized the media for twisting his words 

and misusing his initiative to assist in this case. Fico 
claimed that he supported the Bulgarian nurses and the 
Palestinian doctor and encouraged the Libyans to show justice 
and a humane approach to their cases. The press release 
stated that \"The steps that PM Fico took in this respect in 
Libya show unambiguously that Slovakia wants to support its 
partner Bulgaria in the EU, but it also intends to provide 
maximum assistance in resolving this truly humanitarian 
disaster of children affected by HIV/AIDS virus.\" MFA 
Political Director Miro Lajcak had gone to the PM\'s office 
earlier in the day to recommend the call to the Bulgarian 
Premier and the follow-on press release (Although Lajcak 
commented to us at the time that he was not sure the PM would 
take his advice.) The Bulgarian Embassy in Bratislava also 
issued an afternoon press release noting that the two 
premiers had spoken, and that Fico had expressed \"deep\" 
regret about the incorrect interpretation of his words by the 
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media. 


4. (U) During his trip Fico offered medical treatment in 
Slovakia (a two-week healing stay at a spa) to the Libyan 
children infected with AIDS. He also said that he had been 
given signals from the Libyan premier, \"who suggested that 
after all the legal proceedings the Libyans are ready to take 
the same (humane) approach to the perpetrators of this 
humanitarian catastrophe, as was taken to its victims.\" 
According to press reports, Libyan Prime Minister Baghdadi 
Ali Mahmudi praised the approach of Fico commenting \"we 
highly appreciate and esteem the Slovak Premier, because he, 
as one of the few EU representatives to do so, views things 
on two levels, judicial and humanist.\" 


5. (SBU) COMMENT. Within diplomatic circles, Fico is 
well-known for straying from Slovakia\'s official positions - 
and MFA talking points - on international issues. His lack 

of foreign policy knowledge compounds the problem. Generally, 
the MFA is left to \"clarify\" his statements or, in some 

cases, modify previously accepted policy. It is also not 
unusual for Fico to claim that the media twisted his 
statements or intentions. While Fico\'s words were at the 
very least poorly chosen in this case, Post does not believe 
this to be an indication that Slovakia is actually departing 
from the EU position on the Bulgarian nurses. End Comment. 


VISIT TO BOMBING SITE 


6. (SBU) Slovak media also reported that Fico and his 
delegation were taken on a visit to the site of the 1986 
bombings with graphic pictures of Fico observing the 
unreconstructed building damage from the bombing. Lajcak 
told us that MFA was told that foreign officials meeting with 
Kaddafi are asked to do this. We told Lajcak that visitors 
should be able to decline participation in such 
demonstrations. 
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7. (U) Minimize considered. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/23/2017 

TAGS: PREL, PGOV, MARR, PL, CZ, RU, TU 

SUBJECT: RUSSIAN THREATS AGAINST MISSILE DEFENSE IN POLAND 
AND CZECH REPUBLIC: TURKISH RESPONSE 


REF: A. STATE 21640 
B. ATHENS 0386 


Classified By: Pol-Mil Counselor Carl Siebentritt for reasons 
1.4 (b,d). 


1. (C) Ambassador raised ref a points February 22 with MFA 
Deputy Undersecretary (U/S-equivalent) Haydar Berk, stressing 
unacceptable Russian threats to Poland and the Czech Republic 
even though Russia knows missile defenses based in those 
countries pose no threat to the Russian strategic arsenal. 

DCM also raised with MFA Director General for Policy Planning 
Altay Cengizer and Arms Control Deputy Director General Ahmet 
Muhtar Gun in the course of policy planning talks the same 

day. 


2. (C) PolMilCouns followed up February 23 with DDG Gun, 
urging the Turkish government to make a public statement in 
support of Poland and the Czech Republic. Gun promised to 
share our points immediately with senior MFA officials and 
get back to us as soon as possible. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: ELAB, PGOV, ASEC, IV 
SUBJECT: COTE DVIVOIRE:SECONDARY SCHOOL TEACHERS STRIKE 


1. (U) On February 19, Ivorian police arrested five members, 
including the secretary general, of the secondary school 
teachers, coordination, &Coordination des Enseignants du 
Second Degre de Cote d,Ivoire8, CES-Cl. Since February 6 
this informal, unrecognized labor movement has been leading a 
secondary school teachers strike which education minister, 
Michel Amani N,Guessan declared illegal. CES-CI initially 
called for a three day strike, to demand a five-fold increase 

in housing allowances from CFA 40,000 (USD 80) per month to 
CFA 200,000 (USD 400), and also to demand job 
reclassifications which would result in higher salaries for 

many teachers. After the minister declared the strike 

illegal because the coordination is not a recognized union, 

and refused to even discuss their demands, they extended it 
indefinitely. At this stage, the national secondary school 
teachers, union SYNESCI (National Union for Secondary School 
Education in Cote d\'Ivoire) joined the movement. CES-Cl 
contacts tell us that they have no intention of ending the 

strike because of the February 19 arrests of their leaders, 

and that 90 percent of the secondary school teachers 
throughout the country are observing the strike. 


2. (U) Comment. There about 20,000 secondary school 
teachers. Thus, the increase in housing allowances alone 
would cost the government about USD 6.4 million a month, and 
major concessions to this group would only intensify the 
demands of other disgruntled public sector workers. End 
Comment. 
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SENSITIVE 
SIPDIS 


STATE FOR EB/IPE - J. Boger 

STATE PASS USTR - J. Choe-Groves 

STATE PASS AID/LAC 

USDOC FOR 4332/ITA/MAC/MSIEGELMAN 

USDOC FOR 3134/ITA/USFCS/OIO/MKESHISHIAN/BARTHUR 
USDOC FOR C. PETERS 


E.O. 12958: N/A 
TAGS: KIPR, ETRD, ECON, ES 
SUBJECT: OPTIONAL 2007 SPECIAL 301 REPORT 


REF: A) STATE 07944; B) 06 SAN SALVADOR 464 


1. (SBU) Summary: One year since CAFTA-DRY entry into force, El 
Salvador has made little headway in IPR protection. Law enforcement 
agencies are making some use of their new ex-oficio powers, but 
there remains unfamiliarity with those powers in some offices. 
Resource constraints and other law enforcement challenges are also a 
hindrance to improved IPR protection. Authorities have yet to 
establish regulatory systems to provide data protection to 
pharmaceuticals or agricultural chemicals. Post continues to 

support training and technical assistance to support El Salvador\'s 
efforts to implement CAFTA-DR IPR commitments. End summary. 


Notorious Markets 

2. (U) Infringing goods are readily available in cities throughout 

El Salvador, usually in informal markets. The largest concentration 
of such goods is offered for sale by informal venders of DVDs and 
CDs who have built stalls along 4a. Avenida Sur y Norte in downtown 
San Salvador, a few blocks east of the Central Market. 


Optical Media Piracy 

3. (SBU) The Civilian National Police (PNC) and Attorney General\'s 
Office have targeted large-scale distributors of optical media over 

the last year in an effort to maximize scarce resources and minimize 
potential public opposition to targeting street vendors. In 2006, 
authorities seized 194,610 pirated DVDs and CDs, down from 331,046 
units seized in 2005. Also seized was equipment used to produce 
optical media. Meanwhile, local industry association Promotion and 
Protection of Intellectual Property (FOMPI) reports that 26 million 
blank optical media were imported in 2006. 
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4. (U) FOMPI and other industry groups report the police are 
effectively using limited resources to target distributors, but that 

the Attorney General\'s Office has been unwilling to aggressively use 
new ex-oficio (CAFTA-DR required) enforcement powers. FOMPI 
representatives report that the Attorney General\'s Office still 
requires a complaint from the original rights holder (not a licensee 

or distributor) before continuing with an investigation and eventual 
prosecution. 


Use/Procurement of Government Software 

5. (U) Representatives of the Business Software Alliance (BSA) and 
Ministry of Economy are working together on a new campaign to 
eliminate illegal software from government computers. The legal 
framework for that cooperation is an Executive Order dated February 
20, 2006, requiring government offices to use legitimate software. 
The first step in the campaign is an inventory of government 
software, which is scheduled for completion in March 2007. 
Government offices are to report the results of the survey to the 
Ministry of Finance, which will incorporate procurement of 

legitimate software in the budget process. The most recent survey 
of government software use, which BSA conducted in 2002, indicated 
that the piracy rate was 25 percent. It identified the following 

offices for their flagrant use of unlicensed software: Ministry of 
Health, Electoral Council, National Civilian Police, Human Rights 
Office, and the Public Defenders Office. 


TRIPS Compliance, FTA Implementation and Other IP Related Issues 
6. (U) Ref. B summarizes legislation passed in December 2005 to 
meet CAFTA-DR IPR obligations. Reforms included the extension of 
copyright protection from 50 to 70 years, extension of 

pharmaceutical patent terms from 15 to 20 years, and establishment 
of data protection pharmaceuticals (five years) and agricultural 
chemicals (ten years). Also significant were amendments to the 
Penal Code intended to strengthen law enforcement efforts to 
discipline IPR violations, including a provision to allow 

enforcement agencies to seize suspected pirated and counterfeit 
goods, the equipment used to produce them, and documentary evidence. 


Data Protection 

7. (SBU) Despite CAFTA-DR obligations that El Salvador provide 
test-data protection for new pharmaceuticals and agricultural 
chemicals, such protection is still not available one year after the 
trade agreementVs entry into force. The Superior Council for Public 
Health (CNSP), which is tasked with providing marketing approval for 
new drugs, is working with the Ministry of Economy and National 
Registry Center (CNR) to prepare an implementing regulation for data 
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protection and patent linkage. Meanwhile, the Ministry of 
Agriculture is working with the Ministry of Economy on an 
implementing regulation for agricultural chemicals. However, 
interagency squabbles and a lack of transparency in the consultative 
process for developing these regulations have led to numerous 
delays. In October 2006, at Post\'s insistence, the Ministry of 
Economy shared a draft regulation on data protection for drugs with 
industry representatives PARMA and FEDEFARMA. FEDEFARMA provided 
feedback on the regulations, and as of February 2007 Ministry of 
Economy officials report the regulation is near completion. A draft 
for agricultural chemicals is not yet available. 


Production, Import, and Export of Counterfeit Goods and Enforcement 
8. (SBU) See paragraph 3 for information on enforcement issues 
related to optical media. Trademark violations are also widespread, 
most notably for clothing and footwear. BSA estimates the rate of 
software piracy at 80 percent, despite a 2006 campaign that 
encouraged 213 businesses to purchase licensed software. In the 
first part of 2006, BSA representatives reported difficulties 

working with the Attorney General\'s Office on software piracy cases 
similar to those described in paragraph 3. However, they report 
more aggressive investigation and prosecution in recent months, 
thanks in part to the naming of a new Attorney General who 
previously headed the CNR. 


9. (U) The Attorney General\'s Crimes against Private Property and 
Intellectual Property Unit is responsible for criminal enforcement 

of IPR laws in the metropolitan area of San Salvador. Three 
prosecutors in that office work part-time on IPR cases. In the rest 
of the country, IPR cases are handled by different regional and 
sub-regional offices of the Attorney General, but there are no 
specialized units. The National Police financial crimes unit 
supports the Attorney General\'s Office, but it also conducts its own 
investigations and raids. The number of officers in that office was 
recently cut in half from more than 600. Many of those officers 
were re-assigned to units focusing on the prevention and 
investigation of gang-related violent crime, a severe problem in El 
Salvador. 


10. (SBU) There was one conviction on an IPR-related crime in 2006, 
the result of a guilty plea. There is a widespread view that most 
Salvadoran judges lack adequate legal preparation to adjudicate IPR 
cases. Currently, IPR violations are seen in mercantile and penal 
Courts, and there are no specialized IPR courts. 


11. (SBU) McDonald\'s is involved in a trademark dispute, and 

related contractual dispute, with a former franchisee. In June 

2003, the Supreme Court ruled in favor of McDonald\'s and the company 
was allowed to remove infringing names and arches from the 
restaurants of the former franchisee. In December 2005, an appeals 
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court ruled against McDonald\'s on a related contractual issue, 
awarding the former franchisee $24 million in compensation and 
damages. McDonald\'s is appealing the ruling to the Supreme Court. 


Treaties 

12. (U) The WIPO Performance and Phonograms Treaty entered into 
force in El Salvador on May 20, 2002, while the WIPO Copyright 
Treaty entered into force on March 6, 2002. 


Training 

13. (U) Post supports a variety of IPR training opportunities for 
Salvadoran officials. In 2006, Econoffs identified fifteen 
Salvadoran judges, prosecutors, police, and other officials to 
participate in USPTO training sessions on topic such as patent 
examination, law enforcement, and genetic resources. The Public 
Affairs Section has organized videoconferences on IPR issues and 
encouraged U.S. artists in El Salvador on USG-funded travel 
highlight IPR. Econoffs have also helped government officials 
access private-sector expertise to help implement CAFTA-DR 
obligations related to IPR. For example, Post encouraged PhRMA to 
provide technical assistance to draft an implementing regulation for 
data protection and patent linkage. 


14. (U) Post also helped Ministry of Economy officials contact IFPI 
representatives to develop a conversion program for vendors of 
pirated optical media. In early 2006, Post\'s ICE Attache organized 
training for police, prosecutors, and judges on how to enforce the 
new IPR laws, especially the ex-oficio search and seizure 
provisions. In March 2007, ICE will sponsor a regional conference 
on IPR enforcement in San Salvador. In May 2007, OPDAT and INL will 
sponsor a workshop at which the participants will create a standard 
operating procedure manual for conducting criminal investigations of 
IPR violations. A second workshop is planned for judges who will 
create a bench book to serve as a guide for managing IPR trial 
cases. 
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E.0.12958: N/A 
TAGS: PGOV, PREL, PHUM, PBTS, KPAO, SR, MW, YI 
SUBJECT: KOSOVO: SERBIA WEEKLY UPDATE 


1. (U) This cable summarizes notable events relating to 
Serbia and Kosovo. 


UNOSEK: the view from Belgrade 


2. (SBU) For the week of 2/19, almost all Kosovo focus was 
on the UNOSEK talks in Vienna. The media reports from 
Vienna have been mostly straightforward. However, all 
sources noted that the talks have shown little progress, as 
none of the Serbian team\'s proposals have been accepted. 
The Radicals, in their traditional rhetoric aimed at their 

base, have urged the negotiating team to abandon the talks. 
There are contradictory messages in the media on whether 
the Ahtisaari proposal will be significantly amended. 

The GOS suggestion for a \"Serbian entity\" in Kosovo had the 
biggest domestic impact, as well as PM Kostunica\'s use of 
UNOSEK talks as an excuse to stall government coalition 
negotiations. (Tadic actually uses a similar excuse.) 

Serbia press reports have suggested that Kostunica has 
refused discussions on a possible coalition with President 
Tadic until the conclusion of the UNOSEK talks. 

3. (SBU) Kostunica also used the attacks on UNMIK vehicles 
in Pristina as a way to call for the international 

community not to \"reward...Albanian separatists\" with 
independence and to warn against the IC submitting to 
threats of violence by K-Albanians. Both Kostunica and 
Tadic have expressed confidence that the UNSC will not 
approve a resolution which leads to Kosovo\'s independence. 
Former U.S. UN PermRep Bolton\'s comments to Voice of 
America warning against an \"imposed solution\" in Kosovo 
appeared without comment in almost in every daily, and on 
primetime television including national broadcaster RTS. 


GOS-KFOR 


Column 3 

4. (SBU) CHOD Ponos told MILOFFs in a 2/22 meeting on that 
he had a positive and productive meeting with KFOR in Nis 

on Wednesday. Ponos said the two sides had good 
discussions about parallel patrols, lines of communication 

and information sharing, and control of refugee flows. 

Ponos said he is confident of a good professional working 
relationship between the Serbian armed forces and KFOR 
throughout the Kosovo status process. 


Protests at Embassy next week 


5. (SBU) Looking ahead to next week, the Interior Ministry 
(MUP) has informed post that it has approved the Serbian 
National Council\'s request to hold a demonstration outside 
the Embassy on February 27 at 1400. The rally by this 
group of mostly hardline Kosovo Serbs has been supported 
explicitly or tacitly by SPS, SRS, and DSS. For the last 

few days, Serbian newspapers have been running full-page 
letters from the SNC to Ambassador Polt announcing the 
rally. Announcements have run on national television as 
well. A rumor that SRS plans a second rally on February 28 
is unconfirmed, and may be a misinterpretation of their 
plan to support the February 27 rally. Embassy held an EAC 
on 2/23 (septel) to prepare for the demonstration, which 
MUP officials tell us could attract tens of thousands of 
supporters and will likely tie Belgrade traffic in knots 
throughout the day. 


Belgrade Diplomatic Activity 


5. (SBU) The Danish Foreign Minister visited and expressed 
Denmark\'s support for the Ahtisaari Plan. Among Quint 
Ambassadors there is wide unanimity on moving ahead swiftly 
to New York and making an end. Italian \"understanding\" of 
Belgrade\'s coalition building \"angst\" and blaming Ahtisaari 

is not much appreciated even by his European colleagues. 


POLT 
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STATE FOR ISN, EUR, WHA/CAN, EAP/J 


E.O. 12958: N/A 

TAGS: PARM, MNUC, PREL, ETTC, GM, JA, RS, CA 

SUBJECT: G-8 NONPROLIFERATION DIRECTORS GROUP MEETING, 
BERLIN, JANUARY 22, 2007 


REF: 06 MOSCOW 12144 


1. (SBU) Summary: The U.S. delegation, headed by Acting 
Deputy Assistant Secretary for Nuclear Nonproliferation 

Policy and Negotiations Andrew Semmel, considers the first 
meeting of the Nonproliferation Directors Group (NPDG) under 
Germany\'s G-8 Presidency a good start and hopes to see it 
engage in more action items with measurable results. Other 
G-8 partners wanted to know the status of the U.S.-India 

Civil Nuclear Cooperation Initiative, and most seem to be 
warming up to the deal. The partners discussed nuclear fuel 
cycle issues, with many stressing the need to address the 
concerns of states currently lacking enrichment or 
reprocessing technology. The partners essentially agreed on 
the need for unity in dealing with the DPRK and Iran, but 
Russia urged that Iran not be isolated. Germany will 

continue the practice of making G-8 demarches to support the 
universalization of the IAEA Additional Protocol and UNSCR 
1540. The next NPDG meeting will take place March 30 in 
Berlin. End summary. 


2. (SBU) The German Chair, Ruedieger Luedeking, MFA Deputy 
Commissioner for Arms Control and Disarmament, began by 
referring to the priorities in his letter to other NPDG 
representatives that repeated what he had called for at the 

last meeting of the Russian presidency in 2006 (see reftel). 

He also stressed that the 2007 G-8 Summit declaration on 
nonproliferation should be short and not repetitive. Many 

others echoed this approach, while France, Japan, Canada, and 
the UK noted the importance of not diluting a strong message 
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on Iran and the DPRK. Russia said the focus should be on 
global issues, e.g., the Nuclear Nonproliferation Treaty 
(NPT), BW, and CW. 


3. (SBU) Luedeking,s question of whether the NPDG should 
address the issue of the proliferation of small arms and 

light weapons (SALW) generated little enthusiasm. Most 
speakers said the focus should remain on WMD, with France 
arguing the theoretical point that \"proliferation\" should be 
reserved for WMD and that to include other issues would 
dilute its meaning. Russian Delegate Anatolij Antonov said 

if the subject was discussed, he would have to raise the 
problem of \"illicit production\" (Russia\'s oft-repeated 
discussion of the unlicensed production of Soviet-era weapons 
by former Warsaw Pact and Soviet states). The U.S. said the 
NPDG should focus on the most important subjects and that 
SALW was being addressed in other fora. DAS Semmel also 
urged the NPDG to consider actionable items. 


4. (SBU) The Chair summarized the discussion as follows: 

-- There was a consensus on drafting a short Summit statement. 
-- The traditional agenda (nuclear weapons, BW, CW, and 
delivery systems) should be in the forefront. 

-- The Group should take a balanced approach. 

-- The partners should try to do justice to items addressed, 

such as undertake action items and broaden the consensus on 
items under consideration. 

-- SALW and conventional weapons would not be a primary focus. 


5. (SBU) Japanese Delegate Takeshi Nakane described the 
intentions of Yukiya Amano, the Japanese Chairman of the 
first Preparatory Committee (PrepCom) meeting, scheduled for 
April/May 2007. Amano will try to resolve procedural issues 
quickly, to pave the way for substantive discussions. Nakane 
informed the NPDG that Japan will host a seminar in Vienna 
February 5-6 to prepare for the NPT. 


6. (SBU) NPDG delegates generally agreed with the desire to 
solve procedural questions quickly. On the substance, 

several (e.g., Canada and Italy) cited the importance of all 

\"three pillars\" (nonproliferation, disarmament, and peaceful 
uses) ofthe NPT regime. Russia suggested the NPDG identify 
two or three issues as priorities for the first PrepCom. 

Antonov also proposed starting negotiations on a Fissile 

Material Cutoff Treaty (FMCT) before the PrepCom and hoped no 
one would use \"events in China\" (a reference to the Chinese 
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anti-satellite test) as an excuse to avoid them. Italy said 

the NPT Review Committee (RevCom) president should be chosen 
for his capabilities instead of his regional group. (Note: 

No one else picked up on this point. End note.) 


7. (SBU) The Chair,s summary suggested the next meeting 
should consider how to overcome any obstacles that may arise 
following Amano,s consultations and the Japanese seminar. 
Otherwise the Chair drew the following conclusions: 


-- Delegates agreed on the need to support Amano,s efforts 
to solve procedural questions. 

-- The G-8 should take the lead in showing a constructive 
spirit. 

-- The PrepCom should copy the procedures from previous 
review cycles; discussions of new rules would allow some to 
hide behind disagreements to avoid substantive discussions. 
— All three pillars should be endorsed. 

-- G-8 members might consider other venues and, in 
particular, decide how to start FMCT negotiations at the 
Conference on Disarmament (CD). 


8. (SBU) Luedeking said he added this agenda item to see 
whether it was possible to put the Treaty into effect, i.e., 

to persuade the U.S., France, and the UK (P-3) to sign the 
Treaty\'s protocol extending security assurances to the 

Central Asian Five (C-5). He asked whether it could it be 
done without amending the Treaty, such as by a reservation or 
a statement made at the signing. Doing so would send a 
positive signal as the NPT review process was under way, he 
noted. 


9. (SBU) All P-3 members said the problems with the CANWFZ 
Treaty were serious enough not to be solved without an 
amendment that made it clear that agreements existing at the 
time of entry into force (in particular, the Tashkent Treaty 
creating a common defense among the C-5 and Russia) cannot 
take precedence over the CANWFZ Treaty. France stressed that 
the CANWFZ Treaty did not in fact create a nuclear 
weapon-free zone and that to welcome it as such was to 
devalue such zones altogether. The U.S. said the P-3 were 
willing to discuss solutions with the C-5, but confirmed that 

only a Treaty amendment would solve the problems. 


10. (SBU) Russia disputed the P-3 analysis of the Treaty and 
the negotiating record and insisted that any consultations 
should include Russia. Antonov offered to consult the C-5 
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and report back on their plans. 


11. (SBU) The discussion of this agenda item was perhaps the 
most detailed and valuable of the session. DAS Semmel 
described the initiative\'s status and the steps needed to 

bring it into being. He noted: (1) the U.S. relevant 

legislation was passed in December 2006, (2) bilateral 
negotiations on a nuclear cooperation (the 123 agreement) 
with India had some distance to go, (3) India had not yet 
completed its talks on safeguards with the IAEA, (4) any such 
agreement would require the approval of the IAEA Board of 
Governors, (5) U.S. legislation required the President to 

certify to the U.S. Congress prior to a vote on the 123 
agreement that India had made \"substantial progress" with the 
IAEA on concluding an Additional Protocol, and (6) a 
consensus decision by the Nuclear Supplier Group (NSG) was 
needed. He doubted the steps would be completed by the time 
of the April Nuclear Suppliers Group (NSG) meeting, but 
suggested that an extraordinary NSG session in the fall could 
decide to provide an exception for India. 


12. (SBU) Canada welcomed the Henry J. Hyde United 
States-India Peaceful Atomic Energy Cooperation Promotion 
Act, but wanted to ensure that any nuclear cooperation with 
India did not violate NPT obligations to avoided assisting 
non-nuclear weapons states to acquire nuclear weapons. 
Canada said India could be asked to endorse elements of the 
NPT or to act in conformity with it. 


13. (SBU) Russia asked whether the U.S. planned to cooperate 
with India on enrichment, to which DAS Semmel answered no. 
Russia asked what \"substantial progress toward negotiating 
an Additional Protocol means (a condition in the Hyde Act for 
approving a U.S.-India cooperation agreement). DAS Semmel 
said although progress is in the eye of the beholder, the 
President needs something that can be certified for Congress. 
Russia was also concerned that India wanted some form of 
recognition from Russia during the upcoming Putin visit, 
claiming the U.S. had referred to India as a responsible 
nuclear state.\" Antonov said Russia would not recognize 
India as a nuclear weapon state. 


14. (SBU) Japan noted the Indian Prime Minister was scheduled 
to visit Japan, during which the two sides would discuss a 
framework for cooperation. Japan would examine any agreement 
in light of its impact on the NPT regime. 
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15. (SBU) France and the UK both emphasized the need for the 
right safeguards agreement between India and the IAEA. The 
UK has said this repeatedly to India. Italy would be more 
confident about the deal if India had more concretely 

committed to FMCT negotiations and had agreed to ratify the 
Comprehensive Test Ban Treaty (CTBT). 


16. (SBU) DAS Semmel noted that until the IAEA Board of 
Governors approves a safeguards agreement, the other steps 
could not be taken. He stressed that the Hyde Act is the law 
of the land, but the President had issued a signing 

statement, giving himself some flexibility in implementing 

it, which is not an unusual step. Regarding the Russian 
commert, he stressed that the U.S. does not regard India as a 
nuclear weapon state and has told India that. DAS Semmel 
also made clear that if India detonates a nuclear explosive 
device, U.S. law requires that cooperation stop and nuclear 
material and equipment supplied under the 123 agreement be 
returned. 


17. (SBU) In response to a Canadian question about whether 
other states had begun to negotiate bilateral nuclear 
agreements, the Russian delegate said Russia was discussing 
an agreement to expand the nuclear cooperation that it 

already had with India. The UK said agreement within the NSG 
would be sufficient; there would be no need for a separate 
UK-India agreement. France would seek an agreement with 
India, but IAEA safeguards were a prerequisite. On the other 
hand, France did not need new legislation to engage in 
cooperation. 


18. (SBU) The Group also discussed the status of nations that 
adhere to NSG Guidelines but are not NSG members and also the 
transfer of sensitive technologies. For the first issue, 

Germany noted the need for continued discussion of the 
modalities for association with the NSG. Luedeking expressed 
concerns that bringing India too close to the NSG could 
support India\'s desire to be recognized as a nuclear weapon 
state. Russia asked the Chair to clarify the difference 

between Germany\'s March proposal on NSG 
association/membership and the earlier Russian proposal. 
Antonov suggested that Germany and Russia combine their 
suggestions into a joint proposal. Antonov also commented 
that India would not accept anything less than full-fledged 
membership. Japan pointed out that by the terms of various 
UNSC resolutions, all UN members had to adhere to NSG 
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guidelines vis--vis Iran and the DPRK. 


19. (SBU) Summarizing the brief discussion, Luedeking said: 


-- NSG members should take great care in moving forward on 
this issue and that there was no rush, 

-- that previous Russian suggestions should be reconsidered, 
-- basic concerns over passing information on denial 
notifications to non-members and the question of NPT status 
as a criterion for association with the NSG still need to be 
addressed. 


20. (SBU) Concerning the transfer of sensitive nuclear 
technologies, Canada said it was no longer comfortable with 


the \"rolling moratorium\" on the transfer of sensitive 
technologies because it did not account for the good 
non-proliferation record of states that could be potential 
recipients of transfers. Canada advocated that the NSG agree 
on criteria that would allow providers of sensitive 

technology to distinguish between states, and until the NSG 
agrees on such criteria, Canada cannot accept a continuation 
ofthe moratorium. Canada noted that it is simply not honest 
to continue saying in G-8 summit statements that progress is 
being ade in reaching agreement on the criteria-based 
pproach in the NSG. The UK agreed very strongly with this 
approach and hoped the NPDG could help move the NSG toward 
agreement. 


21. (SBU) In response to questions from the Chair and Japan, 
DAS Semmel said the subject was under active discussion in 
the U.S., but the U.S. position continues to be that no state 
should supply sensitive nuclear technology to any state that 
now lacks nuclear enrichment and reprocessing capabilities. 


22. (SBU) The Chair requested the U.S. to reconsider before 
the next NSG plenary, noting that another statement 
supporting a continuation of the moratorium was not 
acceptable to many G-8 members. 


23. (SBU) Nakane introduced the subject, stating that there 
were good prospects for another round of the Six-Party Talks, 
which Japan considered the best way to resolve the issue. 
Japan hoped that the DPRK would come with a more positive 
attitude but also thought it useful to apply pressure on the 
DPRK by implementing UNSC Resolution 1718. He noted that 
only a few states have reported on their implementation of 
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1718 to the UN Sanctions Committee. DAS Semmel reported on 
the positive statements following Assistant Secretary Hill's 
meetings in Berlin and said that a resumption of the talks 

was possible in February. 


24. (SBU) The Chair supported the call for implementation of 
UNSCR 1718 and noted that the EU was taking the necessary 
steps for this. 


Iran 


25. (SBU) After some introductory remarks by the Chair, who 
said that the unity of the \"P-3 plus 3\" was important in 
getting UNSCR 1737 approved, DAS Semmel said that UNSCR 1737 
represented the single most important nonproliferation issue 
and that much was at stake in its implementation, such as the 
credibility of the IAEA and the UN Security Council. The 
sanctions had to be targeted, multilateral, and enforced; 

Iran needs to know it stands alone. But if it were concluded 
that the UNSC resolution route had run its course, the G-8 
partners must consider steps outside the Council, such as 
financial measures. 


26. (SBU) France, Japan, and Canada all called for 
implementation of 1737, and France asserted that the unity 
behind it may be causing Iran to change its position. Russia 
called 1737 a serious signal to Iran but argued against 
isolating Iran. Antonov expressed surprise that the day 
after passage of UNSCR 1737, a G-8 state had introduced 
sanctions \"against Russia. Doing so meant Russia had 
created the legal basis for sanctioning itself. He 
questioned the unity of the six under these circumstances 
(Note: He was clearly referring to U.S. unilateral sanctions 
imposed on Russian entities in late December. End note). 


27. (SBU) Luedeking summarized the discussion as follows: 


-- The six were committed to UNSCR 1737, 

-- The six were prepared to suspend the measures if Iran 
suspended enrichment and negotiations followed, 

-- The six need to be credible, which means implementation of 
UNSCR 1737, 

-- The G-8 partners hoped the process was not coming to the 
end of the line in the UNSC, 

-- Many shared the concern that Iran was not complying with 


the resolution. 
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Multilateral Approaches to the Nuclear Fuel Cycle 


28. (SBU) Luedeking said that despite all the attention given 
to developing multilateral approaches to the nuclear fuel 
cycle, the Non-Aligned Movement (NAM) had shown little 
interest, seeing them all as restrictions. Canada also 

raised questions about these approaches, wondering if it was 
not a solution in search of a problem. The various 
proposals, he pointed out, were designed to solve the \"Iran 
problem,\" but he was not sure a global problem existed. 


29. (SBU) France believed the reason for the lack of response 
was that the nuclear suppliers did not really have a product 

to sell. The next step might be for the IAEA to look at the 
proposals and determine which made sense. He agreed with 
Canada that there might not be a supply problem, but there 
was a political problem, and the developed countries had to 
show they were not creating a one-sided embargo. The UK and 
Russia also said there was a need to engage with the 

recipient countries, while the U.S. said there were reasons 

why states had made all these proposals: the expansion of the 
nuclear industry, the projected growth in global energy 

needs, nonproliferation concerns, environmental concerns, and 
concerns over waste. 


30. (SBU) The Chair summarized the Group\'s conclusions: 


-- Acceptance by recipients was a key point, 

-- The supplier countries needed to be seen as addressing the 
issue, 

-- The IAEA could play a key role. 


31. (SBU) Luedeking also referred to the paper he had 
circulated before the meeting and which suggested several 
criteria by which proposals could be evaluated: proliferation 
resistance, assurance of supply, legitimacy, and market 
compatibility (to which several delegates had added 
feasibility). He asked for comments on the paper by March 15 
and said that at some point \"perhaps at the G8 Summit\" it 
would be useful to make a common statement about this 
subject. 


31. (SBU) As time was running out, the Group did not discuss 
these issues. The Chair circulated papers containing points 
to be used in demarches on both issues and asked for any 
comments by February 9. If none is received, the Germans 
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will proceed. Luedeking also said the group might consider 
coordinating assistance to states in carrying out the 
requirements of UNSCR 1540 and noted that the EU is very 
active in this area. 


32. (SBU) These items were skipped, but the Chair called 
attention to a G-8 Forensic Epidemiology Workshop to be held 
in London, March 13-15. He also pointed out that the EU and 
the European Commission had a major role in nuclear energy 
and therefore should be represented in the Global Initiative. 


33. (SBU) The U.S. called attention to the growing and 
anticipated burdens the IAEA will face, as many new demands 
for safeguards will arise in the next few years. He 

suggested that the G-8 consider how to meet this concern. 


34. (SBU) The Chair promised a short agenda for the next 
meeting and cancelled the meeting scheduled for February. 
Thus the next meeting will take place March 30 in Berlin. 
TIMKEN JR 
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BUT WORRYING POLITICAL SIGNS CONTINUE 
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Classified By: Ambassador Rodolphe M. Vallee, for reasons 
1.4(b) and (d). 


1. (C) SUMMARY. MFA Political Director Miroslav Lajcak 
indicated to us Feb. 23 that the MFA is continuing its 

efforts to prevent Slovak politicians from passing the point 

of no return on the Kosovo issue. Lajcak, who considers this 
goal feasible, is busy orchestrating meetings or phonecalls 
with Slovak governing coalition and opposition politicians to 
shape the parliamentary debate. Lajcak is looking forward to 
PDAS DiCarlo\'s Feb. 28 visit as a significant part of this 
process, and is trying to enlist UK and German leaders in the 
effort. He offered advice on arguments he thought would work 
best to convince Slovak politicians not to risk a split with 

the EU and a blow to the UN\'s handling of the issue. Another 
Embassy source close to former PM Dzurinda paints a more 
troubling picture of PM Fico\'s support for a tough Serbian 
line. END SUMMARY. 


DOMESTIC PERSUASION 

2. (C) Following on FM Kubis\'s meetings in New York and 
Washington, PolDir Lajcak continues his attempts to persuade 
Slovak coalition and opposition officials not to tie the 

MFA\'s hands on Kosovo. He views a Slovak National Party 
draft resolution as largely hortatory and vastly better that 
former PM Dzurinda\'s resolution, although SNS may be revising 
it. (Note: Parliamentary Speaker Pavol Paska told Ambassador 
2/22 that he would do all he could to block Dzurinda\'s 
proposal.) In speaking with Smer and SDKU representatives, 
Lajcak is using the following arguments: 

- Restricting the MFA\'s maneuverability with a binding 
parliamentary resolution on Kosovo will only take Slovakia 

out of the process at the international diplomatic level. 
Slovakia would no longer have a voice at the EU table, and 
thus would not be able to do anything to help the Serbs with 
whom they sympathize. Slovakia showed it could have an 
impact on the EU voice (referencing the last GAERC meeting). 
If Slovakia wants to be part of drafting the EU statement, 

the MFA must have a free range of dialogue. 

- It\'s time to demonstrate that Slovakia can be a responsible 
member of the EU; 

- Slovak politicians must stop thinking about what\'s best for 
Serbia and start thinking about what\'s best for Slovakia; 

- To politicians of the ruling SMER, Lajcak plans to argue 

that a binding resolution would do little harm to Mr. 

Dzurinda as an opposition MP, but long-lasting damage to the 
Fico government internationally; 

- In Serbia, rather than thanking their Slavic brothers in 
Slovakia, the Serbs are laughing at the Slovak domestic 
uproar over the Kosovo issue. 
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INTERNATIONAL MEETINGS 

3. (C) Lajcak emphasized the need to use a variety of EU and 
US overtures to Slovak MPs and leaders prior to the 
parliamentary session beginning March 20. He has helped 
arranged the following meetings: 

- 2/26 Boris Zala, Smer MP and Chairman of the Foreign 
Affairs Committee, will see Ahtisaari in Berlin (DAS DiCarlo 
will meet with Zala and other Smer MPs on 2/28); 

- 3/2 FM Kubis will meet Ahtisaari in Vienna 

- Hopefully, a meeting next week between Albert Rohan and 
former PM Dzurinda, SDKU Chairman and MP. Miro was meeting 
with Dzurinda foreign policy advisor Milan Jezovica just 

after he met with us to pitch the meeting; 

- Lajcak asked his British and German Political Director 
counterparts to weigh in with Blair and Merkel to raise 
Kosovo directly with Fico and perhaps Dzurinda. 

- Lajcak noted that DiCarlo\'s visit is well-timed; but one 
expert visit is enough. After DiCarlo, any contacts, 

including from the Brits or others, would need to be ata 
higher political level to have an impact. 


SLOVAK STATESMANSHIP 

4. (C) Lajcak reiterated that Fico had previously agreed to 
respect the MFA\'s position on Kosovo, but this changed after 
Dzurinda pushed him domestically. In Lajcak\'s opinion, we 
should continue to keep in contact with President Gasparovic 
since the President understands the need to act as amember 
ofthe EU and NATO. The question between Fico and Dzurinda 
now is who will become the responsible international 

statesman and who will be left in the role of fuming 

nationalist. 


AT THE UN 

5. (C) UN Secretary General Ban ki Moon had impressed FM 
Kubis on Kosovo at their meeting in NY. The SYG made it very 
clear that he fully supported the Ahtisaari plan and wanted 
UNSC endorsement of it soon. The UNSC could not lose this 
opportunity. Kubis would try to use the UNSYG\'s strong line 

in his arguments back here. Lajcak explained that Slovakia 
does not intend to follow the Russians in a UN vote. He 
clarified that certain wording would, because of the domestic 
political situation, move Slovakia closer to voting with the 
Russians. Lajcak found it significant that Russian 

Ambassador to the UN Vituly Churkin had said it would be 
unacceptable to see an \"independent Kosovo\" gain membership 
to the UN or World Bank, implying that there might be 
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flexibility in the Russian position. Previously very worried 
about a Russian veto, Lajcak sees a greater prospect for an 
abstention. He noted, however, that Churkin had objected to 
even World Bank membership for Kosovo, a tougher position 
than that of Belgrade. 


THE LATEST IN VIENNA 

6. (C) Just prior to meeting the DCM, Lajcak had finished a 
phone call with Albert Rohan. Rohan had said that no real 
progress was being made at the discussions in Vienna. Rohan 
expects nothing more than a few minor points to be resolved 
as a face-saving gesture before the talks conclude next week. 
Incidentally, Lajcak was fully aware that the Serbs cited the 
Slovaks in the Vienna talks. He said he had received a text 
message almost immediately after it happened. 


A TROUBLING CLAIM 


7. (C) In a Feb. 23 luncheon with the Ambassador, Martin 
Bruncko (strictly protect), former advisor to then-FM Miklos, 
current advisor to former PM Dzurinda and personal friend of 
Serbian President Tadic, said that: 


-- Fico and Kubis had called Tadic after Kubis\'s recent faux 
pas with Vuk Draskovic and pledged to \"carry Serbia\'s water." 
(NOTE: Without revealing this claim, we queried PolDir Lajcak 
about the Draskovic incident. He claimed that Kubis had met 
quietly with Draskovic last week and patched things up, and 
that Kubis did not feel under pressure to be more supportive 
of the Serbs to make up for the incident. End note.); 

-- Dzurinda was not freelancing in his tough pro-Serb stance, 
but was only part of a larger European People\'s Party effort 
to back Belgrade that included \"the current holder of the EU 
Presidency\"; and 

-- President Tadic accepts Kosovo independence but believes 
it would be more palatable to have the issue come to a head 
after formation of a new Serbian government. 

(Comment: We cannot vouch for the accuracy of Bruncko\'s 
statements. Even if that were just a perception, it would 
reinforce the value of a Merkel call to Dzurinda as part of 

the effort to get the former PM to back off. End comment) 


VALLEE 
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DEPARTMENT FOR OES RACHEL KASTENBERG 


E.O. 12958: N/A 
TAGS: OTRA, SENV, EFIS, PHSA, ASEC, PE 
SUBJECT: COUNTRY CLEARANCE FOR DEPUTY ASSISTANT MARA M. BURR 


REF: EMAIL FROM USTR MARA BURR 


1. (U) The Embassy grants country clearance for the visit to 
Peru of Mara Burr, Deputy Assistant United States Trade 
Representative for Environment and Natural Resources Office 
of the United States Trade Representative from February 
25-28, 2007. The purpose of this trip is to attend the Humane 
Society International Conference on Whale and Dolphin 
Watching to be held at the Doubletree Hotel in Lima. 


When departing Lima by air, the Republic of Peru imposes an 
airport departure tax on any outbound passenger of 30.25 USD 
for international flights and 6.05 USD for domestic flights. 


2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND 
COMPUTER USE: 


Point of contact for the visit is Deputy Economic Counselor 
and ESTH Officer Howell Howard, office telephone number 
(51)(1)618-2414, cellular telephone (51)(1)9-628-6866, 

e-mail: howardhh@state.gov. Embassy after-hours direct line 
for Marine Security Guard is (51)(1)618-2936. The Embassy 
address is Av. La Encalada, Cuadra 17, in the Monterrico Sur 
Section of Lima. 


State Department TDY visitors requiring OpenNet-Plus Systems 
access during their stay should directly contact Daniel 

Siebert, ISO, in advance of their arrival so a computer 

account can be created if needed. 


Any employee who intends to bring U.S. Government portable 
microcomputers (laptops) for use in CAA or non-CAA areas must 
notify post,s ISSO and RSO in advance of travel. 12 FAH-6 
h-314 prohibits the installation or use of any privately 

owned computer in a government building where classified 
information is processed or stored. Accordingly, post policy 
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prohibits Personal Electronic Devices (PED), Personal Digital 
Assistants (PDA) e.g. &Palm Pilots8, MP-3 players, etc. 
within the Chancery facility. Such devices are never 
authorized in CAA spaces and are not authorized connectivity 
within OpenNet unclassified or classified networks, or 
stand-alone classified PCs. Personnel who wish to bring PDAs 
authorized under the Department of State,s Secure Wireless 
Extended Enterprise Technology (SWEET) program into the 
Chancery must notify Post,s ISSO and RSO in advance of 
travel. Find information concerning the SWEET program at 
http://sweet.irm.state.gov. Please refer to 03 STATE 286036 
for detailed guidance regarding Post,s Information Systems 
security requirements. 


3. (U) PASSPORT/VISAS: 


To ensure full protection for travelers, the mission requires 
that all visitors eligible for official/diplomatic passports 

use them with appropriate visa. Travelers should not use 
tourist passports. In exceptional cases where official 
travelers must use tourist passports/visas, specific 
authorization must be obtained in advance. Foreign citizens 
bearing tourist passports who come to Peru to work, either 
officially or in technical or cultural cooperation, must 

enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. 
If official visitors arrive via military ship, a passport is 

not required unless the individual is required to exit Peru 

via commercial or military air. If an official visitor is a 

Peruvian National serving in the U.S. Armed Forces, a valid 
Peruvian (maroon) passport is absolutely necessary in all 
cases in order for the individual to enter or exit Peru. 

Proof of residency in the U.S. (green card) is required for 
return to the U.S. All visas for onward travel should be 
obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance 
for temporary duty of 30 days or more of the requirement to 
complete mandatory personal security training effective 
January 1, 2005. Personnel requesting country clearance for 
periods of 30 days or more must certify that they have or 

will complete the required training prior to their travel, or 

may request a waiver as per the above policy. For extended 
TDY requests, individual bureaus (not the Bureau of Human 
Resources) are responsible for ensuring that their staff, in 

all employment categories (Civil Service, Foreign Service, 
WAE, PSC, etc.), meets the training requirement. See 04 
State 66580 for more information about the mandatory personal 
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security training requirement. 


Country clearance is granted for travel to non-Embassy 
restricted areas only. Visitors who plan to travel to 

Embassy restricted areas must request Post approval upon 
arrival. A list of these areas can be obtained from the RSO. 
It is imperative that the Mission be notified immediately of 
delays or changes in plans or itinerary. Personnel must not 
change hotels without first notifying control officer. The 

State Department has designated Peru as high threat for 
indigenous terrorism, medium threat for transnational 
terrorism and political violence, and critical threat for 

crime. Two terrorist groups operate in Peru: Sendero 
Luminoso (SL) and Movimiento Revolucionario Tupac Amaru 
(MRTA). Both organizations continue to be potential threats 
and have targeted U.S. facilities in the past. Due to GOP 
efforts, the activities of the SL and MRTA have been greatly 
reduced and are now largely confined to rural areas. 
Overland travel outside of Lima and other large cities during 
the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist 
groups operate with relative impunity in some interior areas 
and are known to target vehicular traffic. Crime is a 

serious problem in metropolitan Lima and popular tourist 
areas such as Arequipa, Cuzco, and Machu Picchu. Most crimes 
involve petty theft, pickpocketing, bag slashing, 
grab-and-run, and theft from occupied and unoccupied 
vehicles. More violent crimes include armed robbery, 
carjacking, and choke-and-rob. Criminals frequently react 
violently when resistance is encountered. In almost all 
instances it is advisable not to offer resistance. Most 

areas of downtown Lima are dangerous and should be avoided 
during the hours of darkness. Visitors are cautioned to 
remain alert to their surroundings at all times, particularly 
when in crowded areas, such as on public transportation, at 
outdoor markets, and at tourist sites. Countermeasures 
against crime also protect against terrorism. Special care 
should be exercised at the Jorge Chavez International Airport 
in Callao. Criminals frequent this area, especially at 

night, and are known to target foreigners both inside and 
outside the terminal. 


Security briefings are mandatory for all official visitors to 
Peru. Briefings are given in the RSO Conference Room at the 
Embassy, on Wednesdays, promptly at 9:00 a.m. 


5. (U) ICASS TDY Policy and Action Request: 
Each visitor, regardless of length of stay, must 


bring/forward fiscal data to pay for direct costs of the 
visit. Each agency, organization, or visiting delegation 
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will be charged for the actual costs attributed to their 

visit. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to the visit. Also, for TDYers over thirty (30) 

days, there is a charge for ICASS support services. If your 
sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a MOU for ICASS support 
services upon arrival. The agency should provide post with a 
written communication, generated by the traveler, s 
headquarters that confirms the agency will pay ICASS charges 
for the TDYers, provides the agency ICASS billing code the 
TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY 
module. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 of the TDY. 


6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date 
yellow fever vaccine and malaria prophylaxis for 
chloroquine-resistant strains of malaria. Primary prevention 
against malaria and dengue fever includes avoiding the 
mosquito vectors of these diseases: using insect repellant, 
appropriate protective clothing, and bed netting. Hepatitis A 
and B vaccinations are strongly recommended for all persons 
before coming to Peru. Rabies is present in country, and 
those individuals whose work and/or leisure activities might 
expose them to wild animals or feral dogs should consider 
receiving the rabies vaccine. Travelers diarrhea/dysentery is 
quite common in Peru. Visitors should substitute bottled 
beverages for potentially contaminated water. Fish, 
shellfish, and vegetables should not be eaten unless well 
cooked, and all food should be eaten while still hot. Fruits 
with a peel are generally safe, provided they are peeled 
before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high 
levels from January to May--the same food and bottled water 
precautions apply. Travelers planning to travel to high 
altitude areas of Peru, such as Cuzco, Machu Picchu, and 
Puno, should consult with their health care provider first, 

and be fully aware of the health dangers of high altitudes 
and measures to minimize these dangers. 


7. (SBU) MEDICAL CLEARANCES: 


Column 3 


All employees, including WAEs and Civil Service Employees, 
who are in TDY status for more than 60 days (cumulatively) in 
a calendar year are required to have up-to-date medical 
clearances from the Office of Medical Services (Ref: SecState 
243096) in order to receive full State Department medical 
benefits including: 


--Fully cleared TDY personnel receive supplemental medical 
coverage from M/MED for conditions that arise overseas. This 
coverage is in addition to, but does not replace, private 
insurance coverage; 


--Fully cleared TDY employees are eligible for full MEDEVAC 
benefits should it become necessary to transport them from 
their assigned posts for medical reasons by other than 
standard commercial carrier; 


--Fully cleared TDY personnel are entitled to use the 
facilities of the Medical Unit at post on the same basis as 
other permanently assigned personnel. 


It is important to understand that if an employee is at a 

post without a medical clearance and the embassy medical 
provider determines that the employee has a condition that 
cannot be adequately cared for at that post, the employee may 
not be granted access to the embassy medical unit. Moreover, 
an employee at post without a medical clearance is not/not 
covered under M/MED for medical evacuation. While M/MED 
camnot provide MEDEVAC coverage for TDY employees without 
full clearances, private MEDEVAC insurance is available at 
reasonable cost and the employee is strongly encouraged to 
purchase the insurance. Private air ambulance medevacs can 
cost upwards of $100,000. In addition, it is important for 

the employee to review private health insurance coverage. 
Many HMO type policies do not cover hospitalization costs 
incurred outside of the USA. The employee will need to have a 
policy type that will reimburse them for medical expenses 
overseas. 


A medical clearance can be obtained as follows: 


If the WAE or other TDY employee lives in the Washington, DC 
area, they can schedule a medical clearance exam by calling 
(202) 663-1779 or e-mail to medclearances@state.gov. 
Availability of examination dates depends on demand and 
M/MED\'s standard priorities. If the exam is conducted in 
Washington, there is no cost to the employee. If the employee 
lives outside Washington, they may have their medical 
clearance exam performed by a private doctor. TheWAE or TDY 
employee can obtain the forms that the doctor needs to 
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complete by calling (202) 663-1668. Clearance exams performed 
outside of MED are at the expense of the employee. 


Contractors or other long-term TDY employees who are not 
direct-hire USG employees are not covered under the 
Department of State Medical Program and so would, in general, 
fit under the guidelines above for TDY employees without a 
medical clearance. They are not covered by M/MED for medevac 
and should be covered by medevac insurance through their 
contracting company. Access of these employees to the embassy 
medical units is a post decision made by the Chief of Mission 

or his designate acting upon the advice of the Regional 

Medical Officer. Please contact the Embassy Health Unit for 
further details. 


Employees working TDY for less than 60 cumulative days 
annually are not required to have medical clearances and are 
not covered under the procedures above. Unfortunately these 
short-term TDY employees frequently may have significant 
health problems that may be exacerbated by overseas travel or 
work and that may require a level of medical care that is not 
available at the post where the TDY employees are working. 
As with any international traveler on personal or business 
travel, these employees should consult with their personal 
physician regarding the safety or advisability of this 

travel. 
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E.O. 12958: DECL: 02/23/2017 

TAGS: PGOV, PHUM, PREL, OSCE, TU 

SUBJECT: TURKISH PROFESSOR RECEIVES MULTIPLE DEATH THREATS 
FOLLOWING DINK ASSASSINATION 


REF: A. 06 ANKARA 786 
B. 06 ANKARA 2667 
C. ANKARA 0277 


Classified By: Political Counselor Janice G. Weiner, reasons 1.4(b),(d) 


1.(C) Summary. Controversial Turkish professor Baskin Oran 
told us thatthe GOT provided him security, albeit belatedly, 
after he received multiple death threats in the wake of the 
January 19 murder of Hrant Dink. Oran became an early target 
of rising nationalism in Turkey when he was prosecuted in 
2004 for writing a GOT-sponsored report that recommended 
Turkey improve the rights of its non-Muslims. The steady 
stream of threats has increased with the rise in nationalism 
throughout Turkey (reftel C), which he attributes mainly to 
traditional elites\' fear of losing power as Turkey 

transitions from nation-state to true democracy. While all 
political parties have stoked the nationalist fire, Oran 

labeled the divisive ultranationalist agenda of the main 
opposition People\'s Republican Party (CHP) as the gravest 
threat to stability. Turkey may be able to turn the tide of 
rising nationalism, he said, but only if PM Erdogan foregoes 
the presidency and the ruling Justice and Development Party 
(AKP) wins a sound parliamentary majority in fall elections. 
While Oran may be overstating CHP\'s role in fomenting 
ultranationalist sentiment, many share his concern that no 
one is tamping down the furor. End summary. 


2.(SBU) Retired Ankara University professor Oran rose to 
national attention when he and his colleague professor 
Ibrahim Kaboglu were prosecuted for inciting hatred and 
enmity and denigrating \"Turkish identity\" by recommending in 
a 2004 GOT-solicited report nt improve the 

rights oth were acquitted. 


3.(SBQ) Turkish authorities assigned police protection to 

Oran after he received multiple death threats in the wake of 

the January 19 assassination of Turkish-Armenian author Hrant 
Dink by an ultranationalist youth. Oran told us that the GOT 
negligently delayed in providing him protection. (Note: 
Although Oran claimed he did not solicit protection from the 
GOT, he filed a complaint with the Ministry of Justice when 
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it did not assign him security, and also argued in an 
editorial that the state has an obligation to protect its 
citizens without waiting for them ask. End note.) 


4.(SBU) Oran said the one on-call police officer whom he 
calls to accompany him when he leaves his home has limited 
effect. The police should focus on aggressively pursuing 
leads on the steady stream of email, fax, and telephone 
threats he receives. In his view, Turkish security 

authorities have created an environment of impunity for his 
harassers by failing to trace a list of Istanbul telephone 
numbers from which he had received death threats. 


5.(SBU) Oran told us the 2004 incident was the first sign of 

a building wave of nationalist reaction from traditional 

elites who felt threatened by the accelerated pace of 

Turkey\'s transition from nation-state to democracy under the 
auspices of its EU candidacy. Other factors turned the wave 
into a tsunami: the re-emergence of PKK terror in 2005-2006; 
the EUVs unfair treatment of Turkey, epitomized by its 
acceptance of Cyprus into the Union; and the growing strength 
of the KRG in northern Iraq. 


6.(SBU) Oran calls the current nationalism \"street fascism\" 
-- separate individuals with no leader or unifying ideology 
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acting out violently. The GOT is guilty of creating an 
atmosphere of impunity where individuals who partake in 
lynch-mob activities, issue death threats, or run websites 
filled with hate speech arenot held accountable. 


7.(SBU) CHP, traditionally Turkey\'s social-democratic party, 
is doing more to stoke nationalist sentiment than other 
parties, Oran told us, labeling Deniz Baykal, its leader, an 
opportunistic politician who will pursue any ideology to 
capture what he sees as his historic chance to ride the wave 
of nationalism to power. Many voters view CHP as the party 
of Ataturk, and will support it regardless of its public 
pronouncements, according to Oran. Other parties, including 
AKP, are attempting to capture their share of the nationalist 
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vote but are much less dangerous. Devlet Bahceli, leader of 

the Nationalist Action Party (MHP), is more rational than 

Baykal, and AKP, a party of \"peasants\", has moved beyond itslamist beliefs, which arsident in April; the AKP 
clar majorive ultranationalist agenda; and the business 

community and civil society continue to push for democratic 

reform. Absent the convergence of these events, he believes 

nationalism would slowly strangle the country. 


9.(C) Comment: Though retired, Oran actively and vociferously 
participates in debates on human rights reform in Turkey, 
lectures, and produces a website. He is highly respected by 
human rights observers, diplomats, and many GOT officials 
alike for his outspoken honesty, passion, and courage. Hrant 
DinkYs murder is tragic proof that Oran\'s security fears are 
well-founded, particularly in the heated and uncertain 
atmosphere leading up to the presidential election. While 
Oran may be overstating CHP\'s role in fomenting 
ultranationalist sentiment, his concern that no one is 

tamping down the furor is shared by many. End comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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DEPT FOR DRL/AWH ILCSR, WHA/MEX AND PPC, USDOL FOR ILAB 
E.O. 12958: N/A 

TAGS: ELAB, ECON, PGOV, PINR, MX 


SUBJECT: FEDERAL CIVIL SERVANTS UNION REELECTS LEADER AND 
DEBATES PENSION/HEALTH CARE REFORM 


1. SUMMARY: On February 16, Mexico,s federal civil service 
union federation, (the Federation of Unions of State Workers 
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) FSTSE), held a national convention to elect, or more 
specifically, unanimously reelect its Secretary General, Joel 
Ayala Almeida. This will be Ayala,s third term as the 

national leader of the federal civil service union 

federation. During the convention Ayala expressed his 
opposition to salary caps for federal civil servants and to a 
Mexican government plan to promote voluntary retirement as 
way of eliminating jobs. Other items on the convention 
agenda were the admission into the federation of 13 
previously unaffiliated public service unions and the 

formation of a union select committee to study proposed 
reforms to the federal employees, pension and health care 
systems. The pension and health care system debate could 
have broad implications for the Mexican government,s federal 
budget and for the 1.6 million civil servants that FSTSE 
claims to have on its union membership rolls. END SUMMARY. 


UNION LEADER REELECTED 


2. On February 16, Mexico,s federation of federal civil 
service unions (Federation of Unions of State Workers )- 
FSTSE) held a national convention. The main purpose of the 
convention was to elect an individual to the federation,s 

top leadership position of Secretary General. As expected, 
the convention reelected Joel Ayala Almeida to his third term 
as FSTSE Secretary General. With this reelection, Ayala is 
scheduled to serve as the leader of the federation until 
February 2013. In addition to being reelected as FSTSE 
Secretary General, at present Ayala is also a PRI Federal 
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Deputy (equivalent to a US Congressman) in Mexico,s current 
national legislature. Ayala previously served as a Senator 

for the PRI (Institutional Revolutionary Party) in the 

previous session of the national legislature. 


3. Joel Ayala,s reelection to the position of FSTE Secretary 
General was a foregone conclusion as he essentially ran 
unopposed. Ayala reportedly received the unanimous ballots 
of all 800 of the delegates eligible to vote in the FSTSE 
elections. As is customary in many union elections in Mexico, 
the FSTSE conducted the balloting for the office of Secretary 
General via a process known as an &economic vote8; 
essentially a show of hands. 


4. During his acceptance speech, Joel Ayala pledged to 
continue doing everything possible to promote the interests 

of federal civil service employees. As an example of his 
efforts on behalf of FSTSE Ayala noted that when he took over 


Column 3 

the federation in 1998 the base average monthly wage for 

public employees was 1,536 pesos (USD 142.00) and now, thanks 
to the federation that average wage has risen to 4,550 pesos 
(USD 421.00) a month. Ayala expressed his firm opposition to 
salary caps for federal employees (an idea strongly favored 

by Mexico,s recently inaugurated President, Felipe Calderon) 

and to a GOM proposal to offer (early) voluntary retirements 

as a way to eliminate public service jobs. 


OTHER ITEMS ON THE CONVENTION AGENDA 


5. In addition to electing a new Secretary General, the 
FSTSE national convention had two other major items on its 
agenda. 

The first was a vote to expand the federation franchise. 
During the convention 13 other, previously unaffiliated 
public service unions were admitted into the federation. 
Prior to the admission of these new unions the FSTSE was 
composed of 86 individual public employee organizations, 
which, according to the federation, claimed to represent some 
1.6 million federal civil servants throughout Mexico. Now, 
with the addition of the 13 new federation members, FSTSE 
claims it will represent over two million federal employees. 


6. The some of the new member unions who are now part of the 
FSTSE include the Union of Mexican Navigation and Aerospace 
Service Employees; the Administrative Offices Workers Union, 
three separate unions within the Secretary of Transport and 
Communications, two separate Metro (subway) Workers Unions, 
the Employees Union of the Mexico City District Attorney,s 
Office, the Mexico City Education (teachers) Workers Union, 
and the Employees Union of the Secretary for Public Security 

of Mexico City. 
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CONVENTION DISCUSSES PENSION AND HEALTH BENEFITS 


7. The second major item of business on the FSTSE agenda was 
a discussion of a pending law to reform federal employees, 
pension and health care benefits. At present these benefits 

are provided by ISSSTE -- the Institute for Social Security 

and Security for Civil Servants. Under the administration of 
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ISSSTE federal public employees receive health care and 
pension benefits through a system that is separate from the 
ones available to most Mexican citizens or workers under the 
national pension and health care systems. The pending ISSSTE 
reform law that the convention discussed was first proposed 

last year by Joel Ayala Almeida when he was still a federal 
Senator. 


8. As originally proposed the reform law drew heavily from 
recommendations that the World Bank first made to the Mexican 
Government in 2001. When first introduced to the Mexican 
Congress, the ISSSTE reform laws, and the World Bank 
recommendations on which it was based, were broadly 

criticized as being too harsh. The proposed reforms would 

have removed some of the disparities between the (more 
generous) pension benefits available to public employees and 
these available to the average Mexican worker. 


9. Other changes proposed in the reform law would have 
required more standardization across the board in how 
pensions for federal employees are administered. Under the 
standardized systems a mixed board of government and union 
appointed trustees would oversee the administration of 
federal employees, pension funds. The trustees would also 
be responsible for overseeing a system which tracts the 
benefits of individual employees more accurately than the 
system which currently exists. In addition the proposed 
reforms would raise the retirement age of public employees 
and, starting in 2008, gradually increase the contributions 

to pension funds (over an as yet to be determined period) by 
both the GOM and federal employees from its current 3.5 
percent of base salary to 6 percent of base salary. 


10. With regard to health care benefits, the reform law 
would continue to allow parents of public employees to have 
access to ISSSTE medical services but only if the parents 
lived with the employee and were financially dependant on 
them. The proposed reform would cut benefits to the children 
of federal civil servants across the board. At present the 
children of federal employees are eligible for ISSSTE health 
services until age 18 or until age 24 if they are full time 
students. The proposal would change the maximum age for 
eligibility to health services to 16 years regardless of 
whether the son or daughter was a full time student. 


11. The delegates at the FSTSE national convention decided 
that there was insufficient time available to them debate 

(and study) the implications of the proposed ISSSTE reform. 
Consequently, the convention formed a select committee to 
review the issues involved and report back to the national 
FSTSE leadership at an unspecified date. 
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COMMENT 


12. The reelection of Joel Ayala Almeida was fairly typical 

of the way in which most internal union elections are held in 
Mexico in that the leaders of powerful unions are rarely 
replaced unless they choose to step down. In Ayala,s case 

he can make a convincing argument that the FSTSE has achieved 
measurable gains for its members. Moreover, Ayala,s support 
for a reform of the federal civil servants health care and 
pension benefits systems makes him a rarity among Mexican 
labor leaders who seldom (publicly) acknowledge a need to 
reduce previously negotiated benefits under any 
circumstances. Assuming he can persuade his public service 
employees, federation to accept the reforms of the ISSSTE 
system, (and as a member of one of Mexico,s two main 
opposition parties), he can be a valuable interlocutor on 
pension reform and other union topics for the relatively new 
government of Mexican President Felipe Calderon. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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1. Embassy grants country clearance to NNSA personnel Bette 
Korber to travel to Valencia, Spain on April 16 to April 22. 

The purpose of this visit is to attend the Human 
Immunodeficiency Virus Dynamics and Evolution conference. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrivalto Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
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202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 
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STATE FOR NEA/MAG 


E.O. 12958: N/A 

TAGS: PGOV, PREL, KDEM, MO 

SUBJECT: MOROCCO: ELECTION DATE SET, REDISTRICTING PLAN 
MOVES FORWARD 


REF: RABAT 266 


1. (U) This cable is sensitive but unclassified. Please 
protect accordingly. 


2. (SBU) Summary: The GOM announced on February 22 that 
elections for the lower house of parliament will be staged on 
September 7. Most political parties, including those from 

the majority who supported a July ballot, have been generally 
supportive of the government\'s decision, citing the potential 
for increased voter participation. The Islamist PUD and 

mainly Berber UMP, who have advocated for a September vote 
all along, have been predictably pleased with the chosen 

date. The MOI has also announced it will revise voter rolls, 
thought to be riddled with bad entries, in April and May. At 

the same time, the council of government adopted an 
MOl-drafted electoral districting plan, which increases the 

total number of voting constituencies from 91 to 95. No 
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consensus has yet emerged on the political implications of 
the new district boundaries. The plan, however, must still 
be passed by the council of ministers and parliament before 
being finalized. The September election date extends 
opportunities for the U.S. Mission to pursue election-related 
advocacy, assistance, and programming. End Summary. 


Government Nails Down Election Date 


3. (SBU) After months of speculation and rumor surrounding 
the date for Morocco,s next legislative election, Minister 

of Interior Chakib Benmoussa , following the February 22 
council of government meeting, publicly announced that 
Moroccans will head to the polls on September 7 to elect 325 
members to the chamber or representatives, the lower house of 
parliament. (Note: Members of the lower house of parliament 
are elected to five-year terms. 295 representatives are 

elected from local party lists, while 30 representatives are 
elected from a national list -- informally reserved for 

women. End Note.) Nabil Benabdallah, government spokesperson 
and Minister of Communication, explained that the 
government\'s decision to hold election in September was the 
direct result of consultations and consensus among the MOI 
and the full range of political parties. Although widely 

debated in the local press and among political observers for 

the past several months, the reactions from political 

parties, members of parliament, and the press to the 
government\'s decision have been generally supportive. 


4. (SBU) Despite initially favoring a July date, (reftel) 

because of the impending start of Ramadan and the beginning 
of the school year in September, the Socialist Union of 
Popular Forces (USFP) and other ruling coalition parties have 
not publicly criticized the government\'s decision. Several 
leaders of smaller parties who also favored a July election, 
including Abdellah Kadiri of the National Democratic Party 
(PND) and Thami El Khyari of the Democratic Forces Front 
(FFD), have implicitly expressed their support for the 
September date arguing that it could allow for greater voter 
participation. Nonetheless, other political parties, such as 

the ruling coalition\'s Party for Progress and Socialism 

(PPS), still contend that a July date is more advantageous 

for Morocco because it will increase voter turnout. 

Similarly, the Islamist Party for Justice and Development 
(PJD) and the mainly Berber Popular Movement Union (UMP), 
have advocated for a September election all along. PJD 
Secretary General Saadeddine Ohtmani was quoted February 23 
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in the French-language daily Aujourd\'hui Le Maroc as saying 
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that the September 7 date is most appropriate because it 
provides more time for political parties to mobilize voters. 


5. (SBU) According to French-language accounts of the 
council of government decisions, an exceptional revision of 
the electoral lists (voter rolls) to be used in this year\'s 
elections will take place between April 5 and May 24. (NB: 
There is widespread belief among political observers that the 
electoral lists are out of date and rampant with double 
listings, deceased voters, and false registrations.) The MOI 
also released several key dates relating to the procedural 
framework of the elections. Official submissions of 
candidacies will take place between August 17 and August 24, 
while the official election campaign period will start August 
25 and will run through September 6, according to press 


reports. 


Electoral Districting Plan Adopted 


6. (SBU) At the same time, the February 22 council of 
government meeting also passed a new plan that revises the 
electoral districts relating to September\'s election. The 

new plan increases the total number of voting constituencies 
from 91 to 95. This change ostensibly reflects shifts in 
demographics since the 2002 elections, as well as the 
remapping of Morocco\'s administrative map since 2002, which 
includes mergers of some provinces and the creation of 
others. No consensus has yet emerged on the political 
implications of the new district boundaries. (NOTE: The 30 
national list seats are not affected by the government\'s 
districting plan. End Note.) Although passed by the council 
of government, the districting plan must still be approved by 
the council of ministers (chaired by the king), then pass 
through both houses of parliament before being finalized. 
With that in mind, there is still space for amendments to the 
current plan (though none are currently expected). 


COMMENT 


7. (SBU) The government\'s decision for a September ballot, 
while providing political parties more time to prepare, also 
provides a greater opportunity for the Mission\'s 
election-related advocacy, assistance and programming to 
resonate with political parties and voters. With the date of 
the lower house elections now decided, political parties can 
refocus their attention internally on preparing effective 
campaigns platforms, developing strategies to increase voter 
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participation, and improving party image among perspective 
voters. End Comment. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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E.O. 12958: N/A 

TAGS: EAGR, ETRD, EU, FR 

SUBJECT: FRANCE STILL DUBIOUS ABOUT POSITIVE DDA OUTCOME 
REF: (A) 2007 State 15811 
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1. (SBU) Paris AGR and ECON officials transmitted the reftel talking 
points to Philippe Duclaud, Foreign Affairs Adviser to the French 
Minister of Agriculture, Christian Ligeard, the Head of the 
International Affairs Office at the Ministry of Agriculture and 

Raphael Alomar, Agricultural Adviser to the French President. 


2. (SBU) Christian Ligeard stated that France welcomes the restart 

of the discussion but maintains its position that the EU should not 
move beyond its 2005 Hong Kong proposal, especially in the absence 
of substantive proposals from both the United States and the G20 
group of developing countries. Lowering tariff rates beyond the 39 
percent proposal plus adding TRQs for sensitive products would 
necessitate a further reform of the Common Agricultural Policy, 

which France opposes. In addition, Philippe Duclaud said that France 
fears that the EU Commission would never implement safeguard clauses 
should imports rise excessively, counter to the U.S. approach. On a 
more positive note, Christian Ligeard said that France agreed with 
the U.S. proposal that tariff decreases be based on applied tariffs 

as decreases on bound tariff would be - quote - fictitious - end 

quote -. 


3. (SBU) According to Presidential Adviser Raphael Alomar, the key 
agricultural issues France would like to see addressed by EU trading 
partners in compensation for the abolition of export subsidies are 
geographic indications (Gl), state trading enterprises, food aid and 
export credits in addition to domestic subsidies. Alomar 

specifically mentioned that in France\'s views, the recent USDA farm 
bill proposal was very disappointing in terms of reducing domestic 
support. 


4. (SBU) Alomar also repeated that currently, none of the proposals 
on offer, especially on NAMA and services from major developing 
countries, would justify new EU concessions. Ligeard specifically 
criticized India\'s -quote - stubbornness - end quote - on investment 
rules and opening of its agricultural market but praised Brazil\'s 
recent openness on services. 


5.(SBU) Both interlocutors said that the current GOF will maintain 

its hard-line with Commissioner Mandelson, reminding him to stay 
within the parameters of his negotiating mandate. President Chirac 
recently wrote a letter reiterating his opposition to any further EU 
concessions to German Chancellor Merkel. Both interlocutors do not 
expect any significant change after the May 2007 Presidential 
election as both rightwing candidate Nicolas Sarkozy and leftwing 
candidate Segolene Royal have publicly supported regulation of free 
trade and expressed opposition to any agreement that would 
disadvantage France. France also believes it has a blocking minority 
(if not a majority) at the EU Council to derail any agreement which 

it opposes. 
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6. (SBU) The overall impression from our interlocutors is that 

France is not willing to conclude the DDA soon. Ligeard said that 
several economists have estimated the global growth gain from DDA at 
less than 0.5 percent and that the EU and France have a lot to lose 
and little to gain from an agreement. Alomar estimated that French 
job losses from the opening of agricultural markets could exceed 
100,000, threatening France\'s \"sovereign right to food 
self-sufficiency\". In his views, the only winners would be Brazil, 
Cairns group countries, and to a much lesser extent, the United 
States. Less developed countries (Africa) would be the biggest 

losers as they already benefit from extensive market access in the 
EU, market access they would loose to Brazil or Argentina should 
tariffs decrease. Finally, neither Alomar nor Duclaud foresee an 
agreement being reached in 2007. They would rather envision a 2009 
or 2010 conclusion, though Alomar did say that if the elements of a 
deal came together this year, it would likely be in the September- 
December time-frame. 


7. (SBU) Surprisingly, French interlocutors seemed to believe that 
the DDA difficulties reflected the failure of what they see as an 
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excessively large multilateral round. According to Ligeard, too many 
countries with too many diverging interests will never agree. He 
concluded that France would not be opposed to multilateral 
agreements among large groups of countries with similar interests 
and similar levels of development. 
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1. (SBU) The leading international story was the tripartite meeting 

in Jerusalem between Condoleezza Rice, Mahmoud Abbas and Ehoud 
Olmert. Media called it a \"summit for nothing,\" achieving only the 

goal of agreeing to meet again. The announcement from London of the 
upcoming British troop withdrawal from Iraq prompted commentary 
throughout the week. Editorials and reports suggested that the 
announcement is the only way for PM Blair to \"halt the drop in his 
approval ratingsW and that the \"decision isolates George Bush even 
further and makes the road ahead even more arduous.\" With the 
impending release of the International Atomic Energy Agency report 
expected to stipulate that Iran has expanded uranium enrichment 
efforts instead of meeting international demands to halt those 

efforts, commentaries theorized about the possibility of an American 
military intervention in Iran. Restructuring at Airbus elicited 

laments from dailies over fate of the \"one of the truly European 
company.\" Airbus\'s plans to cut 10,000 jobs and the pending layoffs 
are expected to be at the top the agenda during a meeting between 
German Chancellor Angela Merkel and French President Jacques Chirac 
on Friday. End Summary. 


2. (SBU) On February 20, left-of-center Le Monde reported the 

Israeli media\'s characterization of the meeting as the \"Blah blah 
Summit, the Summit of Despair or the Summit for nothing.\" The daily 
noted that there \"was not even a press conference organized at the 
close of the meeting... What Secretary Rice had called in January a 
meeting designed to open the political horizon between the Israelis 
and Palestinians\" was aborted. For Catholic La Croix on February 
20, \"the expectations for yesterday\'s meeting in Jerusalem were so 
low that no one was disappointed by the outcome.\" 


3. (SBU) Bernard Guetta on state-run France Inter radio on February 
20 discussed what he called the \"American intransigence.\" Guetta 


Column 3 

told listeners that the only thing to come out of the summit was the 
promise to meet again. Nonetheless, \"in spite of the fact that 
Hamas is moving in the right direction, Americans continue to refuse 
to acknowledge this evolution and Europe is incapable of urging it 
to.\" 


4. (SBU) On February 21, broadcast media widely reported the UK\'s 
intention to begin withdrawing troops from Iraq. State-run France 2 
television\'s morning news report noted that \"this is a maneuver for 
Tony Blair to halt his drop in approval ratings.W In his February 

21 broadcast, state-run France Inter radio commentator Bernard 
Guetta praised President Chirac for his decision not to involve 
France in the intervention in Iraq. WHe had a premonition about the 
consequences of the intervention, that it would tear the country 
apart, foster terrorism, give lran more power and generally upset 
the region... He had the courage... to try to mobilize the world 
around a refusal to take part in the Iraqi intervention and it is in 
large part thanks to him that this war did not turn into a clash 
between Christianity and Islam." 


5. (SBU) In the February 22 edition of right-of-center Le Figaro, 
Pierre Rousselin\'s editorial, entitled \"A Very Political 

Withdrawal,\" observed that \"Tony Blair, armed with good intentions 
and a messianic vision like George W. Bush, wanted to convert Iraq 
and the Middle East to western-style democracy. Four years later, 
Blair is pulling out of a country that is in the throes of civil 

war, where the reconstruction effort has never gotten off the ground 
and where Iran will obviously take advantage of the vacuum left 
behind by the British troops. George W. Bush, no doubt, tried his 
best to delay a British troop withdrawal while trying to convince a 
hostile Congress to approve a troop surge in Iraq. Tony Blair\'s 
decision isolates George Bush even further and makes the road ahead 
even more arduous.\" 


6. (SBU) Left-wing Liberation\'s report on February 22 suggested that 
\"On the international scene, the UK\'s image has been damaged... 
While in the U.S. Tony Blair looks like a hero, leading a country 

that is perceived to be a trustworthy ally, in his own country as 

well as in France, Germany and Russia, Blair is seen as the American 
President\'s lap dog... Will Blair be forever stigmatized by the 
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Iraqi crisis? Probably; and his role in transforming the Labour 
Party or improving the economic situation in the UK will be 


Column 3 
minimized.\" 


7. (SBU) In Catholic La Croix on February 22, Francois Ernewein 
opined that \"The real reason for the withdrawal of British troops 
from Iraq lies not in Iraq but in the UK. Ceaselessly torn between 
Europe and the other side of the Atlantic, [Tony Blair] made the 
choice in 2003 to go into Iraq in spite of international law, 

relaying the [U.S.\'s] lies as to the imminent threat posed by Iraq, 
and in contradiction with the majority of British public opinion. 
Four years later the situation in Iraq is such that even greater 
mobilization in terms of troops and materiel is necessary. Instead 
it is the contrary that Tony Blair has just announced... The 
downsizing of the coalition is a green light for disaster... But to 

be an ally of the U.S., to share the same values, to stand together 
with this great democracy, to hate terrorism does not mean that 
every action should be approved... This is what the British PM is 
beginning to understand.\" 


8. (SBU) According to right-of-center Le Figaro on February 21, \"The 
Gulf countries are torn between the temptation to see an 

intervention in lran in a positive light, and concern that it would 
destabilize the entire region... Defense Secretary Robert Gates 
confirmed that all of the deployment in the Gulf is indeed directed 

at Iran. Not necessarily for imminent military action, but to 

elicit respect throughout the negotiations.\" 


9. (SBU) On February 22, senior foreign affairs editorialist for 
right-of-center Le Figaro Renaud Girard explained that \"The U.S. 
cannot launch a military offensive against Iran.\" Girard argued 
that \"too many obstacles make a military intervention improbable. 
These obstacles are as much technical as they are political and 
diplomatic... In Washington, with the hindsight of Irag, it is 
impossible to predict with any precision what a military strike in 
Iran set off in the region... The UNSC would never approve such a 
strike. Russia would surely veto... Therefore the deployment of 
aircraft carriers to the Gulf should be interpreted as 
gesticulation... It is the stick that is being waved in the hopes 

that the adversary will go for a reasonable carrot.\" 


10. (SBU) On February 21, state-run France Inter radio\'s Dominique 
Bromberger told listeners that \"nothing seems to be able to prevent 
an Iranian-American confrontation anymore. Technically it could 
take place at any moment, but it appears as though the American 
President has not yet made that decision... But little by little, 

the measures against Iran that have already been implemented, 
compounded with the Iranian president\'s incompetence are slowly 
beginning to produce a reaction. Iranian public opinion is 
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discontent... So it seems possible that if the powers involved in 
the negotiations could tighten the screws another turn on the 
Iranian regime, it could obtain results." 


11. (SBU) The editorial in right-of-center Le Figaro by Gaetan de 
Capele on February 20 claimed that there is \"no doubt about it, the 
new crisis at Airbus... is extremely serious. Beyond the umpteenth 
conflict between the European partners who are paralyzed by economic 
patriotism... It is the future of the one of the truly European 

companies that is at stake.Y Also on February 20, Catholic La Croix 
noted that \"Airbus\' turbulence has been salutary for Boeing." 


12. (SBU) For centrist business daily La Tribune on February 20, the 
crisis at Airbus mostly pointed to the \"weaknesses of the French 
side\" of the company. The editorial by Francois-Xavier Pietri 
entitled Power Flop\" laments how \"poorly Europe is doing, not just 
politically but in business circles as well... The Airbus issue is 
turning into a fiasco, at least when looked at from the 
Franco-German angle... In the past, Bercy and Matignon have been 
much more involved in Airbus fate... This is because the interests 
of the presidential election, only two months away, do not 
necessarily coincide with those of the long term prospects of was 
once the pride of European industry." 


13. (SBU) Left-of-center Le Monde\'s unsigned editorial on February 
21 said that the \"Crisis at Airbus is taking a turn for the worse -- 

itis becoming nationalistic... And yet Airbus is a good company. 
The technology is good, its commercial organizational set-up is 
good, and its planes are good, in particular the A380. Europe does 
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not have that many commercial successes under its belt that it can 
afford to leave Airbus in the dust faced with Boeing... Airbus\'s 
problem has to do with costs. The VPower 8\' plan is painful, with 
some 10,000 layoffs planned, but it is necessary... If the company 
wants to continue to play in the same category as Boeing, it will 

have to change its industrial and capitalistic model. It will have 

to give up the two-way Franco-German command which has demonstrated 
the extent to which it is paralyzing.\" On February 21, PM Villepin 
confirmed on RTL radio the \"Power 8\" plan for Airbus including some 
10,000 layoffs. 
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1. (SBU) The leading international story was the tripartite meeting 

in Jerusalem between Condoleezza Rice, Mahmoud Abbas and Ehoud 
Olmert. Media called it a \"summit for nothing,\" achieving only the 

goal of agreeing to meet again. The announcement from London of the 
upcoming British troop withdrawal from Iraq prompted commentary 
throughout the week. Editorials and reports suggested that the 
announcement is the only way for PM Blair to \"halt the drop in his 
approval ratings\" and that the \"decision isolates George Bush even 
further and makes the road ahead even more arduous.\" With the 
impending release of the International Atomic Energy Agency report 
expected to stipulate that Iran has expanded uranium enrichment 
efforts instead of meeting international demands to halt those 

efforts, commentaries theorized about the possibility of an American 
military intervention in Iran. Restructuring at Airbus elicited 

laments from dailies over fate of the \"one of the truly European 
company. Airbus\'s plans to cut 10,000 jobs and the pending layoffs 
are expected to be at the top the agenda during a meeting between 
German Chancellor Angela Merkel and French President Jacques Chirac 


Column 3 
on Friday. End Summary. 


2. (SBU) On February 20, left-of-center Le Monde reported the 

Israeli media\'s characterization of the meeting as the \"Blah blah 
Summit, the Summit of Despair or the Summit for nothing.\" The daily 
noted that there \"was not even a press conference organized at the 
close of the meeting... What Secretary Rice had called in January a 
meeting designed to open the political horizon between the Israelis 
and Palestinians\" was aborted. For Catholic La Croix on February 
20, \"the expectations for yesterday\'s meeting in Jerusalem were so 
low that no one was disappointed by the outcome." 


3. (SBU) Bernard Guetta on state-run France Inter radio on February 
20 discussed what he called the American intransigence.\" Guetta 
told listeners that the only thing to come out of the summit was the 
promise to meet again. Nonetheless, \"in spite of the fact that 
Hamas is moving in the right direction, Americans continue to refuse 
to acknowledge this evolution and Europe is incapable of urging it 
to.\" 


4. (SBU) On February 21, broadcast media widely reported the UK\'s 
intention to begin withdrawing troops from Iraq. State-run France 2 
television\'s morning news report noted that \"this is a maneuver for 
Tony Blair to halt his drop in approval ratings. W In his February 

21 broadcast, state-run France Inter radio commentator Bernard 
Guetta praised President Chirac for his decision not to involve 
France in the intervention in Iraq. WHe had a premonition about the 
consequences of the intervention, that it would tear the country 
apart, foster terrorism, give lran more power and generally upset 
the region... He had the courage... to try to mobilize the world 
around a refusal to take part in the Iraqi intervention and it is in 
large part thanks to him that this war did not turn into a clash 
between Christianity and Islam." 


5. (SBU) In the February 22 edition of right-of-center Le Figaro, 
Pierre Rousselin\'s editorial, entitled YA Very Political 

Withdrawal,\" observed that “Tony Blair, armed with good intentions 
and a messianic vision like George W. Bush, wanted to convert Iraq 
and the Middle East to western-style democracy. Four years later, 
Blair is pulling out of a country that is in the throes of civil 

war, where the reconstruction effort has never gotten off the ground 
and where Iran will obviously take advantage of the vacuum left 
behind by the British troops. George W. Bush, no doubt, tried his 
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best to delay a British troop withdrawal while trying to convince a 
hostile Congress to approve a troop surge in Iraq. Tony Blair\'s 
decision isolates George Bush even further and makes the road ahead 
even more arduous.\" 


6. (SBU) Left-wing Liberation\'s report on February 22 suggested that 
\"On the international scene, the UK\'s image has been damaged... 
While in the U.S. Tony Blair looks like a hero, leading a country 

that is perceived to be a trustworthy ally, in his own country as 

well as in France, Germany and Russia, Blair is seen as the American 
President\'s lap dog... Will Blair be forever stigmatized by the 
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Iraqi crisis? Probably; and his role in transforming the Labour 
Party or improving the economic situation in the UK will be 
minimized.\" 


7. (SBU) In Catholic La Croix on February 22, Francois Ernewein 
opined that \"The real reason for the withdrawal of British troops 
from Iraq lies not in Iraq but in the UK. Ceaselessly torn between 
Europe and the other side of the Atlantic, [Tony Blair] made the 
choice in 2003 to go into Iraq in spite of international law, 

relaying the [U.S.\'s] lies as to the imminent threat posed by Iraq, 
and in contradiction with the majority of British public opinion. 
Four years later the situation in Iraq is such that even greater 
mobilization in terms of troops and materiel is necessary. Instead 
it is the contrary that Tony Blair has just announced... The 
downsizing of the coalition is a green light for disaster... But to 

be an ally of the U.S., to share the same values, to stand together 
with this great democracy, to hate terrorism does not mean that 
every action should be approved... This is what the British PM is 
beginning to understand.\" 


8. (SBU) According to right-of-center Le Figaro on February 21, \"The 
Gulf countries are torn between the temptation to see an 

intervention in lran in a positive light, and concern that it would 
destabilize the entire region... Defense Secretary Robert Gates 
confirmed that all of the deployment in the Gulf is indeed directed 

at Iran. Not necessarily for imminent military action, but to 

elicit respect throughout the negotiations.\" 


9. (SBU) On February 22, senior foreign affairs editorialist for 
right-of-center Le Figaro Renaud Girard explained that \"The U.S. 
cannot launch a military offensive against Iran.\" Girard argued 
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that \"too many obstacles make a military intervention improbable. 
These obstacles are as much technical as they are political and 
diplomatic... In Washington, with the hindsight of Irag, it is 
impossible to predict with any precision what a military strike in 
Iran set off in the region... The UNSC would never approve such a 
strike. Russia would surely veto... Therefore the deployment of 
aircraft carriers to the Gulf should be interpreted as 

gesticulation... It is the stick that is being waved in the hopes 

that the adversary will go for a reasonable carrot.\" 


10. (SBU) On February 21, state-run France Inter radio\'s Dominique 
Bromberger told listeners that nothing seems to be able to prevent 
an Iranian-American confrontation anymore. Technically it could 
take place at any moment, but it appears as though the American 
President has not yet made that decision... But little by little, 

the measures against Iran that have already been implemented, 
compounded with the Iranian president\'s incompetence are slowly 
beginning to produce a reaction. Iranian public opinion is 
discontent... So it seems possible that if the powers involved in 

the negotiations could tighten the screws another turn on the 
Iranian regime, it could obtain results." 


11. (SBU) The editorial in right-of-center Le Figaro by Gaetan de 
Capele on February 20 claimed that there is \"no doubt about it, the 
new crisis at Airbus... is extremely serious. Beyond the umpteenth 
conflict between the European partners who are paralyzed by economic 
patriotism... It is the future of the one of the truly European 

companies that is at stake.\" Also on February 20, Catholic La Croix 
noted that \"Airbus\' turbulence has been salutary for Boeing." 


12. (SBU) For centrist business daily La Tribune on February 20, the 
crisis at Airbus mostly pointed to the \"weaknesses of the French 
side\" of the company. The editorial by Francois-Xavier Pietri 
entitled Power Flop\" laments how \"poorly Europe is doing, not just 
politically but in business circles as well... The Airbus issue is 
turning into a fiasco, at least when looked at from the 
Franco-German angle... In the past, Bercy and Matignon have been 
much more involved in Airbus fate... This is because the interests 
of the presidential election, only two months away, do not 
necessarily coincide with those of the long term prospects of was 
once the pride of European industry." 


13. (SBU) Left-of-center Le Monde\'s unsigned editorial on February 
21 said that the \"Crisis at Airbus is taking a turn for the worse -- 

itis becoming nationalistic... And yet Airbus is a good company. 
The technology is good, its commercial organizational set-up is 
good, and its planes are good, in particular the A380. Europe does 
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not have that many commercial successes under its belt that it can 
afford to leave Airbus in the dust faced with Boeing... Airbus\'s 
problem has to do with costs. The \'Power 8\' plan is painful, with 
some 10,000 layoffs planned, but it is necessary... If the company 
wants to continue to play in the same category as Boeing, it will 

have to change its industrial and capitalistic model. It will have 

to give up the two-way Franco-German command which has demonstrated 
the extent to which it is paralyzing.\" On February 21, PM Villepin 
confirmed on RTL radio the \"Power 8\" plan for Airbus including some 
10,000 layoffs. 
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1. (SBU) Embassy Paris is reviewing and recalibrating its media 
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strategy for 2007, in order to maintain the appropriate level of 
focus of print media while building on our contacts with radio and 
TV media. This analysis of satellite providers is the third in a 
series of cables analyzing the media environment. End Summary. 


2. (SBU) France has undertaken a major project entitled the 

\"Television of the future,\" which aims to provide universal digital 
television coverage via the Digital Video Broadcast (TNT) system by 
sometime between March 2008 and November 2011. The objective is to 
enable 100 percent of the French population to receive 18 digital 

quality channels free of charge. A government-sponsored interest 

group will be in charge of assisting those viewers who would 

otherwise not be able to afford the service, including the 

possibility of no-cost satellite reception in areas without TNT 

service. 


3. (SBU) The French government is trying to ensure that the French 
have access to a wide variety of channels, public as well as 

private, and that France is on the cutting edge for digital 

television technology. The TNT system has tripled the number of 
free channels available to most viewers (from 6 to 18, including 
such news channels as i-tele, BFM-TV, and Direct-8). It offers six 
full public channels (as opposed to three on the analog TV) with 
more news, music, youth programs, movies, documentaries and 
made-for-TV films. 


4. (SBU) In January 2007, CanalSat and TPS (Television Par 
Satellite) formalized their merger, previously approved by the 
Ministry of Economy, Finance and Industry in August 2006. The new 
company, called Canal plus France, is now the only TV satellite 
operator in France. To preserve competition, however, the 
government required Canal plus France to respect a series of 
specific conditions for a number of years. 


5. (U) The Canal plus Group signed a long-term contract on January 


19 with Luxembourg-based SES ASTRA for the satellite transmission of 
Canal plus France\'s program selection for the French Market. 


6. (U) Eutelsat is the other leading satellite provider in France 
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and is based in Paris. Established in 1977 as an intergovernmental 
organization to give Europe a satellite telecommunications network, 
Eutelsat became a Limited Company in 2001 following the 
liberalization of the telecommunications sector. Eutelsat made its 
first public stock offering in December 2005. Eutelsat\'s 
shareholders include Abertis Telecom (Spain leading communication 
company) with 32 percent and Caisse des Depots with 25.5 percent, 
others 9.3 percent. The Caisse des Depots is a French public and 
investment organization, whose CEO is appointed by Presidential 
decree by the Council of Ministers. 


7. (SBU) State-owned France 24 (all-news channel) signed a 
cooperative agreement with Arabsat, an Inter-Governmental 
Organization founded by the Arab League in 1976, in November 2006 to 
distribute France 24 via Arabsat\'s satellites. Arabsat\'s 

headquarters are in Riyadh, but the company maintains an office in 
Paris. 


8. (SBU) Digital video broadcasts (TNT) and French government use of 
available satellite providers work to enhance basic programming 
availability throughout France, while allowing France to stay near 
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technology\'s cutting edge and maintaining a role for the government 
in distribution. Our media outreach is expanding to embrace these 
newly enhanced TV programming opportunities. 
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1. (SBU) SUMMARY: French GDP increased two percent in 2006. Export 
growth recovered in Q-4, but GDP growth was still heavily dependent 

on consumption. Job creation was lower than expected, although the 
unemployment rate (ILO definition) fell to 8.6 percent. Sluggish 

growth could further complicate the political environment for 

economic reform and dampen the prospects for a more dynamic French 
economy going forward. END SUMMARY 


2. (U) INSEE, the French National Statistical Agency, confirmed that 
French GDP increased 2.4 percent (annualized) in Q-4, well above the 
zero growth in Q-3, as rebounding exports helped offset lower 
consumer spending growth. The foreign trade contribution to GDP 
turned positive in Q-4 after being negative in Q3. Corporate 
investment increased 4.4 percent (annualized). Eric Dubois, INSEE 
chief economist, stressed that GDP growth had recovered in Q-4, but 
acknowledged that the rebound was \"smaller than the 3.6 percent 
initially expected.\" 


3. (U) For 2006 as a whole, GDP increased 2.0 percent, rebounding 
from 1.2 percent in 2005. GDP growth was mainly led by a 2.7 
percent increase in household consumption, the best performance 
since 2000. Corporate investment growth (3.8 percent) remained 
unchanged compared with 2005. Despite a 3.0 percent increase to 6.2 
percent, export growth remained lower than import growth (7.1 
percent). INSEE\'s Dubois found \"very disappointing\" the 1.4 percent 
increase in manufacturing production in 2006. That poor performance 
was mainly due to an 8.6 percent decline in the automobile industry. 


5. (U) The 2006 GDP growth rate is at the bottom end of the 2.0-2.5 
percent range forecast by the government. Finance Minister Thierry 
Breton admitted that GDP growth in 2006 was \"not satisfactory.\" In 
an interview with French TV channel Canal Plus, Breton argued that 
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\"even if we had managed to achieve 2.5% growth, | would not have 
been satisfied. My ambition is 3.5%-4%\" GDP growth" For the 

first year since 1994, German growth outstripped that of France, and 
for the second consecutive year, FranceYs economic growth has been 
lower than the average for the eurozone. 


6. (U) Many critics blame the sluggish GDP growth rate on a lack of 
export-orientation in the French economy. That said, private-sector 
economists noted several positive aspects in the French economic 
outlook. Corporate investment growth and export growth were higher 
in Q-4 compared with Q-3. Inventories decreased in Q-3 and Q-4, a 
positive signal for potential economic growth. The real estate 

sector slowed its rate of growth in 2006 with household investment 
up 2.5 percent, compared with 4.1 percent in 2005, a relatively 
smooth adjustment. 


7. (U) Job creation in 2006 was well below Finance Minister Breton\'s 
objective of creating 250,000 jobs (of which 80 percent were to have 
been in the private sector). The French economy created a net of 
only 142,000 jobs in the private non-farm sector. The services and 
construction sectors respectively created 151,800 jobs and 60,700 
jobs, while the industrial sector shed 70,700 jobs. The 
unemployment rate (based on the ILO definition) decreased to 8.6 
percent in December 2006 from 9.6 percent in December 2005, 
partially due to demographic factors. However, the methodology of 
the official unemployment rate may very well mask \"hidden\" 
unemployment, and certainly obscures significantly higher 
unemployment rates in some marginalized localities (ref A). 


Comment 

8. (SBU) Economic growth in 2006 remained sluggish, and the 
probability is that it will remain much the same this year (ref B). 
French economic growth is overly dependent on domestic demand, which 
presents a significant risk and a lost opportunity. Should domestic 
consumption fall, French economic growth would stagnate. The lost 
opportunity is a continuing failure to put in place policies - 

including more flexible labor markets -- that would help the French 
economy to capitalize on global trade and investment trends. 
Healthy domestic demand means that France should weather most 
near-term external trade disturbances, including a rise in the euro 
exchange rate against other major currencies, such as the dollar and 
yen. However, it also means that the next government, no matter its 
market orientation, may be tempted to muddle through, to France\'s 
long-term detriment, if the political price of reform looks too 

high. 
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SUBJECT: EMPOWERING THE WOMEN OF SOUTHEAST IRAQ 


INTRODUCTION AND SUMMARY 


1.) As part of our public outreach strategy, REO Basrah, along 

with the British Consulate General, sponsored a conference on 
empowering women on February 20. The purpose was to encourage 
women to promote stability and economic prosperity. The 

conference was held at the Basrah Airport and attended by 34 

women from Basrah, Dhi Qar, Maysan, and Muthanna provinces. The 
participants included politicians, attorneys and judges, 

physicians, teachers, engineers, and representatives from NGOs. 

The conference also received extensive press coverage. End 
summary. 


PEACE, STABILITY AND DOMESTIC VIOLENCE 


2.) The first portion of the conference focused on peace and 
stability. Our objective was to encourage women to take back 
their streets from the militia who wage intimidation campaigns 

on the citizens and target Coalition bases with mortars and 
rockets. REO Director Louis Bono spoke of the power of women. 
Quoting American suffragist Elizabeth Cady Stanton, he urged the 
women to harness this power against the destructive forces in 
their communities. He told the women that the role of the 
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Coalition is limited in this regard; it is up to the Iraqi 

people to take back their streets. British Consul General 
Rosalind Marsden said in the coming months that Iraqis would 
retake control of security in Basrah and Maysan and discussed 
how women can play a role in this process. (Note: Provincial 
Iraqi Control - PIC - has already occurred in Dhi Qar and 
Muthanna. End note.) One example she cited is the police 
anonymous hotline. She said of the 45 calls received in the 
previous week, all were from women. 


3.) While the UK and U.S. officials focused on militia violence, 
the Iraqi speakers focused on a different type - domestic 
violence. Basrah Provincial Council member Esra al-Saad spoke 
about the violence against women and children and called for 
legislation to protect women. Judge Suad Nassar agreed that 
women suffer under the law. She said the uneducated are most 
prone to violence and stressed the need to train women, 
including elected officials, on their rights. 


4.) The participants agreed on the need for education on women\'s 
issues, especially for women in the countryside and ghettos, as 
well as for male leaders. They said the Convention to Eliminate 
Discrimination and Violence Against Women (CEDAW) was, in part, 
inconsistent with Islamic principles but work is being done to 

draft an acceptable version. They did agree on the utility of 

using experiences of women in other countries as building 

blocks. On militia violence, they discussed the need to address 
violence sponsored by external forces in order to improve 

security. One woman pointed out that most of the people killed 
and injured in market explosions were women. Another drew a 
nexus between militias and domestic violence: sometimes when 
women report on militia activity, they are beaten by their 
husbands.\" There was also discussion on the rights of female 
prisoners. 


A ROLE IN THE ECONOMY 


5.) The second part of the conference focused on economic 
opportunities for women. By empowering women economically, they 
will be more inclined to foster stability to protect their 

interests. Two representatives from USAID\'s IZDIHAR project 
addressed the conference. Susanne Jalbert spoke about small 
business development and Thelma Tajirian explained about small 
business loans and microfinance. The REO director cited the 
Prophet Mohammed\'s wife Lady Khadeijah as an example of the 
prominent role women can play in the business community. He 
also mentioned USG programs for women, including the Gift Fund 
to promote public-private partnerships. Many of the women 
expressed an interest in seeking business opportunities and 
helping those in their communities to do so. Jalbert handed out 

a CD-rom containing information on how to start a business and 
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obtain credit. 


ENGAGING THE MEDIA 


6.) Media coverage of the conference was extensive. There 
seemed almost as many reporters and photographers from 
television, radio, and print media as there were participants. 
We were surprised by the media presence, as we were told 
beforehand that most women were reluctant to publicize their 
efforts or their association with the Coalition. However, 

during the conference, few if any, seemed camera shy. This 
followed their discussion on media engagement to promote the 
role of women in society and expose the issue of domestic 
violence. 


MOVING FORWARD 


7.) One of the immediate successes of the event was bringing 
together women from southeastern Iraq. All agreed on the need 
for female representation in government, and there was 
discussion on coordination between NGOs and politicians. We 
encouraged them to form an umbrella association to remain in 
contact and coordinate their efforts, but there was too little 

time to accomplish this. However, several women got together to 
discus the formation of such an association. There was 
overwhelming consensus to continue the dialogue, and the 
participants asked UK and U.S. officials for assistance. As we 
move forward, Jalbert suggested we focus on leadership, business 
development, and security training, as well community 

coalitions. We are pleased with outcome of this event and will 
continue our work with the women of the region. 

BONO 
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E.O. 12958: N/A 
TAGS: EAGR, ELAB, PGOV, PINS, PINR, BR 
SUBJECT: MST INVASIONS IN WESTERN SAO PAULO STATE 


REF: (A) SAO PAULO 129 (B) 06 BRASILIA 1138 
(C) 06 SAO PAULO 332 


SENSITIVE BUT UNCLASSIFIED - PLEASE PROTECT ACCORDINGLY 


1. (SBU) Summary: Since February 18, Brazil\'s Landless Movement 
(MST) has invaded thirteen farms in the far west of Sao Paulo state. 
The de facto leader of the actions has indicated that more 

invasions are forthcoming if the government does not get serious 
soon about land reform and redistribution. In what appears to be a 
new twist, agricultural workers affiliated with the United Workers 
Center (CUT), Brazil\'s largest labor confederation, which is itself 
closely linked to President Lula da Silva\'s Workers\' Party (Partido 
dos Trabalhadores - PT), have been participating in the invasions. 
The MST is calling on the state government to enter into a dialogue, 
but a member of Governor Jose Serra\'s cabinet has stated that while 
the state government is prepared to take action to ameliorate the 
land situation in the troubled Pontal region, per the 1988 

Constitution, agrarian reform falls under the jurisdiction of the 
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federal government. A separate group, the Landless Liberation 
Movement, has reportedly carried out an invasion of its own in Minas 
Gerais state. The social movements may be trying to get President 
Lula to pay more attention to their concerns as he begins his second 
term. End Summary. 


2. (U) The Rural Workers\' Landless Movement (MST) has conducted 
thirteen land invasions in southwestern Sao Paulo state over the 

past five days. Per ref C, the area of activity, known as the Pontal 

do Paranapanema, has historically been the site of land disputes, 
with allegations of forged land titles and illegal sales of 

property. In a number of cases, the state has tried to reclaim 

title, with cases languishing for years in the courts. The MST has 
taken advantage of the ambiguity over ownership by claiming the land 
belongs to nobody and thus should be redistributed to the landless. 
Some of the properties invaded are located in the Alta Paulista area 
adjacent to the Pontal. 


3. (U) Background: The MST was formed in 1985 to campaign for 
agrarian reform. Since then it has staged numerous of occupations 
of public and private Wunproductivel" land to pressure the federal 
and state governments to speed up and increase the scope of land 
reform. Its activities have brought it into conflict with a number 

of local landowners and with the government. MST routinely invades 
and occupies farms it considers unproductive. While occupying the 
farms, MST members usually slaughter livestock and harvest crops to 
feed themselves. When a judicial order is issued, they usually 
vacate the premises but do not respond for the damages. End 
Background. 


4. (U) This week\'s land invasions have been carried out under the 
leadership of Jose Rainha Junior, a long-time leader of the MST in 
the Pontal who, as recounted ref C, was divested last year of 
responsibility by the MST national leadership for allegedly failing 

to obey orders and to adhere to the principles and norms of the 
landless movement. Rainha was apparently leading invasions and 
trying to negotiate on behalf of the MST without authority to do so. 
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With respect to this week\'s activities, the MST has confirmed that 
some 2000 members have participated in the land invasions, and has 
so far not publicly disavowed either Rainha or his actions. He 
reportedly directly controls nine of eleven squatter camps in the 
Pontal, comprising some 1500 people, and administers the other two. 
According to press reports, he wields influence over some 6,000 
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settler families in the region. 


5. (U) Biographic Note: Rainha was convicted in 1997 of 
orchestrating the murders of a local landowner and a policeman in 
the state of Espirito Santo. Rainha was sentenced to 26 years 
imprisonment on charges of homicide in a trial which, according to 
Amnesty International, did not meet international fair trial 

standards. Under Brazilian law, anyone sentenced to more than 20 
years in prison is automatically entitled to a second jury trial. A 

jury acquitted Rainha in the retrial on the murder charges, 

reversing the 1997 conviction. In 2005 he and three other MST 
leaders were found guilty of arson, robbery, and other charges and 
sentenced to 10 years in prison. The charges stemmed from a 2000 
invasion of the Santana de Alcidia farm in Sao Paulo state. Rainha, 
then a fugitive from justice, was arrested in 2002, but was later 
released by Brazil\'s Supreme Court. End Biographic Note. 


6. (U) Rainha, 45, was associated with President Lula in the 1980s 
when they were both union leaders fighting Brazil\'s military regime. 
He has stated publicly that Brazil has one of the worst land 
distribution ratios in the world, with about half of all arable land 

in the hands of about two percent of the population. The press is 
full of speculation that his current activities in the Pontal could 

get him sent back to jail, a prospect he claims not to fear. 


7. (U) Something new in the recent land occupations is the 
involvement of the United Workers\' Center (CUT), Brazil\'s largest 
labor confederation. The CUT\'s National Executive issued a 
statement in support of the MST\'s actions on the grounds that the 
struggle for land reform is legitimate. At the same time, an 

official at CUT headquarters in Sao Paulo told Econ Specialist that 
CUT supports the MST struggle for land reform but does not 
participate directly in violent land seizure or occupation of farms 

that the MST considers unproductive. The CUT representative said 
that the occupations near Presidente Prudente, a city in the Pontal, 
were a decision of local unions affiliated with CUT and that the CUT 
is not responsible for their acts. A leader of the Sao Paulo state 
CUT, Edilson de Paula, was quoted by media as saying some 800 
agricultural workers and unemployed CUT members have participated in 
the invasions. However, the CUT coordinator in Presidente Prudente 
echoed the position of the national organization, asserting that the 
CUT does not participate in land occupations and attributing 

activities to that local agricultural worker\'s unions affiliated 

with the CUT. Edilson de Paula stressed that the CUT has always 
respected the autonomy of its constituent unions and considers the 
land occupations appropriate because land reform has moved so slowly 
in Sao Paulo state. 
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8. (U) Meanwhile, Sao Paulo Secretary of Justice Luiz Antonio 
Guimaraes Marrey expressed a willingness to meet with MST leaders to 
help resolve the dispute, but stressed that the occupations were 

illegal and that the squatters would have to withdraw from the land 
before negotiations could take place. On February 22, a judge in 

Santo Anastacio (near Presidente Prudente) ordered squatters to 
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withdraw from three of the properties, threatening daily fines in 

the case of non-compliance. The judge was responding to a complaint 
filed by the Rural Democratic Union (UDR), which represents 
landowner interests. The UDR plans to file more court cases in the 
hopes of getting the land cleared of squatters and bringing the 
invasions to an end. Police expect the MST to withdraw from the 

three properties by late Friday. 


9. (U) Marrey also noted that while there were certain actions the 
state government could take to help resolve some land disputes and 
distribute more land to those who need it, ultimately it was the 
federal government that would have to act, since the Constitution 
assigns responsibility for land reform to the federal government. 

He noted that the MST and CUT have close political ties to the 
federal government and suggested that they should direct their 
demands to Brasilia. (Note: The state government is in the hands of 
the main opposition party to President Lula\'s Workers Party (PT); 
Governor Jose Serra of the Brazilian Social Democracy Party (PSDB) 
ran unsuccessfully against Lula in 2002 and is expected to be a 
candidate again in 2010. End Note.) 


10. (SBU) Guilherme Cassel, Minister for Agrarian Development, 
which is responsible for land reform, noted the historical tensions 
over land in the Pontal and intimated that invasions are 
understandable in certain cases in which justice has been long 
delayed. He criticized the state government, which he said should 
be working in partnership with the federal government to resolve the 
problem. Cassel and his predecessor, Miguel Rossetto, both belong 
to the leftist Democratic Socialism faction of the PT, and are both 
from Rio Grande do Sul, Brazil\'s southernmost state, as is the 
faction\'s leader, state legislator Raul Pont. Rossetto resigned in 
March 2006 to run unsuccessfully for the Senate and is now 
considered a likely candidate for Mayor of Porto Alegre. The 
Democratic Socialists are close to the left-wing social movements 
that make up a considerable part of the PTYs base, but are currently 
in strife with the party\'s more moderate Majority Faction (see ref 
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A). Despite this supposed closeness, MST leader Rainha was 
unsparing in his criticism of the Lula government\'s inaction on land 
reform issues and stated that removal of Cassel and appointment of a 
Minister more willing and able to implement rapid and comprehensive 
land reform was one of MSTYs conditions for retreating from the 
occupied land. 


11. (U) A separate group, the Movement for the Liberation of the 
Landless (MLST), carried out an occupation February 20 in the 
so-called Mineiro TriangleW of Minas Gerais state, north of Sao 

Paulo. Their stated intention was to pressure the Institute for 
Colonization and Land Reform (INCRA) to create more settlements. 
MLST is the group that undertook a violent invasion of the Chamber 

of Deputies in June 2006 (ref B). Its president, Bruno Maranhao, 

was suspended from his position as PT Secretary for Social Movements 
and membership on the party\'s National Executive Committee in the 
aftermath of that incident. 


COMMENT 
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12. (SBU) Comment: The MST is clearly trying to test the metile of 
the new administration of Sao Paulo Governor Jose Serra. Many of 
the land initiatives undertaken by ex-Governor (2001-06) and later 
presidential candidate Geraldo Alckmin became bogged down in 
bureaucracy and bore little fruit. The MST may be hoping to extort 
better results from Serra. At the same time, leftist elements of 

the PT repeatedly expressed frustration during President Lula\'s 
first term that despite his background in poverty and the labor 
movement - he helped found both the PT and its sister organization, 
the CUT - he has governed Brazil like a centrist and has not done 
nearly enough for the poor. Now that he has been re-elected, the 
social movements are hoping to collect on what they think he owes 
them. End Comment. 


13. (U) This cable was coordinated/cleared with Embassy Brasilia. 
MCMULLEN 
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E.O. 12958: DECL: 02/23/2017 

TAGS: ENRG, EPET, KCOR, EIND, IZ 

SUBJECT: PRT TIKRIT: A BALANCING ACT: THE OPF AND 4TH IA IN 
BAYJI 


REF: BAGHDAD 462 


Classified By: Classified by Stephanie Miley, PRT Deputy Team Leader, f 
or reasons 1.5 (b) and (d). 


1. (U) This is a PRT Tikrit, Salah ad Din cable. 


2. (C) SUMMARY. The Oil Protection Force at the Bayji oil 
refinery, normally overseen by the Ministry of Oil (MoO), is 
now nominally under the command of the 4th IA according to a 
January 29 directive by PM Maliki. In practice, however, the 
OPF largely operates independently of MoO control, heavily 
influenced by local sheikhs, politicians, and other 

interests. Al Maliki,s edict, which also replaced the 

current refinery chief Abdel Khader with Ali Obeydi, could 

set the stage for a behind-the-scenes turf battle in Bayji 
between OPF and the 4th IA (represented by three Strategic 
Infrastructure Battalions, or SIBs, the 8th, 12th, and the 

20th). The end result of the change is uncertain. On one 
hand, the presence of the SIBs potentially increases the 
possibility for increased illegal trafficking in refined 

fuel. However, this development may also offer the GOI a 
window of opportunity. An adroit policy on the ground which 
encourages a system of checks and balances between the rival 
groups could introduce an element of accountability in Bayji 
not previously seen. END SUMMARY. 


3. (C) Tasked with providing internal and external security 
at the Bayji oil refinery, the Oil Protection Force appears 

to be heavily influenced by shadowy local leaders (sheikhs 
and politicians), who may receive favors in the form of fuel 
and employment opportunities for tribe members  (reftel). 
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In order to curtail the widespread oil smuggling at Bayji 

that creates severe refined fuel shortages throughout 
north-central Iraq, PM Al Maliki ordered LTG Aziz, the 
commander of the IA 4th Brigade (whose AO extends into 
several provinces), on January 29 to mount a &military 
invasion8 of the Bayji refinery; taking command of OPF, 
eliminating corruption, and then ceding control to a revamped 
Ministry of Oil security force. Given thirty days to deal a 
substantial blow to the oil smuggling trade, Aziz deployed 
additional detachments from the 8th, 12th, and 20th Strategic 
Infrastructure Battalions (SIBs) to the refinery; elements 

from these units were already guarding the front and rear 
gates. Despite the fanfare, deployment of the SIBs to stop 
corruption at Bayji is not a magic bullet. SIB units are 

known to siphon fuel from pipelines as well as extort tanker 
drivers, and according to evidence acquired from refinery 
contacts, newly deployed units at the refinery may already be 
enjoying newfound opportunities for self-enrichment. 
(COMMENT: However, if coupled with a steady CF presence, 
rivalry between the OPF and the SIBs may encourage them to 
keep tabs on each other. Skillful manipulation of the 
situation by the GOI could significantly assist in the 
elimination of the rampant oil smuggling at Bayji and 
simultaneously provide an immense boost to Iraq,s struggling 
economy by ensuring greater supplies of refined fuel to the 
general population. END COMMENT) 


4. (C) There is no doubt that the arrival of SIB forces to 

Bayji has produced a number of positive changes. Nearly all 
tanker drivers told IPAO during interviews on February 7 that 
they perceive a dramatic increase in security in the 
immediate vicinity of the refinery (previously AIF would 

loiter outside the front and back gates, threatening and 
extorting tanker drivers). In addition, some of the SIB 
leaders, such as COL Yaseen, Commander of the 12th SIB, 
appear to enjoy a strong reputation as being above corruption 
among both local Iraqis (in and out of the refinery) and CF 
alike. On February 7, Yaseen told IPAO that he and his men 
saw the upcoming fight against corruption at Bayji as &a 
struggle for the Sunni people.8 According to Yaseen, if oil 
smuggling in Bayji is not ended soon, the Shia-dominated GOI 
and Ministry of Oil would close the refinery. He has 
embraced the responsibility for his unit to accomplish the 
anti-corruption mission in order to avoid that outcome. 


5. (C) Conversely, refinery officials were almost unanimous 
in expressing skepticism at the idea that the SIBs would not 
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engage in corruption, and predicted it would be on a far more 
massive scale than OPF corruption. Abdel Khader, Chief of 
Production, told IPAO on February 7 that &With OPF we know 
what to expect. A little fuel here, a jerry can there. The 

IA will use whole tankers to steal the fuel.8 Khader also 
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stated that he was aware of several fuel theft schemes 
involving the IA (NFI). (COMMENT: The views expressed by 
refinery officials should be weighed in consideration of the 
fact that many of them may be involved in or complicit with 
the OPF on oil smuggling ) and may also desire to maintain 
the status quo - so their concern may not be entirely 
altruistic. END COMMENT.) 


6. (C) During an interview conducted on February 6, Nebhan 
Mehjoob, OPF Bayji District Manager, accused the lA of a 
laundry list of alleged offenses ) such as fuel theft and 

tanker driver extortion - committed by the 8th and 20th SIB 

at the refinery during the first week of February. (NOTE: 
Nebhan also provided photos to accompany his charges. END 
NOTE.) Nebhan and Sabah repeated the concerns expressed by 
other refinery officials; the SIBs have proven to be corrupt 
already, they have the potential to steal greater amounts of 
fuel. Both OPF managers conveyed to IPAO that they would 
closely monitor IA activities and continue to report any 
wrongdoing to CF. Nebhan and Sabah appeared to be ambivalent 
regarding the new director, Dr. Ali Obeydi (in office for 

only one week at the time of this writing); instead they 

focused their attention on the IA. However, more important 

to the long-term security situation at Bayji than the 

response by refinery management to the new situation may be 
the response by the local power players who have interests to 
protect there. This remains an unanswered question: when 
asked to predict the sheikhs, ) and their clients within 

the OPF - reactions to a possible IA clamp down on 
corruption, Nebhan simply stated enigmatically, &They won,t 
be happy.8 


7. (C) COMMENT. Deployment of the SIBs is not a panacea. 
Considering their prior overall record, it is dubious that 
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alone they are capable of stopping fuel theft at Bayji. In 

the wild-west like atmosphere of the Bayji oil refinery, 

where a number of players are competing for power and 
influence, neither the SIBs nor new Director Dr. Obeydi are 
likely capable of terminating the entrenched oil smuggling 
trade alone, the best intentions of General Aziz and Colonel 
Yaseen notwithstanding. However, any measure of increased 
security in Bayji is a positive development. In addition, 

the OPF and the SIB,s suspicion of each other could be 
carefully nurtured into a system of checks and balances, 
ensuring a level of accountability at Bayji which has always 
been lacking. Coupled with an increased CF presence at the 
refinery, there now appears to be a window of opportunity ) 
given skillful leadership by the GOI - to effect positive 
change upon one phase of the fuel smuggling epidemic. 


8. (C) The local leadership of the OPF appears to be 
grudgingly prepared to cooperate with the IA and Obeydi. 
Less certain is the reaction of the local sheikhs and 
politicians who appear to exert considerable influence at the 
facility (largely through indirect control of the OPF). Many 
of these players will probably wait to see how the situation 
develops in the near-term; however, if oil smuggling is 
actually reduced, a backlash by OPF and/or AIF elements in 
the form of retaliatory attacks and other forms of sabotage 
at the refinery is possible, even likely. The Bayji refinery 

) probably due to its cash cow status for various players - 

is one of the few locations in Iraq which has largely been 
exempt from terrorist attack since 2003. This has the 
potential to change in 2007 if Al Maliki,s plan is 

ultimately successful. END COMMENT. 


9. (U) PRT Tikrit thanks the soldiers of the 1st Battalion, 
505th Paratroop Regiment, 82nd Airborne Division for their 
invaluable contributions and support that make this reporting 
possible. 


10. (U) For additional reporting from PRT Tikrit, Salah ad 
Din, please see our SIPRNET reporting blog: 
http://www.intelink.sgov.gov/wiki/Tikrit. 
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E.O. 12958: N/A 
TAGS: ECON, ETRD, WTO, BR 
SUBJECT: BRAZIL: WTO Taft Goods Demarche Response 


REF: A) State 20817 


1. (U) EconOff delivered reftel points in to Peter Fox, GOB Deputy 
Director of Division of Market Access atthe MFA. Fox, who will 
leave for the Geneva talks on 24 February, said that he had read in 
full the USG position on the issue and, after discussions both 
internally and externally with private industry groups, the GOB 
identified two issues preventing it from co-sponsoring the USG text 
as presented. 


2. (U) First, he noted that the GOB is in the process of 

standardizing labeling within Mercosul. Since this has not been 
completed, the GOB does not have a base for comparison of Mercosul 
standards to the USG position. 


3. (U) Second, he stated that while awaiting a Mercosul policy, the 
GOB is using an internally developed rule and the USG position does 
not \"precisely\" fit GOB requirements. He added that the GOB is open 
to discussions in Geneva to find common ground on this issue. 
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E.O. 12958: DECL: 02/15/2017 
TAGS: MARR, NATO, PGOV, PTER, QA, XF 
SUBJECT: QATAR REQUESTS NATO PERSONNEL DEPART BY 4 MARCH 


REF: USNATO 113 
Classified By: Charge d\'Affaires Richard Olson, reasons 1.4 (b) and (d) 
1. (U) This is a request for guidance. see para. 3. 


2.(C) Summary: Qatari Ambassador to Belgium al-Dosari met 
with NATO D/SYG Ambassador Minuto Rizzo February 22 and hand 
delivered a Note Verbale (see para. 6) reporting that the 
presence of NATO personnel at al-Udeid Airbase would be 
illegal after February 25, 2007. Subsequent discussions 
between the French contact point embassy in Doha and the NATO 
International Staff and various Qatari contacts have produced 

a one week extension of this deadline to March 4. 

Moreover, the Note Verbale stated that the multi-lateral 
agreements signed between the Government of Qatar and some 
states cannot be applied to personnel at al-Udeid Airbase 

under the umbrella of NATO or with a Third Party. (Comment: 
the reference to \"multilateral\" agreements may be a 

translation garble since we know of only NATO member 

bilateral agreements with Qatar. End Comment.) The Note 
Verbale also stated that the draft agreement presented by 

NATO officials in Doha February 2-3, bears no relation to the 
Defense Cooperation Agreement proposed by Qatar (reftel) and 
does not \"correspond\" to the requirements of the Government 
of Qatar. (Note: Allies today asked to see the NATO 
counter-reply to Qatar, but NATO has yet to release it. We 

will press the issue. End Note.) The Note Verbale stated 

that the Government of Qatar wished to continue negotiations 
and NATO staff confirmed that Qatar\'s main interlocutor 
Brigadier General Abdullah Jumad al-Hamad had agreed to a 
March 1-2 meeting in Brussels with NATO DASG Robert Simmons. 
The five NATO nations, based on instructions from their 
respective capitals and deliberations at 26 in the NATO 

Political Committee, and NATO staff following the Qatar issue 
are not confident that NATO can arrive at a mutually 

acceptable arrangement with Qatar if Doha continues to demand 
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a security guarantee from NATO (a non-negotiable, 
non-starter), criminal jurisdiction over NATO personnel in 
Qatar and cooperation activities beyond the Allied-agreed 
envelope of the Istanbul Cooperation Initiative (ICI). End 
Summary. 


3.(C) Guidance recommendation - Given the clear Qatari 
assertion that U.S. personnel assigned to the NATO ISAF 
coordination element, who are in NATO billets, are not 

covered by the U.S. bilateral defense cooperation agreement, 
consideration should be given to asking SACEUR whether those 
U.S. personnel should depart Qatar until their status can be 
resolved. 


4.(C) The NAC will be briefed on the status of ISAF 
personnel atthe CAOC on Monday February 26. The Chief of 
Military Committee also will provide a briefing to the NAC on 
Wednesday February 28. International Military Staff (IMS) 
warned today that closure of the ISAF cell at the CAOC will 
impair ISAF\'s mission to provide air support for ISAF troops 
in Afghanistan just as ISAF is ramping up its spring 

offensive against the Taliban. ISAF air operations 

capability will continue to degrade thereafter if it is 

combined with the CAOC, they predicted, pointing particularly 
to concerns about losing the ability to advocate changes in 
priority missions at the CAOC in time-pressed combat support 
situations. Nevertheless, the IMS said it is preparing an 
immediate fallback option of operating out of Afghanistan so 
that NATO will have operational options should the 
discussions with Qatar next week prove fruitless. 


5.(C) France today also reported that its Minister of 

Defense had written to QatarYs Crown Prince on February 21 
and France\'s CHOD Georg Elin had a difficult meeting with 
Qatar\'s CHOD Major General Hamad bin Ali al-Atiyeh on 
February 22 during a previously scheduled meeting. France 
reported to NATO that al-Atiyeh felt NATO had ignored Qatar\'s 
imposed deadline to resolve issues by February 25. Al-Atiyeh 
said NATO had not significantly changed its position since 

the Simmons meeting of Feb 2-3 and NATO had not seriously 
responded to Qatar\'s proposals. Al-Atiyeh agreed to extend 
the deadline one week until March 4 so that NATO and Qatar\'s 
principal negotiator Brigadier General Abdullah Jumad 
al-Hamad could have one more meeting to resolve issues. 
Al-Atiyeh reportedly told Elin that Qatar\'s bilateral 

agreements with France would not apply to its liaison 
personnel at the CAOC nor would NATO nation bilateral 
agreements apply to the jurisdiction of ISAF personnel 
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assigned to the CAOC. 


6. (C) Text of Note Verbale to NATO presented in Brussels on 
Feb. 22: 


Embassy of the State of Qatar Brussels 


URGENT 


The Embassy of the State of Qatar presents its compliments to 
the North Atlantic Treaty Organization (NATO)- Legal Advisor- 
and has the honor to inform you of the decision of Qatar 
Armed forces regarding the presence of NATO personnel in 
al-Udeid Air Base. The State of Qatar considers their 
presence as illegal and would like to inform you that 

regretfully it is not possible to extend their presence after 
25/02/2007. 


Furthermore, the multi-lateral agreements signed between the 
Government of State of Qatar and some friendly countries can 
not be applied on the personal at al-Udeid Air Base under the 
umbrella of NATO or with a Third Party. 


With reference to the last meeting held in Qatar on the 
2-3/02/2007, please note that the draft agreement presented 

by you (attached to the legal draft) bears no relation to the 
Defense Cooperation Agreement and does not reply to the 
requirements of cooperation between the Qatari Government and 
the NATO. 


Bearing in mind that the State of Qatar wishes that the 
negotiations between its Government and the NATO to continue 
in order to reach a final formula that correspond to the 

draft of the Defense Cooperation Agreement. 


The Embassy of the State of Qatar in Brussels avails itself 
of this opportunity to renew to the North Atlantic Treaty 
Organization- Legal Adviser- the assurances of its highest 
consideration. 


Brussels 21/2/2007 
OLSON 
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SENSITIVE 


E.O. 12958: N/A 

TAGS: EPET, ECIN, PREL, TD 

SUBJECT: TRINIDAD CEDES ENERGY SUPPLIER ROLE TO VENEZUELA WHILE 
MOVING CLOSER TO DEVELOPING SHARED GAS RESERVES 


REF: (A) 06 POS 863, (B) 06 POS 1126 (NOTAL) 
SENSITIVE BUT UNCLASSIFIED - HANDLE ACCORDINGLY 


1. (SBU) SUMMARY: GOTT Foreign Minister Piggott made local 
headlines with a statement that Venezuela has replaced Trinidad € 
Tobago as the dominant energy supplier to the Caribbean. Piggott 
also announced that T&T and Venezuela initialed a framework 
unitization agreement for cross-border natural gas deposits on 
February 9. The GOTT appears to be adjusting to the fact that most 
CARICOM partners have not been persuaded by warnings that 
Venezuela\'s PetroCaribe initiative poses energy security risks. At 
the same time the unitization agreement foreshadows a possible 
PetroCaribe role for T&T, by liquefying Venezuelan gas in Trinidad 
for sale to Jamaica on PetroCaribe terms. END SUMMARY. 


2. (U) GOTT Foreign Minister Piggott told reporters that Venezuela 
has replaced Trinidad 8 Tobago as the dominant energy supplier to 
the Caribbean during a February 21 press conference. Piggott then 
announced that T&T and Venezuela initialed a framework unitization 
agreement for cross-border natural gas deposits on February 9. 
Piggott also took the opportunity to highlight a GOTT allocation of 
TT$420 million (US$67 million) to the CARICOM Petroleum 
Stabilization Fund, along with other financial contributions to 
CARICOM. 


3. (U) MFA negotiator Gerald Thompson characterized the framework 
unitization agreement as the major hurdle\" for the two countries to 
move ahead with development of cross-border gas fields. The 
framework agreement provides a template for individual agreements on 
unitization of two fields, the Loran/Manatee field and the 

Kapok/Dorado. The key ingredient is to agree on the size and 
allocation of reserves in each field. One bilateral working group 

has already achieved this for Loran/Manatee (ref. A), and another 
working group will soon finish its work on Kapok/Dorado, Thompson 


Column 3 
predicted. 


4. (SBU) While the framework unitization agreement is subject to 
political approval in both capitals, Thompson was confident of 

making steady progress, citing incentives on both sides: a shortage 

of natural gas in Venezuela, an ambitious program of gas-based 
industrial projects in Trinidad, and favorable market conditions. 
Thompson acknowledged that decisions have yet to be taken on how the 
gas would be commercialized, and he allowed for the possibility that 
some of Venezuela\'s share might feed into anew LNG train in 

Trinidad, for export on Venezuela\'s behalf. 


5. (SBU) COMMENT: Prime Minister Manning went public last year 
(reftel B) with a warning that T&T would no longer be in a position 

to guarantee energy security in the Caribbean ifthe region embraced 
PetroCaribe. While press reports indicate that Manning used the 
most recent CARICOM meeting in St. Vincent to reiterate that 
message, FM Piggott\'s remarks at his February 21 press conference 
suggest that the GOTT is adjusting its public stance on PetroCaribe 
to the fact that such warnings have not dissuaded many in CARICOM 
from embracing the Venezuelan initiative. In fact, progress in 
developing the cross-border gas fields could give T&T the 
opportunity to play a role in PetroCaribe, namely by converting 
VenezuelaWs share to LNG for sale to Jamaica and others in the 
region on PetroCaribe terms. Ken Julien, the chairman of T&T\'s 
National Energy Corporation and a close advisor to the Prime 
Minister, outlined this exact scenario in a recent meeting with the 
local American Chamber, framing it as a way for Trinidad and Tobago 
to satisfy its commitment to begin supplying LNG to Jamaica without 
having to start selling its own LNG on non-commercial terms. END 
COMMENT. 
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E.O. 12958: DECL: 02/14/2017 

TAGS: PGOV, ELAB, ASEC, PINR, CS 

SUBJECT: COSTA RICA: NEXT ANTI-CAFTA PROTEST ON 26 FEB 


REF: A. 06 SAN JOSE 2431 
B. SAN JOSE 175 


Classified By: CDA Russell Frisbie per reasons 1.4 (b 4 d) 


1.(C) 1. (C) The next anti-CAFTA protest is scheduled for 
Monday, February 26, with the locus of action likely to be 

San Jose. Organizers promise a larger event than last 
October\'s protest, but predicting turnout is impossible in 
advance. The GOCR has vowed to prevent disruption of 
essential services (not anticipated) and roadblocks 

(probable) while respecting the right of citizens to protest. 

Costa Rican security officials are confident they can 

prevent major disturbances. With assistance from Post 

(rented busses) as well as Colombia (Post-funded training) 

and Taiwan (vehicles and equipment), the police have improved 
their ability to respond to the protests. On the other side, 

labor union leaders privately acknowledge that the event 
probably will not be a decisive blow against CAFTA 

ratification. A less antagonistic but equally determined new 
leadership - the National Front - has become the public face 

of the CAFTA opposition, seeking a \"time out\" to develop a 
national consensus on the GOCR,3s entire development agenda. 
PAC leader Otton Solis has urged CAFTA opponents to take to 
the streets in a celebration of Costa Rican democracy. 
Assuming no violence, both sides will likely declare victory, 

but momentum seems to favor the GOCR. Anti-CAFTA forces may 
try to mount further (and perhaps more violent) protests 

later, especially around the ratification vote. END SUMMARY. 


2. (U) Both sides are squaring off for the next anti-CAFTA 
protest, scheduled for February 26. Led by the \"National 
Front of Support for the Fight Against CAFTA,\" an umbrella 
group drawn from university students and faculty, labor 
unions, and members of various social organizations, the 
protesters plan to focus most of their action in San Jose. 
They plan to assemble at the old national soccer stadium and 
march through downtown to rally at the Legislative Assembly. 
The organizers hope to far exceed the 6-9,000 person crowd 
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assembled for the last protest, October 23-24 (Ref A). As in 
the October protests, a few additional marches and attempted 
road blockages may take place around the country. The GOCR 
has made it clear, including in stern television 

advertisements featuring Minister of Presidency Rodrigo 

Arias, that the public\'s right to protest peacefully will be 
honored fully, but no disruption to essential services or 
roadblocks will be allowed. 


3. (SBU) PolCouns and Poloff met with public employees, 
labor union leader and outspoken CAFTA critic Albino Vargas 
and two associates on February 7. Vargas, as feisty as ever, 
repeated his familiar mantra: Since the GOCR has refused a 
true national dialogue, CAFTA must be \"decided in the 
streets." The Agreement is illegitimate, anyway, because it 
was negotiated \"in secret\" by the former administration. 

And, the Arias Administration has no right to \"impose\" CAFTA 
on Costa Rica because a) Arias \"stole\" the 2006 election and 
b) Arias should not have been allowed to run again in the 

first place. When asked why he continued to boycott meetings 
with Arias and other union leaders, Vargas insisted the 
President never listens to their concerns. When asked about 
the impact if the protest turnout is lower than expected 

(based on just-published CID-Gallup data showing that only 
six percent of those polled supported the protests), Vargas 
insisted \"numbers don\'t matter\". Although he dismissed the 
CID-Gallup figures as biased, Vargas acknowledge that the 
February 26 events probably will not b decisive. He expects 
the GOCR will claim victoy no matter the tunout. 


4. (U) The National Front, led byEugenio Trejos, Dean of 
the Technology Instituteof Costa Rica at Cartago, has 
increasingly become the public face of the opposition, part 
of aclear effort to play down the role of the more 
antagonistic unions. In a long meeting with PolCouns and 
Poloff on February 21, Trejos said he and other Front leaders 
had met with a wide range of protest organizers and GOCR 
officials, including Public Security Minister Fernando 
Berrocal, to urge that the events be peaceful. Trejos was 
optimistic that ex-presidents Luis Alberto Monje (PLN) and 
Rodrigo Carazo (PUSC) would join the protests to lend them 
more gravitas. Trejos was fairly confident that the San Jose 
events would remain peaceful, but he warned that the Front 
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could not \"guarantee\" calm everywhere, especially in the 
hinterlands, and particularly if the police \"provoked\" 
violence. 


5. (U) Trejos echoed the legitimacy concerns about the Arias 
Administration raised by Vargas. Insisting that the GOCR,s 
38-seat working coalition in the Assembly was weak, he said 
the best case scenario for CAFTA opponents would be to peel 
away one or two of those legislators, so the GOCR would have 
to halt CAFTA, \"listen to the people,\" and seek a new 

national \"consensus,\" not only on CAFTA, but on the GOCR,s 
entire development agenda. Trejos said a national referendum 
would be the ideal vehicle to help build the consensus, but 
admitted that it wasn\'t clear a referendum related to CAFTA 
was constitutionally feasible. A team of opposition legal 
experts are studying the issue, he said. For CAFTA 
opponents, the GOCR,s pushing ahead to ratification would be 
the worst case scenario, according to Trejos. A ratification 
vote in April might provoke real violence, he warned. The 
contest at hand, he maintained, is about the \"60% of the 
population that has not really made up their minds\" about 
CAFTA. Like Vargas, Trejos also dismissed the recent 
CID-Gallup results (that 62% of those who are familiar with 
CAFTA support it.) 


6. (SBU) The GOCR seems ready for the protests. The 
intelligence service is confident it knows who the real 
troublemakers will be, but is still wary. In a detailed 
pre-protest strategy session convened by Minister Berrocal on 
February 3 (the first such planning session in our memory), 
police officials were worried that the February 26 events 
might be more disruptive than those of last October. Radical 
elements outside of the organized anti-CAFTA groups, for 
example, might block roads in defiance of the GOCR,s 
warnings. Alternatively, a group of students perhaps aided 
by opposition legislators - could \"peacefully\" take over the 
Assembly building, forcing the police to remove them, at the 
risk of looking \"too aggressive.\" Security and screening has 
been tightened at the building to prevent this. NOTE: 

Poloff will also attend the final pre-protest strategy 

meeting on February 23. 


7. (C) As in the case of the October protests, mobility is 
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the chief concern of the police. With approximately 450 riot 
police available in San Jose, but only 160 of those 
fully-equipped (and recently refresher-trained by 
Embassy-funded Colombian police instructors), the police may 
need to move resources quickly to potential traffic choke 
points and protest hot spots throughout the capital. The 
Ministry of Public Security thus asked Post to rent buses for 
their use, using available INL funds. Post will provide 10 
buses, for February 26 only. (The police do not believe they 
will need the buses after that.) Berrocal believes that 
managing the image of the demonstrations is crucial and that 
the government will win this showdown if security officials 

are not provoked into violence with protesters. Berrocal is 

so determined that he told national police commanders that 
\"if blood must be shed, let it be our blood first." Berrocal 
has announced publicly that police will not be armed during 
the protests. 


8. (C) COMMENT: The Colombian police instructors, provided 
with the very helpful assistance of Embassy Bogota and the 
Colombian Embassy here, greatly boosted the confidence of the 
police anti-riot personnel. Poloffs observed this firsthand 

during a visit to the National Police training facility in 
Guanacaste. Adding to the policeYs confidence was the first 
tranche of security assistance provided by Taiwan. An array 

of 125 motorcycles, 60 pick-up trucks and other equipment was 
received in a public ceremony on February 22, deliberately 
timed to be a signal to protesters. END COMMENT. 


9. (SBU) CAFTA opponents have maintained pressure on 
legislators, even in advance of the big day on February 26. 
On January 23 and February 12, union leaders including Vargas 
tried to disrupt proceedings in the Assembly by noisily and 
personally threatening legislators from the visitors, 

gallery. After trying to reason with the protesters, 

Assembly President Fernando Pacheco called the police, 
leading to a brief, but well-publicized scuffle as the 

gallery was cleared. CAFTA opponents, including Trejos, 
decried this use of Wexcessive force. Meeting with the 
Ambassador on February 16, PLN faction chief Mayi Antillon 
said the noisy union leaders had overplayed their hands by 
being \"too disrespecttful.\" She acknowledged, however, that 
some individual legislators - such as Jose Manuel Echandi of 
the PUN -- were concerned for their safety and would be 
allowed to be \"absent\" on February 26. (Echandi also 
requested police protection near his residence.) Antillon 
acknowledged that the protests, if widespread enough and 
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violent at all, could make some members of the GOCR,s 
working coalition \"waiver\" a little. She remains confident, 
however, that the Asamblea can complete the first 
ratification vote by April. Once that is done, she predicts 
that the opposition will lose most of its steam. 


10. (U) And what about PAC party leader Otton Solis, who 
vowed to join the protests when the CAFTA bill was voted out 
of committee last December, and who has taken a higher 
anti-CAFTA, pro-CBI profile since his January visit to 
Washington? In a lengthy radio interview on February 6, 
Solis said his PAC party was not organizing anything, but 
would join the protests if they were convoked under \"correct 
terms,\" i.e., as \"day for Costa Rica.\" He has since been coy 
about his own participation, and whether PAC would take any 
responsibility for keeping the protests peaceful. Minister 

of Government Arias insisted to the media that if Solis 

joined the march, then his participation (as leader of the 

main opposition party) should be \"a guarantee that the march 
will be peaceful.\" Ina TV commercial aired on February 22, 
however, Solis urged those concerned about CAFTA to take to 
the streets on Monday in a peaceful celebration of Costa 
Rican sovereignty. 


11. (SBU) Both sides seem ready and determined for Mondays 
events. Assuming no violence, both sides are likely to claim 
victory. Momentum seems to favor the GOCR, however, based on 
the increased discipline and confidence in the Assembly (Ref 

B), the better organization and higher confidence of the 

police, and the CID-Gallup polling data (generally in support 

of CAFTA, against the protests and unfavorable to the more 
notorious union leaders). The opposition cannot keep holding 
Vrehearsals. But, if the GOCR does not blink in the 

Assembly (and we don\'t think it will), then the anti-CAFTA 

forces may try to mount further (and perhaps more violent) 
protests later, especially around the ratification vote. The 
CID-Gallup data also shows that most Costa Ricans expect more 
turbulence before CAFTA is ratified. 
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E.O. 12958: N/A 

TAGS: PINR, PGOV, EC, PREL, MARR, MASS 

SUBJECT: International Conference for the Abolition of Foreign 
Military Bases to Be Held in Ecuador, March 5-9 


1. The International No Bases Network (INBN) will hold an 
International Conference for the Abolition of Foreign Military Bases 
in Ecuador, March 5-9, 2007. They expect some 2,000 activists to 
attend the conference, which will be held in Quito March 5-7, with a 
March 8 caravan from Quito to Manta, site of the U.S. military\'s 
Forward Operating Location (FOL). The March 8 events, keyed to 
International Women\'s Day, will include a media day followed by a 
demonstration in Manta on March 9. The organizers, which include 
several prominent U.S. NGOs, have begun to brief the Ecuadorian and 
international media of their plans for the conference. They claim 
that President Rafael Correa and Defense Minister Lorena Escudero 
will speak at the conference in Quito, and that the mayor of Quito 
will hold a special session for the attendees. The Embassy is 

taking proactive steps to counter the conference\'s anti-U.S. base 
and anti-U.S. military propaganda campaign. 


2. According to their website (no-bases.org) the aim of this 
international network is \"the closure of foreign military bases 

around the world,\" and the conference goal is to \"come up with a 
concrete plan of action.\" In a 2/22 briefing for foreign media in 
Quito, attended by AP, Reuters, EFE and CNN among others, INBN 
organizers explained their overall mission for the conference. The 
theme is The U.S.\'s New Global Imperialism through Military Bases,\" 
and they said that U.S. plans for a new military incursion\" in Iran 
make the topic more important than ever. They use two core 
statistics on U.S. foreign bases to make their case: The Pentagon 
has confirmed that there are 735 U.S. bases overseas; 96 percent of 
all foreign military bases worldwide are U.S. They also claim that 

the U.S. has more bases in Latin America than we admit because we 
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have sworn the host countries to secrecy, and add that USG military 
training of foreign militaries is just as \"evil\" as our overseas 

bases. 


3. Why Hold the Meeting in Ecuador? According to the INBN briefers, 
the Manta FOL has become the organization\'s focus because of the 
\"Correa administration\'s open opposition\" to the U.S. presence in 
Ecuador (note: Correa has not called for U.S. withdrawal but has 
made clear his opposition to renewing the current bilateral 

agreement that expires in 2009. end note). Manta\'s strategic 
importance for the USG means that if they can successfully \"throw 
the U.S. out\" of Manta, they will have delivered a real blow. They 
made a number of disinformation points in the briefing: The Manta 
FOL is being financed by \"the Plan Colombia legislation,\" which 
proves the USG has been dishonest in its description of activities 

in Manta; the USG is controlling the international flow of oil 

through flights from the Manta FOL and the group will reveal the 
USG\'s methods; Manta is an example of a \"base\" situated to advance 
USG plans to exploit water and oil resources in the future; one of 

the FOL\'s \"secret missions\" is to intercept illegal immigrants in 
order to keep \"undesired races\" out of the U.S.; the USG has removed 
farmers from their homes around the FOL for future USG expansion 
projects; child prostitution, trafficking of girls, and reports of 

rape and drug abuse in Manta have increased since 2000 because of 
the presence of U.S. soldiers. They said that Joseph Gerson of the 
U.S. will attend the conference and reveal his research on \"secret\" 
studies conducted by the Pentagon. 


4. Conference Impact: The Mission expects widespread coverage of the 
conference by the Ecuadorian and international media, and local 

leftist organizations will undoubtedly seek to maximize its impact. 

Last year the GOE published a foreign policy document stating that 
there should be \"no foreign troops on Ecuadorian soil", and it is 

widely expected that efforts will be made to write this policy into 

the new constitution slated to result from the constitutional 

assembly that Correa seeks to convene later this year. 


5. Embassy Action Pre-Conference: The Ecuadorian public outside of 
Manta has limited awareness and largely inaccurate information about 
the FOL. To fill that information gap and create a positive 
environment for continued counter-narcotics cooperation at the FOL 
through 2009, as well as - in the best case scenario - a realistic 
opportunity to engage the GOE on renewal of the agreement, the 
Embassy over the past two months has begun public diplomacy efforts 
to explain the benefits of the FOL to the local economy and its 
contribution to protecting Ecuador\'s sovereignty from the scourge of 
transnational narcotics activity. In private meetings, and using 

TV, radio and print media, the Ambassador and other Mission 
spokespersons have been countering misinformation published in the 
local media, explaining what the FOL is and is not, and outlining 

how bilateral counter narcotics cooperation is good for both 
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countries. Atthe same time, we have sought to de-politicize and 
put the question of post-2009 renewal into the future, saying only 
that we will respect Ecuador\'s decision and engage the issue when 
the time comes to do so. We have also opened the FOL doors to 
numerous media outlets for reporting tours, and plan to arrange 


future visits for Ecuadorian opinion shapers in order to 

\"de-mystify\" the FOL presence and mission and transparently make the 
case that the FOL is simply a small U.S. operation housed within an 
Ecuadorian airbase, with a limited-scope mission directly supportive 

of mutual interest. 


5. Embassy Action During the Conference: The Mission has an 
aggressive communications plan to counter disinformation and provide 
the Ecuadorian media with the truth about the FOL. Before and 
during the No Base Conference, Mission spokespersons will conduct 
media interviews and calls on editors to discuss the benefits of the 
FOL and of U.S. overseas bases around the world. We will also host 
the visits of two national TV stations to the FOL, including one TV 
anchor who has been a consistent critic of the FOL, and will meet 
with visiting American representatives of WOLA and the AFSC. In 
addition, the Ambassador will be speaking to the Ministers of 
Defense and Foreign Affairs about GOE participation in or 
association with the conference. 


6. Embassy Action Post Conference: After the No Base Conference, the 
Mission will continue its campaign to inform Ecuadorian opinion 

shapers and the general public about the FOL and the benefits of 
U.S.-Ecuador counter-narcotics cooperation via private and public 
diplomacy, and FOL visits. We also plan to request separate funding 
from the Department and DOD for paid media placements to inform the 
public about the FOL, and for an enhanced Manta community relations 
campaign to increase support for the FOL in key constituencies in 

and around Manta. 


7. Action Request: Mission has already requested that State/IIP 
draft articles on the value of U.S. bases and the U.S. global 
security alliances for use in this campaign. In addition, Mission 
requests assistance from the Department\'s counter-disinformation 
officer to refute INBN\'s disinformation claims discussed above. 


JEWELL 
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SIPDIS 
SIPDIS 


DEPARTMENT OF STATE FOR DRL/ILCSR (GABRIELLA RIGG) AND 
WHA/PPC (MIKE PUCCETTI) 
DEPARTMENT OF LABOR FOR DOL/ILAB (THERESA ESQUIBEL) 


E.O. 12958: N/A 

TAGS: ELAB, OTRA, PM 

SUBJECT: PANAMA: LABOR INFORMATION FOR DOL\'S FTA REPORTING 
REQUIREMENTS 


REF: STATE 7326 


1. (U) Per reftel instructions, updated information on labor 
conditions in Panama follows. Responses are listed by the 
order given in reftel. 


2. (U) We know of no further developments to implement the 
suggested changes made by the ILO Committee of Experts in 
2005. According to the Panamanian Ministry of Labor 
(MITRADEL), the minimum number of members needed to form a 
union (40) was the result of a consensus that originated with 

Law 44 of 1995. MITRADEL notes that employers had originally 
requested a minimum of 50 members. MITRADEL also states that 
worker groups consider the suggested minimum number (20) 
would mean dispersing the unions. MITRADEL maintains that 
any effort to change the current minimum number should come 
from the employers and workers who formed the consensus. 


3. (U) The 2005 legislation to create a new Labor Security 

and Health Council continues to await action by the National 
Assembly. According to MITRADEL, the legislation was 
proposed when the country was in the midst of the national 
social security reform debate, and it was not considered 
appropriate to introduce another element into the discussion. 
Subsequent issues (including the late 2006 deaths of more 

than 50 Panamanians from contaminated GOP-produced medicines) 
have affected the national healthcare system, further 

postponing the progress of the legislation. A new commission 

to oversee national health issues has been created to put 

forth proposals for broad reform of Panama\'s healthcare 
system. MITRADEL believes that this commission may consider 
the Council legislation for further action. 
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4. (U) MITRADEL provided numerous files for Supreme Court 
cases regarding labor. However, labor lawyers said that 

there had been no significant changes to labor law. The most 
relevant case involves the October 2006 Supreme Court ruling 
that Article 75 of Law 8 of 1998 was unconstitutional. This 
ruling held that the non-obligation of shipowners to sign 
collective agreements violated the right to join a union and 

the right to strike. According to maritime law experts, this 
ruling protects the right to strike for workers at sea and on 
navigable waterways. 


5. (U) Hourly minimum wage rates, as established by 
Executive Decree 7 in March 2006, are as follows: 


Economic Activity- Region 1, Region 2, Region 3 


“Agriculture, Farming, Hunting- 0.89, 0.89, 0.89 (small 
business), 0.94, 0.94, 0.94 (large business) 

-Fishing- 1.17, 1.17, 1.17 

-Mining- 1.37, 1.16, 1.16 

-Manufacturing industries- 1.27, 1.06, 0.93 (small business), 
1.36, 1.13, 1.03 (large business) 

-Baking, Breadmaking- 1.26, 1.06, 0.93 (small business), 
1.34, 1.13, 1.03 (large business) 

-Garment Manufacturing, Wood Manufacturing, Furnituremaking, 
Food Production- 1.26, 1.06, 0.93 (small business), 1.35, 
1.13, 1.03 (large business) 

-Electricity, Gas, Water- 1.38, 1.17, 1.05 

-Construction- 1.68, 1.48, 1.33 

-Wholesale and Commission Trade- 1.37, 1.12, 1.00 

-Retail and Hotel Trade- 1.29, 1.07, 0.93 (small business), 
1.37, 1.11, 1.00 (large business) 

-Restaurants- 1.27, 1.06, 0.93 (small business), 1.36, 1.11, 
0.99 (large business) 

-Transportation- 1.37, 1.16, 1.00 

-Transportation by Water, Air, and Activities Complementary 
to Water and Air Transportation- 1.39, 1.17, 1.02 

-Stores, Warehouses, Couriers- 1.37, 1.16, 1.00 
-Telecommunications and Network Maintenance- 1.38, 1.17, 1.02 
-Financial intermediaries- 1.38, 1.35, 1.34 

-Savings and Credit Cooperatives- 1.37, 1.34, 1.34 

-Real Estate Activities- 1.38, 1.35, 1.34 

-Renting, Leasing Activities- 1.37, 1.34, 1.33 

-Business Activities- 1.39, 1.36, 1.35 

-Community, Social, and Personal Services- 1.35, 1.13, 0.99 
-Discotheques, Amusement Parks, Casinos- 1.36, 1.14, 0.99 
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-Monthly minimum wage for domestic service is $119 for 
Panama, Colon, and San Miguelito, and $106 for the rest of 
the country. 


-Region 1 includes Panama, Colon, and San Miguelito. Region 
2 includes Chitre, Las Tablas, Aguadulce, Nata, Penonome, 
Santiago, Baru, Bugaba, David, Changuinola, Capira, Chepo, 
Arraijan, La Chorrera, and Taboga. Region 3 is all other 

parts of the country. Small businesses are those with ten or 
fewer employees. 


-The highest hourly minimum wage rates are given in the 
construction sector, while the lowest hourly minimum wage 
rates are given in the agriculture and farming sectors. 


6. (U) MITRADEL did not provide information on average 
hourly wages. However, based on press reports, the average 
monthly minimum wage rate is now $285, an increase of 8 
percent over the 2003 rate of $263. 


7. (U) Executive Decree 13, dated April 28, 2006, 
established for the first time a minimum wage for public 
sector employees. These rates will go into effect July 1, 
2007. Average monthly salaries, according to the Comptroller 
General, were: 


Year: Total/Central Government/Autonomous and 
Semiautonomous/Municipal 


-2003: 640.33/507.90/867.72/360.19 
-2004: 646.35/508.64/881.87/361.26 
-2005: 664.94/520.74/924.90/352.60 


8. (U) MITRADEL currently has 67 labor inspectors at the 
national level. MITRADEL carried out 8,398 labor inspections 
in 2005 and 10,463 labor inspections in 2006. 


9. (U) According to MITRADEL, it does not carry out labor 
inspections on Panamanian-flagged carriers. Maritime 
inspections are carried out by the Panama Maritime Authority. 


10. (U) MITRADEL did not provide a specific answer on the 
status of the maritime labor courts, answering that labor 
tribunals fall under the judicial branch. Labor lawyers say 
that there are two maritime courts in existence, but these 
lawyers believe these courts do not handle labor cases. 


11. (U) According to MITRADEL\'s Conciliation and Decision 
Boards, in 2006 2,668 lawsuits were filed and 1,599 hearings 
were held, with 623 sentences in favor of workers and 504 in 
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favor of employers. A total of 472 cases were reconciled 
outside of court. 


12. (U) MITRADEL said that the judicial system on labor 
issues falls under the judicial branch. The Directorate 
General of Labor and the Conciliation and Decisions Boards in 
MITRADEL reported no complaints on delays in the judicial 
system. Labor lawyers reported delays in the judicial system 
have improved but are still running from 3-6 months. 
According to the labor lawyers, MITRADEL has improved 
alternate dispute resolution training and hired additional 
personnel, and this has helped to decrease delays. 


13. (U) MITRADEL\'s Department of Socioeconomic Integration 
of Persons with Disabilities develops promotion and awareness 
activities on a national level. The Department holds 

interviews, meetings, plenary sessions, talks, training, and 
other informational activities aimed at the private sector, 
national authorities, organizations and other government 
entities to promote progress toward the hiring of persons 

with disabilities. 


14. (U) In 2005, MITRADEL registered two new unions and no 
new federations or confederations. In 2006, MITRADEL 
registered two new unions and one new confederation. 
Currently, there are 677 unions, 62 federations, and 11 
confederations registered with MITRADEL. 


15. (U) Reliable statistics on the number and percent of the 
country\'s workforce that is member to a union do not exist. 
The government does not maintain such records. MITRADEL 
estimates that the number of people employed in private 
business, as of March 2006, is 534,219, of which 14 percent 
are affiliated to union organizations. Union representatives 


put the percentage at about 10 percent. Other estimates 
range from 8 to 12 percent. 


16. (U) According to MITRADEL, there were two unions in the 
EPZs that were registered. However, these unions are now 
inactive because the companies where the unions were located 
have ceased operations. 


17. (U) Statistics on the number of employees who are 
members of employee associations do not exist. MITRADEL does 
not register associations of employees. 
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18. (U) In 2005, some 14 strikes were declared, and one was 
actually carried out. In 2006, some 25 strikes were 

declared, and three were carried out. Workers carried out 
strikes because they and the employers could not reach 
agreement on specific points in the submitted List of 
Petitions. Twenty workers participated in the 2005 strike, 
which lasted four days, and 395 workers participated in the 
2006 strikes, which lasted nine days. 


19. (U) According to the Supreme Court ruling mentioned 
above in paragraph 4, workers at sea do have the right to 
strike. Maritime labor lawyers did not know of specific 
documents given to workers informing them of their right to 
strike. Because the ruling happened late in 2006, the labor 
lawyers think that the unions were delayed in informing the 
workers of this ruling, but will do so. They knew of no 
maritime labor strikes. 


20. (U) According to MITRADEL, 73 collective bargaining 
agreements were signed in 2006, the same number as in 2005. 
These agreements were from the private sector. There were no 
collective agreements in the EPZs. There was one agreement 
in 2006 in the call centers; there were none in 2005. There 
were none in the Canal area. 


21. (U) As mentioned above, reliable statistics are not 
available, but estimates range from 8 to 12 percent on the 
number of workers covered by an active union. Currently, the 
two EPZ unions are no longer active. 


22. (U) In 2005, MITRADEL provided mediation assistance in 
122 cases, 25 of which resulted in a collective bargaining 
agreement. MITRADEL provided mediation assistance in 115 
cases in 2006, 24 of which resulted in a collective 

bargaining agreement. 


23. (U) In 2005, there were 16 direct agreements between 
employers and a non-union group of employees. In 2006, there 
were 24 such agreements. 


24. (U) Law 9, Article 136 of 1994 grants public 
administrative career employees the right to \"integrate to 
associations to promote and dignify the public employee." It 
also prohibits the \"favoring, hindering, or influencing in 

any way, the affiliation or non-affiliation of public 

employee associations." 
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25. (U) According to MITRADEL, such forms of anti-union 
discrimination do not exist in Panama \"at a significant 

level.\" Labor union leaders and lawyers say that they do not 
doubt that some such discrimination may occur, but tney know 
of no particular cases. 


26. (U) There have been no credible reports of forced labor 

in Panama. Trafficking in persons continues to follow the 
patterns cited in the 2005 Human Rights Report and the 2006 
Trafficking in Persons Report. Reliable statistics for 

trafficking do not exist; however, for 2006, as of December, 
the Sex Crimes Unit of the Judicial Technical Police 
investigated 5 cases of sexual trafficking, mostly involving 
Colombian women, 24 cases of child pornography, 21 cases of 
procurement for commercial sexual activities, 4 cases of sex 
tourism, and 8 cases of child molestation. In January 2007, 
Panama had its first trafficking in persons conviction. 
ILO-IPEC has sponsored a number of awareness and capacity 
building activities in Panama in 2006, including media 
campaigns and the inclusion of anti-trafficking programs in 
some public schools. 


27. (U) Reliable statistics on child labor continue to be 

scarce. According to a 2005 study by the Comptroller 

Generals office, 10.5 percent of children ages 10-17 years 

were employed in 2004 and 11.6 percent were employed in 2005. 
In the same population group, 9.6 percent of non-indigenous 
children were employed in 2004, compared with 19.8 percent of 
indigenous. In 2005, 9,9 percent of non-indigenous and 27.6 
percent of indigenous children were employed. From these 
numbers, the study indicated that 47.6 percent were employed 

in a family setting, 27.8 percent were formal employees, and 
24.5 percent were self employed. In 2006, MITRADEL performed 
369 inspections of businesses in Panama City to ensure 
compliance with child labor regulations, plus 139 inspections 

in the interior of the country. The GOP, along with the ILO 

and the non-governmental organization Casa Esperanza funded 
an anti-child labor awareness campaign. Casa Esperanza 
operated 56 centers throughout the country to reduce child 

labor, and through the DESTINO project operated 41 

educational centers for children and youth. 
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28. (U) From September 2005 to August 2006, MITRADEL 
registered 89 workplace accidents, 9 fatal accidents, 30 
incapacitating accidents, and 6 cases of workplace-related 
illnesses. The majority of accidents were in the 
construction industry, according to MITRADEL. 


29. (U) According to labor union leaders and lawyers, denial 
of worker rights to indigenous people can happen in the cases 
of migrant agricultural workers, who do not work under formal 
contracts. They said that they do not know of cases of 

denial of worker rights to indigenous people outside of such 
circumstances. 
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SENSITIVE 
SIPDIS 


DEPT FOR L/T (DCOOK), L/PM (THEROLD) AND WHA/BSC (KREAD) 
SECDEF FOR OSD (KURIBE) AND (WEARLE) 


E.O. 12958: N/A 

TAGS: MARR, MOPS, KTIA, PREL, UY 

SUBJECT: GOU OKAYS STATUS OF FORCES AGREEMENT FOR MARCH 
POTUS VISIT 


REF: STATE 017586 


1. (SBU) Per instructions reftel, Embassy delivered subject 
diplomatic note No. 029 dated February 13, 2007 to the 
Uruguayan Ministry of Foreign Affairs. On February 23, 
Embassy received the GOU\'s reply note from the office of the 
Presidency dated February 23, 2007 agreeing to the conditions 
set forth in the text of the Embassy\'s diplomatic note. 
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2. (SBU) The GOU\'s reply reads as follows: 
(Begin text; unofficial translation) 


\"To Mr. Ambassador of the United States of America, 
Mr. Frank Baxter: 


Of my highest consideration: 


| have the honor to communicate to you that the President of 
the Republic accepts the requests made by your Embassy in its 
Note No. 029 of February 13, 2007 regarding the upcoming 
visit of President Bush to Uruguay. 


As a result, in accordance with what is proposed in your 
note, | ask that you accept this note as our answer and 
acceptance, thereby putting the agreement with its proposals 
into effect. 


Without further ado, | take the opportunity to reiterate to 
you, Mr. Ambassador, the assurances of my highest esteem. 


(signed) 


Dr. Gonzalo D. Fernandez 
Secretary of the Presidency of the Republic" (End text; 


SIPDIS 
unofficial translation.) 


3. (SBU) Embassy is sending the original copy of GOU\'s note 
and a certified copy of the U.S. note to the Department\'s L/T 
office, ATTN. Daphne Cook per reftel request. 

Baxter 
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RUEHBO/AMEMBASSY BOGOTA 3891 
RUEHBR/AMEMBASSY BRASILIA 7779 
RUEHBU/AMEMBASSY BUENOS AIRES 5023 
RUEHCV/AMEMBASSY CARACAS 2258 
RUEHPE/AMEMBASSY LIMA 2359 
RUEHMD/AMEMBASSY MADRID 3334 
RUEHMN/AMEMBASSY MONTEVIDEO 4431 
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RUEHQT/AMEMBASSY QUITO 4903 
RUEHSG/AMEMBASSY SANTIAGO 9490 
RHMFISS/HQ USSOUTHCOM MIAMI FL 
RUMIAAA/USCINCSO MIAMI FL 

RUEHUB/USINT HAVANA 0165 

RHEHNSC/NSC WASHINGTON DC 

RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 
RUEATRS/DEPT OF TREASURY WASHINGTON DC 


SIPDIS 
SIPDIS 


STATE FOR WHA/AND 
TREASURY FOR SGOOCH 


E.O. 12958: DECL: 02/23/2017 

TAGS: ECON, EFIN, KTFN, PREL, PTER, SNAR, BL 

SUBJECT: TERRORISM FINANCE: FINANCIAL INTELLIGENCE UNIT 
UPDATE 


REF: A. STATE 5631 
B. STATE 10275 
C. 2006 LA PAZ 1391 


Classified By: Ecopol Counselor Andrew Erickson for reason 1.4 (e). 


1. (C) Post delivered reftel demarches to Bolivia\'s Financial 
Intelligence Unit (UIF) on February 1. The UIF conducted a 
search of its database and told Econoff on February 23 that 
it had discovered no information on the names and 
organizations mentioned in refs A and B. (Note: The UIF\'s 
database only contains information regarding suspicious 
transactions submitted by formal financial institutions. The 
UIF does not have access to general bank records, unless 
under the auspices of a formal legal proceeding, due to legal 
provisions that provide for banking secrecy. End note.) 


2. (C) Interim UIF President Roxana Rojas told Emboffs that 
the UIF\'s mandate, set to expire on January 8 by government 
decree 28713 (ref C), had been extended indefinitely by 
another decree, 28956, on November 29. Decree 28713 sought 
to replace the UIF with the UIFP, Financial and Property 
Intelligence Unit, which has yet to be legally created, but 

is outlined in an anti-corruption bill currently under 
consideration by congress. The UIFP, as currently outlined, 
would lack the capacity to effectively combat money 
laundering or terrorism finance. It is unclear if the GOB 

will eliminate the UIF once the UIFP is created. Meanwhile, 
the UIF staff has been reduced from around twenty people to 
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five and the Unit is doing little work due to uncertainty 

about its future. Rojas added that she had not been paid 
during the past two months. Because Bolivia lacks a 
terrorism finance law, the Unit is only able to freeze assets 

for a maximum of 48 hours. Post has been working with the 
GOB for more than a year to promote the passage of an 
effective money laundering law that would include terrorism 
finance, but the government has not been extremely receptive 
to the idea, particularly terrorism finance, which is 

politically sensitive, as some members of the government have 
been accused of terrorist acts in the past. 

URS 
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RHMFIUU/HQ USSOUTHCOM MIAMI FL 
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RUEHCV/AMEMBASSY CARACAS 1086 
RUEHMN/AMEMBASSY MONTEVIDEO 6202 
RUEHSG/AMEMBASSY SANTIAGO 0205 
RUEHBR/AMEMBASSY BRASILIA 5809 
RUEHLP/AMEMBASSY LA PAZ FEB SAO PAULO 3182 
RUEHRI/AMCONSUL RIO DE JANEIRO 2166","UNCLAS BUENOS AIRES 000360 


SIPDIS 


SIPDIS 
SENSITIVE 


WHA FOR WHA/BSC, WHA/AND AND WHA/EPSC 
E FOR THOMAS PIERCE 

EB/CBA FOR FMERMOUD, DENNIS WINSTEAD 
EB/IFD/OIA FOR WSCHOLZ, MTRACTON 
EB/IFD/OMA FOR AHAVILAND AND ASIROTIC 
PASS NSC FOR JOSE CARDENAS 

PASS FED BOARD OF GOVERNORS FOR PATRICE ROBITAILLE 
PASS USTR FOR EEISSENSTAT, SCRONIN 
TREASURY FOR RALBANO AND LTRAN 

USDOC FOR 4322/ITA/MAC/OLAC/PEACHER 

US SOUTHCOM FOR POLAD 


E.O. 12958: N/A 
TAGS: EINV, ECON, ENRG, EPET, AR VZ 
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SUBJECT: ARGENTINE PERSPECTIVE ON KIRCHNER\S VENEZUELA VISIT 


Ref: Buenos Aires 311 


1. (SBU) Deliverables from President Kirchner\'s February 21-22 visit 
to Venezuela included $750 million in bond financing, a $135 million 
rescue package for emblematic Argentine dairy cooperative SanCor, a 
raft of largely symbolic bilateral MOUs that included creation of a 
regional development bank and joint oil exploration in the Orinoco, 
and some compelling economic nationalist theater. Local media 
coverage of Kirchner\'s trip was extensive, highlighting his comment 
that Argentina \"will not contain Venezuela." Media also favorably 
noted Kirchner\'s meeting with Venezuelan Jewish community leaders in 
the face of overt GoV support for Iran. GoA contacts emphasized to 
us that Argentina\'s relationship with Caracas remains eminently 
pragmatic and largely commercial; that we can expect continued 
substantive but low key cooperation with the U.S.; but that in a 
pre-election year where populist appeals to the center-left will be 

an integral part of the Kirchner administration\'s campaign strategy, 
we can also anticipate periodic populist expressions of \"Bolivarian 
solidarity\" with Chavez (who is reported to be planning a return 

visit to Buenos Aires in early March). END SUMMARY 


2. (U) President Kirchner visited Venezuela February 21-22, 
accompanied by Planning Minister De Vido, Economy Minister Miceli, 
Foreign Minister Taiana, Santa Fe province Governor Obeid (where 
dairy cooperative SanCor is based), Finance Secretary Chodos, and 
numerous other federal government officials, parliamentarians and 
Argentine agricultural private sector representatives. All 

delegation events were built around the signing of a series of 
bilateral GoA/GoV accords in Puerto Ordaz, with the exception of 
Kirchner\'s separate meeting with representatives of the Venezuelan 
Jewish community. 


3. (U) The two Presidents signed seventeen separate agreements 
during the visit, including joint cooperation agreements between the 
two countries\' Ministries of Planning, Economy, and Foreign Affairs, 
and specific agreements on science/technology cooperation. They 
also signed agreements on phyto-sanitary standard cooperation, 
electricity technology cooperation, low-income housing construction 
technology cooperation, and communication technology cooperation. 
In addition, MOUs were signed for the transfer of Argentine 
compressed natural gas technology for bus and car transportation. 
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According to local media reports, President Chavez plans to repay 
Kirchner with his own visit to Argentina, possibly in early March. 


4. (SBU) Kirchner and Chavez also signed an MOU to create a \"Bank of 
the South development bank that, according to local media, would be 
designed to supplement and eventually supplant Wconditioned and 
paternalistic\" multilateral development bank (World Bank and IDB) 
infrastructure project funding in the region. (Note: GoA contacts 

report no/no discussion during the visit of plans for either GoV or 

GoA capital contributions to the new development bank. End Note). 

As anticipated (reftel), Kirchner and Chavez also signed an 

agreement to have GoA national oil company ENARSA jointly exploit 
with GoV-owned Petroleos de Venezuela (PdVSA) an upstream 
exploration block in Venezuela\'s Orinoco region. (Note: Independent 
energy analysts here see any GoA/GoV petroleum exploration agreement 


in Venezuela as largely symbolic, given that ENARSA brings little to 
the table in the way of financial resources. End Note). Local 

media is also reporting that, as a result of this successful visit, 
Argentina will allow Chavez to expand PDVSA activities in Argentina 
by facilitating the purchase of local oil company RHASA, together 
with a network of 150 gasoline stations in Buenos Aires. 


5. (SBU) The most significant single announcement was the planned 
February 26 launch of a $1.5 billion second tranche of the \"Bono del 
Sur.\" The bond will be a bundle of $750 million of Argentine Boden 
15 bond, with a $750 million Venezuelan fixed-coupon issue. (Note: 
As in the prior Bono del Sur issue, there will be no cross default 
clauses and international financial markets will trade the two 

issues independently. End Note). Finally, an agreement was signed 
whereby the GoV\'s state-owned Banco Nacional de Desarrollo Economico 
y Social de Venezuela (BANDES) will provide a $135 million 
assistance package to Argentina\'s second largest dairy cooperative, 
SanCor, in exchange for long term payments in the form of powdered 
milk and technology transfer. (Note: The financially troubled diary 
cooperative was to have been sold to a Soros-linked investment fund 
before this GoV offer was accepted by SanCor in the fall of 2006. 
End note). 
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Polemics: Argentina Will Not \"Contain\" Venezuela 


6. (SBU) During the agreements signing ceremony, Kirchner commented 
\"we are and will be absolutely respectful, both of us, of the 

relations and internal situations in our countries...it is said that 

some countries should \'contain\' others, that Lula and | should 

VcontainY Chavez. That is absolutely wrong. Together with our 

brother, President Chavez, we are building integration in South 

America for the dignity of our peoples.\" Local Argentine media took 
Kirchner\'s remark as a response to comments made during the February 
8-9 visit to Argentina of Undersecretary Burns and Assistant 

Secretary Shannon (septels) that the U.S. could work well with 
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governments like Argentina and Brazil but that Venezuela was 
\"another matter.\" In response to Kirchner\'s comments, local media 
reports that Chavez said \"they have failed and will fail -- the 
travelers from the North who are coming to the South to try to 

divide us, to sow discord.\" 


7. (SBU) Local media coverage of Kirchner\'s visit was extensive, 
highlighting his \"we will not contain Venezuela\" comment as a 
gratuitous populist slap at the U.S. that will have little impact on 
ongoing and pragmatic GoA efforts to improve bilateral GoA/USG 
relations. Media also favorably noted Kirchner\'s meeting with 
Venezuelan Jewish community leaders, in the face of overt GoV 
support for Iran, as another step in GoA efforts to smooth some of 
Chavez\' rough foreign policy edges. 


8. (SBU) The Venezuelan rescue package for dairy cooperative SanCor 
was originally presented by the GoV last fall as a helping hand by a 
\"brother Bolivarian republic\" to prevent an emblematic Argentine 

dairy cooperative from falling under U.S. control. Similarly, local 

media and some GoA Economy Ministry contacts speculate that 
President Kirchner\'s February 6 criticism of Embassy advocacy on 
behalf of a U.S. investment fund\'s efforts to purchase a minority 

stake in Argentina\'s electricity transmission grid was linked to 


this Kirchner/Chavez meeting. \"It was a throwaway gesture for 
Chavez, who applauds any affirmation of economic nationalism and 
especially those that attack Washington,\" said one GoA Economy 
Ministry official. Such populist theater may play well here in a 
pre-election year, but the cost to Argentina in terms of attracting 
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needed foreign investment capital is real. 

9. (SBU) Beyond the SanCor rescue, the theater of economic 
nationalism played out in the largely symbolic agreements signed on 
the creation of (yet another) regional development bank and of joint 
ENARSA/PDVSA oil exploration in the Orinoco. The GoV agreement to 
purchase $750 million of GoA debt -- on top of $3.5 billion it 
purchased last year -- was arguably the only concrete GoV 
deliverable that President Kirchner took away from this visit. The 
GoWs PDVSA, in turn, gets expanded access to the Argentine retail 
petroleum market. On their return from Caracas, our Planning, 
Economy and Foreign Ministry contacts emphasized that Argentina\'s 
relationship with Caracas remains eminently pragmatic and largely 
commercial. We can expect continued substantive but low key 
cooperation with the U.S. But, in a pre-election year where 

populist appeals to the center-left will be an integral part of the 
Kirchner administration\s campaign strategy, we can also anticipate 
periodic expressions of \"Bolivarian solidarity\" with Chavez. 

WAYNE 
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1. (C) SUMMARY: National Convergence (Convergencia) leader 
and lawmaker Elia Galeano believes that the Resistance 
movement will continue to be ineffective as a political force 

in Nicaragua without robust political and leadership 
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training. She proposes transforming an association of 
ex-combatants into a new Resistance political party in order 

to re-energize and refocus the pro-Contra base, but warns 

that immediate capacity building is essential to success. 

She seeks USG support to fund these efforts. END SUMMARY. 


2. (SBU) On Feb 20, poloffs met with Convergencia leader and 
National Assembly deputy Elia Galeano to discuss 
ConvergenciaWs perspective on, and strategy for, working with 
President Ortega\'s administration. A former Contra who 
joined the counter-revolution at the age of 14, Galeano has 
held a seat in the National Assembly since 1996 as a 
Convergencia member allied with Ortega\'s party, the 
Sandinista National Liberation Front (FSLN). Although known 
as a staunch anti-Sandinista, Galeano allied herself with the 
FSLN to the consternation of many of her colleagues. 

Virtually the only ex-Contra among the Sandinistas\' National 
Assembly ranks, Galeano has adapted a no-nonsense approach 
with the FSLN to advance her goal of improving conditions for 
Contra ex-combatants. She was clear that she will sever the 
relationship with the FSLN if Ortega fails to deliver on his 
promises and she is skeptical that he will. 


Contras - Abandoned and Forgotten 


3. (SBU) Going back to the immediate post-war period of 
1990, Galeano recounted the personal sacrifice and loss of 
her Contra colleagues, lamenting that successive governments 
had failed to deliver on promises of re-integration and 

support made to the Contras over the past 16 years. She 
expressed her anger that, after disarmament, the Contras were 
abandoned, left to fend for themselves and find their own way 
back into society. She added that what the Contras 
experienced during and after the counter-revolution has never 
been clearly explained or recognized, despite extensive 
analysis and writing on the conflict. She insisted that 

these factors have made it more difficult for the Contras to 
coalesce into a unified political opposition force. 


4. (U) In her own efforts to help the Contras, in 1997 

Galeano founded an association named the Nicaraguan 
Resistance Association Israel Galeano (ARNIG) in honor of her 
brother who died in the war. Claiming a card-carrying 
membership of 15-17,000 ex-combatants from both the 
Resistance and the Sandinistas, ARNIG members meet every 
month at the departmental level to discuss issues and 
problems. In addition, every year Galeano uses the ARNIG 
network to organize events on July 26 to commemorate the 1990 
demobilization of the Contra forces. She also plans to 
introduce legislation to recognize July 26 as Nicaraguan 
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Resistance Day. 


The Seeds of Political Disunity 


5. (SBU) In addition to the post-war neglect of the Contras, 
Galeano explained that the Contra\'s current inability to 
organize itself into an effective political opposition force 

has deeper roots. Whereas the Sandinista movement had a 
strong ideological base -- developed, solidified, and 
advocated by an educated class that successfully garnered 
international sympathy for its movement -- Galeano 
pointed-out that the counter-revolution did not. As a 
grassroots peasant uprising, the Contra movement did not 
develop a robust political ideology to hold the Contras 
together after the war. Instead, as Galeano noted, the 
Contras were abandoned by the Nicaraguan government and by 
its U.S. allies and had no ideological core - aside from 
opposition to Sandinismo - to unify them. According to 
Galeano, the resistance has struggled ever since to transform 
itself into a political movement. She recounted how once 
during the early years of the Resistance she had come across 
an American, who asked her what the Contras were fighting 
against. Galeano replied \"communism.\" However, when he 
asked her what communism meant, she could not define the 
concept because she did not know. The only thing she 
understood was her hatred of the Sandinistas, she explained. 
6. (SBU) Galeano believes that this struggle is clearly 
evident in the weakness and division of the Nicaraguan 
Resistance Party (PRN) which saw its President, Salvador 
Talavera, defect to the FSLN less than two months before the 
presidential election. Since then, the party\'s executive 
committee has been divided and it has been unable to convene 
a general assembly to determine the party\'s future (Reftel). 


Education Key to Transforming Contras into Political Force 


7. (SBU) Stressing that the Contras will never become a real 
opposition party without formal training in politics, 

democracy and leadership, Galeano emphasized the urgency of 
starting capacity building now. Most of the ex-combatants, 
like herself, never finished secondary school and have no 
training in political theory or processes. While she stated 
that the younger generation of Contra sympathizers have 
university degrees, most, like the ex-combatants, are 
politically ignorant. Recognizing the challenge of such a 
capacity building exercise, Galeano suggested targeting 
initial efforts at the ARNIG members. 


8. (SBU) Further, given the fragmentation and stagnation of 
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the PRN, Galeano revealed her desire to transform ARNIG into 
a political party to jump-start the Resistance. However, she 
warned that such a transformation will not succeed without 
capacity building programs firmly in place. Towards this 

end, she requested USG support to fund capacity building 
efforts. 


Comment 


9. (C) As a member of a liberal opposition alliance, there 

is a clear role for a Resistance party in Nicaragua. A large 
segment of the rural population in the northern departments 
still closely identifies with the Contras. In recent years, 
however, this segment has lacked an effective political 
mechanism with which to advocate its political views. 
Although additional investigation is necessary, ARNIG may be 
a good vehicle to re-energize and focus this latent political 
force. It has a strong, well-networked -- and apparently 
active -- membership base that could be mobilized quickly. 
The immediate challenge, as Galeano identified, is to develop 
the political skills and leadership capacity of this core 

group in a fast and effective way. We will continue to work 
with Galeano and other ARNIG leaders and identify specific 
training opportunities and analyze the feasibility of 
USG-sponsorship. 

BRENNAN 
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E.O. 12958: N/A 

TAGS: ECON, ENRG, PGOV 

SUBJECT: CHAVEZ WELCOMES KIRCHNER TO VENEZUELA\'S OIL BELT: 
HOW TO BUY FRIENDS AND INFLUENCE 


REF: A. 05 CARACAS 3375 
B. BUENOS AIRES 311 


1. (SBU) Summary: During a 24 hour trip to Venezuela\'s Faja 
oil belt, February 21-22, Presidents Kirchner and Chavez 
announced a new USD 1.5 billion joint Bond of the South!" 
offering, and the creation of the \"Bank of the South\" within 
120 days. The two presidents also inaugurated Argentina\'s 
(largely symbolic) participation in a heavy oil project, and 
announced both a debt-relief plan to \"save\" an emblematic 
Argentine milk company and Venezuela\'s purchase of 15 tons of 
beef and chicken from Argentina. The two presidents signed a 
reported 17 agreements/MOUs in a variety of sectors -- 
ranging from agriculture to technology -- partnering 
Venezuelan cash and Argentine know-how, and further 
solidifying a strategic economic relationship which has seen 
bilateral trade grow from USD 100 million to USD 1 billion 
since 2003. While rejecting calls to contain Chavez, 

Kirchner took jabs at the IMF and World Bank, proclaimed that 
Latin American integration should not upset anyone, and 
declared \"paternalism\" dead. End Summary. 


2. (SBU) Kirchner arrived in Puerto Ordaz, the gateway to 
the oil producing Faja district in western Venezuela, the 
afternoon of February 21 for a 24 hour official visit. 

Kirchner was received by Vice President Jorge Rodriguez and 
Minister for Energy and Petroleum Rafael Ramirez. Bilateral 
trade between the two countries has grown dramatically since 
2003, reportedly growing from USD 100 million in 2003 to USD 
1 billion in 2007. 


3. (SBU) On February 22, Chavez and Kirchner traveled deep 
into the Faja, Venezuela\'s heavy oil belt, to sign a MOU 
inaugurating the largely symbolic participation of 

Argentina\'s state-owned petroleum company Enarsa in the 
quantification of petroleum reserves in the Magna Reserve 
project. Enarsa brings little to the table as its only 

assets consist of survey/concession rights in unawarded 
offshore oil fields (Reftel B). PDVSA has divided the Magna 
Reserve project into 27 units, or \"blocks,\" which it has 
parceled out to Spanish, Vietnamese, Iranian, Malaysian, 
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Indian, Byelorussian, and now Argentine, national petroleum 
companies. Enarsa will operate in Block Number 6 with 
Uruguay\'s national petroleum company, ANCAP. 


4. (SBU) Chavez and Kirchner announced a second issuance of 
dollar-denominated Argentine-Venezuelan \"Bonos del Sur" bonds 
in Venezuela, a re-packaged mix of Argentine and Venezuelan 
debt, in the principal amount of USD 1.5 billion. Chavez 
announced the bonds would be offered in Venezuela on February 
26. As well as offering a quick source of cash for its 

Argentine ally, the BRV expects that the bonds will absorb 
excess bolivars to drive down the price of the parallel 

exchange rate dollar and curb inflation. Venezuelan 

investors will welcome the chance to buy the 

dollar-denominated assets with bolivars as a hedge against 
inflation and to diversify out of the increasingly volatile 

local currency. The two governments initially issued USD 1 

billion of Bonos del Sur in November 2006 which were 

massively oversubscribed by eager Venezuelan investors 

(Reftel A). Argentina\'s economy minister, Felisa Miceli, 

said the Argentine mix would consist of USD 750 million worth 

of 2015 Boden bonds recently purchased by Venezuela while her 
Venezuelan counterpart, Rodrigo Cabezas, did not specify the 
composition of Venezuela\'s debt that would be packaged. 


5 (SBU) Chavez and Kirchner signed an MOU to establish a 
\"Banco del Sur,\" an autonomous Latin American credit lending 
institution, within 120 days. Chavez referred to the 

creation of the \"Banco del Sur\" as \"historic,\" and added that 
out of the 17 accords reached during Kirchner\'s 24 hour visit 
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to Venezuela, the Banco del Sur was the most important. 
Chavez added that the bank would be headquartered in Caracas, 
with another office in Buenos Aires. He expected that 

Bolivia and Ecuador would be the first nations to join 

Argentina and Venezuela, and possibly Brazil. Chavez opined 
that the first project the bank might finance could be the 
Bolivia-Argentina leg of the \"Gas Pipeline of the South.\" 


6. (SBU) Both Chavez and Kirchner encouraged other countries 
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of the region to participate in the Banco del Sur project to 
reduce reliance on the World Bank and IMF. \"We have depended 
for a long time on the architecture of international finance. 

The hegemony that dominates the world created these 
institutions such as the IMF and World Bank. With this 

(Banco del Sur), we are freeing ourselves,\" proclaimed 
Chavez. Kirchner, normally more reserved than his Venezuelan 
counterpart, chimed, \"In Argentina, there are still themes we 
are trying to support...we are still trying to get out of 

hell, trying to get out of the World Bank...\" An angry 

Kirchner concluded \"These banks (World Bank and IMF) have 
totally lost their purpose and we hope at some time they 
recover it.\" 


7. (SBU) Chavez announced a 135 million investment in 
SanCor, an Argentine milk cooperative. One of Argentina\'s 
principal milk producers, SanCor\'s debt reportedly reached 
USD 167 million at the end of 2006 and was reportedly 
approached by an entity controlled by George Soros to sell 62 
percent controlling interest in the company. The BRV will 
maintain an equity stake in the company and SanCor will 
install factories in Venezuela. Sancor will supply Venezuela 
with 15 million tons of powdered milk over 12 years. 


8. (U) Argentina has agreed sell PDVSA buses powered by 
natural gas engines. Venezuela\'s Energy Minister Ramirez has 
announced a plan to migrate motor vehicles to natural gas, 
starting with public transportation. The petroleum saved by 
using gas-powered buses will be exported. The first 40 buses 
are expected to arrive in Venezuela in 2007 and, in the 

future, will be produced domestically in Venezuela. 


9. (U) Argentina and Venezuela also signed an agreement to 
mitigate Venezuela\'s food shortages. Argentina will supply 
Venezuela with 10 thousand tons of beef and 5 thousand tons 
of chicken. Argentina\'s National Agricultural Technology 
Institute announced plans to construct two research 
laboratories in Venezuela, and Argentine engineers will help 
construct low-income housing in Venezuela. Kirchner stressed 
that Argentine technical know-how would partner with PDVSA 
cash in Venezuela, \"Argentine investors are going to come and 
invest technology to associate with PDVSA\'s agricultural 
development.\" 
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10. (SBU) During their joint statements in the Faja, Chavez 
hailed Kirchner\'s visit as an example of South American 
\"solidarity.\" He continued that the agreements reached 
between Venezuela and Argentina were part of a grand South 
American national project. \"Not Venezuelan, not Argentine, 
not Brazilian, Bolivian, or Uruguayan. South American, 
national! We are creating a solid, cohesive area." affirmed 
Chavez. 


11. (SBU) Kirchner echoed Chavez\' remarks and criticized 
\"paternalism.\" Kirchner noted that \"no one should be 
bothered by the integration of our peoples, and we need to 
finish with these paternalistic theories from the 

institutional and political point of view. Much has been 

said in recent times that there have to be countries to 

contain other countries or in the case of President Lula, or 

in my case, we need to contain Chavez, an absolute mistake, 
we are building with our brother, President Chavez, a South 
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American area to build dignity for our peoples.\" 


12. (SBU) Chavez also took a shot at Costa Rican President 
Oscar Arias, after the Costa Rican president suggested 
Venezuela\'s plans to close an aluminum plant in Costa Rica 
were politically motivated. Chavez said that Arias could not 
expect good bilateral relations if he referred to Venezuela 

as a dictatorship and that the Costa Rican President should 
not involve himself in things that don\'t concern him. \"Some 
talk so that they get applauded in Washington,\" said Chavez. 


13. (SBU) The second issuance of joint Venezuelan-Argentine 
\"Bonos del Sur\" worth USD 1.5 billion, provides Argentina 
access to capital markets for its debt, and enables the BRV 

to soak up excess liquidity, fight inflation and reduce 

pressure on the bolivar. It also offers Venezuelan investors 
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a hedge against inflation. Chavez\' vision of 

institutionalizing the BRV\'s underwriting of regional debt by 
creating the \"Banco del Sur\" within three months seems 
far-fetched. While Chavez may open a token office and claim 
to holding negotiations with regional leaders, Venezuelan 
financing will likely continue on an ad-hoc basis. 


14. (SBU) Most of the accords signed during Kirchner\'s 
lightning visit to Venezuela are symbolic. Kirchner\'s visit 

to Venezuela may have been timed to balance President Bush\'s 
upcoming travel to Latin America. Kirchner\'s parroting of 
Chavez\' rhetoric, just two weeks after welcoming Under 
Secretary Burns and Assistant Secretary Shannon to Argentina, 


SIPDIS 
shows that Chavez can still buy friends and influence with 
the right price. End Comment. 


15. (U) The following is a list of the 17 agreements signed 
during Kirchner\'s visit to Venezuela: 


-- Cooperation Agreement on Science and Technology between 
BRV Ministry of Agriculture and Argentina\'s Ministry of 
Economy and Production 


-- Letter of Intent to establish scientific cooperation to 
strengthen meat distribution in Venezuela 


-- MOU in field of health and medicine between BRV Ministry 
of Health and Argentine Ministry of Health 


-- MOU on communication between BRV Ministry of 
Communications and Argentine Cabinet of Ministers 


-- MOU on cooperation in diplomatic training between 
respective Ministries of Foreign Affairs 


-- MOU in habitat and housing between BRV Ministry of Housing 
and Argentine Ministry of Planning 


-- MOU on electrical equipment between BRV Ministry of Energy 
and Petroleum and Argentine Ministry of Planning 


-- MOU on acquisition of gas-powered buses between BRV 
Ministry of Energy and Petroleum and Argentine Ministry of 
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Planning 


-- MOU on cooperation in natural gas between BRV Ministry of 
Energy and Petroleum and Argentine Ministry of Planning 


-- MOU on natural gas between PDVSA and Argentine Association 
of Natural Gas 


-- MOU on equipment related to natural gas between PDVSA and 
Argentine TATSA 
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-- MOU on natural gas-powered buses between PDVSA and 
Tomasetto Achile 


-- Fuel Oil Supply Contract between PDVSA and Enara 

-- MOU on electrical equipment between CADAFE and FARADY, SA 
-- Financing Agreement between BANDES and SANCOR 

-- Industrial Cooperation Agreement between BRV and Argentina 


-- MOU for construction of Banco del Sur (Bank of the South) 


BROWNFIELD 
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TAGS: PREL, PGOV, MARR, AF, CA 

SUBJECT: AFGHANISTAN: A/S BOUCHERYS DECEMBER 14-15 VISIT TO 
CANADA 


Classified By: POLMINCOUNS Brian Flora. Reasons: 1.4 (b) and (d) 


1. (C) Welcome to Ottawa. Your visit provides a great 
opportunity to reinforce the improved relationship we have 
developed with Canada since you were here earlier this year. 
It will be an excellent chance to take stock of what we are 
doing together in Afghanistan and elsewhere in South Asia, to 
emphasize the value we place in cooperating with Canada to 
manage our shared global interests, and to show the respect 
we hold for Canada\'s unique skills and capabilities. Prime 
Minster Harper,s Conservative Party Government, in pressing 
for stronger controls over terrorist movements, in making the 
case for the spread of democracy and freedom as international 
priorities, and in showing a willingness to sacrifice when 
necessary, accepts its global responsibilities and is working 

to carry its share of the load. Your visit signals that we 
appreciate our relationship and take seriously our commitment 
to engage Canada as a partner. 


2. (C) Prime Minister and Conservative Party Leader Stephen 
Harper won office in January 2006 after 12 years of Liberal 
Party government. Harper arrived in office determined to 
adjust Canada,s policy settings in ways that reflected his 

own values-based but realistic vision of Canada and its place 
in the world. Shortly after the election, the PM instructed 

his key ministers to focus on his top defense, security, and 
foreign policy priorities: 


-A- rebuilding and expanding the Canadian military,s 
capability as a multi-role, combat-capable armed force; and, 


-B- revitalizing and strengthening the Canada-U.S. foreign 
policy, defense, security and economic relationships. 


-- REBUILDING AND EXPANDING THE MILITARY -- 
3. (C) Harper moved swiftly in 2006 to endorse and 


indefinitely extend the Canada-U.S. NORAD agreement, to 
instruct his defense minister to rapidly transform the 
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Canadian Forces with a view toward interoperability with U.S. 
forces, and to increase defense spending by C$15.4 billion in 
his first budget. The Conservatives funded an increase in 
troop strength from 62K to 75K and quickly updated and 
executed the Department of National Defense,s (DND) long 
dormant plan to procure strategic and tactical lift (four 

C-17s, seventeen C-130Js, sixteen TBD helicopters), three 
joint support ships, and 2,300 heavy vehicles for the army. 
The PM,s foreign policy and security and defense 
transformation goals were well-received by the U.S. DOD and 
by Canada,s neglected but experienced and capable personnel 
at the Canadian Forces (CF)and DND. 


4. (C) The PM,s initiatives were similarly well received by 
domestic and international security professionals at the 
newly-formed DHS counterpart, Public Safety and Emergency 
Preparedness Canada (PSEPC). PSEPC viewed the moves as 
evidence that the new Government understood the need to 
evolve its security policy and practices in response to a 
changing threat environment, to reflect the nexus between 
defense and security, and to deepen Canada-U.S. planning and 
cooperation in these areas. 


-- REVITALIZING, STRENGTHENING CANUS COOPERATION -- 


5. (C/NF) In addition to bolstering the broad Canada-U.S. 
Q5. (C/NF) In addition to bolstering the broad Canada-U.S. 
bilateral relationship, the Department of Foreign Affairs and 
International Trade (DFAIT) was instructed to address 
Canadian security and trade opportunities worldwide by 
focusing on fewer high-impact areas where Canada could best 
advance its interests, preferably in concert with its closest 
allies. This was a marked change from the Liberal,s 

practice of diffusing Canada,s limited capacity around the 
world in an alphabet soup of diplomatic, foreign assistance, 
and military micro-deployments. Most of these deployments 
fed many Canadians, vision of themselves as peace-keepers 
and ardent multilateralists but produced few measurable 
results in the face of present-day transcendent threats to 
peace and security. 
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6. (C/NF) The Canadian foreign policy bureaucracy has 

overall shown discipline in executing the PM,s policy 

vision, and most of our critical POCs are &with it8, but it 

is also clear to us that there are fewer Conservative policy 
adherents at DFAIT than there are at DND and PSEPC. Where 
there is a lack of direction from the Conservatives the 
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foreign policy machinery tends to revert to its pre-Harper 
middle-power comfort zone of supporting multilateral 
agreements that tend to restrain our room for maneuver in the 
world. That said, since January we have been impressed by 
the willingness of officials at DFAIT to find areas of common 
cause with us. 


-- AFGHANISTAN: POLITICAL CONCERNS, POLICY CONTINUITY -- 


7. (C/NF) PM Harper and his key advisers are deeply engaged 
in executing, reassessing, and evolving Canada,s Afghanistan 
policy for two main reasons: 


-A- Canadian soldiers, lives on the battlefield, the 
security of Canadians at home and abroad, and the future of 
NATO are at stake in Afghanistan. 


-B- Harper assesses that his government faces great political 
exposure should casualty-intolerant voters hold him 
responsible for troop deaths in Afghanistan. 


8. (SBU) The new Liberal Party Leader Stephane Dion on 
December 5 moderated somewhat his previous call for Canada to 
immediately seek &an honorable way out8 of Afghanistan. He 
called for a review of Canada,s role in NATO-ISAF, argued 
that Canada should push its allies to join in creating a 
Marshall Plan for Afghanistan, and suggested that Canada 
should be more effective in pressing its NATO partners to 
share the burden. Dion,s more nuanced discussion of 
Canada,s role in Afghanistan since his selection suggests 
that should he lead the Liberals back into government he 
would want to avoid being backed into a corner by his and his 
party,s politically effective but unrealistic anti-war 

rhetoric. Indeed, while his strongly-stated preference would 
be for Canada to focus on development rather than 
war-fighting, his current formulation could afford him the 
latitude to maintain the CF,s role in the Kandahar region. 


9. (C/NF) Weighing on the PM,s mind, however, is the 
consensus among Canadian political strategists that his 
government will fall over the budget in the spring, a time 
when hostilities and therefore troop losses will likely be on 
the rise in Afghanistan. This, combined with a recent 
apparent up-tick of support for the opposition Liberal Party, 
generates uncertainty over whether the Conservatives will be 
able to hold onto their current minority government, much 
less build a majority in the next election. 


10. (C/NF) Harper and the Conservative Party,s political 
concerns limit their room for maneuver domestically and 
internationally if they hope to at least hold on to a 
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minority government. Within limits, however, we expect that 
the Harper Government will continue to be as active a partner 
as political strategy will allow despite the widespread 
ambivalence about the Afghanistan mission, and the U.S., in 
key battleground provinces. At this point we do not expect 

the Conservative Government to change course in Afghanistan. 


-- AFGHANISTAN -- 


11. (C) As noted, Afghanistan is Canada,s most critical 
Q11. (C) As noted, Afghanistan is Canada,s most critical 
foreign policy challenge at this time and it will likely 
dominate the meeting agenda. The officials with whom you 
speak would welcome: 


-A- your take on the Riga Summit and how best to engage our 
NATO allies to get their fighting forces to burden-share in 
the south; 


-B- your impression of France,s call for a contact group, of 
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post-battle aid delivery mechanisms, the so-called 
&ink-blot8 approach, and of calls by some allies to 
negotiate with Taliban; 


-C- your view of prospects for greater cooperation with 
Afghanistan,s neighbors, particularly Pakistan; and 


-D- your thoughts on how to break through widespread media 
and opposition-inspired negativity in order to inform 
Canadians and our European allies about the considerable 
success we are having in Afghanistan. 


-NATO Post-Riga- 


12. (C) The PM and his cabinet have been stalwart in 
prosecuting what they view as Canada\'s historic duty in 
Afghanistan, where some 30 Canadian soldiers were killed over 
the past six months (44 since 2002) as the CF went about 
aggressively detecting, pursuing and eliminating Taliban 

forces. The Harper Government pressed hard for an 
Afghanistan success story at the NATO Summit in Riga but was 
disappointed. Chief of the Defense Staff General Rick 
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Hillier quipped to us on December 5 that he had gone to Riga 
with low expectations but the Europeans managed to exceed 
them. 


13. (C) The Conservatives were rightly concerned that their 
domestic political opponents would exploit the refusal by 
most NATO member states to drop harmful caveats limiting 
troop deployments to conflict areas such as the Kandahar 
region in the south. Indeed, with Canada,s plea for help 
unmet at Riga the Conservatives have been and will continue 
to be hammered for their ineffective diplomacy by opinion 
leaders and by their political opponents. 


-The Way Ahead- 


14. (C) Despite the setbacks at Riga, the Canadians are keen 
to strategize with you on how to get key NATO partners to 
reverse course on caveats and to burden-share rather than 
burden-shift difficult, high-intensity tasks. They will also 
likely seek your views on the differences of opinion within 
NATO regarding aid delivery, the merits of the &ink-blot8 
strategic hamlet strategy, on the advisability of reaching 

out to moderate Taliban, and on what criteria would be used 
to identify such individuals and groups. Canada will not 
likely support the French proposal to create a contact group 
because Canada would not be included in the group, despite 
the resources the Canadians have allotted to the war and the 
loss of Canadian soldiers fighting there. 


15. (SBU) The Canadians will be interested in U.S. thinking 

on how to more rapidly build capacity among the Afghan 
military and police. You should also expect to exchange 
views on the prospects for cooperation with Pakistan in 
combating the flow of combatants and materiel to Afghanistan, 
particularly the Kandahar region. 


-Strategic Communications at Home- 


16. (C/NF) In 2002 the then Liberal Government presented the 
Afghanistan mission as a peace-keeping and development 
operation rather than the combat mission into which it has 
evolved. Further, the Conservative Government did not 
emphasize the risks associated with the mission last spring 
when it put extension through 2009 to a vote. The 
Afghanistan mission has received mixed support from 
Canadians, many of whom question why their soldiers continue 
to die in and around Kandahar when there are relatively few 
Afghan soldiers in the fight, and when so few in NATO are 
willing to share the burden in the fractious south. 

Qwilling to share the burden in the fractious south. 
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17. (C) The political opposition and most mainstream media 
perpetuate and exploit the notion held by many Canadians that 
it would be possible for the alliance to modify its 

engagement to development only despite the transcendent 
threat the Taliban poses to the Afghan people, to those 
engaged in development there, and to our armed forces. 
Further, the government,s message that the & Canadian Forces 
must take-on the Taliban to create the conditions for 
development8 is not breaking through. 
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18. (SBU) As of November 11, just over 50 percent of 
Canadians either approved (31-plus pct) or strongly approved 
(19 pct) of Canadian military participation in Afghanistan. 
This represented a softening of support from the 75 percent 
approval rate when Canada first sent forces to Afghanistan in 
2002. The figures were particularly weak in Quebec, with 
only 35 percent of the population supporting the mission and 
45 percent strongly disapproving of it. 


-- COUNTERING IDEOLOGICAL SUPPORT FOR TERRORISM -- 


19. (C/REL CAN) Canadian officials are concerned about the 
extremism that emanates from Pakistan and leads to cross 
border attacks in Afghanistan. This concern intensified over 
the past year by the resurgence of the Taliban in 

Afghanistan, with a clear connection to the Madrassas in 
Pakistan. Canadian officials were intrigued by CT Ambassador 
Crumpton,s recent call for Canada, the U.S. and our partners 
to develop a \"common narrative\" against extremism so as to 
synchronize our efforts to counter extremist rhetoric and to 
contain its adherents abroad and at home. 


-- INTERNATIONAL PEACE OPERATIONS -- 


20. (SBU) To better support international peace operations 
missions, Canada created the Stabilization and Reconstruction 
Task Force (START). Like its U.S. equivalent, S/CRS, START 
has experienced growing pains. The Canadians are keen to 
exercise and cooperate with S/CRS with a view towards sharing 
both governments, hard won regional expertise and networks 
in South Asia and elsewhere. As two of only a handful of 
countries that have assumed the mission in a serious way 
there also is room for the U.S. and Canada to cooperate 
closely on the development of post-conflict stabilization 
architectures in NATO, the G-8, and at the UN. 


-- NON-PROLIFERATION, INDIA -- 
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21. (C/NF) The Conservative Government sees the U.S. as a 
partner on the broader non-proliferation agenda, including in 
South Asia. During a recent in-house discussion of 
non-proliferation the PM suggested to his senior security 
advisors that Canada should consider moving away from its 
traditional normative approach to non-proliferation through 
treaties and agreements, and put more emphasis on the 
emerging operational approaches such as the Proliferation 
Security Initiative. 


22. (C/NF) DFAIT,s career non-proliferation experts (some 
of whom are stridently opposed to the U.S. approach) pushed 
back, arguing that there is a need for both, and that it 

would be wise for Canada to retain as many tools in its tool 
box as possible. Harper is still listening to them, but has 
made it clear that he will not be bound by long-standing 
Canadian non-proliferation theology. Indeed, he is an 
enthusiastic supporter for practical, PSI-style approaches. 
How this tension is resolved could affect Canada,s 
willingness to support the U.S.-India Civil Nuclear Agreement 
and other key U.S. initiatives in the non-proliferation world. 


Visit Canada\'s Classified Web Site at 
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E.O. 12958: DECL: 02/09/2017 
TAGS: PGOV, PREL, PTER, CO 
SUBJECT: GOC \'WEALTH TAX\' BOOSTS DEFENSE BUDGET 


Classified By: Political Counselor John S. Creamer 
Reasons: 1.4 (b) and (d) 


1.(C) In December 2006, the GOC approved a four-year 
\"wealth tax\" on liquid assets of Colombia\'s richest citizens 
and businesses to boost military spending. Of the estimated 
$3.7 billion in new revenue over 2007-10, the major portion 
(about 70 percent) is expected to fund the domestic war 
effort against illegal armed groups through investment in 
Army and Police manpower, helicopters, and transport. 
Remaining funds (30 percent) are for jets, frigates, and 
submarines. Precise allocations are still tentative; the 
Embassy is engaging with the COLMIL to adjust and align 
priorities, emphasizing nationalization, sustainment, and a 
domestic focus. Defense Minister Santos has explicitly 
requested USG guidance on Colombian defense spending 
strategies. End Summary. 


2. (C) Spending plans are not final, but the Ministry of 

Defense has shared two snapshots of the evolving budget. The 
more recent (February 20) is less detailed; it gives an 

estimate of total anticipated revenue ($3.7 billion, up from 

$3.1 billion) as well as allotments by service and allocation 
between personnel vs. equipment. An earlier set of numbers 
(February 1) was more detailed, indicating the magnitude of 
big-ticket purchases. We estimate that 70 percent of wealth 
tax revenue will go to the internal conflict, with 30 percent 
devoted to perceived external threats. 


3. (C) The Ministry of Defense\'s three priorities for the 

$3.7 billion wealth tax are manpower, mobility, and 
intelligence. The draft matrix presented February 20 by Vice 
Minister Juan Carlos Pinzon showed a planned allocation of 37 
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percent to personnel (17 percent Army, 17 percent Police, and 
three percent others) and 62 percent to equipment (21 percent 
Navy, 18 percent Air Force, 15 percent Army, six percent 
Police), mostly for transport. Civil affairs and social 

welfare programs under the \"Accion Integral\" umbrella were 
only one percent of wealth tax spending, with most funding 
coming from other GOC ministries. Pinzon said these 
allotments were final and agreed upon by service chiefs. 


4. (U) Growth in personnel is focused on the Army ($636 
million) and Police ($629 million), expanded by 14,000 and 
20,000 recruits respectively. This builds on growth during 
Uribe\'s first term, when 60 percent of the first wealth tax 
was dedicated to financing new elements -- nine mobile 
brigades, five high mountain battalions, six hundred 
campesino platoons, and 157 police posts. Police expansion 
will further increase national coverage, which has now been 
extended to every county (municipio) in Colombia. Within the 
Army, the focus is to boost offensive capability with new 
mobile brigades and expanded special forces training, with a 
focus on border zones. Pinzon said these budgets included 
costs of recruitment, basic training, and four-year 
sustainment. 


5. (C) Pinzon\'s matrix did not break down equipment 
expenses, which he said were not finalized. Still, a 
February 1 draft gave likely indications. In that version, 

the COLNAV portion was almost wholly (96 percent) for open 
water operations ($425 million and $138 million to refurbish 
frigates and submarines, respectively; $72 million for sea 
patrol craft), with only four percent ($6 million) for river 
boats. The COLAF share was split between jets ($32 million 
purchase, with $195 million for refurbishment of newly 
acquired aircraft and 30-year-old existing fighters) to deter 
external threats, helicopters ($192 million transport, $74 
million attack) for mobility and offensive operations in the 
internal conflict, and aerial surveillance platforms ($38 
million). Finally, the COLAR portion was dominated by 
transport helicopters ($218 million), transport equipment 
($35 million), and individual troop gear ($173 million) for 
fighting the illegal armed groups, but it also included 
armored vehicles ($87 million) that would be of little use in 
counterterrorism operations. 
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6.(C) Earlier (February 1) numbers suggest that some 70 
percent of the wealth tax budget will be invested in assets 

for the internal conflict, with 30 percent destined to 

address perceived external threats. This rough estimate 
counts all personnel as serving the internal war effort, 

along with helicopters, transport vehicles, river boats, and 
individual troop equipment. Assets counted as targeting 
external threats are jets, frigates, submarines, and armored 
vehicles. Defense Minister Santos told A/S Thomas Shannon on 
January 30 that his aim was to \"buy the minimum\" in terms of 
capital assets. His decisions would not be guided by worries 
over Venezuela or Ecuador. He reiterated his earlier request 
to Ambassador Wood that the U.S. \"help in evaluating what we 
really need from my military\'s wish-list.\" 


7. (C) Pinzon said the Ministry\'s budgeting process would 
continue for the next two to six months, including 
consultations with the U.S. and the public (the latter via a 
\"Monitoring Commission\" led by prominent businessmen). 
Echoing Santos, Pinzon asked for U.S. \"technical advice\" on 
capital spending. With Embassy NAS and Milgroup, Vice 
Minister Pinzon agreed to organize service-specific working 
groups to align plans and priorities. NAS has voiced concern 
over the lack of any \"nationalization\" component, i.e. 

gradual Colombian assumption of costs now paid by the U.S. 
This will be revisited in pending meetings between Pinzon and 
INL. Milgroup plans to seek reassurances of sufficient 
budgeting for sustainment, as well as to stress the need to 
focus on the internal conflict. 


8. (U) The \"wealth tax" (Wimpuesto al patrimonio\") applies to 
about 50,000 individuals and corporations, and levies a 1.2 
percent tax on liquid assets valued over three billion pesos 
(about $1.35 million.). Deductions are allowed for shares 
held in government entities and the value of a personal 
residence up to about $100,000. Projected revenues of eight 
trillion pesos ($3.73 billion) from 2007-10 will provide a 

boost of 15 percent to the base GOC defense budget forecast 
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of around $25 billion. 


($ million) (2230 pesos / US$) 
Service Equipment Manpower Total 
Army 574 636 1,211 (32%) 
Police 232 629 861 (23%) 
Navy 766 69 835 (22%) 
Air Force 679 51 730 (20%) 
Joint Staff / misc. 57 - 57 (2%) 
Accion Integral - - 34 (1%) 
Totals 2,309 1,385 3,728 
(62%) (37%) (100%) (100%) 


($ million) 


Service /ltem 


COLNAV 
- Frigates refurbish 
- Subs refurbish 
- Sea patrol craft 
- Coastal boats 
- Riverine boats 
- Other 
Subtotal - COLNAV 


COLAF 

- Jets refurbish 

- Jets new 

- Transport helos 

- Attack helos 

- ISR platforms 
Subtotal - COLAF 


(2230 pesos / US$) 


Expenditure 


666 


532 
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COLAR 
- Transport helos 218 
- Individual equipment 173 
- Armored vehicles 87 
- Transport equipment 35 
- Multipurpose aircraft 5 
Subtotal - COLAR 518 
Total equipment purchases - all services* 1,715 


* (Earlier draft; not equal to Table 1 equipment total.) 
DRUCKER 
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Summary 


1. (SBU) The Chamber of Deputies approved a bill that 
provides for up to 40 years in prison for those convicted of 
financing terrorist activities. President Calderon tried to 

address criticism of the January 2008 final opening of the 
agricultural market under NAFTA by extending and expanding 
farm subsidies. Secretary of Economy Eduardo Sojo reported 
that foreign direct investment in Mexico dropped 3.6 percent 
from 2005 to 2006. Felipe Munoz, who worked with the USG as 
chief of Mexican Attorney General\'s specialized unit for 
investigation of IPR crimes, was promoted to Deputy 

Prosecutor General for Federal Crimes. Telecom regulator 
Cofetel announced that it would not support creation of a 

third national broadcasting network by auctioning regional 
frequencies as a package. The North American Development Bank 
has announced a USD 8.9 million loan to the city of Nogales. 
DaimlerChrysler representatives told emboffs that Mexico 

would gain from auto industry restructuring. The Governor of 
Coahuila accused Former President Fox of urging him to accuse 
a controversial labor leader of responsibility for workers in 
2005\'s Pasta de Conchos mine disaster. 


Criminalizing Terrorism Financing 


2. (U) The Chamber of Deputies on February 20, 2007 approved 
a bill that provides for up to 40 years in prison for those 
convicted of financing terrorist activities. If passed, the 

law would establish the crimes of \"terrorism financing\" and 
\"international terrorism.\" Mexico currently does not have a 
specific law criminalizing financing and support of 

terrorists and terrorist organizations. The draft law would 
enable the Attorney General\'s Office (PGR) to provide 
information to federal government authorities for 
investigations. It also would authorize prosecutors to track 
and obtain information from finance and tax authorities on 
suspicious transactions. The bill now goes to the Senate, 
which approved a similar proposal during last year\'s session. 
(See septel). 


Calderon Extends Farm Subsidies 


3. (SBU) Facing increasing political opposition to the 

January 2008 final opening of the agricultural market under 

the North American Free Trade Agreement (NAFTA), President 
Calderon announced that the program of subsidies for Mexican 
farmers (PROCAMPO) will be extended and expanded. The program 
had been set to expire in 2008. Calderon\'s government also 


Column 3 

announced its plan for using the almost USD 700 million that 
the Mexican Congress approved for supporting the corn, bean, 
sugar, and milk sectors (the four sectors that will be fully 
opened to U.S. and Canadian imports next January 1). Roughly 
USD 500 million will go to promoting domestic production of 
those crops, and another USD 200 million will beef up 

Mexico\'s shared risk fund for agriculture. (See septel.) 


FDI Down in 2006 


4. (U) Economy Secretary Sojo announced that Mexico received 
USD 18.9 billion in foreign direct investment (FDI) during 

2006, a 3.6% drop from 2005\'s USD 19.6 billion. Sojo 

attributed the decrease to insecurity brought about by 
election-related protests that plagued the country. 

Nevertheless, the USD 18.9 billion figure is likely to be 
readjusted as companies continue reporting 2006 investments. 
Even with the delayed reports, FDI for 2006 is not expected 

to end above the Mexican government\'s goal of USD 20 billion, 
but may come closer to 2005 investments. 
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New Deputy Prosecutor for IPR 


5. (U) The Attorney Generals Office (PGR) finally filled 

its last Deputy Prosecutor General slot. Felipe Munoz, who 
had previously been the chief of PGR\'s specialized unit for 
investigation of IPR crimes, is the new Deputy Prosecutor 
General for Federal Crimes. In this capacity, he will 
supervise not only his old IPR unit, but also the PGR units 
responsible for investigating tax evasion, financial crimes, 
environmental crimes, and crimes committed by government 
officials. (See septel on upcoming meetings with Munoz and 
Gonzalez.) 


Cofetel: No National Network Frequency Auction 


6. (SBU) MexicoWs telecommunications regulator Cofetel 
announced February 22 that an upcoming auction would not 
include auctioning regional frequencies as a package, which 
would have facilitated creation of a third national 

broadcasting network. Cofetel Chairman Hector Osuna noted 
that companies that currently hold radio and television 
frequencies will not be permitted to participate in the 
upcoming auction; although, participants purchasing separate 
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regional frequencies could form a national network through 
joint-ventures. Commissioner Eduardo Ruiz Vega added that 
Cofetel opted not to auction regional frequencies as a 

package in order to avoid creating a national network under 
foreign control. Osuna meets next week with FCC Commissioner 
McDowell. 


NADBank Announces Loan 


7. (U) The North American Development Bank has announced 
that the city of Nogales in the Mexican state of Sonora would 
receive a loan of USD 8.5 million to help finance an air 

quality project to improve street paving and traffic flows. 
Currently in Nogales, 250 kilometers of its 385 kilometers of 
streets are not paved. The Border Environment Cooperation 
Commission (BECC) certified this project on July 30, 2004. 


DaimlerChrysler: Mexico Benefits from Detroit Downsizing 


8. (SBU) Luis Gomez Suarez, Director of Governmental 
Relations at DaimlerChrysler, told Econ and Commercial 
Officers that Mexico could benefit greatly from the 
restructuring being done by the Big Three auto makers. He 
said that DaimlerChrysler wants to increase its sourcing 
outside of North America, and moving to Mexico would be of 
greater benefit than moves to South America or Asia. He 
mentioned the possibility of having President Calderon visit 
Detroit to promote Mexico as promising location for increased 
investment. 


Governor Accuses Fox Over Mine Disaster 


9. (SBU) During a February 18 national radio interview, 
Humberto Moreira, the PRI Governor of Coahuila, accused 
former President Vicente Fox of pressing him in 2006 to 
falsely accuse a controversial labor leader of responsibility 
for workers in a mining accident. According to the Governor, 
PAN President Fox not only wanted him to accuse the labor 
leader but to arrest him as well. Moreira says he refused 
the President\'s request; however, it appears he said nothing 
about the presidential pressure for an entire year. In 
commenting on the Moreira\'s accusations, a senior official in 
the national office of the CTM labor confederation remarked 
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that the Governor\'s allegations are impossible to prove. That 
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said, the CTM official averred, allegations do underscore the 
fact that very few people in Mexico are willing to seriously 
take on a sitting president. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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Classified By: AMBASSADOR ANTONIO O. GARZA, JR., REASONS: 1.4(B/D). 


Summary 


1. (C) The President,s visit comes at critical time as the 
new Mexican government seeks to set and implement its 
priorities across many fields. Our common border with Mexico 


Column 3 

gives us strong common interests, including security and 
North American economic success. The United States has a 
great stake in what Mexico can accomplish in the next few 
years. Our key economic aim in 2007 is to encourage, in a 
quiet way, needed Mexican actions in vital areas such as 
reducing barriers to legitimate trade across our common 
border, deregulation, energy reforms, professionalization of 
government, education, anti-poverty efforts and job creation. 
Mexican leaders generally understand what needs to be done, 
but are often blocked by internal political and vested 

interest gridlock. Sharing best practices, helping set the 
Mexican policy stage for needed actions, and technical 
assistance will be useful actions that we can take. It is 

also important to maximize private sector interest in 
undertaking the reforms needed to make Mexico competitive in 
the global economic market. We should highlight that annual 
U.S.-Mexico trade is set to exceed USD 375 billion in 2007. 
End Summary. 


The Border - Ensuring Security and Prosperity 


2. (C) The U.S.-Mexico border presents an enormous set of 
critical challenges for both countries, ranging from the 
immigration reform debate in the U.S., the flow of illegal 
migrants, insecurity and lawlessness in the Mexican border 
regions, trafficking in narcotics and other types of 
contraband smuggling. We are rightly focused on the many 
criminal activities prevalent at the border and the need to 
reduce their impact on the U.S. We should continue to 
encourage the marked progress we have seen in recent years in 
U.S.-Mexico cooperation against terrorism, counter-narcotics 
operations and extraditions. 


3. (C) Our common border poses an equally great economic 
challenge. Total trade in goods between the U.S. and Mexico 
is now in excess of USD 330 billion annually. We also traded 
more than USD 36 billion worth of services in 2005, the most 
recent year for which we have numbers. U.S.-Mexico trade is 
growing rapidly, almost 15 percent between 2005 and 2006. 
Based on conversations with senior Mexican officials, we 
expect President Calderon will raise facilitation of legal 

trade as a priority in the March Summit. 


4. (U) Numerous North American studies and trade groups have 
stressed that border facilities and procedures must be 

improved significantly to accommodate present trade and 
expected future growth. In their February 2007 report to the 
Security and Prosperity (SPP) Ministerial, the North American 
Competitiveness Council declared their first priority to be, 
\"improving the secure flow of goods and people within North 


Column 3 
America.\" In this context, it is important to remember that 
trade facilitation does not come at the expense of security. 


5. (C) Commerce Assistant Secretary David Bohigian heard this 
message loud and clear in his two recent visits to the border 
region. His visit helped refine and expand a list of 

short-term fixes at anumber of key border points in order to 
shorten waiting times while assuring border security. In 

some cases, this means extending and/or synchronizing 
operating hours at U.S. and Mexican facilities at the same 
border crossing, and ensuring that industry takes advantage 

of this opportunity. In other cases, it means sharing best 
practices and reducing duplicative inspections. lt also 

means employing new technologies to track and speed the 
secure movement of cargo. It includes identifying critical 
infrastructure investments needed on both sides of the 

border. Finally, it involves the private sector to make the 

North American supply chain more secure and efficient. 
Commerce Secretary Gutierrez and Mexican Economy Secretary 
Sojo stressed the importance of bilateral trade and making 

the border as efficient as possible in their February 

meetings in Mexico and Ottawa. 


Recommendation 


6. (C) The key to concrete bilateral progress in 2007 in 
ensuring security while reducing barriers to legitimate trade 
across the border will be engagement by senior U.S. and 
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Mexican officials, including White House/Presidencia, DHS, 
Commerce, DOT and their respective Mexican counterparts. A 
first step could be the creation of a senior U.S./Mexican 
working group with decision-making authority that could 
report to the Presidents at the next SPP leaders meeting with 
a specific work plan that lays out a strategic approach to 
solving specific border crossing issues. Empowering U.S. and 
Mexican border personnel with best practices, additional 
resources, new technology, and adequate infrastructure will 
enhance their ability to ensure that commercial vehicles 
entering the United States do not pose a threat to national 
security -- while protecting North America\'s competitive 
advantage versus economic powerhouses outside our region. 


MexicoWs Overall Economy 


7. (C) Mexico,s senior economic officials are top-notch 
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across the board. Most have Ph.Ds from leading U.S. 
universities and a keen sense of the nation\'s economic 
strengths and weaknesses. They can take justifiable pride in 
the very positive rating Mexico now enjoys in world financial 
markets, including the enthusiastic response of investors 
when Mexico became the first country in Latin America to 
issue a 30-year bond denominated in the local currency. They 
do not need macroeconomic advice. 


8. (C) Mexico,s most pressing public policy problem is that 
the government relies on oil-related revenues for 37% of the 
federal budget, and states and municipalities rely on funds 
from the federal government for nearly all their revenues. 

In Latin America, only Guatemala has a lower tax collection 
rate than Mexico. Finance Minister Agustin Carstens has said 
publicly that Mexico needs to implement a broad fiscal reform 
to improve tax collection, reduce over reliance on oil 

income, confront growing pension liabilities and rising 
payments on government borrowing outside the federal budget, 
and meet growing needs for spending on poverty alleviation, 
education, health and other social programs. 


9. (C) Because of these challenges, the government will 
focus its fiscal reform efforts over the next few years on 
increasing tax collection, reducing tax evasion, making 
government spending more efficient, and lowering the 
country's dependence on oil revenues. Carstens has already 
asked for U.S. technical assistance and training that would 
allow the Mexican government to build a better tax service, 
professionalize Mexican Customs, and develop better 
analytical capabilities to combat money laundering, terrorist 
financing and related areas. 


Recommendation 


10. (C) Talks on the provision of such assistance by 
Treasury, DHS, and others are progressing well. It will be 
important to assure President Calderon that the U.S. is 
committed to doing its utmost to provide these types of 
training and technical assistance as desired by Mexico. 


Mexico,s Global Competitiveness 


11. (C) Mexico,s leaders are keenly aware of the need to 
stop Mexico,s declining global competitiveness. Moreover, 
most agree on what needs to be done: reform the labor code; 
encourage competition in major sectors dominated by only a 
few firms; reform the fiscal regime; attract new investment; 

fix a deficient education system; provide opportunities to 
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talented people across Mexico; and improve respect for rule 
of law, including intellectual property rights. By any 
measure, the challenges are daunting, and entail taking on 
entrenched interests. 


12. (C) Just three months into their term, Calderon and his 
team are still setting overarching economic priorities. As 
Finance Minister Carstens and Economy Minister Sojo recently 
told the Ambassador, Calderon is serious about taking on the 
monopolies and labor unions, but they are strong enemies and 
the GOM needs to navigate carefully this political mine 

field. 


Recommendation 


13. (C) We should emphasize our common stake in Mexico,s 
overall economic success and the nation\'s ability to improve 
its competitiveness across the board. In broad terms, we 
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should encourage implementation of needed reforms and ask 
Calderon how we can help. Based on conversations here, we 
should not expect GOM requests for massive aid for economic 
development, but instead interest in sharing best practices 
across a range of fields: education; poverty alleviation; 
technical training; anti-trust regulation, etc. We should be 
ready with concrete ideas. Examples are small high-level 
exchanges on globalization challenges along the lines of the 
September 2006 North American Forum convened by George Shultz 
or even more targeted sector-specific sessions (wired 
classroom, adult vocational training, microfinance options, 
etc.) between Mexican policy makers and top U.S. business, 
foundation, and academic officials. 


Energy 


14. (C) After Canada, Mexico is the largest source of U.S. 

oil imports. The United States has a strong strategic 

interest in continued stable supplies of energy from our 
southern neighbor. Within Mexico, energy is an extremely 
sensitive political and even emotional topic tied 

historically to national sovereignty. That said, Mexico,s 
energy sector requires difficult reforms soon and the outcome 
of Mexican government decisions (or lack thereof) will have a 
significant effect on future oil production as well as 

Mexico,s budget picture. Due to the current constitutional 
prohibition against private investment in many areas of the 
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energy sector, the government must provide the tens of 
billions of dollars that Pemex (the state oil monopoly) needs 
in energy investments over the coming decade. Booming oil 
revenues have largely been squandered on subsidizing 
electricity, gasoline, and natural gas consumption. Luckily, 
oil revenues have been high enough to keep public finances 
healthy for the time being. However, the current system, 
which spends rather than saves excess oil revenues, will not 
withstand a major drop in oil prices or production over the 
next few years (which is close to inevitable if current 
restrictions remain in place). 


15. (C) As our second largest crude supplier, what Mexico 
does or does not do to maintain production will have a major 
impact on North American energy supply and security for at 
least the next ten years. We have largely avoided any direct 
discussions over energy because of its sensitivity in Mexican 
politics. President Calderon, a former Energy Secretary, is 
looking at how best to maintain production and invest in this 
critical sector. 


Recommendation #1 


16. (C) The March meeting would be a good opportunity to 
underscore our common interest in North American energy 
security and supply. Adopting a recommendation of the North 
American Competitiveness Council (NACC), it would be useful 
to propose preparation of a joint North American 
(U.S./Mexico/Canada) energy outlook with a 25 year time 
horizon. The idea would be to focus on the broad and complex 
dynamics of the sector, especially in terms of exploration, 
investment, planning cycles and secure supplies for the 

region. Assuming Canada also agrees, the project could be 
announced by the three leaders in Canada in August as a 
deliverable for their presumed meeting in mid-2008. 
Preparation of the report in Mexico during 2007-08 (perhaps 
by an elite university) would spur needed energy reform 

policy discussions and could fit well with informal GOM 
comments that the Calderon administration will tackle energy 
issues more robustly in 2008-9. 


Recommendation #2 


17. (C) In terms of a short-term actions (and linked to a 
separate NACC recommendation), the President could ask if 
Calderon would support the idea of a Gulf of Mexico 
Governors, meeting (or a more general energy states meeting 
to include Alaska and 2-3 Canadian provinces) to discuss the 
role of sub-federal entities in energy planning for the 
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longer-term (development, financing issues, infrastructure, 
environment, etc.). This could prove too sensitive for the 
GOM at this point, but might be another trilateral way to 
promote dialogue on the importance of energy supplies and 
revenues. 


Recommendation #3 
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18. (C) The President could also propose to Calderon 
implementing the terms of the 2000 Western Gap Treaty between 
the U.S. and Mexico. This could include forming a working 
group of scientists and engineers to exchange geological and 
geophysical information from both sides of the border to 
define and delimit transboundary reservoirs. The groups 
could also discuss models for the equitable development of 
transboundary reservoirs as set out in the 2000 Treaty. U.S. 
officials worked to this end unsuccessfully during the Fox 
Administration, but cooperation in this area could be an 
excellent opportunity to begin speaking practically with 
Mexican officials about shared energy goals in the Gulf of 
Mexico. 


NAFTA and Trade Policy Topics 


19. (C) According to Mexican Economy Minister Sojo and 
senior Mexican trade officials, the Calderon Administration 
believes that many of NAFTA,s provisions need to be updated, 
and want North American political leaders to consider 
re-opening chapters that deal with market access, rules of 
origin, and customs treatment. We have highlighted the 
domestic U.S. political dangers of this approach. We have 
urged the GOM to proceed cautiously given the U.S debate this 
spring about trade promotion authority renewal, expected 
opposition from vested interest groups with strong lobbies in 
Washington, and internal Mexican demands that NAFTA 
agricultural provisions be renegotiated to stop the planned 
January 1, 2008 opening of corn and bean markets here. That 
said, there is still a good chance that President Calderon 

will make a case for moving more quickly on such North 
American integration topics. Separately, Mexico has been a 
steady partner in the world effort to restart the stalled 

Doha round of world trade talks. 


Recommendation + 1 
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20. (C) One way to respond to Mexican requests on updating 
NAFTA would be to suggest a senior working group on trade 
topics that will focus, in the first instance, on areas for 
improvement in a broad array of technical issues (rules of 
origin, cumulation, regulatory harmonization, customs rules). 
These would be NAFTA trade-facilitating fixes that would not 
require new legislation. We could postpone consideration of 
other options until we have a clearer picture of how Capitol 

Hill intends to deal with trade issues later in 2007. 


Recommendation #2 


21. (C) On agricultural issues, we can say that the U.S. 
wants to work with Mexico on technical ways to help the 
transition in sensitive agricultural sectors. The 
Consultative Committee on Agriculture could offer a venue 
here. We should also draw from the results on Secretary 
Johanns, March 5-6 Mexico visit for possible additional 
approaches. 


Recommendation #3 


22. (C) We should thank Calderon for Mexico,s consistent 
support of U.S. and other efforts to restart the Doha round. 
We should also encourage Mexico to play a stronger role in 
this regard. 


Intellectual Property Rights (IPR) 


23. (C) Over the past several years, Mexico,s federal IPR 
agencies have ratcheted up the numbers of raids, arrests, and 
seizures against commercial piracy and counterfeiting 
operations. Unfortunately, these efforts remain stymied by 
lack of resources, outdated legislation, a judicial system 

that makes it difficult to obtain convictions and jail-time 

for violators, lack of cooperation from state and municipal 
governments, and a broad cultural acceptance of illegal 
commerce. As a result, U.S. (and Mexican) companies continue 
to lose hundreds of millions of dollars each year to the 
increasingly well-organized criminal gangs that run this 
sprawling illicit business. The new Calderon administration 
has initially focused its law enforcement energies on 
high-profile campaigns to combat narco-traffickers, but 
business groups are lobbying for stronger IPR enforcement as 
well, particularly given Calderon,s commitment to improving 
Mexico,s investment climate. 
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Recommendation 


24. (C) President Bush could remind Calderon that Mexico will 
have a hard time attracting investment from high value added 
creative industries unless it is able to control rampant 

piracy and counterfeiting, and emphasize that we want to 
continue working with Mexico both bilaterally and via the 
Security and Prosperity Partnership to strengthen protection 
of intellectual property rights. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
GARZA 
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E.O. 12958: N/A 

TAGS: MARR, PGOV, PHUM, RW 

SUBJECT: HUMAN RIGHTS VETTING INFORMATION FOR SENIOR 
LEADER SEMINAR 


REF: KIGALI 83 


1. The Department of State has reviewed its files and 
finds that as of February 22, 2007, it possesses no 
credible information of gross violations of human rights 
by the security officers below: 


NAME: Ben Balthazar Rutsinga 

CURRRENT ASSIGNMENT: Ministry of Foreign Affairs 
DATE OF BIRTH: 09/06/54 

GENDER: Male 
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NAME: Mubarakh Muganga 

RANK: BrigGen 

CURRENT ASSIGNMENT: Rwandan Defense Forces (RDF) 
DATE OF BIRTH: 06/26/67 

GENDER: Male 


2. The Department notes Post\'s information regarding an 
allegation that Muganga was involved in 

civilian/extrajudicial 

killings and Post\'s views that this allegation does not come 
from a credible source. In its research, the Department found 
additional references to these allegations, but all appear to 
have been drawn from the same single source. Because the 
Department has been unable to locate any additional 
information 

that corroborates this single source, and because of concerns 
about the credibility of this source, we do not believe these 
assertions rise to a level of credibility appropriate to the 
Leahy standard. 


3. Post is permitted to provide the following statement 

to authorized parties: Embassy verifies that the 
Department of State possesses no credible information of 
gross violations of human rights by the security officers 
identified in paragraph 1 above, as of this date. Post 
may cite this cable in response. 


4. If in the future post becomes aware of possible human 
rights violations by the individuals listed above, Post 

should inform the Department and not proceed with training. 
RICE 
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E.O. 12958: DECL: 02/23/2017 

TAGS: PGOV, PINR, KDEM, NU, PREL 

SUBJECT: ALN SEEKS ASSISTANCE TO MAINTAIN MOMENTUM, PREPARE 
FOR MUNICIPAL ELECTIONS 


REF: MANAGUA 0471 


Classified By: Charge d, Affaires a.i. Peter M. Brennan. Reasons 1.4 (B 
‚D). 


1. (C) Summary: The Nicaraguan Liberal Alliance (ALN) is in 
debt from its campaign commitments and urgently needs funding 
to maintain its momentum, enable leader Eduardo Montealegre 
to emerge as the uncontested leader of the opposition, and 
prepare for the 2008 municipal elections. The ALN planning 
coordinator and its treasurer recently reported that many ALN 
supporters are hard pressed to support their families and are 
seeking other options because government positions are closed 
to them. The ALN planning coordinator attributes much of the 
party\'s difficulties to its lack of organization and 

cohesion, but assert that the ALN needs funds and capacity 
building to resolve these issues. The party is upgrading its 
website to allow people in Nicaragua and abroad to contribute 
on line. The Charge outlined the kinds of U.S. training 
opportunities and encouraged the ALN to consider establishing 
a 501 (c) (3) foundation to support the party. ALN leaders 

met with POL and USAID the following day to explore training 
options in more detail. End Summary. 


ALN Confronts Campaign Debt, Cash Flow Problems 


2. (C) ALN Planning Coordinator Kitty Monterrey and 
Treasurer Roberto Serrano warned Charge and PolCouns on 
February 20 that, although ALN presidential candidate Eduardo 
Montealegre placed second in the November race and he is 
considered to be the most prominent opposition leader by far, 
the party is in debt from its campaign commitments to a tune 
of $1.5 million. Monterrey stated that the party\'s creditors 
(mostly media) are patient, and the news of the debt has not 
leaked to the public, while ALN caucus Assembly deputies and 
party headquarter employees are each contributing 4,000 
cordobas (about $220) per month towards debt payment. 


3. (C) Monterrey explained that the ALN urgently needs 
funding to keep afloat -- at least $75,000 per month to run 
its headquarters -- plus robust training in party 

organization and strengthening, communications strategy, 
leadership, polling, community outreach, and training of ALN 
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legislators. Monterrey and Serrano voiced frustration that 

the ALN is unable to help its supporters -- who are hard 
pressed to support their families -- because the party enjoys 
no access to government jobs and does not have a budget to 
hire people. Regarding the ALN\'s departmental and municipal 
offices, Monterrey said local party supporters along with the 
private sector are defraying these expenses. 


Matching Party Strengthening Needs with Training Options 


4. (C) Monterrey attributed much of her party\'s difficulties 

to its lack of organization and cohesion, but again, asserted 
that without funds and capacity building, the ALN will be 
unable to resolve these issues. The Charge mentioned the 
IRI-USAID training of National Assembly lawmakers, most of 
whom were members of the ALN caucus, as the type of 
assistance we can provide. Monterrey commented that the 
training would have been more beneficial if it had been open 
to members of party leadership, not exclusively lawmakers. 
She recommended that an organized training strategy with 
party leadership participation would be helpful. The Charge 
suggested that Monterrey meet with POL and USAID to explore 
training options and how to effectively coordinate them. 


Clarifying Party-Civil Society Relations 


5. (C) Citing the Ambassador\'s recent op-ed on civil 
society, Monterrey praised the Ambassador\'s message, but 
opined that it does not completely reflect the harsh reality. 

For example, the previous day the National Assembly had 
approved the registration of 113 NGOs, and 99% are associated 
with the FSLN, said Monterrey. She next raised the 
relationship of civil society organizations and her party, 
sharing her concern that some NGOs that claim to support the 
ALN\'s political position do not and may not be contributing 
to defending or strengthening Nicaragua\'s democracy. 
Instead, some of these groups respond to the interests of 
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individual party politicians, ALN National Assembly Deputy 
Eliseo Nunez, Sr., for example. The Charge clarified that we 
are aware of Sandinista control of the vast majority of 
Nicaraguan NGOs and that the purpose of the Ambassador\'s 
piece was to let it be known that if President Ortega takes 

the path of Chavez vis-s-vis independent NGOs, we will not 
remain silent, and we are committed to helping independent 
NGOs. (Comment: NGO competition over limited donor funds 
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appears to be at an all-time high, placing the newer, 

independent NGOs at a disadvantage over the more experienced 
and savvy FSLN-associated groups. The latter know how to 
write proposals that will attract donors, while the former 

are inexperienced in the tradecraft.) 


6. (C) Monterrey offered to forward a comprehensive list of 
NGOs that indeed support ALN efforts, mentioning the NGOs 11 
de Julio (11th of July) and la Cruzada por la Democracia 
(Crusade for Democracy) as among those close to the ALN. She 
acknowledged that to the degree her party consolidates and 
resolves its internal conflicts, its relationship with civil 

society groups will be clearer and more constructive. The 
Charge explained that our democracy assistance package 
includes components to help civil society, capacitate 
democratically committed political parties, and defend 
independent media, clarifying that we do not/not provide 

direct assistance to political parties. To maximize these 

limited resources, it behooves the ALN to improve its 
communications with NGOs, the Charge suggested. 


Party Financing - Foreign and Domestic Support 


7. (C) Returning to the ALNVs financial needs, Serrano, who 
handled Montealegre\'s fundraising campaign, recounted that he 
had maintained a low-profile during the campaign, but now as 
ALN treasurer and member of the board of directors, he will 
assume a more public profile. Part of his new activities 
include upgrading the party web site to allow people in 
Nicaragua and abroad to contribute on line to the ALN, 
including monthly plans, if they so wish. The Charge 
encouraged Serrano to explore establishing a 501 (c) (3) 
foundation -- like the Nicaraguan-American Foundation -- to 
support the party and offered to look into arranging a 
voluntary visitor program for Serrano so he could meet with 
U.S. fundraising experts. 


8. (C) On the subject of domestic support for the ALN, 

Serrano shared his disappointment over Nicaragua\'s business 
elite and the failure of some, like Carlos Pellas and Ramiro 
Ortiz, to deliver on their campaign finance commitments to 
Montealegre. Fortunately, some of the smaller financiers 

were more forthcoming, said Serrano, who recognized that 
smaller donations from many sources can also help a campaign. 
He also confirmed that the Foro Liberal group will assist 

with fundraising. The support would enable the ALN to cover 
its monthly costs so it may maintain its momentum and emerge 
as the clear opposition party. The party will also need 

backing to prepare for the October 2008 municipal elections 

-- including buying air time and radio frequencies. Serrano 
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suggested that our good offices with the private sector would 
be helpful. Polcouns suggested Serrano approach other 
embassies for assistance and the private sectors of 
neighboring countries. 


Comment 


9. (C) According to the latest Cid Gallup poll (Reftel), 
Eduardo Montealegre leads the opposition. To take advantage 
of his popularity, however, and to build up his party -- 

whose support, according to the same poll, has waned -- 
Montealegre must consolidate his leadership among the 
opposition and the ALN must evolve from a campaign alliance 
into a solid, well-equipped political machine. He will need 
resources to achieve this objective. Poloffs and USAID 
elections coordinator met with Monterrey on February 22 to 
discuss training and other support options. Monterrey will 
next meet with IRI and NDI country directors. We will also 
follow up on capacity building for fundraisers and continue 

to engage the local private sector. 

BRENNAN 


97922 

PP RUEHLH RUEHPW 

DE RUEHIL #0872 0550618 

ZNY CCCCC ZZH 

P 2406182 FEB 07 

FM AMEMBASSY ISLAMABAD 

TO RUEHC/SECSTATE WASHDC PRIORITY 7186 
INFO RUEHBUL/AMEMBASSY KABUL PRIORITY 6830 
RUEHKP/AMCONSUL KARACHI PRIORITY 4836 
RUEHLH/AMCONSUL LAHORE PRIORITY 1508 
RUEHPW/AMCONSUL PESHAWAR PRIORITY 9787 
RUEKJCS/SECDEF WASHINGTON DC PRIORITY 
RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY""CONFIDENT IAL ISLAMABAD 000872 


SIPDIS 


NOFORN 
SIPDIS 


E.O. 12958: DECL: 01/19/2016 

TAGS: KAWC, PK, PREL, PTER 

SUBJECT: GOP INQUIRY INTO GTMO ADMINISTRATIVE REVIEW 
BOARDS, REPATRIATION OF DETAINEES 

REF: 06 STATE 202349 


Classified By: DCM Peter W. Bodde, Reasons 1.4 (b) and (d) 
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1.(U) This cable contains an action request -- please see 
para. 5. 


2. (C//NF) During a January 26 lunch with visiting SCA DAS 
John Gastright, MFA officials queried emboffs regarding the 
prospects for the release of Pakistani detainees currently in 
custody at the Guantanamo Bay detention center. During the 
conversation, the Pakistani diplomats referred to a note 

verbale addressing administrative review boards at the 
Guantanamo Bay detention center. Emboffs advised the MFA 
officials that the Embassy\'s Political Section had not/not 
received such a diplomatic note. On February 15, MFA 
(Americas) Director Mansoor Khan passed to PolCouns a copy of 
a note verbale dated 30 December 2006 (text below), and asked 
for a read-out of the most recent proceedings involving 

Pakistani nationals. Khan again pressed Pakistan\'s request 

for repatriation of the Guantanamo detainees. PolCouns 
referred Khan to the Department\'s most recent guidance on the 
release of these detainees (Ref A), but agreed to advise the 
Department of the Government\'s continuing interest in this 
issue. 


3. (C) Text of the MFA\'s December 2006 note verbale: 
(Begin text.) 


No. USA-2/16/2006 
30 December 2006 


The Ministry of Foreign Affairs of the Islamic Republic 
of Pakistan presents its compliments to the Embassy of the 
United States of America in Islamabad and has the honour to 
refer to communications regarding Administration Review Board 
(ARB) proceedings in respect of three Guantanamo detainees: 
(1) Mr. Mohammad Ghulam Ahmed Rabbani, (2) Mr. Saifullah 
Paracha, and (3) Hafes Qari Mohammad Saad Madni. 


The Government of Pakistan wishes to convey that: (a) 
the individuals are Pakistani nationals, (b) the Government 
of Pakistan may accept the individuals, (c) the relatives of 
individuals have been notified of Annual Review Board, and 
(d) on transfer from Guantanamo Bay, intelligence gathered 
about the activities of individuals, if significant, could be 
shared. 


The U.S. Embassy is requested to convey the information 
to the relevant U.S. authorities for holding the 
Administration Review Boards in respect of the above three 
Guantanamo detainees. 
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The Ministry of Foreign Affairs avails itself of this 
opportunity to renew to the esteemed Embassy the assurance of 
its highest consideration. 


4. (C//NF) Comment: The Government of Pakistan is 
sensitive to the public\'s frustration over the continued 
detention of Pakistani nationals at the GTMO facilities. MFA 
officials frequently ask emboffs for the status of these 
detainees, as they remain high-profile cases in the local 
press. 


5. (C) Action request: Post requests Department forward as 
much information as possible to share with the Government of 
Pakistan regarding the administrative review board 
proceedings for all Pakistani nationals currently in 

detention at Guantanamo Bay. 

CROCKER 
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STATE PLS PASS USTR FOR PBURKHEAD 


E.O. 12958: N/A 
TAGS: ECON, EINV, EFIN, EPET, PGOV, SA 
SUBJECT: SAUDI ARABIA\'S INVESTMENT CLIMATE STATEMENT 


1. Chapter Headings: 


-- Openness to Foreign Investment 

-- Conversion and Transfer Policies 

-- Expropriation and Compensation 

-- Dispute Settlement 

-- Performance Requirements and Incentives 
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-- Right to Private Ownership and Establishment 

-- Protection of Property Rights 

-- Transparency of Regulatory System 

-- Efficient Capital Markets and Portfolio Investment 
-- Political Violence 

-- Corruption 

-- Bilateral Investment Agreements 

-- OPIC and Other Investment Insurance Programs 
-- Labor 

-- Foreign-Trade Zones/Free Ports 

-- Foreign Direct Investment Statistics 


2. Saudi Arabia in 2006 is experiencing an oil boom 
unprecedented since the mid 1970,s, with a government budget 
surplus of over $70 billion in 2006, and large infrastructure 
construction underway. Nevertheless, foreign direct 
investments inflows were only about $5 billion in 2006. 
Improvement of the investment climate is an important part of 
the Saudi Government\'s broader program to liberalize the 
country\'s trade and investment regime, diversify an economy 
overly dependent on oil and petrochemicals, promote 
employment for a very young population, and become an active 
player in the World Trade Organization (WTO) following its 
accession in December 2005. 


3. The Government encourages investment in infrastructure, 
including power, water, telecommunications and 
transportation. Prospective investors will find attractive 
Saudi Arabia\'s economic stability, the largest market in the 
Gulf (with a population of over 24 million), sound 
infrastructure, a well-regulated banking system and 

relatively high per capita income. 


4. There are also disincentives to investment, specifically, 
lack of transparency in the enforcement of intellectual 

property rights, a government requirement that companies hire 
Saudi nationals, slow payment of some government contracts, 
an increasingly restrictive visa policy for all workers, a 

very conservative cultural environment, and enforced 
segregation of the sexes in most business and social 

settings. The government must take steps to ensure that 
there is a transparent, comprehensive legal framework in 
place for resolving commercial disputes. 


5. Prospective foreign investors want standardized treatment 
for corporate taxes, access to a skilled, motivated labor 
force, the enforcement of foreign arbitration awards to be 
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upheld in practice, clear and transparent mechanism to reduce 
and stop counterfeit products from entering Saudi Arabia, and 
protection of intellectual property rights that meets 
international standards. 


6. The foreign direct investment law, revised in 2000, 
permits foreigners to invest in all sectors of the economy, 
except for specific activities contained in a &negative 

list8 that are off limits to foreign investors. This list 

continues to shrink as Saudi Arabia attempts to liberalize 
trade. Foreign investors are no longer required to take 

local partners and may own real estate for company 
activities. They are allowed to transfer money from their 
enterprises outside of the country and can sponsor foreign 
employees. They are also eligible for low-cost funding from 
the Saudi Industrial Development Fund (SIDF) for up to 50 
percent of a project cost. The new foreign investment law 
established minimum levels of investment which are currently 
agricultural projects USD 6.67 million, industrial projects 

USD .27 million, and company service projects USD 0.13 
million. However, to ensure compatibility with WTO rules, 
these requirements should be removed through application of 
national treatment. 


7. In April 2000, the Council of Ministers established the 
Saudi Arabian General Investment Authority (SAGIA) to provide 
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information and assistance to foreign investors, and to 

foster investment opportunities in energy, transportation, 

and knowledge-based industries (See www.sagia.gov.sa). The 
Authority operates under the umbrella of the Supreme Economic 
Council, and is headed by SAGIA Governor Amr Al Dabbagh. 
SAGIA,s duties include formulating government policies 
regarding investment activities; proposing plans and 

regulations to enhance the investment climate in the country; 
and evaluating and licensing investment proposals. All 

foreign investment projects must obtain a license from SAGIA. 
Local investors continue to apply to the Ministry of 

Commerce and Industry,s Foreign Capital Investment Committee 
for licenses, and investments in specific sectors may require 
licenses from other government authorities, including, but 

not limited to, the Saudi Arabian Monetary Agency, the 

Capital Market Authority or the Communications and 

Information Technology Commission. 


8. SAGIA set up an Investor\'s Service Center (ISC) to 
provide licenses to foreign companies, provide support 
services to investment projects, offer detailed information 
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on the investment process, and coordinate with government 
ministries in order to facilitate investment procedures. The 
ISC must decide to grant or refuse a license within 30 days 

of receiving an application and supporting documentation from 
the investor. In 2006, SAGIA licensed 1,389 joint and 

foreign investment projects worth a total of USD 67 billion. 
The value of projects licensed increased by 25 percent from 
the previous year. Actual foreign direct investments 

inflows, however, were limited to about $5 billion. 


9. Unfortunately, to date SAGIA does not appear to have 

lived up to the high expectations engendered by its creation. 
Investors complain that impediments remain many outside 
SAGIA,s capability to correct. To date, SAGIA has 23 
agreements with various Saudi government agencies and 
ministries to facilitate and streamline foreign investment 
procedures. Some of these agreements include facilitating 
entry visas, establishing SAGIA branch offices at Saudi 
Embassies in different countries, facilitating the issuance 

of workers, visas, raising import tariff exemptions on raw 
materials to three years and increasing the exemptions on 
production and manufacturing equipment to two years, and the 
establishment of commercial courts. To make it easier for 
businesspeople to visit the Kingdom, SAGIA can sponsor visa 
requests directly without having to ask a local company to 
sponsor such visits. Saudi Arabia issued a decree stating 

that sponsorship for certain business visas are no longer 
required, but Saudi embassies have yet to implement the 
decree. SAGIA opened a Women,s Investment Center in spring 
2003. 


10. In February 2001, SAGIA developed a negative list of 
sectors off-limits to foreign investment (See 
www.sagia.gov.sa). The sectors currently closed to foreign 
investment include three manufacturing categories and 15 
service industries. The list includes real estate investment 

in Mecca and Medina, some subsectors in printing and 
publishing, some subsectors of telecommunications, 
audiovisual and media services, distribution services in 
wholesale and retail trade, land and air transportation 
services except railroad on a BOT basis, and upstream 
petroleum. SAGIA periodically reviews the list of activities 
excluded from foreign investment, and submits its reviews to 
the Supreme Economic Council for approval. Although these 
sectors are off-limits to 100 percent foreign investment, 
foreign minority ownership in joint ventures with Saudi 
partners may be allowed in some sectors. Insurance and 
telecommunications sectors were opened to foreign investors 
in 2004. 


11. Under accession to the WTO, Saudi Arabia committed to 
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opening additional service markets to foreign investment, 
including financial and banking services, maintenance and 
repair of aircraft and computer reservation systems, 
wholesale, retail and franchise distribution services, both 
basic and value-added telecom services, and 100% foreign 
equity investment in the computer and related services 
sector. Saudi Arabia has not yet opened these markets 
pursuant to the WTO commitments. 


12. Other government bodies, such as the Royal Commission 
for Jubail and Yanbu, and the Arriyadh Development Authority, 
have actively promoted opportunities in Saudi Arabia\'s 
industrial cities and other regions. In addition to the 

majority government-owned Saudi Arabian Basic Industries 
Corporation (SABIC), private investment companies, such as 
the National Industrialization Company, the Saudi Venture 
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Capital Group, and the Saudi Industrial Develooment Company 
have also become increasingly active in project development 
and in seeking out foreign joint venture partners. 


13. The Saudi Industrial Development Fund (SIDF) is an 
important source of financing for investors. SIDF is a 
development finance institution affiliated with the Ministry 

of Finance. The main objective of SIDF is to support the 
development of the private industrial sector by extending 
medium to long-term loans for the establishment of new 
factories and the expansion, upgrading and modernization of 
existing ones. Foreign investors are eligible to receive low 
cost financing for up to 50 percent of project costs (i.e., 

fixed assets, pre-operating expenses and start-up working 
capital). Loans are provided for a maximum term of 15 years 
with repayment schedules designed to match projected cash 
flows for the project in question. 


14. Saudi Arabian regulations currently close oil 

exploration, drilling, and production to foreign investment. 

The national oil company, Saudi Aramco, presently conducts 
all oil exploration and development. Foreign companies, 

under current Saudi law, cannot purchase a stake in Aramco or 
take an equity position in the upstream oil sector. In July 

2003, however, the Ministry of Petroleum announced an auction 
to open up part of the Ghawar area to foreign investors for 
non-associated natural gas exploration. In January 2004, six 
companies competed in the auction for the three offered 
blocks. Russia,s Lukoil, China,s Sinopec, and a joint bid 

by Italy,s Eni and Spain,s Repsol were awarded blocks, 

signing 40-year exploration and production contracts with the 
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Saudi Minister of Petroleum in March 2004. The deals mark 
the first time since nationalization of ARAMCO in 1980 that 
foreign oil companies have been permitted to carry out 
petroleum exploration activities in Saudi Arabia. Saudi 
Arabia, as part of its WTO Accession Agreement with the 
United States, made a broad range of positive commitments 
that should result in the substantial opening of its energy 
service market. These commitments should allow U.S. energy 
service firms to compete on a level playing field for energy 
services projects associated with oil and gas exploration and 
development, pipeline transport of fuels, and management of 
consulting services. 


15. In contrast, there is no prohibition on foreign 

investment in refining and petrochemical development and 
there is significant foreign investment in the downstream 

Saudi energy sector. Foreign investment in the full 
hydrocarbon sector will be vital in the coming decades if 

Saudi Arabia hopes to expand production and refining capacity 
to meet expected growth in international demand. Exxon Mobil 
and Shell are the largest foreign investors in Saudi Arabia; 
both are 50% partners in refineries with Saudi Aramco. Saudi 
Aramco announced the selection of two firms, ConocoPhillips 
and Total, to join as equity partners in two new USD 4 to 5 
billion export refineries in the country scheduled for 

completion in 2009. Both firms are currently engaged in 
negotiating the terms of these joint ventures. 


16. In addition, Exxon Mobil, Chevron Texaco, and Shell, as 
well as several other international investors, have formed 
joint ventures with the Saudi Arabian Basic Industries 
Corporation (SABIC), a Saudi parastatal, to build world-scale 
petrochemical plants that utilize gas feedstock from Saudi 
Aramco. Aramco selected the Dow Chemical Company as its 
partner in a joint venture company to construct, own and 
operate a chemicals and plastics production complex in Saudi 
Arabia,s Eastern Province. 


17. The government uses its purchasing power to encourage 
foreign investment. In 1985, the Saudi Government reached an 
agreement with American defense contractors for \"offset\" 

joint venture investments with local investments equivalent 

to 35 percent of the program\'s value. British and French 
defense firms also have offset requirements. Offset 
requirements are likely to remain components of major defense 
purchases and have been incorporated into other large Saudi 
Government contracts. 


18. Joint ventures almost always take the form of limited 
liability partnerships. There are, however, disadvantages. 
Foreign partners in service and contracting ventures 
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organized as limited liability partnerships must pay in cash 
or kind 100 percent of their contribution to authorized 
capital. SAGIA,s authorization is only the first step for 
setting up such a partnership. Still, foreign investment is 
generally welcome in Saudi Arabia if it promotes economic 
development, transfers foreign expertise to Saudi Arabia, 
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creates jobs for Saudis, and expands Saudi exports. 


19. Industrial projects previously required at least 25 
percent capitalization, sometimes higher for specific 
industries, but Saudi Arabia committed to removing this 
requirement as part of WTO accession. Additionally, 10 
percent of profits must be set aside each year in a statutory 
reserve until it equals 50 percent of the venture\'s 
authorized capital. Professionals, including architects, 
consultants, and consulting engineers, are required to 
register with and be certified by the Ministry of Commerce 
and Industry, in accordance with the requirements defined in 
the Ministry\'s Resolution 264 from 1982. These regulations, 
in theory, permit the registration of Saudi-foreign joint 
venture consulting firms. As part of its WTO accession 
commitments, Saudi Arabia generally allows consulting firms 
to establish an office in Saudi Arabia without a Saudi 
partner. However, offices practicing law, accounting and 
auditing offices, design, architectural, and engineering, 

civil planning, healthcare services, dentistry, and 

veterinary services, must have a Saudi partner; the foreign 
partner,s equity cannot exceed 75 percent of the total 
investment. 


20. In 2002, the Supreme Economic Council announced the 
approval of a privatization strategy and procedures, sectors 
on offer to domestic and foreign investors, and a timetable 

to transfer certain public services to the private sector. 
Twenty state-owned companies handling water and drainage; 
saline water desalination; telecommunications; mining; power; 
air transportation and related services; railways; some 
sectors of roadways; post services; flour mills and silos; 
seaport services; industrial cities services; government 
portions of SABIC, banks, and local refineries; government 
hotels; sports clubs; some municipality services; some 
educational services; some social services; some agricultural 
services; and some health services were slated for 
privatization. 


21. As a result of the privatization strategy, the Saudi 
Telecommunications Company (STC) floated a minority stake 
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(approximately 20%) on the stock market in January 2003, 
netting the Saudi Government close to $4 million in proceeds. 
An additional 10% has since been offered for private 
ownership. The initial public offering of 50% of the 

formerly state-owned National Company for Cooperative 
Insurance (NCCI) was completed in January 2005. The first 
SABIC offering went public on December 17, 2005 for 35 
percent of the newly-formed Yanbu National Petrochemical 
Company (YANSAB), capitalized at $1.5 billion. YANSAB will 
be SABIC,s largest petrochemical complex and the IPO 
represents $533 million of the company,s capital. 


22. In July 2003, the government took significant, 
long-awaited steps to lower the corporate tax rate on foreign 
investors to a flat 20%; however, separate rates will apply 
to investments in hydrocarbons. The flat tax replaced a 
tiered system with tax rates as high as 45%. While this is a 
welcome step toward a more balanced treatment for foreign and 
Saudi owned capital, there are privileges and preferences in 
Saudi Arabia that favor Saudi companies and joint ventures 
with Saudi participation. For example, domestic corporate 
partners do not pay corporate income tax, but are subject to 
a 2.5 percent tax on net current assets, or \"Zakat.\" 


23. Limited liability companies with at least 50 percent 

Saudi equity receive preferences for public sector tenders. 
Companies or citizens from Gulf Cooperation Council (GCC) 
countries (Saudi Arabia, Kuwait, Bahrain, Qatar, UAE, and 
Oman) may currently own land or engage in internal trading 
and distribution activities. Similarly, only joint ventures 

with at least 51 percent GCC ownership interest are permitted 
to export duty-free to other GCC countries. Together, these 
conditions can disadvantage a foreign investor attempting to 
operate a wholly foreign-owned company in Saudi Arabia. 
Conditions are expected to improve, as SAGIA becomes more 
engaged in identifying and reducing barriers to foreign 
investment. The government announced in 2002 it would ease 
restrictions on the issuance of visas to foreign businessmen 

to allow greater access, and decreed in 2005 that sponsor 
requirements for business visas would be lifted. However, 
implementation has not yet occurred, and visiting business 
people typically receive short duration, single-entry visas. 


24. American and other foreign firms are able to participate 
in Saudi government-financed and/or government-subsidized 
research and development programs on a national treatment 
basis. 
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25. There are no restrictions on converting and transferring 
funds associated with an investment (including remittances of 
investment capital, earnings, loan repayments, and lease 
payments) into a freely usable currency at a legal 
market-clearing rate. There have been no recent changes, nor 
are there plans to change remittance policies. There are no 
delays in effect for remitting investment returns such as 
dividends, return of capital, interest and principal on 

private foreign debt, lease payments, royalties and 
management fees through normal legal channels. There is no 
need for a legal parallel market for investor remittances. 


26. There is no limitation on the inflow or outflow of funds 

for remittances of profits, debt service, capital, capital 

gains, returns on intellectual property, imported inputs, 

etc. Since 1986, when the last devaluation occurred, the 
official exchange rate has been 3.745 Saudi Riyals per U.S. 
dollar. Transactions occur using rates very close to the 
official rate. The Saudi Arabian Monetary Agency (SAMA), the 
Central Bank, has intervened at times to keep the exchange 
rate fixed. 


27. The Embassy is not aware of the Saudi Government ever 
expropriating property. There have been no expropriating 
actions in the recent past or policy shifts that would lead 

the Embassy to believe there may be such actions in the near 
future. 


28. Saudi commercial law is still developing, but in 1994 

the Saudis took the positive step of joining the New York 
Convention of 1958 on the Recognition and Enforcement of 
Foreign Arbitral Awards. Saudi Arabia is also a member of 
the International Center for the Settlement of Investment 
Disputes (ICSID, also known as the Washington Convention). 
However, dispute settlement in Saudi Arabia continues to be 
time-consuming and uncertain. Even after a decision is 
reached in a dispute, effective enforcement of the judgment 
can still take years. The Embassy suggests that American 
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firms investing in Saudi Arabia include in contracts a 
foreign arbitration clause. Such clauses are not, however, 
allowed in government contracts without a decision by the 
Saudi Council of Ministers. 


29. Saudi litigants have an advantage over foreign parties 
in almost any investment dispute because of their first-hand 
knowledge of Saudi law and culture, and the relatively 
amorphous dispute settlement process. Foreign partners 
involved in a dispute find it advisable to hire local 

attorneys with knowledge of Saudi legal practices. Many 
Saudi attorneys, in turn, retain non-Saudi (and particularly 
American) lawyers to facilitate the handling of disputes 
involving foreign investors. 


30. In several cases, disputes have caused serious problems 
for foreign investors. For instance, Saudi partners have 
blocked foreigners\' access to exit visas, forcing them to 
remain in Saudi Arabia against their will. In cases of 

alleged fraud, foreign partners may also be jailed to prevent 
their departure from the country while awaiting police 
investigation or adjudication of the case. Courts can impose 
precautionary restraint of personal property pending the 
adjudication of a commercial dispute. As with any investment 
abroad, it is important that U.S. investors take steps to 
protect themselves by thoroughly researching the business 
record of the proposed Saudi partner, retaining legal 

counsel, complying scrupulously with all legal steps in the 
investment process, and securing a well-drafted agreement. 


31. In December 2005, the Saudi government announced the 
formation of the Saudi International Arbitration Commission 
(SIAC), the first formal arbitration program for the business 
community. The SIAC falls under the Saudi chapter of the 
International Chambers of Commerce, and has adopted the same 
arbitration system employed by the International Court of 
Arbitration. The Government, due to past fiscal constraints, 
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had in the past fallen into arrears on payments to private 
contractors, both Saudi and foreign. Some companies carried 
Saudi Government receivables for years before being paid. 
The Government appears committed to clearing remaining 
arrears. 


32. The Saudi legal system is derived from the legal rules 
of Islam known as the Shari,a. The Ministry of Justice 
oversees the Shari,a-based judicial system, but most 
Ministries have committees to rule on matters under their 
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jurisdiction. Many disputes which would be handled in a court 
in the U.S., in Saudi Arabia are handled through 
administrative processes within the relevant ministry. 
Generally, the Board of Grievances has jurisdiction over 
disputes with the government and commercial disputes. In 
November 2005, a royal decree passed approving the 
establishment of commercial courts. 


33. Of interest to investors who have disputes with private 
individuals are the Committees for Labor Disputes (under the 
Ministry of Labor), and the Committee for Tax Matters (under 
the Negotiable Instruments Committee, also called the 
Commercial Paper Committee). The Ministry of Finance has 
jurisdiction over disputes involving letters of credit and 
checks, while the Banking Disputes Committee of the Saudi 
Arabian Monetary Agency (SAMA) adjudicates disputes between 
bankers and their clients. Judgments of foreign courts are 
not yet accepted and enforced by Saudi courts, despite Saudi 
ArabiaWs signature of the New York Convention. Monetary 
judgments are based on the terms of the contract; i.e., if 

the contract were in dollars, the judgment would be in 

dollars; if unspecified, the judgment is denominated in Saudi 
Riyals. Non-material damages and interest are not included 
in monetary judgments. 


34. Saudi Arabia has a commercial law that is generally 
applied consistently. Bankruptcy law was enacted by Royal 
Decree no. N/16 dated 4/9/1416H (corresponding to 1/24/96). 
Articles contained in the law allow debtors to conclude 
financial settlements with their creditors through committees 
under the Saudi Chambers of Commerce and Industry or through 
the Board of Grievances. Designated as the Regulation on 
Bankruptcy Protective Settlement, the law is open to ordinary 
creditors except in the case of debts of expenditures, 
privileged debts and debts, which arise pursuant to the 
settlement procedures. 


35. Under the 1969 Labor and Workman Regulations, 75 percent 
of a firm\'s work force and 51 percent of its payroll must be 

Saudi, unless the Ministry of Labor has granted an exemption. 

In practice, the percentage of Saudis employed by a firm is 

often far less. The number of Saudis in the private sector 

labor force is approximately 10 percent. More Saudis work in 

the public sector. In 1996, the Saudi Government implemented 

a regulation establishing a quota system that required each 
company employing over 20 workers to increase the number of 
Saudi employees by a minimum of five percent. The government 


Column 3 

increased the requirement by five percent per annum, and 
would have reached 45 percent of a firm\'s workforce in 2005. 
However, the recently published 2005 Labor Law set a standard 
limit requiring that Saudi Nationals constitute 75% of a 

firm,s workforce. Companies not complying with the Saudi 
minimum personnel rule will not be given visas for expatriate 
workers. Few firms have been able to meet these requirements. 
Foreign firms are under constant pressure to employ more 
Saudis. The list of jobs/positions that may no longer be 

held by non-Saudis is expanding. 


36. Investors are not currently required to purchase from 
local sources or export a certain percentage of output and 
their access to foreign exchange is unlimited. There is no 
requirement that a share of foreign equity be reduced over 
time. The Government does not impose conditions on 
investment such as locating in a specific geographic area, a 
specific percentage of local content or local equity, 
substitution for imports, export requirements or targets, or 
financing only by local sources. Investors are not required 
to disclose proprietary information to the Saudi government 
as part of the regulatory approval process. 

Nonetheless, the Saudi Industrial Development Fund (SIDF) 
will provide additional incentives and better term loans to 
foreign investors who set up their manufacturing facilities 

in Jizan, Hail, and Tabuk. 
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37. Domestic private entities have the right to establish 
and own business enterprises and engage in all forms of 
remunerative activity. Private entities generally have the 
right to freely establish, acquire, and dispose of interests 
in business enterprises. Certain activities are reserved for 
state monopolies and Saudi citizens. 


38. The Saudi legal system protects and facilitates 
acquisition and disposition of private property, consistent 
with Islamic practice respecting private property. Non-Saudi 
corporate entities are allowed to purchase real estate in 
Saudi Arabia according to the new foreign investment code, 
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although it is unclear how this policy is being implemented. 
Other foreign-owned corporate and personal property is 
protected, and the Embassy knows of no cases of government 
expropriation or nationalization of U.S.-owned assets in the 
Kingdom. 


39. Saudi Arabia recently undertook a comprehensive revision 
of its laws covering intellectual property rights, to bring 

them in line with the WTO agreement on Trade Related Aspects 
of Intellectual Property Rights (TRIPS). The Saudi 
Government undertook the revisions as part of Saudi Arabia\'s 
accession to the WTO, and promulgated them in coordination 
with the World Intellectual Property Organization (WIPO). 

The Saudi Government recently updated their Trademark Law 
(2002), Copyright Law (2003), and Patent Law (2004) with the 
dual goals of TRIPS-compliance and effective deterrence 
against violators. 


40. The current Law on Patents, Layout Designs of Integrated 
Circuits, Plant Varieties and Industrial Designs has been in 
effect since September 2004. Largely due to a lack of 
adequate resources and technical expertise, the patent office 
issued slightly more than 40 patents and had a large backlog 
of more than 9,000 applications dating back to issuance of 
Saudi Arabia,s first patent law in 1989. The office 

recently streamlined its procedures, hired more staff and 
reduced the backlog. Protection is available for product and 
product-by-process. The term of protection was increased 
from 15 years to 20 years under the new law, but patent 
holders can no longer apply for a routinely granted five-year 
extension. Pharmaceutical companies have complained of 
problems related to the terms of protection for their 

products. 


41. American companies with patents pending have also 
expressed concern that the new patent law will result in 
denial of patent protection when applied retroactively to a 
pending patent application. Pending cases since 1989 have 
been reportedly denied because the applications were not 
filed within one year of the product,s inception. 


42. The Saudi Government has revised its Copyright Law, is 
devoting increased resources to marketplace enforcement, and 
is seeking to impose stricter penalties on copyright 

violators. The Saudi Government has stepped up efforts to 
force pirated printed material, recorded music, videos, and 
software off the shelves of stores. However, many pirated 
materials are still available in the marketplace. An Islamic 
ruling, or &fatwa,8 stating that software piracy is 

&forbidden8 backs enforcement efforts. Saudi Arabia 

remains on the Special 301 Watch List for 2008. 
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43. Trademarks are protected under the Trademark Law. Trade 
secrets are not specifically protected under any area of 


SIPDIS 

Saudi law; however, they are often protected by contract. 

The Rules for Protection of Trade Secrets came into effect in 
2005. Saudi Arabia has one of the best Trademarks Law in the 
region, but enforcement still lags, and procedures are 
inconsistent. 


44. There are few aspects of the Saudi government\'s 
regulatory system that are transparent, although Saudi 
investment policy is less opaque than many other areas. Saudi 
tax and labor laws and policies tend to favor high-tech 
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transfers and the employment of Saudis rather than fostering 
competition. Saudi health and safety laws and policies are 
not used to distort or impede the efficient mobilization and 
allocation of investments. Bureaucratic procedures are 
cumbersome, but red tape can generally be overcome with 
persistence. 


45. Saudi Arabia has generally free and open financial 
markets, although foreigners are still not permitted to 

invest in the stock market. These limits are gradually 
relaxing. Financial policies generally facilitate the free 

flow of private capital and currency can be transferred in 
and out of Saudi Arabia without restriction. In 2003, SAMA, 
the Central Bank, enhanced and updated its 1995 Circular on 
Guidelines for the Prevention of Money Laundering and 
Terrorist Financing. The enhanced guidelines are more 
compliant with the Banking Control Law, the Financial Action 
Task Force (FATF) 40 Recommendations, the 8 Special 
Recommendations on Terrorist Financing, and relevant UN 
Security Council Resolutions. 


46. Credit is widely available to both Saudi and foreign 
entities from the commercial banks, and is allocated on 
market terms. Credit is also available from several 
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government credit institutions, such as the Saudi Industrial 
Development Fund (SIDF), which allocates credit based on 
government-set criteria rather than market conditions. 
Companies must have a legal presence in Saudi Arabia in order 
to qualify for credit. The private sector has access to term 
loans, but there is no true corporate bond market. IPOs are 
gaining steam as the Saudi stock market evolves with new 
regulations and a Stock Market Commission in place. The IPO 
market will likely develop in a much faster pace as 

commercial banks and other underwriters gear up to help 
private Saudi firms go public under the law\'s streamlined 
registration procedures. 


47. As part of the economic reforms initiated for accession 
to the WTO, Saudi Arabia liberalized licensing requirements 
for foreign investment in the financial services. In 

addition, the government increased foreign equity limits in 
financial institutions from 40% to 60% to entice further 
foreign investment. In the last few years, the Saudi 
government has taken steps to increase foreign participation 
in its banking sector by granting operating licenses to 

foreign banks. Deutsche Bank, J.P. Morgan and the National 
Bank of Bahrain are among those currently licensed to operate 
in the Kingdom. 


48. The legal, regulatory, and accounting systems practiced 
in the banking sector are generally transparent and 
consistent with international norms. The Saudi Arabian 
Monetary Agency (SAMA), which oversees and regulates the 
banking system, generally gets high marks for its prudent 
oversight of commercial banks in Saudi Arabia. SAMA is the 
only central bank in the Middle East that is a member and 
shareholder of the Bank for International Settlements in 
Basel, Switzerland. 


49. The new Capital Markets Law, passed in 2003, allows for 
brokerages, asset managers, and other non-bank financial 
intermediaries to operate in the Kingdom. The law created a 
market oversight body, the Capital Market Authority, and an 
independent, publicly held stock exchange, Tadawul, both 
established in 2004. New financial firms established under 
the new law will drive an increase in corporate and consumer 
finance activity. In 2005, HSBC, Osul Financial, and 
Saudi-Swiss Financial received licenses to provide investment 
banking and brokerage services. In addition, licenses were 
also granted to Deutsche Bank, BNP-Paribas, Muscat Bank, 
National Bank of Kuwait, as well as to the State Bank of 
India, and National Bank of Pakistan. Foreigners, with the 
exception of GCC citizens, may only invest in the stock 
market through mutual funds. There is an effective 
regulatory system governing portfolio investment in Saudi 
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Arabia. 


50. After a record year in 2005, the Saudi stock market 
performed unevenly in 2006, at one point suffering a single 
month drop in market capitalization of approximately 30%. The 
market stabilized, and in 2006, the Tadawul All Share Index 
(TASI) closed at 54,440 points, with market capitalization 
declining approximately 50% over the previous year to USD 650 
billion. 
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51. The Department of State continues to warn American 
citizens to defer non-essential travel to Saudi Arabia due 
largely to targeted attacks against American citizens that 
have resulted in deaths and injuries. There have been a 
number of anti-Western attacks in Saudi Arabia since May 
2003. Terrorists have targeted housing compounds, 
businesses, and Saudi government facilities with 
vehicle-borne explosives and automatic weapons causing 
significant civilian deaths and serious injuries, and in 
separate incidents have held hostages and killed individual 
Westerners, including American citizens. On December 6, 
2004, terrorists carried out an armed attack against the U.S. 
Consulate General in Jeddah, which resulted in casualties 
among the Consulate staff and damage to consulate facilities. 


52. The U.S. Embassy, working closely with Saudi security 
officials, periodically advises American citizens of 
potential security concerns. 


53. Saudi Arabia has some, albeit limited, laws aimed at 
curbing corruption. For example, the agency law 
theoretically limits a Saudi agent\'s commission to five 
percent of the value of a contract. 


54. Foreign firms have identified corruption as an obstacle 

to investment in Saudi Arabia. Government procurement is an 
area often cited, as is de facto protection of businesses in 
which senior officials or elite individuals have a stake. 

Bribes, often disguised as &commissions,\" are reputed to be 
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commonplace. 


55. Ministers and other senior government officials 
appointed by royal decree are forbidden from engaging in 
business activities with their ministry or government 
organization while employed there. There are few cases of 
prominent citizens or government officials being tried on 
corruption charges. 


56. In June 2004, the Council of Ministers approved the 
Tenders Law of Saudi Arabia, which is expected to 
significantly improve transparency within government 
procurement. A June 2003 law requires the publication of 
select details of government contracts as well as projects 
listed in the government\'s project. 


57. Saudi Arabia has signed 17 bilateral investment treaties 
with other countries, including most recently in 2006 India, 
Turkey, Spain, Singapore, and Switzerland. At present, 
however, there is no bilateral investment treaty in force 
between the United States and Saudi Arabia, although both 
sides have exchanged draft texts for review. GCC countries 
and their nationals receive favorable investment treatment 
derived from GCC agreements. 


58. The Overseas Private Investment Corporation (OPIC) no 
longer provides coverage in Saudi Arabia. In 1995, OPIC 
removed Saudi Arabia from its list of countries approved for 
OPIC coverage because of Saudi Arabia\'s failure to take steps 
to comply with internationally recognized labor standards. 
Details on OPIC programs and coverage can be obtained at. 
www.opic.gov. The U.S. Export-Import Bank provides financing 
and political risk insurance in Saudi Arabia. 


59. The Ministry of Labor and the Ministry of Interior 

regulate recruitment of expatriate labor. In general, the 
government encourages recruitment of Muslim workers, either 
from Muslim countries or from countries with sizable Muslim 
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populations. The largest groups of foreign workers now come 
from Bangladesh, Egypt, India, Pakistan, the Philippines, and 
Yemen. Westerners compose less than two percent of the labor 
force, and the percentage is dropping as Saudis and 
less-expensive expatriates from developing countries replace 
them. 


60. Since September 1994, the Ministry of Labor has been 

required to certify that there are no qualified Saudis for a 
particular job before an expatriate worker can fill that job. 

In addition, the original sponsor must approve all transfers 
of expatriate workers from his sponsorship to another. While 
group visas are available for unskilled and some skilled 
workers recruited abroad, the Ministry of Labor is actively 
trying to limit the numbers of visas being issued in its bid 
to create more job opportunities for Saudis. 


61. Saudi labor law forbids union activity, strikes, and 
collective bargaining. However, the Government allows 
companies that employ more than 100 Saudis to form \"labor 
committees.\" By-laws detailing the functions of the 
committees were enacted in April 2002. To date, no labor 
committees have been established. There is no forced or 
compulsory labor, but domestic workers are not covered under 
the provisions of the new labor law issued in 2005. The SAG 
is expected to issue by-laws on employment of domestic 
workers in the near future. 


62. Overtime is compensated normally at time-and-a-half 
rates. The minimum age for employment is 14. The Saudi 
government does not adhere to the International Labor 
Organization\'s (ILO) convention protecting workers\' rights, 
but is taking steps to enhance its cooperation with ILO in a 
number of areas. A July 2004 decree addresses some workers, 
rights issues for non-Saudis, and the Ministry of Labor has 
begun taking employers to the Board of Grievances. Some of 
these penalties include banning these employers from 
recruiting foreign and/or domestic workers for a minimum of 
five years. 


63. Saudi Arabia does not have duty-free import zones or 
free ports. It has begun to permit transshipment of goods 
through its ports in Jeddah and Dammam. 

Saudi Arabia is a member of the Gulf Cooperation Council 
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(GCC), which confers special trade and investment privileges 
within the six member states (Bahrain, Kuwait, Oman, Qatar, 
Saudi Arabia, and the UAE). Saudi Arabia is also amember of 
the Arab League, which agreed to negotiate an Arab free trade 
zone. 


64. Accurate, up-to-date data on foreign direct investment 

in Saudi Arabia is difficult to obtain. Problems include 

double counting in domestic/foreign joint ventures, 

historical versus current market valuations, domestic 
financing by foreign firms, difficult-to-tabulate profit 
reinvestments by foreign firms, and the relatively small, 
off-the-books investments by Asian entrepreneurs and others, 
often disguised under a Saudi sponsor. 


65. Figures provided in this section are taken from United 

Nations Conference on Trade and Development\'s (UNCTAD) \"World 
Investment Report 2006, FDI from Developing and Transition 
Economies ) Country Fact Sheet" Following are key FDI 

indicators as provided by the referenced report for 2005 (all 

figures are in USD millions unless otherwise indicated): 


FDI Inflow 4628 

FDI Outflow 1183 
FDI Inward Stock 26066 
FDI Outward Stock 3711 


FDI Inflow as % of GDP 8.5 
FDI Outflow as % of GDP 1.2 


FDI Inflow as % of GFCF 9.4 
FDI Outflow as % of GFCF 2.4 


GDP = gross domestic product 
GFCF = gross fixed capital formation 
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Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 


1. (C) Summary: Registration for candidates for elections 
to the Majlis al-Shura began February 10 and concluded 
February 21. In keeping with the government\'s efforts to 
promote the elections, the registration process is more 
user-friendly than previously, although tribalism will 
continue to heavily influence the number and names of 
candidates who register. Stiff limits on campaign activities 
remain in force. Public apathy toward the Majlis Oman, 
generated by a perception that the consultative body is 
ineffectual, will be an obstacle to the government\'s goal of 
increasing participation in the elections. End Summary. 


REGISTRATION BEGINS FOR ELECTORAL CANDIDATES 


2. (U) The Omani government began accepting registrations on 
February 10 for Omanis wishing to run in the 2007 elections 
for the sixth term of the Majlis al-Shura, the lower house of 
Oman\'s bicameral consultative body (the Majlis Oman or 
\"Majlis\"). Candidates for the Majlis al-Shura elections had 
until February 21 to submit their registration applications 

to the government office for their district (\"wilaya\"). 
Districts with populations of more than 30,000 can elect two 
candidates to the Majlis al-Shura, while districts with less 
than 30,000 residents are entitled to one representative. 
While there is not yet a fixed date for the elections, voting 

is widely expected to take place in October. 
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3. (SBU) The forms for candidate registration were available 
in relevant government offices or, for the first time, 

on-line via computer. In addition to being more accessible, 
contacts state that the forms are less cumbersome and easier 
to complete than those used for the last Majlis al-Shura 
elections in 2003. The Ministry of Interior, which has 

primary responsibility for administering elections, announced 
the registration dates and requirements in several prominent 
newspapers. Additionally, thousands of Omani cell phone 
subscribers received text messages publicizing the candidate 
registration period. 


CAMPAIGNING \"OMANI STYLE 


4. (C) While the Omani government seems intent on promoting 
the elections, including encouraging a high voter turn-out 

(ref C), candidates for the Majlis al-Shura continue to face 

stiff restrictions on campaign activities. In January, the 
Minister of Interior amended several provisions of the Majlis 
al-Shura Elections Regulations. These amendments now allow 
candidates to post campaign posters on designated bulletin 
boards and to meet with voters in designated locations after 
receiving electoral committee approval. Otherwise, as was 

the case for the 2003 elections, candidates are forbidden 

from campaigning in both public and private areas or 

buildings. (Note: There is no clear definition of what 
constitutes \"campaigning.\" Candidates often promote 
themselves at weddings, tribal gatherings, and other such 
events. Interestingly, the amendments appear to permit 
candidates to use the internet to conduct campaigns. End 
Note.) The amendments were further noteworthy in that they 
authorize retired or non-active members of the military and 
security services, previously disenfranchised, to vote in the 
elections. 


BE TRUE TO YOUR TRIBE 


5. (C) Although there are very few restrictions on who can 
run for a seat in the Majlis al-Shura, in practice tribalism 
plays a major factor in determining who becomes a candidate. 
To maximize the chances of getting members of their tribe 
elected, leaders within some, if not most, tribes (or 

extended families) often get together to try to reach 
consensus on who from the tribe will run in the elections. 

Too many candidates will usually dilute the votes of members 
of the tribe, who, in keeping with tradition, are strongly 
encouraged to cast their ballots along tribal lines. 

Therefore, Omanis who want to seek a seat in the Majlis 
al-Shura, but are not sanctioned by the leadership of their 
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tribe or family clan, may face pressure to refrain from 
registering as a candidate or to withdraw from the electoral 
race. (Note: A few \"independent\" candidates in the 2003 
elections who bucked the wishes of tribal leaders did get 
elected to the Majlis al-Shura. End Note.) 


6. (C) The prominent role of tribalism in elections is 
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widely understood in Oman, but not often discussed in public 
fora. The reluctance to take on this topic, however, may 
slowly be eroding. A February 14 editorial in 

Arabic-language daily \"Al Shabiba,\" for example, called on 
Omani tribes to do away with prejudice when discussing 
nominating their candidates for the Majlis al-Shura.\" The 
writer, Dr. Anwar al-Rawas, encouraged tribal leaders to \"use 
sound criteria based on competence and not tribalism.\" 


OVERCOMING APATHY 


7. (C) As reflected by official attempts to raise awareness 
among potential candidates, as well as voters (ref C), about 
the upcoming elections, the Omani government hopes to see a 
marked up-tick in participation in this year\'s elections. 

Adding thousands of former military and security service 
members to the voter rolls will likely further this cause. A 
major obstacle in the way of this goal, however, is 

widespread apathy among voters towards the Majlis. According 
to contacts, many Omanis see both houses of the Majlis as 
almost irrelevant to their lives and thus see little reason 

to run in elections or even cast a ballot. Reinforcing this 
perception, a current member of the Majlis al-Shura declared 
publicly in December 2006 that the institution \"has been 
useless for 25 years.\" 


8. (C) Comment: While some criticism of the Majlis for 

being ineffective is likely warranted, its reputation is not 

helped by the government\'s policy of keeping many of the 
debates in, and recommendations issued by, the Majlis out of 
the public realm. For example, Sultan Qaboos and senior 
officials tell us that many if not most of the changes to 

draft legislation recommended by the Majlis are adopted by 
the government before becoming law. Yet, the Omani public is 
unaware of this since the Majlis is generally not permitted 

to release marked-up versions of the legislation it reviews. 


9. (C) Comment (continued): Some Omani activists claim that 
public interest in the Majlis would sharply increase if the 
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body were given substantially more real authority. This, 
however, is not likely to happen in the immediate future. 
During the 25th anniversary celebration of the Oman 
Consultative Council (ref B), remarks by various speakers 
reaffirmed Oman\'s \"slow and steady approach to developing 
institution-based government. Senior officials have likewise 
told us that Oman intends to take only gradual steps in its 
democratic reform process in order to adequately prepare the 
public for more political freedoms and to avoid the 

instability in other countries in the region that they 

believe has been fueled by too rapid reform (ref A). End 
Comment. 
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Classified By: DCM Julie Winn, Reason 1.4 (b,d) 


1. (C) Guinea is in flux politically as key players struggle 

to absorb the implications of several developments February 
23. The National Assembly, for the first time ever, 
unanimously defeated a Conte initiative by rejecting 
extension of the state of siege. Chief of Defense Staff 
General Kerfalla Camara did not permit this check to prevent 
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a preplanned demand that all workers return to their jobs 
February 26. These two acts took place as a high-level 
ECOWAS delegation pursued an intensive round of discussions, 
begun the day before, with the government, labor unions, 
political parties, civil society, and the military. For the 

moment, the streets are peaceful and busier than they have 
been for some time. The legislature\'s rejection of the state 

of siege is a significant, perhaps even lethal, blow to the 

Conte regime, but it is not immediately mortal. End Summary. 


2. (C) The National Assembly dealt a firm and unprecedented 
rebuke to President Lansana Conte February 23. Called into 
special session to extend the state of siege in effect since 
February 12, they refused -- unanimously -- to do so. This 
marks the first time the National Assembly has ever rejected 
a proposal by Conte. All observers expected the 

legislature, hitherto a bastion of Conte support through its 
majority PUP membership, to rubber-stamp the extension. 
Instead, leaders of both PUP and UPR, the Assembly\'s only 
opposition party, gave declarations supporting an end to the 
state of siege. 


3. (C) After a delayed opening of the session and an 

immediate suspension for consultations, UPR chair Ousmane Bah 
led off with a fiery but anticipated speech in which he 

denounced the governmentVs role in the crisis, saluted the 
popular will and rejected any extension of the state of siege. 


4. (C) PUP parliamentary chief Banire Diallo also opened as 
expected, with a denunciation of the vandalism during the 

strike, and homage to President Conte and the security forces 
for restoring order and peace. He closed, however, by 
suggesting that \"he did not think it good to continue the 

state of siege.\" To the surprise of most Guineans, other PUP 
deputies immediately stepped forward to decry his final 
statement -- because it was too weak. They declared angrily 
that the caucus had agreed PUP would \"demand\" a rejection of 
the extension request. The ensuing celebratory pandemonium 
made clear that the Assembly\'s refusal to vote an extension 
was unanimous. (Comment: Opposition leader Sidya Toure told 
Ambassador late February 23 that PUP deputies had been 
inundated by text messages from their districts suggesting 

that if they did not reject the state of siege, they should 

not bother coming home. In some cases the message was 
expanded to include the threat that their homes would no 

longer exist, a reference to crowd action two weeks ago 
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targeting properties belonging to officials of the Conte 
government.) 


5. (C) The deputies, at the behest of Assembly President 
Aboubacar Sompare, decided to vote on an affirmative 
resolution before closing the session. In that bill, which 
reflects some compromises, they recommended against a 
continued state of siege, complimented the head of state for 
his wise handling of the crisis, complimented Sompare and 
others for their role in facilitating dialogue, condemned the 
violence and vandalism committed on all sides, thanked the 
population for respecting the state of siege while it was in 
effect, and invited the unions to consider lifting the 

general strike. 


6. (C) As the National Assembly pursued its special session, 
the ECOWAS delegation, led by former Nigerian President 
Babingida accompanied by ECOWAS Executive Secretary Chambas, 
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met with key actors. An ECOWAS rep sat in on the National 
Assembly session. Meanwhile, Babangida and his delegation 
met with the Prime Minister, key ministers, the labor unions, 
political parties (both majority and opposition), civil 

society, and the military. 


7. (C) CNTG president Rabiatou Serah Diallo told us she felt 
for the first time, following a long meeting with the ECOWAS 
group, that there was a way out of the current crisis. 

Talking through Guinea\'s plight with the ECOWAS delegation 
had provided a sense of progress. These parties are 
scheduled to meet again February 24. Rabiatou Diallo is 
somewhat concerned that ECOWAS may press for an acceptance of 
Eugene Camara as Prime Minister, since they have had 
impressed on them that Conte will not back down on this 
point. She notes that the unions will not back down either. 
Another union representative, Taibou Diallo, told us that the 
leadership has been informed by its membership (including 
through threats) that this is a redline. 


8. (C) Union leaders are continuing their dialogue with 
Sompare, religious leaders, and regional representatives from 
all parts of the country, including traditional local leaders 

and wise men 
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9. (C) With one big exception, little has trickled out on 

the government\'s reaction, or that of President Conte, to the 
National Assembly action. Calls Friday afternoon to military 
sources yielded uncertainty at the higher levels and a \"it\'s 

a political matter" shrug at some lower levels. There did 
not appear to be a WPlan BW with regard to the state of 
siege. 


10. (C) Nonetheless, as deputies, unions and civil society 
celebrated an historic break with the past, the old school 
fired a shot across their bow. On the evening radio and 
television news, Chief of Defense Staff General Kerfalla 
Camara issued a demand that all workers, public and private, 
return to work Monday, February 26. 


11. (C) Kerfalla read a declaration, in his own name, that 
cited without comment the fact that the state of siege 

expired by its terms February 23. He made no mention of the 
National Assembly\'s refusal to extend it. He listed events 

and acts since the January 10 start of the current strike, 
including the January 27 tripartite agreement. He concluded 
that since President Conte had appointed a Prime Minister who 
met union demands, there remained no basis for a general 
strike. Accordingly, he invited all workers to return to 

their jobs Monday. He emphasized in particular the need for 
the education sector to be up and running in time for 

students to resume class on Thursday March 1. He concluded 
by stressing the military\'s commitment to provide security 

for the people. 


12. (C) Although the operative paragraph used the word 
\"invite,\" Kerfalla prefaced this by using the term 
\"requisition,\" with the connotation \'commandeer.\" Kerfala 
apparently read a text prepared before the National Assembly 
vote, although it was tweaked thereafter to note the end of 
the state of siege. We had heard about it early February 23. 
It is being treated by the unions and other actors as a 
deliberate provocation and an act without legal authority. 
Union sources (supported by other contacts who have weighed 
in) tell us no one will return to work on Monday. Labor 
leadership is worried that Kerfalla\'s declaration may be 
intended to provoke unrest, giving an excuse for another 
crackdown. 


13. (C) Kerfalla\'s declaration was carried on both radio and 
television. The National Assembly\'s resolution was read on 
television, but not on any national radio broadcast. Few 
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Guineans have access to television, but most have radio 
available. 


14. (C) The military put up its usual checkpoints around 
Conakry at 1800 February 23; presumably the state of siege 
lasted until midnight. Despite the nominal curfew, however, 
there was noticeably more traffic, vehicular and pedestrian, 
into the mid-evening. Traffic February 24 is close to normal 
for a Saturday morning, with no extraordinary security 
visible. 
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15. (C) The surprise action by the National Assembly 
constitutes a serious blow to the Conte regime. While not 
immediately mortal, it is yet another signal that Conte has 
lost the population --- and now even the support of his own 
party. We do not believe that it was only fear of the local 
consequences that prompted PUP members of parliament to 
reject the state of siege unanimously, although that might 
have been a motivating factor for some. More, it was the 
unanimity of the population itself across the country that 
demanded a similar unanimity in the legislature. We do not 
believe, however, (and our conclusion is supported by 
Kerfalla\'s decree the night of February 23) that the regime 
will concede to the people and the legislature. We are not 
even sure that they recognize the severity of the blow. 
MCDONALD 
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Summary 


1. (SBU) Congress will support any 123 Agreement that complies 
with U.S. law, House Foreign Affairs Committee staffers David 
Fite and Douglas Seay told Dr. Ravi Grover of the Department of 
Atomic Energy (DAE) on February 23. Grover asked several 
questions about the 123 AgreementVs prospects in Congress, and 
he made no reference to the substance of the ongoing 
negotiations. Fite cautioned Grover against expecting a rapid 
conclusion to the negotiations, and criticized the 

Administration for publicly announcing what Fite felt were 
unrealistic timelines. Such statements created expectations 

that, if unfulfilled, caused commentators to cast doubt on the 
deal when in fact slow negotiations were normal. Congress 
carefully respected the red lines set out by both the 
Administration and India when drafting the Hyde Act. The law 
reflected Congress\' lack of trust in the Administration. Many 

of the laws provisions, such as the reporting requirements, 

were not aimed at India, but reinforced Congressional oversight 
over the Administration and bound it to the commitments it made 
to Congress, Fite said. Seay said Congress was led to believe 
that civil nuclear cooperation was necessary for India to meet 

its energy needs, and hence many were surprised to learn that 
nuclear power will still play only a small role in India long 

after the agreement became reality. Grover said India would 
diversify its sources of power for energy security reasons; 
nuclear power might meet 25 percent of the country's power needs 
in the longer term. India remained committed to its vision of a 
closed fuel cycle, he said. Fast breeder technology was still 
unstable, but would become viable in the coming years. India 
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would not contemplate placing its fast breeders, or the reactors 
that fueled them, under safeguards as long as the breeders 
remained in the developmental stage, he said. End summary. 


Congressional Views on Civil Nuclear Cooperation 


2. (SBU) In a February 23 meeting in Mumbai, David Fite and 
Douglas Seay of the House Foreign Affairs Committee briefed Dr. 
Ravi Grover, Director of the Department of Atomic Energy\'s 
Strategic Planning Group, on Congressional views of the planned 
civil nuclear cooperation. The July 18 Joint Statement was only 

a lofty declaration of general guidelines that left many details 
undefined or unexplained, Fite told Grover. The Administration 
did not consult Congress before announcing the Joint Statement, 
or before it reached agreement with India on the separation plan 
announced in March of 2006, although Congress was an equal power 
in the formulation of foreign policy. In the ensuing discussion 

with Congress, when the vision of cooperation had to be anchored 
into law, the Administration often failed to specify what it 

meant, was unsure of many details or did not give Congress 
answers to its questions, he said. 


3. (SBU) The resulting legislation was Congress\' attempt to 
clarify what the Administration often failed to state 

explicitly, Fite continued. The legislation also reflected the 

lack of trust that Congress had in the Administration. The 
reporting requirements often criticized in the Indian media, for 
example, were not aimed at India, but at the Administration. 

Many of the provisions were meant to ensure Congressional 
oversight of the Administration and bind it to the commitments 

it had made to Congress. At the same time, Congress understood 
and respected the red lines and deal breakers set out by both 

the Administration and India. The law was also drafted to 

ensure that it received maximum support in a minimum amount of 
time. The speed with which the legislation passed Congress was 
a testimony to the strength of the underlying argument for 

making an exception for India. It might have been passed even 
sooner had the Administration been more inclusive with Congress 
from the beginning. 


4. (SBU) Grover said the GOI would continue to assess the 
legislation in light of its adherence to the July 18 Joint 
Statement. He asked Fite and Seay whether further U.S. laws 
would have to be changed to make civil nuclear cooperation 
reality. Both responded by saying that the Administration had 
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not approached Congress about doing so, and that to their 
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knowledge no further statutory changes were needed. 


The 123 Agreement 


5. (SBU) Grover asked whether Congress might amend the final 123 
Agreement that resulted from the current negotiations between 

the two governments. Fite emphasized that Congress would not, 
but only subject the agreement to an up-or-down vote. Seay 
added that Congress assumed that the Administration would 
consult with it before the two governments agreed on a final 
version of the agreement. It would be in both the 

Administration\'s and in India\'s interest to do so, he said. 

Fite emphasized that the Hyde bill envisioned that Congress 
would also need the final text of India\'s safeguards agreement 
with the IAEA, and NSG consensus on India, before voting on the 
123 Agreement. Congress understood that India did not want to 
sign a binding safeguards agreement with the IAEA until Congress 
approved the 123 Agreement. Hence Congress would only expect 
the final text, and not a signed document. 


6. (SBU) Grover asked about the chances of Congress defeating 
the 123 Agreement. Fite said he expected Congress would support 
any agreement that complied with U.S. law and did not contain 
unexpected or unusual provisions. Grover immediately asked what 
provisions might make Congress question an agreement. Both Fite 
and Seay replied that U.S. law already specified what any 123 
Agreement must contain. The Hyde Act made one specific 
exception for India, but otherwise the requirements were in 
preexisting law. As long as the agreement with India adhered to 
the law they could not foresee challenges in Congress, they told 
Grover. S.K. Agrawal, the Nuclear Power Corporation\'s Project 
Director who also attended the meeting, asked whether Congress 
might question the Administration\'s interpretations of the 

statutory provisions that the agreement must contain as stated 

in the President\'s signing statement. That was highly unlikely, 

Fite replied. The Administration knew what Congress expected, 
and there was no desire in Congress to torpedo the agreement. 
Fite said that, while Congress still had questions about the 

signing statement and its effect on other existing statutes, he 
expected the President would observe all provisions of the Hyde 
bill as enacted. To do otherwise might affect approval of the 

123 Agreement. 


Politicization of 123 Agreement Surprises Congress 


7. (SBU) From the U.S. standpoint, the 123 Agreement was largely 
technical, Seay said. It therefore came as a surprise to many 

in Congress that the agreement had become so politicized in 

India. Since it was a sensitive issue in India, the Indian 
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government would set the pace of negotiations. Fite cautioned 
that India should not be surprised if negotiations lasted longer 
than many had originally expected. Fite criticized unnamed 
Administration officials who, in his opinion, announced 
unrealistic timeframes in their public comments about the 123 
Agreement. Such statements generated expectations that, if 
unfulfilled, caused many people to fear that negotiations were 

in trouble, when in fact such delays were a normal part of such 
complicated technical discussions, Fite said. He also cautioned 
Grover against expected rapid results from any negotiations over 
a safeguard agreement with the IAEA. 


Small Role of Nuclear Power Surprises Many in Congress 


8. (SBU) Seay told Grover that the Administration had cited 
India\'s pressing energy needs as a major reason for pursing 
civil nuclear cooperation. It hence came as a surprise to many 
in Congress that, according to India\'s own forecasts, nuclear 
power would still play only a small role in fulfilling India\'s 

power needs even long after the initiative became reality. 
Grover replied that, for purposes of energy security, India 
wanted to diversify its sources of electrical power. Hence 
nuclear power should play an important, but not dominant role in 
the country\'s power mix in the coming decades. In addition, 
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demand for power would grow at a rapid pace, in line with the 
growth of the economy. India could simply not establish enough 
nuclear capacity, even with imported reactors, to increase the 
role of nuclear power to, say, half of the country's power 

needs. Over the long term, nuclear power could cover up to 25 
percent of India\'s power market, he said. 


India\'s Three Stage Program 


9. (SBU) Seay also asked Grover whether the planned three stage 
program was economically viable. Grover replied that India 
remained determined to build a network of fast breeders, and 

later thorium reactors, to meet the country\'s energy needs and 

to guarantee energy security. According to some forecasts, the 
world\'s uranium reserves could begin to dwindle by mid-century. 
Demand for world uranium would increase rapidly. India must 
have an alternative, and hence the DAE remained committed to the 
vision. In general, the thorium plan was widely misunderstood. 
The DAE was approaching the three stage plan sequentially. 
Currently the DAE was focused on making fast breeder reactors 
viable. Only when that technology was mature would the DAE 
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begin to develop thorium reactors, Grover said. 


10. (SBU) India\'s fast breeder technology was \"still not 
stabilized,\" Grover added. Additional investment and research 
were needed. The DAE also needed power plants to provide 
plutonium for the fast breeders, he said. India would not 
contemplate placing those plants, or the fast breeders, under 
safeguards as long as the fast breeders were in the development 
phase. He did not specify, however, whether India would be 
prepared to do so once the fast breeders became commercially 
viable. 


11. (U) Staffdel Fite cleared this cable. 
KAUFFMAN 
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SIPDIS 
SIPDIS, SENSITIVE 
FOR NEA/ARP, LONDON FOR TSOU, PARIS FOR WALLER 


E.O. 12958: N/A 
TAGS: PGOV, PREL, KISL, KU, ISLAMISTS 
SUBJECT: STUDENT UNION DEFENDS MINISTER OF HEALTH GRILLING 


REF: KUWAIT 258 
KUWAIT 195 
KUWAIT 56 


Sensitive But Unclassified; not for Internet distribution. 


1. (SBU) In a February 17 statement, the President of the Kuwait 
branch of the National Union of Kuwait Students (NUKS), Maath 
Al-Duwaila, said that questioning Ministers, commonly referred to 
here as \"grillings,\" is a right guaranteed by the Constitution and a 
means for reform. Al-Duwaila defended the grilling of the Health 
Minister, which took place February 19 (ref A), arguing that it 
would help prevent administrative corruption and medical malpractice 
due to official negligence. He said grillings were designed to hold 
the executive authority accountable for its performance. 
\"Therefore, the Government should cooperate with the National 
Assembly and should not be frightened of grillings,\" he argued. 
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Al-Duwaila continued: \"Grillings submitted by the people\'s 
representatives should not be depicted as a tool used against the 
interest of the country,\" apparently responding to criticism that 
some MPs were using the grilling to elicit concessions from the 
Government. 


2. (SBU) NUKS leaders have taken a public position on both internal 
and external political issues in the past. Their views generally 
reflect those of the Islamic Constitutional Movement (ICM), the 
political arm of the Kuwaiti Muslim Brotherhood (KMB), which has 
dominated the student organization since 1979. At times, NUKS 
leaders have even organized seminars and rallies to promote their 
stance on a particular political issue. The organization often 

invites ICM representatives to deliver speeches on these occasions. 
While NUKS officially represents the Kuwait University student body 
to the faculty and administration, on political issues its leaders 

do not speak for the student body. Indeed, many Kuwait University 
students disagree with the political views of NUKS leaders. In a 
February 24 editorial, Dr. Shamlan Al-Issa, the Director of the 
Center for Strategic and Future Studies and a liberal Political 
Science Professor at Kuwait University, argued that \"it is 
unacceptable that [NUKS], which is remotely controlled by the [ICM], 
plays a role in politics outside the walls of the university 
compound.\" 


Background on NUKS 


3. (SBU) The splits that emerged in the Arab nationalist movement 
after the Six Days War in 1967 contributed to the rise of the 

Islamist current in Kuwait. Since then, Islamists and liberals have 
competed for influence on Kuwait\'s university campuses. In 1979, 
the KMB gained control of the Kuwait University branch of NUKS, the 
largest branch of the student organization in the world. The KMB 
has dominated NUKS ever since due to its strong presence on campus, 
effective organization, and the continuing rift between two 

competing liberal and independent student parties. The KMB also 
dominates the influential Kuwait Teachers Association and has 
considerable influence in the Kuwait Trade Union Federation. Atthe 
time, the Kuwaiti leadership welcomed the Arab nationalists\' 

relative loss of political power in the country and, after the 1976 
dissolution of Parliament, found the religious current an effective 
vehicle for countering the influence of nationalist and leftist 

groups, which represented the primary opposition to the ruling 
regime from the mid-1930s until the end of the 1970s. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 


Column 3 
http://www.state.sgov.gov/p/nea/kuwait/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


97928 

OO RUEHBC RUEHDBU RUEHDE RUEHDIR RUEHIHL RUEHKUK RUEHLH RUEHPW RUEHROV 
DE RUEHRH #0366/01 0551219 

ZNY SSSSS ZZH 

O 241219Z FEB 07 

FM AMEMBASSY RIYADH 

TO RHEHNSC/NSC WASHDC IMMEDIATE 

RUEHG/SECSTATE WASHDC IMMEDIATE 4468 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY 

RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE PRIORITY 

RUCNIRA/IRAN COLLECTIVE PRIORITY 

RUCNRAQ/IRAQ COLLECTIVE PRIORITY 

RUCNISL/ISLAMIC COLLECTIVE PRIORITY 

RUEHJl/AMCONSUL JEDDAH PRIORITY 8357 

RUEKDIA/DIA WASHINGTON DC PRIORITY 

RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 

RUEKJCS/SECDEF WASHINGTON DC PRIORITY 

RHMCSUU/FBI WASHINGTON DC PRIORITY","S E C RE T SECTION 01 OF 02 RIYADH 000366 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/24/2017 

TAGS: PTER, PGOV, PREL, PINR, EFIN, KTFN, KWMN, GCC, SA 
SUBJECT: APHSCT TOWNSEND FEBRUARY 6 MEETING WITH CROWN 
PRINCE SULTAN 


REF: 06 RIYADH 9083 


Classified By: Ambassador James C. Oberwetter 
for reasons 1.4 (b) and (d). 


1. (S) SUMMARY: Assistant to the President for Homeland 
Security and Counterterrorism Townsend met on February 6 with 
Crown Prince Sultan at the Crown Prince\'s offices in Jeddah. 
Both parties reiterated the positive cooperation between the 

U.S. and Saudi governments, and the Crown Prince expressed 
satisfaction with the improvement in the visa situation for 

Saudi visitors to the U.S. The Crown Prince discussed Iraq, 
commenting that any outside influence should serve Iraq as a 
united nation and not open the door for Iranian interference. 

The Crown Prince urged the U.S. to pay attention to the 
Yemen-Saudi border due to Al-Qaeda activity in Yemen but 
emphasized that Yemen was cooperating well with the SAG. The 
Crown Prince said \"we will not hesitate\" to cooperate on 
working with Arabsat to block Al-Manar television 

broadcasting. He requested that the U.S. fully support the 
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Siniora government in Lebanon, noting said that \"positive and 
rational\" steps should be taken to lessen Persian influence 

over Syria, and confirmed Saudi support for Afghanistan\'s 
President Karzai as a \"wise and strong man. END SUMMARY. 


2. (S) APHSCT Townsend shared with the Crown Prince her 
visit experience to the women\'s charity foundation 
administered by his daughter Princess Rema, which APHSCT 
Townsend visited on February 5 in Riyadh. The Crown Prince 
stated that women are steadily participating in Saudi 

Arabia\'s development. He said that the historical influence 

of the Bedouin people is still strong and needs to be 
respected -- implying that the Bedouin traditions are 
responsible for the slow-paced progress of women\'s role in 
Saudi society. However, he remained positive on the 
increasing prominence of women in the public sphere, citing 
the presence of Saudi women on locally broadcast television-- 
a phenomenon unheard of only ten years ago. He noted that 
public service messages being aired in the Kingdom help 
emphasize the important role women play in raising children 
and taking care of the home. He said it will take time, as 

it did in the U.S. during the civil rights movement, to 

increase the role of women in Saudi society. 


3. (S) The Crown Prince commented on U.S.- Saudi relations 
and stated that \"positive cooperation with the U.S. best 
serves the interests of the world.\" He called the U.S. the 
\"leader of the international community, especially of the 
Christian world," while stating that Saudi Arabia is the 
leader of the Muslim world.\" He said that the visa situation 

is better now and that Saudis wishing to travel to the U.S. 

for education, medical reasons, or tourism equally serve both 
governments\ interests. Ambassador Oberwetter announced that 
Consulate Jeddah began construction of its new site in a 
safer part of the city. 


4. (S) The Crown Prince expressed concern over the situation 
in Iraq, noting the daily killings and sectarian violence. 

He expressed hope that the U.S. would succeed in bringing 
peace and stability to the region. He emphasized the need 

for justice among all Muslim sects in order to win popular 
support and stem Iranian influence. He stated that \"any 
interference should serve Iraq as a united nation,\" not as a 
nation divided by Sunni and ShiVa sectarian beliefs. The 
Crown Prince reiterated his concern over the sectarian 
violence and Iranian influence in lraq and called for border 
security maintenance from all sides. APHSCT Townsend assured 
the Crown Prince of USG commitment to border security and 
highlighted the recent visit of Secretary of Defense Robert 
Gates, who worked with the Ministry of Interior (MOI) to find 
solutions for illegal trafficking. The Crown Prince had \"no 
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doubts whatsoever about cooperation between the U.S. and 
Saudi Arabia\" in this area. 


5. (S) Following the November 15 meeting between the Crown 
Prince and APHSCT Townsend (reftel), APHSCT Townsend updated 
the Crown Prince on the Department of Energy expert assigned 

to work with MOI and the Ministry of Petroleum to secure 

Saudi Arabia\'s oil infrastructure. He agreed that this 

cooperative effort is going well. However, he urged the U.S. 

to pay more attention to security along the long border with 
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Yemen. He warned that there are active groups in Yemen, some 
related to Al-Qaeda, funded by external sources-- including 

Iran and Libya. Although Saudi Arabia and Yemen have good 
cooperation on border security issues, the Crown Prince 
requested that the USG support Yemeni President Saleh, 

stating that sincere cooperation from all sides will 

eliminate the threat posed by these groups. 


6. (S) APHSCT Townsend and Ambassador Oberwetter then raised 
USG concerns about the growing influence of Iran, 

particularly through its support of Hizbollah. Hizbollah 

uses Al-Manar television-- based in Beirut-- to spread its 
propaganda. APHSCT Townsend asked the Crown Prince to use 
the SAGVs influence with Arabsat to block Al-Manar\'s 
broadcasting. (NOTE: Arabsat is a major satellite television 
provider throughout the Middle East; Saudi Arabia is a major 
financial backer of this provider. Al-Manar television 

broadcasts on Arabsat. END NOTE.) He responded, \"it is a 
duty. We will not hesitate to help.\" He further requested 

that the USG support the Siniora government and stated that 
King Abdullah has exerted great efforts to support Lebanon. 
APHSCT Townsend replied that the USG also feels strongly 
about the need to support President Siniora, citing Secretary 

of State Rice\'s representation at the donor conference. 

APHSCT Townsend also thanked the Crown Prince for supporting 
the isolation of the Syrian regime. The Crown Prince replied 

that Syria is a \"friendly regime,\" adding a pious invocation 

for God to rest the soul of former President Hafiz al-Assad. 

\"We should take positive and rational steps to lessen Iranian 
influence on Syria,\" he added. (Comment: The Crown Prince\'s 
interpreter in this meeting did not translate literally 

APHSCT Townsend\'s careful use of the word \"isolation\" of 
Syria; the translator added the Arabic for encouraging the 
removal of the Syrian regime, which prompted the Crown 
Prince\'s reply to take positive measures.) 


7. (S) APHSCT Townsend expressed concern over increasing 


Column 3 

Iranian influence in Afghanistan. The Crown Prince agreed 

and said that the U.S. and Saudi Arabia should support 

Afghani President Karzai because he is a \"wise and strong 
man\" and works to oppose the Taliban presence that has 
re-emerged in Afghanistan recently. When APHSCT Townsend 
replied that the best way to support him is through support 

for Pakistani President Musharraf across the border, the 

Crown Prince replied, \"that is true.\" 


8. (C) The Crown Prince ended the meeting with conveyances 

of respect to President Bush and the U.S. Congress. APHSCT 
Townsend thanked the Crown Prince and welcomed the impending 
arrival of the new Saudi ambassador to the U.S. 


9. (U) APHSCT Townsend has cleared this cable. 
OBERWETTER 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/24/2017 

TAGS: PTER, PGOV, PREL, PINR, EFIN, KTFN, MEPP, KPAL, SA 
SUBJECT: APHSCT TOWNSEND FEBRUARY 6 MEETING WITH FOREIGN 
MINISTER PRINCE SAUD AL-FAISAL 


REF: 06 RIYADH 9083 


Classified By: Ambassador James C. Oberwetter 
for reasons 1.4 (b) and (d). 


1. (S) SUMMARY: Assistant to the President for Homeland 
Security and Counterterrorism Francis Fragos Townsend covered 
both counterterrorism cooperation and regional political 

issues in her meeting with Foreign Minister Prince Saud 

Al-Faisal at his home in Jeddah on February 6. Saud 
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described the February 2 arrests of ten suspected terrorism 
financiers in Jeddah and Medina as a positive step that could 
well result in other leads and arrests. On the proposed 
Charities Commission, Saud said that the SAG is leaning 
toward establishing a government entity that directly 

disburses charitable funds. He characterized engagement with 
Iran as a two-pronged approach involving frank dialogue and 
security pressure. \"We will supply the logic and you supply 
the pressure,\" he said, adding that the US Navy\'s recent 
strengthening of presence in the Gulf was a good example of 
the force element. In response to APHSCT Townsend\'s request 
to use SAG influence with Arabsat to block Al-Manar 
broadcasting, Prince Saud replied that Iranian-financed 
cultural centers in Lebanon, Iraq and Afghanistan are a 
greater source of Iranian influence in the region than 

Al-Manar television. On Arab-Israeli issues, Prince Saud 
hoped Secretary Rice would return to the region soon to 
address the \"key substantive issues!" of Jerusalem and 
Palestinian refugees. In a subsequent private meeting, 
APHSCT Townsend renewed US concerns about the Saudi 
Ambassador in the Philippines; Saud said that the ambassador 
would be ending his tour shortly. END SUMMARY. 


2. (S) APHSCT Townsend commended Prince Saud on efforts to 
counter terrorist financing but urged more progress. She 

noted that the President was quite concerned about bilateral 
cooperation in this area and that she had a letter for King 
Abdullah from the President on this subject. Prince Saud 

replied that the arrests of ten terror financing suspects on 
February 2 was \"good progress!" but that more needs to be 
done.” Questioning these suspects could lead to more leads 
and arrests, he noted. APHSCT Townsend said she had just met 
with Finance Minister al-Assaf to ask about the royal decree 

on declaring cash upon exit and entry. The King had issued 

the decree over one year ago but it has yet to be 

implemented. Prince Saud noted that the Customs people are 
not the most capable, and that he was surprised at the lack 

of implementation. 


3. (S) Asked by Prince Saud what the Ministry of Foreign 
Affairs could do to help on counterterrorism cooperation, 
APHSCT Townsend raised establishment of the Charities 
Commission, which was announced two years ago but not yet 
implemented. She noted that it could be set up in either of 
two ways: as a government body which is responsible for 
disbursing charitable donations; or as a regulatory body to 
oversee acts of the private charities, which is the way the 
US does it. She stressed that a decision, either way, is 
needed. Saud said the SAG was leaning towards an 
organization that has direct responsibility for disbursing 
charitable funds. He noted there are Islamic law 
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implications, implying that these implications are slowing 
down the decision process but are important to consider 
carefully. APHSCT Townsend raised the issue of continuing 
activity by remnants of the UN-sanctioned al-Haramain 
organization. Saud responded that any proposed illegal 
transfers are being monitored and stopped. By following the 
trail of illegal transfers, the SAG has found and stopped the 
source of funding in many investigations-- sending a strong 
preventative message to others engaging in similar, illegal 
activities. APHSCT Townsend thanked Prince Saud for the 
SAGVs efforts in this area 


4. (C) Asked by APHSCT Townsend about his views of 
developments in Iran, Prince Saud described the recent 
Iranian message, brought by Larijani, offering to help 
prevent a Sunni/Shi\ite sectarian divide. Saud said his 
government is focused on Iranian actions, not words. The 
Saudis had earlier warned the Iranians against pursuing a 
\"dangerous\" policy of sectarian division, especially in Iraq. 
He said Iran was embarking on a dangerous path of \"fitna\" 
(dissention) within the Muslim community. Although there is 
a ShiVite majority in Iraq, elsewhere in the region the ShiVa 
are a minority. A sectarian-based policy in Iraq could 
jeopardize the situation of these ShiVite minorities outside 
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Iraq, he noted. 


5. (C) Saud compared the Iranian influence in Iraq with 

Iranian influence in Lebanon, commenting that he saw 

positive signs in Lebanon, where Iran urged Hizbollah to stop 
street protests and go back to their homes. Saud said that 
itis SAG policy to pursue very frank discussions with the 
Iranians; we need a joint policy of frankness and security 
pressure, he stressed. Strengthening the US Navy presence in 
the Gulf sent a good message. \"You provide the pressure and 
we\'ll provide the logic,\" he said. 


6. (C) APHSCT Townsend said that Hizbollah does not appear 
to the US to have toned down its rhetoric, and she raised the 
request for Saudi help with Arabsat to block the broadcast of 
al-Manar television. Blocking al-Manar would help reduce 
Hizbollah\'s sphere of influence, she said. The French have 
agreed not to permit the broadcast of al-Manar, she noted. 
Prince Saud replied that the \"more important problem!" is the 
Hizbollah cultural center, which exercises greater influence 
than al-Manar television and could be closed down by the 
multi-national forces, he asserted. The Iranians also fund 
such centers in Afghanistan and Iraq, he said. 
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7. C) Ambassador Oberwetter asked Prince Saud about media 
reports ahead of Russian President Putin\'s visit to Saudi 
Arabia on February 11-12 regarding a Russian interest in 
discussing a \"Middle East Security Regime.\" Prince Saud said 
that he was unaware of such a plan, and that the scheduled 
visit will focus on bilateral relations, including military 
cooperation and economic agreements. He noted that the 
Saudis will raise the possible purchase of military equipment 
from the Russians because \"your people told us it would be 
better purchased from Russia, because they are cheaper and 
just as good.\" He said he did not know why the US had told 
the Kingdom to go to the Russians, but that they would 
nonetheless. He added that the Saudis will raise UN Security 
Council issues, especially the tribunal to look into the 

Hariri assassination, and the Quartet issues. 


8. (S) On Arab-Israeli issues, Prince Saud said that he 

talked with Secretary Rice via telephone on February 4 about 
the Fatah-Hamas reconciliation meeting in Mecca. He said if 
they reach an agreement, the Saudis would hope for a positive 
US reaction. He hoped that there would not be too many 
conditions placed upon Hamas in order for it to enter into a 
national unity government. APHSCT Townsend said they US 
expected Hamas to stop fighting and to make progress on peace 
with Israel. More important than what they say is what they 

do, she stressed. Saud stressed the importance of having 
clear guidelines and goals, which are applied to both sides 

of the conflict. He said he expects Secretary Rice to return 

to the region, to meet with Prime Minister Olmert and 

President Abu Mazen. He said he hopes she will address the 
substantive issues - Jerusalem and Palestinian refugees -- 

and noted that it has been seven years since anyone has 
discussed the status of Jerusalem. The side issues, for 
instance opening a passage between Gaza and the West Bank, 
should be handled at a different level, by Assistant 

Secretary Welch, he suggested. 


SIPDIS 


9. (S) In a following private meeting with Saud, attended 

only by the Ambassador, APHSCT Townsend raised US concerns 
with the potential involvement of the Saudi ambassador to the 
Philippines Muhammad Amin Waly in terrorism facilitation, 
particularly his intervention to get two members of IIRO out 

of prison. Prince Saud said some of his actions may have 
involved bad judgment rather than intentional support for 
terrorism. Waly had been investigated, he said, and no 
evidence was found regarding his involvement. Since this 
Ambassador\'s assignment in Manila would be ending in several 
months, Saud asked for USG evidence of his involvement. 
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APHSCT Townsend said the USG would cooperate with the 
Mubahith in providing evidence. 


10. (S) Prince Saud then raised in the private meeting the 

Saudi Embassy in Washington\'s problems with the US bank that 
handles the Embassy account. He asserted that the US bank is 
performing audits on the Saudi Embassy bank accounts beyond 
what is required by US law, and asking inappropriate and 
aggressive questions. He noted that the Saudi Embassy enjoys 
diplomatic immunity. If this is the bank\'s initiative, he 

asked for USG intercession. APHSCT Townsend said we would 
look into it. 
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11. (U) This cable has been cleared by APHSCT Townsend. 
OBERWETTER 
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E.O. 12958: DECL: 02/24/17 

TAGS: PINS, PREL, PGOV, AMER, GV 

SUBJECT: TFGV01: ENLISTING ECOWAS\'S SUPPORT FOR A 
DIGNIFED EXIT FOR PRESIDENT CONTE 

REFS: (A) Conakry 179 


(B) Conakry 191 
(C) Conakry 223 


Classified by Ambassador Jackson McDonald. Reasons 1.4 


(b)(d) 


1. (U) On February 24, the ECOWAS special envoy for 
Guinea, former Nigerian President Babingida, accompanied by 
ECOWAS Executive Secretary Chambas and other delegation 
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members, received the U.S., French, German, and British 
ambassadors, the EC head of delegation, and the U.N. 
resident representative. 


2. (U) Babingida and his delegation, who returned to 
Conakry on February 22, had already met with Prime Minister 
Eugene Camara, key ministers, political parties (both 
majority and opposition), labor unions, and civil society. 

They were scheduled to meet with Chief of Defense Staff 
General Kerfalla Camara and other members of the military 
command mid-day on February 24. 


3. (C) The German ambassador, as current EU president, 
started off with general overview of the current crisis. 


4. (C) Next, the U.S. Ambassador provided our analysis of 
the situation, using language similar to that in reftels. 

He then emphasized the need to address the leadership 
problem head on: President Conte is no longer up to the 
job; he will go one way or another; the U.S. wants a 
peaceful, civilian, constitutional transition. 


6. (C) Based on the National Assembly\'s refusal the 

previous day to extend the state of siege, the Ambassador 
added to following: The Conte regime has been disavowed by 
the people, most notably during the mass demonstration on 
January 22. The Conte regime has now been disavowed by the 
National Assembly in which the people\'s representatives, 
including those from the majority party, voted unanimously 
against President Conte\'s request to extend the state of 
siege. This double disavowal highlights the Conte regime\'s 
incapacity to govern effectively; it calls into question 

the current regime\'s authority and legitimacy. 


7. (C) The Ambassador said that President Conte and his 
civilian and military entourage should draw the obvious 
conclusion from this double disavowal -- Conte must go. 
The Ambassador recalled that the U.S. has requested the 
President of the National Assembly, the President of the 
Supreme Court, and the military command to effectuate a 
peaceful, dignified, constitutional exit for Conte, either 

by convincing him to resign or by invoking Article 34. 


8. (C) The Ambassador urged Babingida and the ECOWAS 
delegation to endorse and facilitate Contes smooth 
departure. If not, the crisis in Guinea will only deepen, 

and it risks destabilizing the subregion. 


9. (C) The French ambassador concurred, stressing the need 
to move urgently before Guinea succumbs to civil war, 
especially since various actors are starting to play the 
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ethnic card -- a dangerous and irresponsible tactic. 


10. (C) The U.S. Ambassador underscored the need for 
urgent action for two additional reasons. First, we are 
witnessing the last days of an authoritarian regime. 

History has shown that diehard members of such regimes 
often toughen their positions when their backs are against 
the wall. They can behave irrationally and lash out 
violently in last-ditch efforts to preserve their power. 
Second, the Guinean people continue to simmer; the street 
may boil over again in the days just ahead if the people do 
not see real change and some hope for the future. 


11. (C) In a brief one-on-one exchange with Babingida, who 
was about to depart to meet with the military command, the 
Ambassador reiterated that we have asked General Kerfalla 

to facilitate a dignified way out for \"his friend, his 
comrade-in-arms, his commander-in-chief, President Conte.\" 
The Ambassador asked Babingida to do likewise, based on his 
longtime acquaintance with Conte. (Conte came to power in 
1984, Babingida in 1985; they worked together to create 
ECOMOG.) Babangida took note, saying he was stunned by 
Conte\'s bad condition -- \"He can\'t even stand up." 


12. Comment: Following their intensive consultations, 
Babingida and Chambas now have a good grasp of the nature 
and extent of the crisis. They see the problem clearly, 
including the leadership vacuum. It is uncertain, however, 
how forward-leaning their recommendations will be: A new 
prime minister? A new government of broad national 
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consensus? Conte\'s departure? 
McDONALD 
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G/IWI FOR ANDREA BOTTNER; NEA/ARP FOR BRIAN SHUKAN, ROBERT 
JACHIM 


E.O. 12958: DECL: 02/24/2017 

TAGS: PGOV, PREL, PINR, KISL, KWMN, SA 

SUBJECT: FEMALE LAWYERS MAY SOON HAVE RIGHT TO PRACTICE IN 
OWN OFFICES 


REF: 06 RIYADH 6473 


Classified By: Acting Deputy Chief of Mission David Rundell 
for reasons 1.4(b) and (d). 


1. (C) SUMMARY: Minister of Justice Dr. Abdullah bin 
Mohammad bin Al-Sheikh announced at the inauguration of the 
third Annual Meeting of Arbitrators on January 30 that anew 
consultancy law allowing female lawyers to open their own 
legal consulting firms is under consideration. As proposed, 
the law will enable women to license their own legal 

consulting firms -- something previously prohibited -- and 
establishes licensing guidelines and provisions for 

continuing legal education for female lawyers. However, the 
consulting firms would be limited to advising female clients 

on women\'s issues and family matters; female lawyers will not 
be able to represent their clients inside the courtroom. In 

a meeting with the Senior Coordinator for International 
Women\'s Issues Andrea Bottner, Deputy Minister of Justice 
Sheikh Abdullah bin Mohammad Al-Yahya hailed the new law as a 
positive step for women, but cautioned that it is not a move 

to grant women the right to practice in the courtroom. He 
stated that although there are no plans to admit female 
lawyers to the courtroom, this new law, if passed, is an 
important milestone for women. Female lawyers and law 
students praised this announcement and remain confident that 
it will be a step towards full access to clients and 

courtrooms for women practicing law in Saudi Arabia. END 
SUMMARY. 


2. (C) Minister of Justice Dr. Abdullah bin Mohammad bin 
Al-Sheikh announced at the inauguration of the third annual 
meeting of arbitrators in the Eastern Province on January 30 
that a special committee in the Ministry of Justice is 
currently reviewing a new legal consulting law that will 
expand the role of women in the legal profession. Overriding 
current practice, the law will enable women to obtain 
licenses to open their own legal consulting firms. It also 
proposes to establish licensing guidelines and guidelines for 
providing women with additional legal training. However, 
female lawyers will be limited to advising female clients on 
women\'s issues and family matters. They will not be able to 
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represent their clients inside the courtroom, only advise 

them prior to court proceedings. This proposed law comes on 
the heels of the Ministry of Commerce and Industry\'s January 
licensing, the first of its kind, of a real estate office in 

Jazan that is run by women. Additionally, last August, the 
Ministry of Commerce and Industry issued a decree allowing 
female engineers to open their own engineering offices. This 
decree resulted in the licensing of dozens of female-operated 
engineering offices in the Kingdom (reftel). 


3. (C) Senior Coordinator for International Women\'s Issues 
Andrea Bottner discussed the new consultancy law in a meeting 
with Deputy Justice Minister Sheikh Abdullah bin Mohammad 
Al-Yahya on February 4. Al-Yahya stated that it is important 
to utilize the skills of existing female lawyers and upcoming 
female law graduates in Saudi Arabia. As such, he said, the 
law will allow women to (1) advise judges in their chambers 

-- not in their courtrooms, and (2) advise women on women and 
family issues in private offices and in matters of 

arbitration. He repeatedly stated in the meeting that women 
will not be allowed to practice in the courtroom and denied 
any possibility of this occurring in the future. Al-Yahya 
qualified his position, saying “Women need to be protected 
from exploitation through employment opportunities that are 
suitable to their nature.\" Al-Yahya claimed that by 

enforcing segregation and preventing \"gender mixing\" in the 
courtrooms, \"women\'s privacy is preserved\" -- something he 
said is critical to both Saudi culture and Islam. He 

continued that this legal obstacle to women\'s right to 

practice law in full will not impede women\'s creativity or 
freedom in the workplace, since it is consistent with the 
Quran. Al-Yahya closed the meeting by reiterating the 
importance of this law in both protecting and affording women 
their \"equal\" rights under ShariVa law. 


4. (C) In discussions with Senior Coordinator Bottner and 
follow on meetings with PolOff several female lawyers based 
in Riyadh lauded the Ministry of Justice for considering this 
law They all commented positively about its significance and 
look forward to its imminent implementation. The women 
unanimously said that all reforms in Saudi Arabia must occur 
slowly in order to be accepted by society. Although this new 
law does not allow full access to the legal profession, they 
stated that it is an important step in the right direction. 

By allowing women to have licenses to open their own offices, 
the law will create more job opportunities for women, empower 
women to raise awareness of their rights, and increase 


protections for women under law. They also said the law will 
provide a career path for future Saudi female law graduates 
that was previously unavailable. The female law students 
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agreed with this analysis and added that with this positive 
step, they hope to be able to have even more freedom in their 
law practices by the time they graduate. (NOTE: Female law 
student programs are relatively new in Saudi Arabia, with 
only two universities in Riyadh offering such programs. The 
first class of students will graduate in 2010; therefore they 
have time to monitor developments and push this issue in the 
political environment. END NOTE.) 


5. (C) COMMENT: Typically a more conservative ministry, it 
is yet another promising indicator in the ongoing push for 
reform in the Kingdom that the Ministry of Justice is 
considering this consultancy law. If implemented, it will 
expand the role of female lawyers within the legal 
profession and, through their proposed advisory role with 
judges, facilitate greater participation by women in the 
courts. Additionally, providing women with increased access 
to legal representation will help them to better understand 
their legal rights under Shari,a, as well as give them a 

voice in the judicial process. END COMMENT. 
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NSC PASS TO MALVESTI AND KIFAYAT 


E.O. 12958: DECL: 02/10/2017 

TAGS: PREL, PTER, EFIN, KTFN, CVIS, GCC, SA 

SUBJECT: APHSCT TOWNSEND\'S FEBRUARY 6 MEETING WITH SAUDI 
FINANCE MINISTER AL ASSAF 


Classified By: Ambassador James C. Oberwetter for reasons 1.5 (b) and ( 
d). 


1. (C) Summary: On February 6 in Jeddah, Saudi Finance 
Minister Ibrahim Al Assaf told Assistant to the President for 
Homeland Security and Counterterrorism Frances Fragos 
Townsend that the SAG would implement the Royal Decree 
requiring individuals carrying those funds in excess of 
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$16,000 to declare funds upon exit or entry. But he did not 
have a date or plan for implementation. Minister Al Assaf 

said that implementation of the Royal Decree would have to be 
preceded by a public education campaign (given the Saudi 
custom of carrying cash when traveling) and by building bank 
offices at airport and border gates, so cash can be deposited 
upon departure or arrival. He confirmed strong cooperation 
with the U.S. and promised to follow-up directly with the 

head of the Customs service and Ambassador Oberwetter. End 
Summary. 


2. (C) In their first meeting, which took place in the 

Jeddah office of the Finance Ministry on February 6, Minister 
Al Assaf greeted APHSCT Townsend and mentioned that he had 
met with Deputy Secretary of the Treasury Kimmitt in Davos 
the previous week. When Townsend shared that she would 
travel to the Shaybah oil field in the Empty Quarter during 
her visit, Minister Al Assaf said Saudi Arabia is planning to 
build a highway through the Empty Quarter to the Omani port 
of Sallalah, which would give Saudi Arabia a direct 
commercial outlet to the Indian Ocean, bypassing the UAE 
ports on the lower Gulf. 


Who\'s in Charge 


3. (C) APHSCT Townsend asked about the implementation of the 
King\'s decree that would require individuals carrying cash in 
excess of $16,000 to declare funds to Saudi customs officials 
upon entering/exiting the Kingdom. Al Assaf said that he had 
previously discussed this issue with Treasury Under Secretary 
Levey, and added that SAG Customs is the lead agency, not 
Mubahith. APHSCT Townsend said that this arrangement made 
sense, comparing it to the U.S. system. APHSCT Townsend 
noted that U/S Levey has the lead on this issue from a law 
enforcement perspective. While this requires Treasury to 
cooperate with investigators, it is ultimately the best 
arrangement. (Note: SAG Customs has the legal authority to 
enforce the cash declaration law but has not thus far.) 


Implementation of Entry/Exit Regulations 


4. (C) APHSCT Townsend pointed out that it had been over a 
year since the King announced the new legislation, and 
emphasized the importance of stopping illicit cash flow, 
particularly to destinations like Iraq. The U.S. has 

provided training to Saudi customs officials and is prepared 

to offer further training, she added. But she asked if the 
Minister had a timeline for implementing the King\'s decree, 
and whether implementation would be phased in starting at 
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certain airport and border gates, or done simultaneously at 

all entry/exit points. Progress is taking place, insisted Al 

Assaf, and Saudi Customs is moving towards an implementation 
phase beginning with the airports. Entry/exit booths are 

being built in the civil aviation terminals of airports, as 

well as in the land ports of entry, he said. Banks were 

provided training and infrastructure enhanced to encourage 
travelers to deposit money. The entry and exit forms were 
drafted, with the assistance of the U.S. The date for actual 
implementation is uncertain, according to Al Assaf, and also 
requires Customs to coordinate with the MOI, he said. But he 
undertook to report back to the Ambassador once he has talked 
with technical people. 


Public Information Campaign is Key 


5. (C) Townsend said she assumed that significant education 
was needed because the requirements are so new. Al Assaf 
agreed and said that the Saudi Customs will conduct an 
extensive public information campaign before the 

implementation date. When APHSCT Townsend asked how long 
this would last, he was uncertain but said that it would be 

long enough to prepare both the people and the facilities. 


6. (C) Al Assaf stressed that controlling the entry and exit 

of funds has been a priority for the Saudi Central Bank 
(SAMA) long before September 11, noting that it is also in 
the best interest of the Kingdom. APHSCT Townsend 
acknowledged this point and added that the issue goes to the 
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heart of the integrity of the financial system. It is 

difficult to regulate financial flows if the infrastructure 

is not in place for easy access to bank transfers and ATM 
machines, he said, which is the case in many of the 
neighboring countries where Saudis go on travel. In 
addition, he described the Saudi custom of carrying cash when 
going on vacation. This needed to be changed, and people 
need to be encouraged to rely on the banking sector instead 
of carrying cash. He added that it is a question of 

education and said that they were working hard to achieve 
progress. Al Assaf confirmed cooperation with the U.S. and 
promised to consult with the U.S. delegation during the 
upcoming Spring Meetings of the Work Bank and IMF in 
Washington. 


7. (C) Comment: Embassy will follow up with the Finance 
Ministry and has requested meeting with the Director General 
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of Saudi Customs. End Comment. 


8. (U) APSCT Townsend has cleared this cable. 
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STATE FOR NEA/ARP 


E.O. 12958: DECL: 02/23/2017 
TAGS: PREL, ASEC, ETTC, KPAL, KPAO, PTER, KU, DEMARCHE 
SUBJECT: AL-ZAWRAA DEMARCHE RECEIVES MUTED KUWAIT RESPONSE 


REF: A. KUWAIT 241 
B. STATE 14149 


Classified By: Charge d, Affaires, a.i. Matt Tueller for reasons 1.4(b) 
and (d). 


1. (C) In light of ongoing concern about Al-Zawraa 
broadcasting, post wishes to recap our discussions to date 
with the GOK on this issue. 


2. (C) During a February 11 meeting with Shaykh Ali Abdullah, 
the Acting Director of the Americas Department at the MFA, 
the Charge d\'Affaires and visiting NEA/ARP Office Director 
Misenheimer raised U.S. concerns about the broadcast of 
Al-Zawraa Television on Arabsat (ref A and B). Shaykh Ali 

said he was aware of the broadcasts and agreed that they were 
intolerable. He promised to raise the issue with the Foreign 
Minister. 


3. (C) PDOff also delivered the demarche February 14 via 
telephone to Tariq Al-Ajmi, the Director of Television 
Affairs at the Ministry of Information. Al-Ajmi said he knew 
of the broadcasts, but noted that it was difficult to control 
satellite transmissions outside Kuwait. 
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4. (C) The Charge also raised the issue in a February 19 
meeting with MFA Undersecretary Khaled Al-Jarallah. 
Al-Jarallah was familiar with the programming. In response 

to Charge\'s mention of the need to remove the programing from 
Arabsat, in which the Government of Kuwait owns a 14% 
interest, Al-Jarallah noted that it would be easier to take 

action if Kuwait was the majority owner. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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DEPT PLEASE PASS TO NEA FOR SCARPENTER, NEA/ARP FOR 
SWALKER/BSHUKAN, AND DRL FOR EBARKS-RUGGLES/KLURIE 


E.O. 12958: DECL: 02/23/2017 

TAGS: PGOV, PHUM, PREL, PINR, KIRF, KDEM, SA 

SUBJECT: U.S.-SAUDI ARABIA STRATEGIC DIALOGUE HUMAN 
DEVELOPMENT WORKING GROUP MEETS WITH MAJLIS AL SHOURA 


Classified By: Acting Deputy Chief of Mission David Rundell for reasons 
1.4 (b) and (d). 


1. (C) SUMMARY. The U.S. delegation to the U.S. - Saudi 
Arabia Strategic Dialogue\'s Human Development Working Group 
(HDWG), led by Deputy Assistant Secretary (DAS), Near East 
Affairs (NEA), Scott Carpenter, met with representatives of 

the Majlis Al Shoura on December 4, 2006. Secretary General 
Dr. Saleh Al Malik noted that the Council had formed a 
committee to study a bill initiated by the Cabinet regarding 
non-governmental organizations. Council members expressed 
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concern regarding difficulties in obtaining U.S. visas, and 

Al Malik said the U.S. is losing ground on the commercial and 
investment fronts because of these difficulties. Al Malik 
noted that as a result of the King\'s push for reform, the 
Council has amended many laws. Bureau of Democracy, Human 
Rights, and Labor DAS Erica Barks-Ruggles noted efforts to 
implement exchanges and outlined a proposal by the National 
Conference of State Legislatures. In a follow-up meeting 

with Al Malik on December 5, Carpenter and Barks-Ruggles 
encouraged Shoura Council members to visit various 
legislative bodies in the United States. Al Malik responded 
affirmatively, requesting assistance in establishing a 

research service in the Kingdom. Al Malik also noted that 

the SAG is currently looking for available dates for the 
President of the Council to visit the U.S. END SUMMARY. 


2. (C) The U.S. delegation to the U.S. - Saudi Arabia 
Strategic Dialogue\'s Human Development Working Group (HDWG) 
met with representatives of the Majlis Al Shoura on December 
5, 2006. Secretary General Dr. Saleh Al Malik opened the 
discussion by noting that of 150 Council members, 
approximately 100 have doctoral degrees from western 
universities -- including the U.S. He described the 

Council's mandate, noting that Shoura means \"consultative.\" 
Al Malik pointed out that the Council lost some of its 

authority in 1953 with the formation of the Cabinet, but 
regained that authority when the Council was reformed in 
1993. He continued that Article 23 of the Law of the Shoura 
Council was recently amended to give the Council the 
authority to initiate and write laws. Al Malik noted that 

the Council, which has 12 standing committees, has initiated 
six or seven laws and amended many more -- primarily due to 
the King\'s push to modernize. The Council is also 
responsible for developing five-year plans and drafting 

annual reports. 


3. (C) In response to DAS Carpenters questions about the 
draft bill on non-governmental organizations, Al Malik 
explained that this bill was initiated by the Cabinet and 
forwarded to the Council approximately one year ago. The 
Council discussed the bill, but determined that it was 
inadequate and formed a committee to study it and develop 
recommendations. Al Malik explained that this is a very 
sensitive issue and the Council has sought input from all 
stakeholders. He also pointed out that \"evolution and 
gradualism\" are societal values and pivotal in the Council's 
approach to its work. 


4. (C) Council members expressed concern regarding 
difficulties in obtaining U.S. visas and the length of time 
necessary to process them. Al Malik noted that the U.S. is 
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losing ground on the commercial and investment fronts because 
of the difficulties in securing visas, claiming that the 

terms and structure of trade will significantly change in the 

next five years. He said that none of Saudi Arabia\'s big 
development projects have gone to U.S. companies, insisting 
that it will be impossible to regain this loss ground. 

Another Council member suggested that U.S. security 
announcements have also negatively impacted commerce, stating 
that other countries\' security advisories have been more 
carefully tailored. 


5.(C) DCM noted that the implementation of on-line 
application and automated payment processes have improved the 
overall process, adding that Post anticipates processing over 
50,000 non-immigrant visa applications by year\'s end. He 
noted the approximately 11,000 student visa applications 
processed this year and requested a consolidated list of 
scholarship recipients to help expedite the processing of 
those visa applications. (NOTE: Post has since received this 
list. END NOTE.) DCM stated that the duration of both 
student and business visas is reciprocal to the duration of 
Saudi visas in these categories. He pointed out that 
extending the duration of Saudi visas for U.S. students and 
businesspersons would allow the U.S. to do the same. CG 
Jeddah explained the security constraints preventing the 
Consulate from re-instating its visa operations, to which the 
Council offered its assistance in resolving these issues. 


6. (C) Barks-Ruggles noted efforts to implement exchanges, 
discussing a proposal by the National Conference of State 
Legislatures (NCSL) to develop such connections. In response 
to questions regarding detainees at Guantanamo Bay, 
Barks-Ruggles reiterated the Presidents statements that the 
long-term goal is to reduce the number of detainees and close 
the facility. She stated that the policy is to prosecute or 

return detainees, unless -- as was the case of six Chinese 
Muslims who were resettled in Albania -- it is likely that 
returnees will face persecution. 


7. (C) In response to Senior Advisor Laura Lederer\'s request 
for clarification on the draft criminal statute on 

trafficking in persons, Council members noted that there are 
six million foreign workers in the Kingdom. Most of the 
complaints, they insisted, are from domestic workers and 
number only 500, and the Domestic Workers Committee is 
working hard to address these issues. 


8. (C) Carpenter and Barks-Ruggles followed up with Al Malik 
at his office on December 5, encouraging the Secretary 
General to visit various legislative bodies in the United 
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States, including Congress, state legislatures, the 
Congressional Research Service, and the Census Bureau. The 
Secretary General responded affirmatively, requesting 


SIPDIS 

assistance in establishing a research service in the Kingdom. 
He also noted the positive impact that the Library of 
Congress had on a Shoura Council delegation to the U.S. 
several months earlier. All parties agreed that there is a 
need for increased people-to-people engagement between Saudi 
Arabia and the United States. They noted that exchange 
programs such as those discussed would encourage these 
relationships. The Secretary General ended the meeting 
stating that the SAG is currently looking for available dates 
for the President of the Shoura Council to visit the U.S. 
OBERWETTER 
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E.O. 12958: DECL: 02/23/2017 

TAGS: PGOV, PHUM, PINR, PREL, IZ 

SUBJECT: POPULAR COMMITTEES MEETING PARTICIPANTS DISMAYED 
AT CHALABIVS PLANS 


REF: A. BAGHDAD 585 
B. BAGHDAD 386 


Classified By: Political Counselor Margaret Scobey for reasons 1.4 (b) 
and (d). 


1. (C) Summary: Ahmed Chalabi frustrated community and tribal 
leaders who attended a February 21 meeting to discuss the 
\"popular committees\" for the Baghdad Security Plan (BSP) when 
he announced that he had named \"liaison officers\" to 

represent each of the ten security areas of Baghdad. Meeting 
participants came with the understanding that they would 
nominate members for their communities\' popular committees 
and complained that the liaison officers were unknown figures 
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among their communities. Many local government leaders 
walked out of the meeting when they learned that Chalabi 
appointed the liaison officers without their input. By 
arbitrarily naming de facto committee leaders, Chalabi 
appears to have alienated local governance structures and 
hurt chances for popular committee success. End Summary. 


Attendees Complain, Walk Out Angrily 


2. (C) Community and tribal leaders attended a February 21 
meeting at Baghdad\'s Mansour Media Hotel to discuss the 
\"popular committees\" strand of the BSP, an initiative headed 
by Ahmad Chalabi and Nasser Al-Ani. Al-Ani did not speak at 
the meeting. (Note: As described in ref B, the popular 
committees are meant to be local entities that pass up 
information about security concerns and complaints about 
behavior by security forces to the steering committee while 
passing down information about the BSP to local communities. 
End Note.) 


3. (C) Meeting participants had come expecting to nominate 
members for their communities popular committees and learn 
more about their structure, responsibilities and functions. 
Chalabi instead announced that he had named a Vliaison 
officer" to represent each of Baghdad\'s ten security areas 

and said that the 10 appointees should each choose ten people 
from among participants to discuss committee formation. 


3. (C) Participants complained that many of the appointed 
liaison officers were unknown figures in their communities. 
They also said that most of the ten areas had several dozen 
community leaders present at the meeting and limiting the 
discussion to 10 participants for each community would be 
exclude most attendees. Attendees said they understood that 
the liaison officers would act as de facto team leaders for 
each of the ten popular committees. Many attendees left 
angrily, particularly members of district and neighborhood 
councils. Several local council members and sheikhs who 
remained also complained to PRTOffs that the process was 
deeply flawed. 


Unanswered Questions Remain 


4. (C) Chalabi failed to address unanswered questions 
lingering from the February 14 meeting about the committees\' 
size, structure and functions (see ref A). Itremains 

unclear whether Chalabi intends for the popular committees to 
consist of the ten people chosen from the February 21 
attendees by each liaison officer, or whether the ten person 


Column 3 
teams would determine committee size and membership. 


5. (C) Comment: On the positive side, Chalabi\'s approach to 
the popular mobilization effort has raised awareness of the 
initiative among many of Baghdad\'s leaders, as evidenced by 
larger audiences at each of his general meetings. He has 
not, however, provided a coherent vision of the popular 
committee concept, and appears to have discouraged local 
government institutions from participation. Finding ways to 
ensure local government participation in the popular 
committee structure should become a priority for the popular 
mobilization effort. 


6. (C) Comment (continued): PRTOffs will meet with Chalabi\'s 
chief of staff and separately with local officials to discuss 

the situation and try to determine what local residents want 

to happen. MNF-I and the Embassy will develop suggestions to 
offer Chalabi and local officials to answer outstanding 
questions and repair the disconnect between Chalabi and local 
officials. End Comment. 

KHALILZAD 
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E.O. 12958: DECL: 02/22/2017 

TAGS: ENRG, EPET, KCOR, EIND, IZ, IR 

SUBJECT: PRT TIKRIT: MINISTERS OF OIL, ELECTRICITY, AND 4TH 
IA DESCRIBE PLAN TO RESTORE BAYJI OIL REFINERY 

REF: BAGHDAD 539 


Classified By: Classified by Leonard Hatton, PRT Deputy Team Leader, fo 
r reasons 1.5 (b) and (d). 


1. (U) This is a PRT Tikrit, Salah ad Din cable. 
2. (C) SUMMARY. During a February 19 meeting at the 


refinery, Minister of Oil Al Shahristani, Minister of 
Electricity Al Hasan, and the deputy commander of the 4th IA, 
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BG Nabeel, revealed their plan to improve oil infrastructure 
security and increase public fuel distribution. Attending 

the meeting were refinery officials, the Governors of Salah 
ad Din (SaD), Nineveh, and Kirkuk, and embassy officials. 
The presentations made by Al Shahristani, Al Hasan, and 
Nabeel emphasized separate points, but communicated one 
central message: effective control of the distribution of 
refined fuel from Bayji - and the security necessary - will 
pass from the Ministry of Oil (MoO) in Baghdad to the 
governors of the north-central provinces, in conjunction with 
the IA. Given a fixed allotment of fuel per week, governors 
will now be tasked with organizing and ensuring the 
distribution of fuel to their constituents during a four week 
trial period, after which the plan,s success/failure will be 
reviewed. While offering an opportunity for decentralized 
decision making and encouraging greater local accountability, 
the new plan also tasks provincial governments with new 
responsibilities without definite support from the GOI. When 
questioned about this by the Governor of Nineveh, Al 
Shahristani did not offer specific resources to help the 
governors of the largely Sunni provinces, simply stating 
&the MoO will help.8 END SUMMARY. 


3. (C) The Deputy Commander of the 4th IA Brigade, BG Nabeel, 
laid out a detailed security and distribution plan at the 

refinery which - if fully carried out - will transform 

operations at Bayji. Nabeel described the mission of the IA 
and SIB in simple terms: secure fuel for the Iraqi people and 
protect the residents of Bayji and the refinery. Nabeel 

claimed that significant success has already been achieved; 
stating that the black market price of benzene fell from 

35,000 ID to 20,000 ID per 20 liter can since the IA assumed 
responsibility for security at the refinery. (NOTE: 

Nabeel,s claim that black market prices have dropped appears 
to be on target. According to atmospheric data released on 
February 20, prices of benzene have fallen to around .40 USD 
per liter, compared to .76 USD on February 11. END NOTE.) 
However, stating that there was much yet to accomplish, 
Nabeel detailed the following objectives for the 4th IA: 


--Control over entrances and exits of the refinery. 
--Control over distribution procedures within the refinery. 


--Separation of tankers by product type. 

--Armed escort of fuel tankers to provide security on 
highways. 

--Encouraging a stronger, incorruptible Oil Protection Force 
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(OPF). 

--Success in fighting the terrorists and AlF. 
--Successful exploitation of the media to keep public 
informed of successes. 


Nabeel also listed longer term projects. These included 
reorganizing the parking lot, installing cameras and other 
monitoring devices throughout the refinery and outside, and 
upgrading communications capabilities within the facility. 
Nabeel also stated that after the operations completely 
secured the refinery, Strategic Infrastructure Battalions 
(SIBs) would also assume responsibility for the propane 
distribution facility in Siniyah. 


4. (C) Fuel distribution at Bayji is often a scene of bedlam, 
with hundreds of tankers waiting outside the gate. Nabeel 
described a completely overhauled process which limits the 
number of tankers receiving fuel to 100 per day in order to 
provide for greater accountability and order at the gates. 
(NOTE: Currently distribution hours run from 7am ) 1am, 
although in practice, due to confusion at the gates, fuel is 
often dispensed for a far less number of hours. END NOTE.) 
According to Nabeel, this would provide six hours of more 
efficient and transparent distribution each day, allowing for 
three or four hours of clean-up, equipment maintenance, and 
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security operations 


5. (C) Previously, the ability to organize daily shipping 
manifests for fuel tankers was limited to Baghdad; the 
distribution office in the refinery would receive faxed 
documents ostensibly detailing the tankers which would 
receive fuel that day. In practice, chaos was often the 

rule. For example, on a February 6 visit to the refinery 

there were approximately 25 tankers waiting near the HFO 
distribution gate that weren,t on the manifest for the day, 
while the trucks that were did not show. Nabeel announced a 
new distribution plan provides for a predetermined amount of 
fuel to be allocated for each province, appropriately divided 
by fuel type, i.e. benzene, kerosene, etc. Provincial 
governors of each would assume responsibility for the entire 
distribution process inside of the province; including the 
election, destination, and security of tankers. Nabeel also 
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emphasized that this was an interim strategy ) it would be 
reassessed in four weeks. (Note: MinOil has never run 
point-to-point distribution. Local distribution has always 

been handled within a province. Nevertheless, Nabeel\'s plan 
still gives the provinces a greater role, in both allocation 
decisions and security.) 


6. (C) One of the central issues regarding the ¿military 
invasion8 (as described by PM Al Maliki during the December 
29 meeting) of the Bayji refinery is the ongoing relationship 
between the OPF and the lA. So far, according to CF elements 
on the ground, the two sides appear to be ¿keeping tabs8 on 
each other and encouraging accountability. In the meeting, 
Nabeel spoke positively of OPF cooperation, referring to the 
OPF as colleagues whom the SIBs considered as gone of their 
units.8 The feeling however, may not be mutual. Nebhan 
Mehjoob, the refinery OPF Chief, told IPAO before the meeting 
began that the SIBs were not adequately communicating with 
the OPF. (NOTE: OPF officials ) Sami, Nebhan, Sabah, etc. - 
previously expressed concern to IPAO about the lA assumption 
of responsibility for security duties at the refinery. It is 

unclear if their skepticism reflects an ongoing internal 

power struggle within the refinery or mere professional 

rivalries (septel). END NOTE.) Breaking ranks with his 
refinery colleagues, Regional Chief of Distribution Samir 

Abbas requested that the Ministry of Oil &strengthen8 the 

OPF. 


7.(C) Pointing out that improved communication with the 

media was necessary, Nabeel emphasized that another primary 
objective of the IA would be to utilize the media to provide 

the population with regular updates from the refinery. The 
updates, which would detail precise numbers of tankers 

arriving and being fueled each day, would encourage overall 
accountability and convince the public that the GOI was 
responding to the fuel shortage crisis. 


8. (C) Al Shahristani echoed many of the same points as 
Nabeel, naming security as the greatest challenge facing the 
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MinOil. Describing pipeline security ) refinery inputs as 

well as export pipelines ) as inadequate, the Minister 
emphasized that most of Iraq,s hard currency is derived from 
petroleum exports delivered by pipelines. Al Shahristani 
also described the highway security situation as appalling 
and a major impediment to the efficient distribution of 
refined fuel to the general population. In order to remedy 
the situation, Al Shahristani assigned the governors of the 
Iraq,s north-central provinces and the 4th IA the 
responsibility for increased security, saying that they knew 
their respective areas better than anyone. The Minister also 
said he was requesting that the Ministry of Defense give the 
4th IA additional control of the SIBs protecting the vital 
Kirkuk ) Bayji crude oil pipeline. 


9. (C) The Governor of the province of Nineveh, Ghanim Al 
Basso, raised serious concerns with the Minister,s strategy, 
stating that the MinOil contracts with tribal leaders ) at 

the price of $750,000 per kilometer ) who, according to Al 
Basso, often take the money and later steal fuel anyway. Al 
Basso also argued that the funds given to the tribes often 
are funneled to insurgent groups. Both Al Basso and the 
Governor of Salah ad Din, Hamed Al Quissi, also strongly 
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objected to Al Shahristani,s highway and pipeline security 
tasking in principle as well, claiming that ) in reality - 

neither the provinces nor the IA or SIBs had the resources to 
expand their security operations. This support, according to 
the governors, would have to come from Baghdad. Al 
Shahristani,s response to the governors was simple: &Give 
me your (the governors) plan, and the Ministry of Oil will 
help.8 Specifics, however, were conspicuously lacking. 


10. (C) Admitting that the shortage of refined fuel would 
remain an enormous problem in the near future, Al Shahistrani 
explained that the MinOil was in the process of negotiating 
new contracts with Syria and Iran for the importation of 

fuel. (Note: the inarguable shortage is of subsidized fuel. 
Fuel is more widely available from unofficial sources, but at 
2-4 times the official price of 350 dinars.) The imports, Al 
Shahristrani explained, would be province specific: gasoline 
from Iran would be delivered to Diyala, while imports from 
Syria were earmarked for Nineveh. While, according to the 
Minister, Kurdistan would be allowed to negotiate its own 
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contracts, Salah ad Din and Anbar presently did not have any 
foreign import contracts. 


11. (C) Al Shahistrani also recognized that the glut of HFO 
was forcing the closure of the refinery on a regular basis ) 
7,000 cubic meters per day need to be distributed in order to 
ensure continued production at the refinery ) and that 
coupled with the frequent power failures, it was the greatest 
barrier to higher production levels (reftel). Acknowledging 
that the HFO build-up was due to a break-down in contracting 
with Turkey as well as the lack of highway security (and 
possible AIF targeting of tanker drivers), Al Shahristani 
promised refinery officials and the governors that the MinOil 
had finalized HFO export contracts with Syria and Turkey 
(which he said provided for 7000 tons of HFO to be exported 
to each at the international market price). He also 
suggested that railroads could be potentially be used to 
transport much of the HFO in lieu of the highway security 
situation (Al Shahristrani claimed that 1500 to 2000 tons of 
HFO per day could be moved by rail); however, he admitted 
that that railway security had to be addressed before this 
would be a viable option. Al Basso suggested that the 
Ministry provide 50 tanker trucks to carry away some of the 
excess fuel; Al Shahristani again was non-committal. 


12. (C) Al Shahristani strongly backed new director Dr. Ali 
Obeydi, declaring that he had the authority and license to 
obtain necessary equipment for the refinery. This could be a 
major step forward; the Bayji refinery currently lacks a 
significant amount of vital spare parts. During a February 6 
visit, former Abdel Khader told IPAO that the refinery 
requested for years in vain over 3 million dollars worth of 
equipment from the MinOil. The Minister also reiterated a 
commitment to providing back-up electrical generators in the 
future; again, however, refusing to provide details or a time 
frame of when the generators could be delivered. 


13. (C) Minister of Electricity Kareem Al Hasan Al Hasan 
detailed a plan to increase the amount of HFO which could be 
used as fuel by the nearby power plant. Al Hasan explained 
that the power plant operates three thermal units and is 
repairing a fourth; when all four are operational, the plant 

will consume approximately 6500 tons of HFO per day. He also 
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described the Ministry,s strategy to convert two of the main 
turbines to run on HFO instead of diesel. This project, 

which Al Hasan said should be completed by the summer of 
2008, would increase HFO consumption by the power plant to 
9000 tons daily ) greatly assisting the refinery in the 

disposal of HFO. 


14. (C) Pointing out that the power plant also depends on 
pipeline supply of fuels, the Minister echoed the request 
raised by Al Shahristrani to increase security on the 
pipelines. ------- 

Comment 


15. (C) Al Maliki,s plan to provide security and overhaul 
fuel distribution at the Bayji refinery appears to be paying 
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positive dividends. Oversight has noticeably increased at 

the gates and the pumps; there are more boots and eyes on the 
ground ) watching each other as well as the tankers. The 

4th IA seems to have a workable, practical strategy to take 
control of the situation, at least in the refinery. In 

addition, the plan is showing positive results in the streets 

of Salah ad Din; black market prices for benzene have dropped 
drastically over several weeks. 


16. (C) In theory, Al Shahristrani,s decision to assign 

increased responsibility for fuel distribution to the 

governors increases accountability and simplifies the 

process; indeed, one of the central flaws in the old system 

was the complete centralization of distribution planning and 
contracting in Baghdad. However, the provincial governments 
and governors are probably not ready to completely assume the 
responsibility to provide security necessary to ensure 

adequate fuel distribution. Local pressures would probably 
ensure that much of the fuel reaches its destination; 

however, a strategy which transfers complete responsibility 

to provincial authorities who may be implicated in fuel 
smuggling themselves - as in the case of Salah ad Din 

province - may not prove the most successful course of 

action. Al Shahistrani offered MinOil assistance for 

security and distribution. If this assistance is not 

ultimately forthcoming, central government in Baghdad may run 
the risk of appearing in the eyes of many Sunnis here to be 
handing them the problem and walking away. END COMMENT. 


17. (U) For additional reporting from PRT Tikrit, Salah ad 
Din, please see our SIPRNET reporting blog: 
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http://www.intelink.sgov.gov/wiki/Tikrit. 


KHALILZAD 


97937 

OO RUEHBC RUEHDE RUEHIHL RUEHKUK 

DE RUEHGB #0682/01 0551602 

ZNY CCCCC ZZH 

O 241602Z FEB 07 

FM AMEMBASSY BAGHDAD 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9862 

INFO RUCNRAQ/IRAQ COLLECTIVE 

RHEBAAA/USDOE WASHDC" "CONFIDENTIAL SECTION 01 OF 03 BAGHDAD 000682 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/22/2017 

TAGS: ENRG, EPET, KCOR, EIND, IZ 

SUBJECT: PRT TIKRIT: NEW BAYJI REFINERY CHIEF LAYS OUT PLAN 
TO RESTORE PRODUCTION 


REF: A. A. 06 BAGHDAD 4427 
B. B. BAGHDAD 539 


Classified By: CLASSIFIED BY LEONARD HATTON, PRT DEPUTY TEAM LEADER, FO 
R REASONS 1.5 (B) AND (D). 


1. (U) This is a PRT Tikrit, Salah ad Din cable. 


2. (C) SUMMARY AND COMMENT. On February 14, the incoming 
director of the Bayji Oil Refinery Ali Obeydi discussed his 

plan to address the refinery,s numerous operational 
challenges with the Salah ad Din Governor Hamad Hamoud al 
Shakti al-Qaisi, various Director Generals, and PRT 
representatives. Obeydi outlined a strategy largely based on 
the renovation of the on-site hydrocracker, potentially 

raising benzene production by 4000 cubic meters per day. 
Obeydi,s assignment to raise refinery production in the 
near-term likely will prove extremely difficult. Although 

the addition of a functioning hydrocracker would increase 
productivity, by itself it could not solve the two greatest 
technical problems in Bayji: the on-site glut of heavy fuel 

oil (HFO, the byproduct after the refining process) due to 

the inability to transport it safely to the customer, and the 
frequent electrical power failures (which are to blame for 

the hydrocracker\'s original malfunction). Moreover, other 
factors which negatively affect refinery operations and/or 
distribution, such as the abysmal highway security throughout 
north-central Iraq and rampant fuel smuggling, lie outside of 


Column 3 

his control. However, Obeydi may be one of very few who has 
an opportunity to effect real change at the oil refinery. He 
appears to be arriving with the necessary prerequisites: a 
clear mandate from the Ministry of Oil (MoO) (and the 
corresponding influence in Baghdad) and an extremely high 
level of professional competence (having served in various 
management and engineering capacities in Bayji for a number 
of years). END SUMMARY AND COMMENT. 


3. (C) Highly respected, Dr. Ali Obeydi has served in various 
capacities at the Bayji oil refinery throughout his career, 
including a stint as the hydrocracker manager. His 

reputation for competence appears to be incontrovertible; 
even members of the Oil Protection Force, which is 
responsible for refinery security (as well as suspected of 
aiding oil smuggling at Bayji), told IPAO on February 6 that 
they did not oppose the appointment of Obeydi. (NOTE: The OPF 
appears to be influenced and infiltrated by a group of 

persons who may be heavily involved in fuel smuggling at the 
refinery. Perhaps fearing for their livelihood and/or 

safety, the OPF leadership voiced serious concern about the 
present personnel changes occurring at the refinery. 
However, in the case of Obeydi, these same officials were not 
directly opposed to his appointment. While not necessarily 
happy either, they appear to be taking a 8wait-and-see8 
attitude (septel). END NOTE.) 


4. (C) Abdel Khader, the former refinery director (demoted to 
head of one of the individual refinery units at Bayji), 
expressed to IPAO on November 19 and February 6 his 
frustration with the perceived unresponsiveness of the 
Ministry of Oil in Baghdad to the refinery,s needs ) 

blaming much of the problem on sectarianism within the 
Shia-dominated ministry (reftel A). Khader also told the MoO 
was delaying the delivery of equipment valued at over USD 3 
million ) ranging from spare parts to replacement machinery 
) which is vital to perform necessary maintenance and 
upkeep. Khader,s relationship with Baghdad often appeared 
to be strained; however, Obeydi may be able to secure the 
necessary financial and technical support from the MoO which 
has been lacking. 


5. (C) During a meeting on February 14 in Tikrit with local 
politicians and PRT representatives, Obeydi recognized the 
dire economic cost for the population of Salah ad Din that 
are caused by frequent refinery shutdowns. Obeydi stopped 
short of addressing many key issues such as the on-site glut 
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of HFO, lack of spare parts, employee morale; but he did 
address two of the most critical challenges: the challenges 
faced by the intermittent power outages and his plan to 
revive the long dormant hydrocracker. 


6. (C) Frequent stoppages of electric power to the refinery 
from the nearby power plant (literally located less than a 
mile away) habitually interrupts refinery operations the 
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latest occurrence was on February 10, with production not 
resuming until February 12 (reftel B). Incurring a cost 
greater than simply a lowering or ceasing of production, 
sudden power disruptions also greatly complicate the task of 
maintaining complex equipment critical for production. For 
example, the present hydrocracker malfunctioned because of 
the inability of refinery technicians to properly cool it 

down due to the lack of power. For the Bayji refinery, which 
already has a shortage of trained engineers and spare parts, 
power disruptions can mean the difference between producing 
at 60 percent or 30 percent capacity, with a corresponding 
direct effect upon the amount of fuel which reaches the 
population. 


7. (C) Acknowledging the improbability that the electric 

plant would be able to provide a consistent supply of 
electricity in the near future, Obeydi discussed the 

possibility of obtaining a dedicated source of power with 
representatives of the Infrastructure group of PRT Salah ad 
Din. According to Obeydi, the refinery requires 50 megawatts 
at full production (although the refinery has averaged less 
than 35 percent production for many months). However, if the 
hydrocracker is operational, this requirement would rise to 
100 megawatts ) far above a realistic expectation of the 
capabilities of the Iraqi electric grid for some time. 

Obeydi stated that the MoO recently approved the construction 
of a dedicated power plant for the refinery. However, 
admitting that it would be years before this project would 
come to fruition, Obeydi discussed with PRT representatives 
temporary alternatives, such as receipt of powerful 
generators such as the £¿MOAGs8 (Mother of All Generators), 
which can each produce approximately 15 megawatts of power 
each. He admitted that without a dedicated supply of power, 
either from generators or power plants, the refinery will be 
hard pressed to maintain even the 20-25 percent level of 
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capacity it has averaged over the past several months. 


8. (C) The process of turning crude oil into refined fuel 
fundamentally is the separating of heavy, long-chained oil 
molecules into lighter short-chained ones (i.e., refined 

fuels such as gasoline, kerosene, etc.). This process, known 
as cracking, takes specific forms such as Fluid Catalytic 
Cracking and Hydrocracking. The refinery at Bayji lacks the 
complex equipment necessary for fluidized catalytic cracking 
(the fluidized catalytic cracker, or FCC) and the 
hydrocracker is currently inoperable (reftel A). These 
processes are essential to increase the refinery production; 
the installation of a revamped hydrocracker and a new FCC 
could raise efficiency by 15 percent and 10 percent 
respectively, according to Obeydi. 


9. (C) Expressing confidence that by the necessary 
hydrocracker catalyst would arrive shortly, Obeydi told 
meeting attendees that his engineers would be able to render 
the hydrocracker itself operational within two months, 
resulting in the increased production of 5000 cubic meters of 
HFO and 4000 cubic meters of benzene per day. Obeydi also 
alluded to obtaining a FCC in the future, although he was 
much less certain about this future possibility. (NOTE: 
Khader expressed to IPAO strong frustration with the MoO in 
November, claiming that the Ministry sent an FCC to Basra 
last fall for sectarian reasons, reftel A. END NOTE.) 


10. (C) Even partial success by Obeydi in his mission to 
increase productivity at Bayji could represent a significant 
step forward towards the alleviation of the most critical 
impediment to the economic growth in Salah ad Din and 
throughout most of Iraq ) the shortage of refined fuels. 
Obeydi appears to be dedicated to achieving positive results 
) indeed, his positive attitude is refreshing - and 

considering his influence and experience, he may be one of a 
very small group of competent technocrats with both the 
desire and the capability to effect real change. 


11. (C) On the other hand, many issues remain unaddressed: 
the glut of heavy fuel oil (which would presumably become 
more acute if additional crude oil is refined and if adequate 
security cannot be implemented to protect HFO tanker 
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drivers), the scarcity of trained engineers necessary to 
maintain the new equipment (reftel A), and the corrupting 
influence of local power players who are unlikely to 
willingly allow a new sheriff to enact changes contrary to 
their interests (septel). Ultimately, increasing production 
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at Bayji and ensuring far greater distribution of refined 
fuel to the population will depend on the effectiveness and 
cooperation of many other players as well ) the ability of 
the IA to adequately secure the refinery and highways, the 
capability of the Oil Protection Force to eliminate the 
corrupt elements (inside and out) which permeate the 
organization, etc. While Obeydi,s appointment is a good 
start, ultimate success in this endeavor will depend upon 
many factors. END COMMENT. 


12. (U) For additional reporting from PRT Tikrit, Salah 
ad Din, please see our SIPRNET Reporting Blog: 
http://www.intelink.sgov.gov/wiki/Tikrit. 
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1. (C) Summary: PRT officers spoke with Rusafa and Karada 
District Advisory Council (DAC) chairmen February 22 to 
discuss their views on Ahmad Chalabi,s popular committees 
initiative. Both said that the general consensus among DAC, 
Neighborhood Advisory Council (NAC) and Provincial Council 
(PC) members is that Chalabi,s plan is marginalizing 

existing local governance structures and setting up 
committees that will have little support in the neighborhoods 
they are supposed to represent. Both agreed that Chalabi is 
alienating community leaders by arbitrarily selecting 
committee leaders who lack the grassroots support the 
initiative needs to succeed. Chalabi has still failed to set 

the mandate and size of the committees, which they said will 
likely lead to the formation of unwieldy structures with 

unclear responsibilities. End Summary. 


Karada DAC Chair Comments 


2. (C) Karada DAC Chair Mohammad Al-Rubaie told us that 
Chalabi hastily chose &liaison officers8 to head popular 
committees in each of Baghdad,s 10 security areas. 
Al-Rubaie said it was clear from the conduct of the meeting 
that these officers will be de facto committee heads who 
report to Chalabi directly. 


3. (C) Al-Rubaie said the liaison officer Chalabi appointed 

for his district is an unknown figure in the community and 

that no DAC or NAC members had been consulted before he was 
appointed. Al-Rubaie said he provided the liaison officer 

with a list of names for suggested members for Karada,s 

popular committee, but the appointee showed no interest in 
suggestions from the DAC. Al-Rubaie also said he saw lists 

of names provided by attendees from Sadr City and that 

militia members were among the names. 


4. (C) Al-Rubaie said Chalabi and others he has involved in 
the process are suggesting that the committees have one 
member per 1,000 residents in the district, which would lead 
to huge, unwieldy committees with thousands of members in 
Baghdad,s larger areas. He suggested a ratio of one member 
per 6,000-10,000 residents in order to keep the committee 
size more manageable. 


5. (C) Al-Rubaie said the committees should have a clear, 
bounded mandate limited to passing information on security 
issues and displaced people and that the committees should be 
disbanded upon the conclusion of BSP. He suggested setting 
quotas to include members of civil society, religious 

leaders, women, and businessmen. He said failure to set 
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quotas would likely exclude many of these groups. Al-Rubaie 

said DAC and NAC members should play a consultative role with 
the committees, but opposed having DAC and NAC members serve 
on the committees to avoid distracting them from their duties. 


Rusafa DAC Chair Comments 


6. (C) Rusafa DAC Chairman Jamal Ehlayeb Khalaf Al-Rajihi 
said the liaison officer Chalabi appointed for his area is 

unknown to the community and had been selected with no 
consultation with DAC or NAC members. He said DAC members 
from other districts complained that the liaison officers 

appointed for their areas were also unknowns. 


7. (C) Al-Rajihi said he managed to speak with the appointed 
liaison officer for his area, who said committee members 
should report to him and that he would in turn report to 
Chalabi. Al-Rajihi said the people his area,s liaison 

officer was choosing to serve on the popular committee lacked 
the grassroots support and contacts to make the initiative 
successful. 


8. (C) Al-Rajihi said he had spoken to several Provincial 
Council members about Chalabi,s conduct and that they also 
felt marginalized and excluded. He said that several DAC 
chairmen and PC members are trying to arrange a meeting to 
discuss the issue. 
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E.O. 12958: DECL: 02/18/2017 
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SUBJECT: NORTHERN GOVERNORS FOCUSED ON POPPY ERADICATION 


Classified By: AMBASSADOR RONALD NEUMANN FOR REASONS 1.4 (B) & (D) 


1. (SBU) SUMMARY: On February 17, the Ambassador met with 
the Commander of PRT Mazar ¡ Sharif and held a joint meeting 
with Interior Minister Mogbel Zarar and five governors from 

the Northern provinces to discuss poppy eradication efforts 

in the north. The counternarcotics strategy in the North is 
gaining traction. All five governors emphasized that their 
individual provinces will see very little if any poppy 

cultivation this year, in contrast to high production in some 
Northern provinces last year (and in stark contrast to 

Helmand and other parts of the South). Zarar pressed the 
governors for results and made a strong pitch for zero poppy, 
whatever the cost, as the only way to establish a lawful 

state. The PRT Commander lauded the success of INLVs poppy 
elimination program (PEP) public information campaign in the 
North, and said that their efforts are having a direct and 
significant impact on reducing poppy cultivation. The 
Commander asked that the PEP program be expanded. END 
SUMMARY. 


2. (C) The Swedish PRT Commander in Mazar i Sharif, Jan 
Palsson, and Political Advisor, Ingrid Persman, explained 
that although it is quiet in the North, there is a great deal 

of political activity. Persman pointed out that although the 
North seems calmer than the South on the surface, in fact, a 
mix of powerful actors is engaged in a struggle for influence 
over smuggling and narcotics shipping routes. Persman added 
that it is in these power brokers\' interests to keep things 
quiet, so they can continue with their business, 
uninterrupted. She continued that there is a strong 

anti- Taliban feeling in the North, in part due to the varied 
ethnic mix in the region. 
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PRT Focused on Helping Lower Level Officials 

3. (C) Commander Palsson explained that the PRTVs strategy 
for encouraging stability and good governance in the North is 

a \"bottom-up\" approach; the PRT is working with Chiefs of 
Police and District Level Administrators with the expectation 

that good governance will eventually trickle up, since the 

PRT \"cannot touch the big fish\" in the region. The Commander 
explained that the PRT is intentionally not targeting 

Governor Atta in its good governance efforts because, in his 
opinion, the PRT \"bottom-up\" strategy will either force Atta 

to curb his corrupt activities or be removed from office. He 
added that three previous Chiefs of Police who were 
\"criminals\" have been replaced with \"good ones,\" and the PRT 
is focused on supporting them to ensure they do not \"slip 

into bad networks.\" Persman added that it would do no good 

to remove Atta unless there was a suitable alternative; she 

said that removal would create instability. The Ambassador 
commented that more efforts should be made to remove corrupt 
and/or criminal elements at the top of the power structure as 
well. By not doing so, we run the risk of losing the 

public\'s confidence in the efforts to bring about change. It 

is hard to build good governance at the bottom if the top 
behaves with impunity. The Ambassador agreed that this was 
not the time to change governors in Balkh. 


4. (SBU) The PRT Commander noted that the INL-sponsored 
Poppy Elimination Program (PEP) efforts are excellent, and 
requested that the program be expanded. He said that Martha 
Barbosa, the Mazar-based PEP International Advisor has a 
\"good connection\" with Governor Atta, who listens to her. 

The Commander also felt that the PEP program would be a great 
asset to have in other provinces as well. He lauded the 
program\'s \"good situational knowledge\" and ability to put Yan 
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Afghan face\" on the program\'s efforts. Post\'s 
Counternarcotics Task Force Director Doug Wankel noted that 
UNODC made similar positive comments about PEP\'s work. 


5. (SBU) In a joint meeting with the Minister of the 
Interior, Moqbel Zarar, the governors of Balkh, Samangan, Sar 
e Pul, Jowzan, and Baghlan provinces all pledged that their 
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respective provinces would be poppy free by the end of this 
year. Balkh governor Atta proudly announced that this year 
there was no need to eradicate in his province because he 
successfully prevented cultivation of the crop. Atta 

criticized the UNODC report that stated poppy was reduced by 
34 percent last year in Balkh. He stated that the correct 

figure was 55 percent, and noted that UNODC only sent five 
inspectors who were unable to canvas the entire province, and 
thus underreported the actual eradication levels. Atta noted 
that this year he used the political process (vice guns or 
military force) to stop poppy planting. He explained that 

both the Provincial Council and other influential people were 
key in getting out the anti-poppy message. 


6. (SBU) Sar e Pul Governor Munib said that he began a 
public relations campaign five months ago against drugs, and 
he is \"hopeful\" that poppy cultivation has stopped. He 
assured that he had the full support and cooperation of the 
locals, and that security forces would intervene if necessary 

to bring poppy cultivation to zero. Recently appointed 

Baghlan Governor Ishagzai said that police reform is needed 
in his province to ensure successful poppy eradication. 
Ishaqzai said he had requested that the MOI assign 500 
additional police to the province to help. Jowzjan governor 
Hamdard said that he has held 561 meetings in seven districts 
to \"spread understanding\" about preventing poppy cultivation. 
Hamdard added that in instances where poppy was cultivated, 
the meeting delegates forced the farmers to stop and 
eradicate the crops themselves. Hamdard said that there are 
three mountainous districts where eradication has not yet 
begun, but he is confident that Jowzjan will get to zero 

poppy this year. Hamdard echoed Ishaqzai\'s comments about 
the police, noting that it was currently tribal-based, and it 
needs urgently to become a professional, nationalized entity 
that is not based on tribal loyalties. Samangan Governor 
Shafaq reported that he began a public relations campaign 
against cultivating poppy during this spring\'s planting 

season 15 days ago. A month ago Shafaq hosted a meeting for 
police chiefs, village elders, and religious leaders urging 

them to ensure that poppy is not grown in their districts. 
Shafaq proudly explained that three year ago, 2,400 acres of 
poppy was cultivated; two years ago 800 acres were planted, 
one year ago 300 acres were cultivated, and he was confident 
that this year the figure would be zero. 


7. (SBU) All five governors individually asked for more 
reconstruction projects for the Northern provinces. A few 
expressed their disillusionment with the central government\'s 
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lack of response in helping them provide basic services like 
potable water, roads and schools to their constituents. 
Governor Atta and others suggested that reconstruction money 
be funneled through the GOA, as opposed to non-governmental 
and international organizations, to help strengthen 

provincial government ties to the central government and 

allow them to ensure that the work is done properly. The 
governors asked that growth and development assistance be 
evenly distributed throughout the country. 


8. (SBU) The Ambassador pointed out that it is important to 
show the U.S. Congress that significant efforts are being 
made to reduce poppy in order to increase the amount of 
assistance that is allocated for reconstruction projects. 
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The Ambassador noted that it is challenging to funnel all 
reconstruction funds through government ministries because 
there are not enough people who are trained to manage the 
money, and the GOA has only spent 50 percent of the 
development budget that it controls. Similarly, while money 
is available for provincial budgets, provincial governments 
lack trained personnel who can design appropriate projects. 
Consequently, the money does not get distributed to the 
provinces. He concluded that government officials are being 
trained to manage money appropriately, we will move more 
money through the GOA in the future, but such training takes 
time. 


9. (SBU) All of the governors expressed concern about the 
risk of increasing poverty if alternative livelihoods are not 

found for farmers who quit growing poppy. They also appealed 
to the Ambassador for more assistance in dealing with 
narco-traffickers who they are concerned may try to sabotage 
the security situation in the North if their drug trade is 
interrupted. Governor Atta said that the provinces need to 

be able to coordinate with international security forces to 

arrest and prosecute narco-traffickers. 


10. (SBU) The governors also noted their concern about the 
possibility of drought. Sar e Pul Governor Munib said that 
68,000 families in his province have been affected by drought 
already. He added that 6,000 families have already left the 
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province, and 5,000 youths have left to seek work elsewhere. 
Jowzjan Governor Hamdard said that 93,000 families in the 
province have lost their harvest. Samangan Governor Shafaq 
explained that if the drought becomes more severe this year, 
they will need to double the depths of the wells or else 
50,000 families will be forced to leave the province. The 
Ambassador responded that last year the USG provided 75 
percent of the World Food Program\'s (WFP) budget in 
Afghanistan, and he added that he would raise the drought 
issue with the WFP. Governor Atta replied that the WFP had 
recently been to Mazar to investigate the problem. 


11. (SBU) The Northern governors clearly understand that the 
pressure is on to have poppy-free provinces. Zarar made it 
clear to them that he is holding them accountable. He 
repeatedly rejected any implied tradeoff between more 
economic assistance and their responsibility to deliver on 
poppy eradication. Zarar also made the same points 
forcefully in a joint press conference with Ambassador 
Neumann. Zarar said, \"where there is poppy, there is no law, 
no justice, and no state.\" The addition of the Ambassador to 
the meeting was Zarar\'s initiative and he and the Ambassador 
discussed and coordinated their joint and separate messages 
beforehand. The governors seem to get the message. We would 
not necessarily believe that each will deliver, but Atta 

will, and that will influence others. We will look for ways 

to support them in return for their poppy eradication 

efforts, as this will both reinforce our message and provide 
them with some sorely needed assistance. We will also back 
up Zarar in making clear that, support or no support, they 

will be accountable for results. We were very struck with 

the successful PEP program and should consider expanding it. 
END COMMENT. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/27/2017 
TAGS: PGOV, PREL, BG 
SUBJECT: CODEL CHABOT MEETS WITH HASINA AND ZIA 


Classified By: Ambassador Patricia Butenis, reason para 1.4.d. 


1. (C) SUMMARY. Sheikh Hasina and Khaleda Zia reiterated to 
Congressman Chabot their desire for prompt elections, 
supported anti-corruption in principle but objected to the 
mechanics of the current campaign, complained the government 
ignores them, maintained party reform is already underway, 

and expressed concern about the removal of their special 
protective details. END SUMMARY. 


2. (SBU) On February 22, Congressman Steven Chabot, the 
Ambassador, and econoff (notetaker) held separate meetings 
with Sheikh Hasina, President of the Awami League, and 
Khaleda Zia, chairperson of the Bangladesh Nationalist Party. 
Also present with Hasina were party General Secretary Abdul 
Jalil, Political Secretary Saber Hossain Chowdhury, and 
International Affairs Secretary Syed Abul Hossain. Zia was 
accompanied by former Foreign Minister Morshed Khan, Foreign 
Affairs Advisor Reaz Rahman, and party Joint Secretary 

General Nazrul Islam Khan. 


ELECTIONS 


3. (C) Hasina and Zia agreed that elections should happen 
sooner rather than later, and called for a firm election 
timetable as soon as possible. Hasina focused on elections 
no later than 120 days from the start of the State of 
Emergency, which means by May 12, and hoped the fully 
reconstituted Election Commission would begin work 
immediately to meet that deadline. She supported a voter 
list with photographs over a national ID card since the 

latter would take much longer to produce. Zia talked about 
an approximately six-month timeframe for elections. 


CORRUPTION 


4. (C) Both leaders asserted that corrupt people should be 
jailed, that with proper proof they would kick corrupt 
persons out of their parties, but complained that detainees 
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are being subjected to brutality and torture. Hasina 
maintained that the Bangladesh Nationalist Party is the true 
home of corruption, and that the Awami League members under 
arrest are scapegoats for balance. Hasina stressed the need 
to pull in the \"big fish A" the top leaders associated with 
corruption, and complained that the Anti-Corruption 
Commission had promised not to arrest persons providing 
requested financial information but that some persons were 
nevertheless arrested upon leaving the Commission\'s office. 
Zia called the process flawed because arrests precede 
investigations and the filing of charges. She also said she 
wanted to see a final list of those to be arrested so that 
everybody else could get back to business without fear or 
pressure. 


NO CONTACT WITH GOVERNMENT 


5. (C) Hasina and Zia objected that the government is not 
engaging them on virtually any matter. Zia also criticized 
the slum demolition and street hawker eviction programs, 
estimating that 350,000 people have been displaced. 


PARTY REFORM 


6. (C) Both parties claimed to be already undertaking 
internal reform but had few details to offer. Hasina said 
reform is a continuing process under her party\'s constitution 
with each party sub-committee responsible for reform in its 
own area. Zia referred without elaboration to 
\"soul-searching\" underway in her party. 


SECURITY 


7. (C) Both ladies expressed concern at the imminent removal 
of their Special Security Force protective details. (NOTE: 

We have heard that this is meant to help \"encourage\" them to 
leave the country. The protective details were removed 

several hours after the meetings. END NOTE) Hasina recalled 
that she and her senior leaders had been attacked with 
grenades in 2004, alleged that the terrorist group Jamaatul 
Mujahidin Bangladesh was linked to the Bangladesh Nationalist 
Party, and that the failure to investigate properly the 

murder of senior party leader Shah Kibria perpetuated the 
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climate of impunity for political violence. 
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8. (U) Mr. Chabot cleared the substance of this cable prior 
to his departure. 
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E.O. 12958: N/A 

TAGS: ECON, ETRD, WTO, BG 

SUBJECT: BANGLADESH: DEMARCHE ON U.S. WTO TAFT GOODS 
NEGOTIATING TEXT DELIVERED 


REF: SECSTATE 20817 


Post presented reftel demarche to Ministry of Commerce 
official Sharifa Khan by telephone February 22. Ms Khan 
reported that the EU had already been in two days previously 
with a similar demarche. Post clarified the distinction 
between the two proposals using appropriate Vif asked\' 
talking point in reftel. Post followed up with a non-paper 

and the original texts as provided reftel on February 25. 

Post will report any substantive response. 
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SIPDIS 
SIPDIS 


DEPT FOR SA/FO, SCA/A, S/CT, S/CR, SCA/PAB, EUR/RPM 
STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG 

NSC FOR AHARRIMAN 

OSD FOR KIMMITT 

CENTCOM FOR CG CFC-A, CG CJTF-76 POLAD 


E.O. 12958: DECL: 02/18/2017 

TAGS: PREL, PGOV, PTER, SNAR, NATO, AF 

SUBJECT: KARZAI DISCUSSES SECURITY, PAKISTAN WITH CODEL 
DICKS 


Classified By: Ambassador Ronald Neumann for Reasons 1.4 (b) & (d) 


1. (U) On February 21, Codel Dicks discussed security and 
reconstruction issues with President Karzai. Karzai 
expressed confidence about GOA and ISAF ability to succeed. 
Attendees included Representatives Dicks, Kaptur, 
Frelinghuysen, Rothman, Carney, and Murphy. 


2. (SBU) Karzai was upbeat, and the tone of meeting was 
relaxed. Karzai repeated several times that he was much more 
confident about the current security situation than he was at 
this time last year, and characterized himself as a 

Vrelatively happy man.\" He emphasized that NATO needs to 
\"complete the win\" that is \"ours for the takingW this year. 
Karzai explained that Afghans are at their best when they 
have a clear vision and purpose to support. He added that 
this spring they know clearly that the U.S. supports them and 
will not abandon the fight to eliminate the Taliban. The 
President commented that during his December trip to 
Kandahar, locals told him they were upset that there was not 
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more engagement by NATO. \"When we want to confront tnem,\" he 
said, \"they (the Taliban) are no match for us.\" Karzai was 
clear that the spring offensive is coming, but he noted that 
the population is a lot more confident about getting through 
it than they were last fall. Karzai expressed strong support 
for incoming General McNeill, stating that if McNeill says he 
needs four more battalions, he is right. Pointing to the 
issue of insurgents in the border region, 

the President loosely suggested some form of trilateral 
US-Afghan-Pakistan \"treaty\" to deal with the problem. 


3. (SBU) Karzai noted the importance of providing 
alternative livelinoods (AL) for poppy growers, but said AL 
must be understood to encompass \"raising the quality of life 
for all,\" including improved rule of law, infrastructure, and 
security. Narcotics, he said, is a concern, not a threat." 
He said that while some narcotics money goes to fund 
terrorism, a lot of it simply goes to finance the 
narcotraffickers\' lifestyles. He concluded that the Afghan 
National Army is doing well, and the Afghan National Police 
is just being built, noting that ANP training is three years 
behind schedule. 


4. (C) Karzai said that he had a \"direct line" to 

Musharraf, and noted that he called Musharraf more than vice 
versa. Karzai emphasized that he makes a point to never go 
on the personal attack, but rather focuses on the substantive 
issues. He explained that they engage on subjects, not on 
personalities. Karzai noted that Pakistani Prime Minister 
Shaukat Aziz \"shares the same world view as we have here in 
Afghanistan.\" Karzai criticized Musharraf\'s efforts to 

handle terrorism, pointing out that Musharraf must take more 
relevant steps. Putting 80,000 troops on the border is not 
useful if they are not strategically placed. Karzai said 

wistfully that the GOA and GOP could make a huge impact 
against terrorism on the border areas, but Musharraf will not 
take action, and \"he won\'t let us take action (meaning to 
strike across the border).\" He said that for the first time 
Pakistani tribal chiefs have come to visit him, mixing in 

with Afghan delegations, to plead for assistance in combating 
terrorists in their lands. The President sharply criticized 

the Pakistani mass media for supporting the Taliban. He 
explained that the former Pakistani Ambassador to Afghanistan 
was on television just yesterday saying that the Taliban were 
\"fighting a war of liberation.\" He lamented that the GOP is 
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using radical Islam to achieve their objectives of national 
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cohesion and also to project its regional interests outside 
of his borders. Karzai said that the biggest weapon to 
counteract this trend is to support secular Pashtuns in 
Pakistan. Engaging the right people in Pakistan is key. 


5. (C) Karzai said relations with Iran have been virtually 

Vat a standstill\" since President Khatami left-- until the 

past two months. Now, he explained, they are actually going 
down. Karzai said the GOA has reports of Iranian agents 
engaging the Taliban and trying to supply them with weapons. 
The President strongly encouraged the US to talk to Iran 
about Iraq. 
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E.O. 12958: DECL: 02/24/2017 

TAGS: PGOV, PHUM, PREL, MOPS, IZ 

SUBJECT: MINISTER OF INTERIOR TELLS CODEL MEEHAN SECURITY 
IS IMPROVING 


Classified By: Acting Deputy Chief of Mission Margaret Scobey for reaso 
ns 1.4 (b) and (d). 


1. (C) SUMMARY: In a February 20 meeting with Minister of 
Interior Jawad al-Bolani, CODEL Meehan stressed that a 
speedy and permanent reduction in Baghdad violence is central 
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to rebuilding U.S. domestic support for efforts in Iraq. 

Minister Bolani agreed, adding that he is confident that the 
revised Baghdad Security Plan will succeed. END SUMMARY. 


2. (C) On February 20 Minister of Interior Jawad al-Bolani 

met with Representatives Martin Meehan (D-MA), Robert Andrews 
(D-NJ), Todd Aiken (R-MO), Michael Turner (R-OH), and Paul 
Ryan (R-WI) to discuss the progress of the revised Bahgdad 
Security Plan (BSP). Representative Meehan stressed the need 
to reduce the level of violence in the country, emphasizing 

that it is critical if U.S. efforts in Iraq were to maintain 

U.S. domestic support. Bolani agreed, stating that the 

revised Baghdad Security Plan is improving the situation. He 
acknowledged, however, that more work remained to be done. He 
thanked the delegation for U.S. support of Iraq, adding that 

Iraq is a \"project of freedom\" which is developing a new 

political life for its people \"based on law.\" Bolani added 

that success will ultimately depend on the sacrifices and 

effective cooperation between all the ministries within the 
government, but especially the efforts of the Ministry of 

Interior. 


3. (C) Minister Bolani provided the delegation with a status 
of on-going efforts to secure Baghdad and improve MOI 
training programs. He emphasized the positive: the drop in 
sectarian violence, the reduction in overall casualties, and 
his belief that the Baghdad population was supporting the 
plan. He added that security was not only a question of 
forces but also a social concept built on the social 
services, economy, and national infrastructure that still 
need to be fully developed. In the end, security requires a 
political solution. 


4. (C) Bolani said he was confident that the MOI will 

continue to make progress and that the security situation 

would improve in the near future. Representative Meehan asked 
Bolani if sectarianism had worsened in the last year. Bolani 
responded by saying that he considered sectarian violence to 
be an \"artificial problem\" created by Al Qaida, Saddamists, 

and some elements in neighboring counties who would feel 
threatened if Iraq succeeds. He added that this violence has 

no basis in the long history of common ties and interests 
between lraq\'s sects. Nonetheless, Bolani added, it is a 
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problem today and one the Iraqi Government must now solve. 


5. (C) Bolani emphasized the bravery of MOI troops and 
policemen, citing the deaths of over twelve thousand officers 
(who he termed \"martyrs\") since the removal of Saddam from 
power. Noting improvements in the quality of MOI training, he 
praised the efforts of Multinational Security Transition 
Command - Iraq (MNSTC-I) in developing a professional 
security force for Iraq. He argued that the MOI was making 
great progress in rooting out corruption adding that since 

his tenure began over eight thousand \"unqualified\" police 
have been removed and nearly nine hundred have been referred 
to Iraqi courts. He said he know it was important to 

establish that Iraqi police were not above the law and were 
there to serve all Iraqis. 


6. (U) CODEL Meehan did not have an opportunity to clear this 
cable. 
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STATE FOR S/S-O, S/S-S, AF, AF/W, AF/RSA, DRL/AE AND INR/AA 
PARIS FOR POL - DVELIA 


E.0.12958: N/A 
TAGS: ASEC, KDEM, PGOV, PHUM, PINS, PREL, SG 
SUBJECT: SENEGAL: ELECTION SITREP 1, 13:50 GMT 


1. (U) SUMMARY: Senegal\'s 4.9 million registered voters appear to 
be voting in large numbers today in what most see as a referendum on 
President Abdoulaye Wade\'s seven years in office. The voters roll 

is twice as large as the 2000 list and includes many youth who had 
hoped Wade would create more jobs. Initial reports indicate that 
turnout is high and voters are largely able to cast their ballots 
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freely, but organizational problems are slowing the voting process. 
END SUMMARY. 


2.(U) Turnout appears high at most polling stations. Observers 
report voters waiting patiently in long lines beginning well before 

8 :00 a.m., and it is likely that not all voters will be able to 

vote before the polls officially close at 6 :00 p.m. At least two 

local prefects have stated they have been authorized to remain open 
as late as 8 :00 p.m. if voters are still in line. 


3. (U) Many polls opened late, but most voting stations were 
operational by 9 :00 a.m., one hour after the official opening of 
polls. In some cases, the delay was caused by missing materials, 
such as the Va vote\" (has voted) stamp. 


4. (U) Overall, the voting environment is neutral : observers have 
reported isolated instances of propaganda or visible campaign 
material (less than one percent of observed polling stations) and no 
overt attempt to intimidate voters. In one rural Casamance village, 

a woman wearing a uniform identifying her as an employee of the 
Ministry of Women served breakfast to poll workers and voters in two 
voting rooms. In some other cases, party representatives were seen 
to assist voters in casting their votes, but this practice was not 
widespread and is authorized under the electoral code. 


5. (U) Voting has moved very slowly. To some degree, this can be 
attributed to voters unfamiliar with the voting process. In some 
cases, observers reported elderly voters leaving the voting booths 
with empty hands, having thrown their ballots into the trash boxes 
in the voting booths rather than depositing them into the ballot 
boxes outside the voting booths. 


6. (SBU) Poor organization, however, rather than voter error, is 
the primary cause of the slow pace of voting. Most delays in poll 
opening can be attributed to lack of preparation and organization by 
the electoral commission. Lines of voters remained long and grew 
throughout the morning. Observers reported that even atthe same 
polling location (lieu de vote), different polling booths (bureaux 

de vote) were organized and run differently, with widely varying 
degrees of efficiency. 


7. (SBU) Many poll workers are unclear on their responsibilities. 
In at least three cases, poll officials asked or allowed political 

party representatives to assist voters in voting. In another case, 
the election commission representative did not have his copy of the 
voter registration rolls, which voters sign after they vote. The 
signed exit rolls can then be checked against the entry rolls which 
the voter signs as s/he enters the polling office. The poll worker 
stated it was too much work to have each voter sign the rolls twice, 
and said \"They will copy the book for me later,\" missing the point 
that having two separate rolls helps to ensure the integrity of the 
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process. 


8. (U) The overall security environment is calm. Most businesses 
and restaurants are closed; and there is no/no evidence of increased 
police and gendarme presence on the streets of Dakar or in the 
vicinity of polling stations. 


9. (U) On February 23, Minister of Interior and Local Government 
Ousmane Ngom told representatives of the 2,500 Senegalese and 
international observers that the Government was ready for a \"free, 
fair and transparent election.\" He noted the entire voters roll is 

on the Internet. Each of the 12,000 plus polling places is 

identified on maps that are available to citizens and observers, and 
the security force ballots have been safeguarded since approximately 
19,000 of the possible 23,000 cast their ballots on February 17 and 
18. Over 90 percent of registered voters have picked up their new 
biometric voter and national identity cards, which cost USD 40 
million. The Government hopes that another five percent will 

retrieve their cards at polling stations today. In response to a 
question about pre-campaign election activities, Ngom reiterated 

that the Government had authorized 69 percent of demonstrations and 
marches for a total of 132. 


10. (U) Ngom also assured the observers that there would be no 

fictional polling stations. Approximately 2,000 Senegalese 

observers are monitoring the election, and approximately 500 

international observers are on the ground. In addition to the 52 

U.S. mission observers who are working in 14 teams, the 

International Observatory for Democracy has sent 166 observers led 

by the Chairman of Burkina Faso\'s independent election commission. 

The Economic Community of West African States (ECOWAS) has fielded 
60 observers. Moreover, "la Francophonie,\" the African Union (AU), 

the West African Economic and Monetary Union (UEMOA or WAEMU), the 
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Organization of the Islamic Conferences (OIC), and various national 
delegations from Europe are observing. 
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E.O. 12958: DECL: 02/24/2017 

TAGS: PGOV, PHUM, KDEM, IZ 

SUBJECT: FORMATION OF LIBERAL-DEMOCRATIC PARTY IN IRAQI 
KURDISTAN 


Classified By: RRT Erbil Leader James Yellin, reasons 1.4 (b) and (d) 


This is an Iraqi Kurdistan Regional Reconstruction Team (RRT) 
cable. 


1. (C) SUMMARY: Newscaster and political activist Farhad 
Sangawi told RRT Offs on February 10 that he is forming a 
liberal-democratic party in Sulaimaniyah Province in the 
Iraqi Kurdistan Region. Sangawi does not constitute at this 
stage a threat to the dominance of the Patriotic Union of 
Kurdistan (PUK) in the province. In any event, his formation 
of a political party is indicative of popular dissatisfaction 

with and the lack of openness in the political status quo. 
END SUMMARY 


2. (C) RRT Off met Farhad Sangawi in Sulaimaniyah on 
February 10. He told RRT Off that he intends to create a 
liberal-democratic political party in Sulaimaniyah Province. 
Sangawi stressed that the current dominant party ) the PUK 
) often monitored his movements and cell phone calls and 
resisted his attempts to break away from the PUK. Sangawi 
said he is a PUK member in name only and feels he will be a 
victim of harassment if he pursues his own political 
objectives without international or U.S. support. He cited 
common ideological principles with the U.S. 


3. (C) Farhad Sangawi said there are Islamic and communist 
groups which are gaining support in Iraqi Kurdistan, 
collectively called the new opposition. Sangawi,s movement 
does not align itself with them, nor with the two dominant 
parties of the lraqi Kurdistan Region -- the PUK and the 
Kurdistan Democratic Party (KDP). He pointed out that the 
PUK and KDP were based on tribal affiliations but his new 


Column 3 
liberal-democratic party was goal oriented. 


4. (C) According to Farhad Sangawi, the Iraqi Kurdistan 
Region needs a liberal-democratic party promoting: 


-- Secular democratic government. 

-- Individual freedom and democratic reform. 

-- Gender equality. 

-- Independent media and freedom of opinion. 

-- Multi-party political system with free elections. 

-- Freedom from corruption in government spending. 
-- Armed forces independent of political parties. 


-- Free-market economy balanced with social services and 
assistance programs. 


-- Anti-terrorist policy. 


5. (C) When questioned about the members of his 
liberal-democratic movement, Farhad Sangawi said he 
personally selected the nearly 20 staff members who were 
technocrats, educated artists, semi-skilled laborers, women 
and the youth. He noted a preference to recruit secular, 
well-educated people both in lraqi Kurdistan and abroad. 


6. (C) Farhad Sangawi told RRT Off that the party,s first 
order of business is to establish an anti-corruption 

committee to promote accountability in the government and 
among his party members. This will involve, Sangawi 
stressed, having access to an independent media. Second, the 
party will establish an administrative committee, he said. 
Third, the liberal-democratic party, he continued, will put 

forth a political project which would address the Article 140 
referendum process for Kirkuk. Sangawi did not provide 
details on his proposed project. 

7. (C) Farhad Sangawi stated that to form a legal party he 
needs a party license but this is an arduous process given 
the government bureaucracy. He said the PUK will block any 
attempt to obtain a party license and therefore he must 
operate informally and maintain a low public profile. 
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8. (C) Farhad Sangawi mentioned that the PUK in 2005 
appreciated his efforts to get the citizenry to the polls 
during the elections but that his activity has ceased to 
benefit PUK interests and consequently his services are no 
longer required. 


9. (C) Farhad Sangawi explained that the PUK intimidated him 
because it disapproved of his independent political ambition. 
He said PUK members President Jalal Talabani and Prime 
Minister Barham Salih, as well as Hero Talabani (wife of 
President Talabani) prevented him from getting U.S. support 
and President Talabani ignored in 2006 his request for 
security assistance. 


10. (C) Farhad Sangawi pointed out that the PUK profits 
financially through its control of the market, such as real 
estate and contracting deals. He noted the case of the Azmar 
Mountain tunnel whereby the KRG Prime Minister and Hero 
Talabani purchased lands on the other side of the mountain 
knowing that its asset value would increase once the local 
government approved the construction of a tunnel linking the 
area to Sulaimaniyah. (Note: the trip over the mountain is 15 
kilometers but through the tunnel it is about two kilometers. 
End note.) 


11. (C) Farhad Sangawi,s move to form a political party is 
indicative of popular dissatisfaction with the lack of 
openness in the political status quo. Nevertheless, Sangawi 
does not constitute at this stage a threat to the dominance 

of the PUK in Sulaimaniyah Province. If he were to 
demonstrate such a threat, the PUK most likely would use its 
considerable resources to prevent the development of the 
party. Sangawi,s popularity will likely prevent his arrest 

or an overt act of violence against him by the PUK. 


12. (C) Farhad Sangawi describes himself as writer, poet, 
newscaster and middle-class intellectual. He speaks Persian, 
Danish, Arabic, Kurdish and some English. Sangawi was born 
January 7, 1962 in Kirkuk, although some identification 
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documents read 1965. He joined the PUK in 1978 and in 1980 
served six months in the Peshmerga (Kurdish armed force). 
Throughout the 1980s he was a well-known newscaster for the 
first PUK radio station (dengi geli Kurdistan) where he 
presented Peshmerga activities until 1990. 


13. (C) Farhad Sangawi is known for his charisma and ability 
to stir nationalist sentiment among a broad spectrum of the 
population. He was particularly inspiring to the Peshmerga 
who considered him their voice during the fight against the 
army of Saddam Hussein. Sangawi told RRT Off that family 
members of Peshmerga were loyal to his programs and filled 
with pride and honor when he made the eulogy of their 
deceased Peshmerga relatives. 


14. (C) From 1990-2003, Farhad Sangawi was in Denmark where 
he became a political refugee and worked in a small 

restaurant. He noted the Baath Party designated him a 

criminal. In 2003, the PUK asked him to return to Iraqi 

Kurdistan Region. Since 2003, Sangawi has lived mostly in 
Sulaimaniyah Province though his family remains in Denmark. 

In 2005, He embarked on a highly successful get out the vote 
campaign for elections of the Transitional National Assembly 

of Iraq, the Iraqi Kurdistan National Assembly and the 
Sulaimaniyah provincial council. 
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E.O. 12958: DECL: 02/24/2017 

TAGS: PGOV, PHUM, CONEAZ, IZ 

SUBJECT: FEBRUARY CONFERENCE ON DEVELOPMENT IN IRAQI 
KURDISTAN 

Classified By: RRT Erbil Leader James Yellin, reasons 1.4 (b) and (d) 


This is an Iraqi Kurdistan Regional Reconstruction Team (RRT) 
cable. 
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1. (SBU) SUMMARY: RRT Offs attended the First Development 
Conference of Sulaimaniyah Province on February 5-6 under the 
theme: Decision-making, Responsibility, Transparency, and 
Honesty. Numerous committees were formed from members of the 
provincial government, the local population, and 

non-governmental organizations to brainstorm and report on a 

wide range of issues affecting infrastructure, economic 
development, and civic society. 


2. (SBU) COMMENT: The conference was a modest step by the 
Governor of Sulaimaniyah to involve the citizenry and the 

private sector in the political process. The event also 

served to bolster popular support for the Governor. It 

remains to be seen what concrete results will occur if and 

when the final conference report is reviewed by the Kurdish 
National Assembly. END SUMMARY AND COMMENT. 


3. (SBU) The Governor of Sulaimaniyah, Dana Ahmed Majeed, 
presided over the First Development Conference which included 
the Deputy Prime Minister of the Kurdistan Regional 

Government (KRG), KRG Minister of Housing and Reconstruction, 
KRG Minister of Planning, KRG Parliament members, 
Sulaimaniyah Provincial Council members, all 66 Sulaimaniyah 
District and Sub-District Mayors, representatives from the 

media, the RRT, U.S. Army Civil Affairs 25th ID, and U.S. 

Army Corps of Engineers. Research Triangle Institute 

provided technical and logistical support. 


4. (SBU) The Governor appointed working committees that 
included 10-12 citizens from various sectors of the economy 
to meet and put forth an action plan for his review. All 

reports will be consolidated and presented to the Kurdistan 
National Assembly for implementation (no date provided). The 
following working committees were established: Government 
Administration, Provincial Economics, Water, Electricity, 
Roads and Reconstruction, Agriculture, Industry, Education, 
Traffic and Transportation, Health, Environment, Civil 

Society, Women, Tourism, Sport, Youth, Handicaps, Writers and 
Artists, Children, and Elderly. 


CONFERENCE WILL HELP GOVERNOR 
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5. (C) Ina meeting on February 11, the Governor of 
Sulaimaniyah told RRT Off the conference reflects his ability 
to mobilize popular support. He also stated his expectation 
that the event would positively impact his relations with KRG 
Prime Minister Nechirvan Barzani - a Kurdistan Democratic 
Party (KDP) member - and enhance his popularity with sport 
and youth groups operating outside the dominant Patriotic 
Union of Kurdistan (PUK) in Sulaimaniyah Province. 


6. (SBU) Dana Ahmed Majeed is a PUK member but does not hold 
a position of considerable influence within the party. The 

Director Generals of Sulaimaniyah Province in the various 
economic and social sectors do not report to him directly but 

to the Ministries or agencies in Erbil where the KDP 

dominates. 
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E.O. 12958: DECL: 02/24/2017 

TAGS: PGOV, PINR, IZ 

SUBJECT: BIOGRAPHICAL SKETCH OF DANA AHMED MAJEED, GOVERNOR 
OF SULAIMANIYAH PROVINCE, IRAQI KURDISTAN REGION 


Classified By: RRT Erbil Leader James Yellin, reasons 1.4 (b) and (d) 


This is an Iraqi Kurdistan Regional Reconstruction Team (RRT) 
cable. 


1. (SBU) SUMMARY: The following is a brief biography of the 
Governor of Sulaimaniyah Province in the Iraqi Kurdistan 
Region. The biography is based on information provided by 

the Office of Foreign and Public Relations, Sulaimaniyah 
Province, press reports and conversations between RRT Off and 
the Governor and other sources. END SUMAMRY. 


BASIC BIO BACKGROUND 
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2. (SBU) Dana Anmed Majeed was born in 1958 in Sulaimaniyah, 
Iraqi Kurdistan Region. He attended high school in Salah Ad 

Din and graduated from Sulaimaniyah high school in 1975. In 
1978, during his senior year at the University of 

Sulaimaniyah, he joined the Kurdish revolution and became 

Chief of the Patriotic Union of Kurdistan (PUK) political 

battalion. 


3. (SBU) From 1979 to 1989, Dana Ahmed Majeed was Chief of 
the Peshmerga forces in the following areas: 1979-1981 in 
Sulaimaniyah, Sulaimaniyah Province, 1981-1982 in Qala 
Chuwalan, Sulaimaniyah Province, 1982-1984, in Koysinjaq, 
Erbil Province, 1984-1985, Dukan, Sulaimaniyah Province. He 
was also Chief of Peshmerga forces in Kirkuk from 1985 to 
1989. 


4. (SBU) From 1989 to 1991, Majeed was the PUK 
representative during the negotiations with Saddam Hussein on 
autonomy for the Iraqi Kurdistan Region. From 1993 to 2000, 
Majeed was the PUK representation to Syria. From 2000-2003 
he held the same position in Iran. 


5. (SBU) Majeed was Director of Asayish (security) from 
2003-2005 in Sulaimaniyah Province. In 2005, Majeed was 
elected Governor of Sulaimaniyah by the Sulaimaniyah 
Provincial Council. 


6. (SBU) Majeed went to Lebanon for three months to 
participate in artillery and other heavy weapons training 
(unknown year). He claims he sent employees to the Central 
Intelligence Agency for training but never went himself. 


7. (SBU) There was an assassination attempt on Majeed in 

1979 by Saddam Hussein. He lost a son and was wounded during 
the 1988 chemical attacks of the Anfal campaign in 

Sulaimaniyah Province. 


8. (SBU) Majeed wanted to see the downfall of Saddam and was 
pleased with his execution. He favors the presence of the 

United States in Iraq and an active RRT office in 

Sulaimaniyah Province. 


9. (SBU) Majeed speaks Kurdish, Arabic and Persian, and has 
an understanding of English. 


Column 3 

10. (SBU) Although Majeed has local popular support, his 

position in the PUK is relatively weak, according to various 
sources. Dana Ahmed Majeed is allied with the reformist wing 

of the PUK which includes Nawshirwan Mustafa who resigned 
from his post as PUK Deputy Secretary General in December 
2006. Majeed told RRT Off he is close to PUK Politburo 

member Muhamad Tofiq, who heads a media company * Zargata * 
with Nawshirwan Mustafa. 


11. (C) Based on numerous sources, at a Provincial Council 
meeting in December 2006, Kosrat Rasoul, Iraqi Kurdistan 
Region Vice-President and member of the PUK progressive-wing, 
openly criticized Majeed for inadequately funding provincial 
projects. A source within the office of the Governor 

believes Majeed will try to align himself with lraqi 

President Jalal Talabani,s wing to regain influence. He is 
well known for his short temper and has said that people who 
lie to him will be put in jail. Majeed prides himself on his 
anti-corruption position and lack of ambition for personal 
monetary gain in politics. 
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SIPDIS 

SIPDIS 

E.O. 12958: DECL: 02/24/2017 

TAGS: PGOV, PINR, ECON, IZ 

SUBJECT: BACKGROUND ON CAREER OF TOP BUSINESS LEADER IN 
SULAIMANIYAH PROVINCE OF IRAQI KURDISTAN 

REF: BAGHDAD XXXXXX 

Classified By: RRT Erbil Leader James Yellin, reasons 1.4 (b) and (d) 


This is an Iraqi Kurdistan Regional Reconstruction Team (RRT) 
cable. 


1. (U) As reported in reftel, RRT Off met on February 10 

with Faruk Mustafa Rassool, the most prominent businessman in 
Sulaimaniyah Province. This telegram reports on Rasool,s 
career background. 


Column 3 
MODEST BEGINNING THEN EXPANSION AND DIVERSIFICATION 


2. (SBU) Faruk Mustafa Rassool began his career in 1975 by 
investing 3,000 dollars in a stone crusher factory. He then 
started a small cement block factory after raising 40,000 
dollars. By 1986, he managed to buy a poultry slaughter 
house ) the biggest factory in Sulaimaniyah Province. 


3. (SBU) Since the 1990s, Rassool has expanded his focus 
from big construction to big property development, iron and 
steel plants, cultural projects, luxury apartment complexes, 
satellite broadcasting, computer training centers, and 
wireless technology. 


TELECOMMUNICATIONS 


3. (SBU) Rassool is well-known for establishing in 1999 
Asia-Cell as the first and oldest GSM Company in Iraq 
(reftel). In 2003, Asia-Cell was granted a license by the 

Iraqi Ministry of Telecommunications and operates as a 
consortium in Northern Iraq. The company is based in 
Sulaimaniyah Province and provides voice, SMS, voice-mail, 
and also has an international gateway. 


4. (SBU) Rassool told RRT Off he reinvested all of Asia-Cell 
profits and expanded the network beyond Sulaimaniyah Province 
to the cities of Kirkuk, Mosul, Tikrit, Baghdad and Basra. 

The company that started out with 70,000 subscribers and two 
million dollars in capital claims to have a current customer 

base of 3,200,000 and assets of $500 million (up from $65 
million in 2003). Rassool noted that the Iraqi 
telecommunications market has great potential. 


REAL ESTATE 


5. (SBU) Rassools,s current real estate investment projects 
include a 14-story office and apartment complex in his name 
near Sulaimaniyah City, a 130 luxury apartment complex in 
Sulaimaniyah Province, and an ultramodern 28-story, 5-star 
hilltop hotel that will have a revolving restaurant on top 

and will be linked to downtown Sulaimaniyah City by a cable 
car. 


STATE-OWNED ENTERPRISE (SOE) 


6. (C) Rassool is part of the Orascum Construction 
Industries (OCI) consortium that was awarded in 2004 a 
12-year lease contract for the Tasluja cement plant. The OCI 
consortium took over rehabilitation, operation and 
maintenance of Tasluja and has the right of first refusal on 


Column 3 

any potential privatization of the plant. The plant 

previously produced 4,000 tons of cement per day, Rassool 
noted, but now generates 6,000 tons of cement per day. 
Rassool plans to return the company to the Iraqi government 
at the end of the lease as a revamped and profitable business. 


MANAGEMENT APPROACH 


7. (SBU) Rassool told RRT Off his projects are successful 
because of his management approach which is to take 
international capital and expertise and combine it with 
community development and commercial feasibility studies. An 
Iraqi Kurd entrepreneur speaking little English, Rassool 

invests locally with partners from the U.S., Canada, Germany, 
the Gulf States, Turkey, Lebanon and China. 
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E.O. 12958: DECL: 02/24/2017 

TAGS: PGOV, ECON, IZ 

SUBJECT: BUSINESS LEADER OF IRAQI KURDISTAN ON OPENNESS IN 
PARTY POLITICS 


Classified By: RRT Erbil Leader James Yellin, reasons 1.4 (b) and (d) 


This is an Iraqi Kurdistan Regional Reconstruction Team (RRT) 
cable. 


1. (C) SUMMARY: The most prominent businessman in 
Sulaimaniyah Province, Faruk Mustafa Rassool, told RRT Off on 
February 10 the two dominant political parties in Iraqi 

Kurdistan must put their rivalry aside and allow free-market 
practices to drive economic development. He told party 

leaders that for political longevity, they must integrate 

moderate Islamic parties and move towards a multi-party 
system with free elections. In Iraqi Kurdistan, politics so 

far continue often to trump free-market principals. END 
SUMMARY 
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2. (C) Faruk Mustafa Rassool believes that the economy is 
the infrastructure of politics and the best type of economy 

is open-market and private sector-driven. Rassool stressed 
that political interests of the two dominant Kurdish parties 

) the Kurdistan Democratic Party (KDP) and the Patriotic 
Union of Kurdistan (PUK) should not interfere with 
competition in the market. The telecommunications sector is 
a case in point. 


3. (C) In 1999, when Rassool founded Asia-Cell it was the 
first to offer GSM service in Iraq. Rassool notes Asia-Cell, 
however, is prohibited from working in Erbil and Dohuk 
Provinces which are controlled by the KDP and the Korek cell 
phone network monopoly. He mentioned that he had spent 40 
million dollars to obtain a license from the KRG Ministry of 
Communications, that he had set up the transmission towers 
and network, and that he had closed the agreement to operate. 


4. (C) According to Rassool, the Korek Company along with 

the intelligence arm of the KDP is preventing him from 

actually activating the business because Asia-Cell is 

associated with the PUK. (Note: The chairman of Korek is 
Sirwan Mustafa, nephew of KDP leader Massoud Barzani and an 
advisor to Prime Minister Nechirvan Barzani (KDP).) 


5. (C) When questioned on the role the PUK has played in his 
success, Rassool commented in part it has helped him by 
providing a secure environment for investors but it has also 
limited potential for economic growth. Rassool noted he is 
PUK member but a friend of KRG President and KDP member 
Massoud Barzani. Rassool told RRT Off he advised the KRG 
President that PUK and KDP must both be strong political 
forces. He told RRT off that he endorses a multi-party 

system and free elections. 


6. (C) In order to move toward a multi-party system that 
would strengthen political stability, Rassool advised 
President Barzani not to underestimate or exclude the 
moderate Islamists. Rassool said he explained to President 
Barzani that the KDP must adopt a longer-term view of 
politics and integrate and contain the Islamic moderate 


Column 3 
parties if he wishes to stay in power. 


7. (C) Rassool said that he is aligned with the PUK faction 

of Iraqi President Jalal Talabani and that Talabani has a 

more flexible leadership style than Massoud Barzani. That 
being said, Rassool continued, Talabani sees the KDP-PUK 
rivalry as part of a greater struggle between his so-called 
civilized, secular arm of the PUK and the extremist Islamist 
parties. This limited view, Rassool commented, may preclude 
Talabani and the PUK from cooperating with the moderate 
Islamic parties. 


8. (C) COMMENT: The career of Faruk Mustafa Rassool 
reflects opportunities as well as the limits businesses face 
in the Kurdistan Region given the interference in the market 
by the two dominant political parties, the PUK and KDP. He 
realizes that an open economic system free from undue 
influence by the KDP and PUK is necessary to maximize 
economic growth. In the Iraqi Kurdistan Region, however, 
politics so far continue often to trump free-market 
principals. 
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SIPDIS 


STATE FOR NEA/ARP, NEA/ELA, NEA/RA 
STATE PASS TO USAID 


E.O. 12958: DECL 02/24/2017 

TAGS: EAID, PHUM, LE, AE 

SUBJECT: UAE OFFICIALS SIGN AGREEMENT FOR $300 MILLION LOAN TO 
LEBANON 


REF: A. 06 ABU DHABI 4474 
B. ABU DHABI 197 
C. ABU DHABI 141 
D. ABU DHABI 195 


Column 3 
Classified by Ambassador Michele J. Sison for reasons 1.4 (b&d). 


1. (U) On February 20, 2007, the UAE signed an agreement to extend a 
$300 million \"easy-term\" loan to Lebanon, which the UAE pledged at 
the January 25 Paris donorsY conference. According to local press 
reports, the loan will be repayable in 20 years at a 2.5 percent 

interest rate plus 0.5 percent loan management fee, with a five-year 
grace period for repayment. 


2. (U) The agreement was signed by the Acting Director General of Abu 
Dhabi Development Fund, Ahmed Hussain Al Bager, and the Lebanese 
Finance Minister, Jihad Azour, in a ceremony in Beirut attended by 

the UAE Ambassador to Lebanon, Mohammed Sultan Al Suwaidi, and the 
Lebanese Prime Minister, Fouad Siniora. 


3. (U) Lebanese Finance Minister Jihad Azour told the press that the 
loan would be used to relieve the burden of public debt on the 
Lebanese economy. Azour also said Lebanon would send periodic 
reports on the loans to the Abu Dhabi Development Fund. 


4. (C) On February 6, Econoff met with Al Bager to discuss the loan 
to Lebanon. During that meeting, Al Bager stated \"the Abu Dhabi Fund 
for Development does not provide debt services relief” He added 
that cash is very difficult to give since the Fund cannot keep track 

of what it is being used for (Ref D). On February 25, Econoff spoke 

to Al Bager who confirmed that the $300 million would indeed be used 
to relieve the Lebanese public debt. Al Bager explained that 

although the Fund does not usually provide debt services relief, \"The 
situation in Lebanon is unusual and Lebanon has heavy debts to be 
serviced.\" He also said, \"The Fund decided to use the money for the 
Lebanese public debt instead of projects since other countries are 
providing project money." 
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SIPDIS 


E.O. 12958: DECL: 02/25/2017 

TAGS: MARR, NATO, PGOV, PTER, QA, XF 

SUBJECT: QATARI MFA DOES NOT WANT NATO/ISAF TO BECOME A 
BILATERAL CRISIS 


REF: A. USNATO 113 
B. USNATO 117 


Classified By: Ambassador Chase Untermeyer, reasons 1.4 (b) and (c) 


1. (S) SUMMARY: Qatari Deputy Minister for Follow-Up Affairs 
Mohamad al-Rumaihi told Ambassador and DCM February 25 that 
U.S. personnel supporting the NATO/ISAF Afghanistan mission 
out of Al-Udeid Air Base are covered by the bilateral Defense 
Cooperation Agreement. He nevertheless complained that Qatar 
was never formally notified that these activities had begun, 

either by NATO or by member countries participating in ISAF. 

He asked for some formal notification from the U.S. that 

there are U.S. personnel assigned to Al-Udeid in support of 

the ISAF mission. Al-Rumaihi was keen to keep Qatari 
frustrations with negotiations on a Qatar-NATO agreement from 
affecting U.S.-Qatar bilateral relations. End summary. 


2. (S) Ina lengthy meeting February 25, Ambassador told 
Deputy Minister for Follow-Up Affairs Mohamad al-Rumaihi that 
an order for all NATO personnel to leave Qatar would pose a 
very serious threat to U.S.-Qatar bilateral relations. 
Washington would not see this simply as complication in 

efforts to negotiate a NATO-Qatar SOFA but as a strong 
negative indicator of Qatar\'s reliability as a U.S. ally. 

News that Qatar might expel U.S. forces, even the small 
number supporting NATO\'s Afghanistan operation, will be 
received very poorly and likely regarded as a violation of 

the U.S.-Qatar Defense Cooperation Agreement (DCA) and the 
Al-Udeid Implementing Agreement. 


3. (S) Ambassador explained that he had raised the issue 
February 24 with Sheikh Jabor bin Yusef, the Foreign 

Minister\'s office director, who said that the U.S., as the 

dominant member of NATO, could simply pressure NATO to come 
to agreement with Qatar. Ambassador replied that Washington 
would see this not as NATO\'s problem but as evidence that 

Qatar is not a dependable security partner for the U.S. 


4. (S) Al-Rumaihi said Qatar did not wish this issue to 

affect the Qatar-U.S. bilateral relationship. But he did not 
seem to fully understand that an order such as that contained 
in the February 21, 2007 diplomatic note from the Qatari 
Embassy in Brussels stating that the presence of NATO 
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personnel in Al-Udeid Air Base is \"illegal\" might be 
interpreted as applying to U.S. personnel currently 
supporting the NATO mission. 


5. (S) Al-Rumaihi made clear to Ambassador that \"your people 
are no problem. The are covered by (by the DCA) and need not 
be expelled.\" He nevertheless complained repeatedly that 
NATO had begun operations here without ever notifying the 
GOQ. He said that it was consistent with the DCA that Qatar 
be notified of any use of Al-Udeid Air Base for operations 
against a third party. It had long been understood that U.S. 
forces would use Al-Udeid for operations in Afghanistan and 
Somalia, but when NATO took over Afghanistan operations, 
Qatar was never notified, creating the potential for 
embarrassment to Qatar and legal ambiguities should a service 
member from a NATO country get into trouble in Qatar. (Asked 
about his earlier argument that these operations left Qatar 
vulnerable to retaliation by Al-Qaida or the Taliban, 

al-Rumaihi said that this might be \"three or five percent of 

the reason\" for Qatar\'s current position, but the real issue 

is sovereignty.) 


6. (S) Al-Rumaihi said it was reasonable for the U.S. (and 
other countries supporting the ISAF mission) to provide some 
form of bilateral government-to-government notification, 
ideally in the form of a letter to the Heir Apparent and de 
facto Defense Minister, Sheikh Tamim bin Hamad Al Thani, or 
to the Foreign Minister. The letter, he said, need not name 
the particular U.S. personnel supporting ISAF (\"that could be 
waived,\" he said) but simply state that a certain number of 
U.S. personnel are assigned to Al-Udeid Air Base to support 
NATO operations in Afghanistan and that the U.S. considers 
these personnel under the jurisdiction of the bilateral 
U.S.-Qatar DCA. 


7. (S) When Ambassador asked if the letter from General 
Craddock to the Qatari Armed Forces Chief of Staff Hamad 
al-Attiyeh satisfied that notification requirement, 

al-Rumaihi said he still had not seen it. (Note: Al-Rumaihi 
said this despite his earlier comment to DCM that he had been 
briefed on the letter and was unhappy with the contents.) 
Ambassador provided a copy of the letter to Al-Rumaihi who, 
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following a quick read, complained that the letter was from 

the NATO military commander, a \"technocrat\" without the 
authority to speak for NATO policymakers. He also predicted 
that the six months General Craddock had requested would pass 
with nothing happening. 
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8. (S) Al-Rumaihi was asked for clarity on two issues: 

First, assuming this is not resolved by March 4, is Qatar 

telling us that U.S. personnel supporting the ISAF mission 

must depart? And second, is Qatar telling us that actual 

combat missions in Afghanistan flown out of Al-Udeid Air Base 
must also stop on that date? Al-Rumaihi asked us to wait 

until March 1 to give him a chance to engage the Foreign 
Minister on this matter. He also said that QAF Chief of 
International Cooperation Brigadier Abdullah JumaVan al-Hamad 
and Khalifa Alsowaidi of the European and American Affairs 
Directorate at the Qatari MFA are traveling to Brussels for 
meetings with NATO on February 28 and those discussions could 
yield progress. (Note: In a February 24 conversation with 

DATT, BG Abdullah maintained his hard line on NATO operations 
and the non-applicability of bilateral DCAs but suggested 

that the issue could be resolved during his upcoming trip to 
Brussels.) 


9. (S) COMMENT: The Qataris are still annoyed that they have 
never been formally notified that NATO missions in 
Afghanistan would be flown out of their territory. Further, 

he said the QAF had consistently convinced the Amir and Heir 
Apparent that a NATO agreement was within reach so had 
deferred any confrontation over NATO\'s continued presence 
without formal notification. When this notification never 
came, and the agreement was never concluded, the QAF lost 
face and led them to take their current hard line. This 
appears to be driving Qatari policy, even more than a desire 
for deeper cooperation with NATO or security guarantees. 


10. (S) COMMENT, CONTINUED: At the same time, there appears 
to be a fair amount of confusion and disagreement on the 

issue within the GOQ and between the MFA and the Qatari Armed 
Forces. Neither, it seems, may have imagined that this could 

lead to a major bilateral dispute with the U.S. Al-Rumaihi 
suggested at the end of the meeting that he would recommend 

to his Foreign Minister that Qatar seek ways to disentangle 

the NATO negotiations from our bilateral military 

relationship. As for Qatar\'s desire for formal notification, 
Embassy Doha believes the Qataris would be satisfied with a 
generic letter stating that some number of U.S. personnel - 
without naming them - are assigned periodically to the CAOC 

to support NATO/ISAF operations in Afghanistan and that we 
consider those personnel to be fully covered by the terms of 

the bilateral U.S.-Qatar DCA. 

UNTERMEYER 
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SENSITIVE 
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E.O. 12958: N/A 

TAGS: POL, ECON, EAID, AMGT, IZ 

SUBJECT: NEA DEPUTY ASSISTANT SECRETARY BUTLER 
MEETS WITH KURDISH OFFICIALS IN IRAQ 


This is an Iraqi Kurdistan Regional Reconstruction Team cable. 


1. (SBU) During his first visit to the Iraqi Kurdistan Region, NEA 
DAS Butler held separate meetings on February 16 with Kurdistan 
Regional Government (KRG) Director of the Office of Foreign 
Relations Falah Mustafa Bakir and Minister of Planning and 
Development Othman Shwani. 


2. (SBU) Both Bakir and Shwani emphasized the need to strengthen 
the economy and requested U.S. help in reforming the banking and 
finance systems. Both emphasized Kurdish friendship for the United 
States, but complained that the Kurdistan Region is not receiving 

its fair share of U.S. assistance. Butler emphasized the need for an 
economic environment in the Kurdistan Region that is business 
friendly. END SUMMARY. 


3. (SBU) NEA Deputy Assistant Secretary Lawrence Butler had a 
productive February 15-16 visit to the Iraqi Kurdistan Region. He 

toured the present Regional Reconstruction Team (RRT) compound in 
Ayn Kawa and the planned RRT site at Camp Zaytun of the Korean army. 
He also met with KRG Director of Foreign Relations Falah Mustafa 
Bakir, KRG Minister of Planning and Development Othman Shwani, RRT 
staff members, RRT team leader Park Kyu-Ock, and Zaytun Division 
Commander Hwang Jung-Sung. (The RRT in the Kurdistan Region is a 
joint Korean-American team.) 
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4. (SBU) This cable reports on the meetings with Director of 

Foreign Relations Bakir (a member of the Kurdistan Democratic Party) 
and Minister of Planning and Development Shwani (a member of the 
Patriotic Union of Kurdistan). 


5. (SBU) In addition to Butler, these meetings were attended by 

James Yellin, U.S. Regional Coordinator for the Iraqi Kurdistan 

Region; John Stonham, Deputy to the Regional Coordinator; Anne 
Patterson, USAID Representative for Northern Irag; Philip Kosnett, 
Political Advisor to the Commander, Multinational Corps-Irag; Major 
Jung Hee-Hyoung, IRMO National Coordination Team; and Bryan Payne, 
NEA-I. 


6. (SBU) After thanking Director of Foreign Relations Bakir for 
taking the time to meet with him, Butler praised the progress being 
made by the KRG, noting that the seeds of a thriving economy and 
political system were being planted in the Kurdistan Region. 


7. (SBU) Bakir warmly welcomed Butler and observed that the United 
States and the Kurds of Iraq have always been friends. Bakir stated 
that the thriving economy in Kurdistan can be directly attributed to 
United States support since the 1991 establishment of the no-fly 
zone over northern Iraq. But we must be realistic, Bakir stated. 
Saddam ruled for 35 years, and it will take time for the Kurdistan 
Region to recover from his legacy. 


8. (SBU) Bakir said the focus of the KRG is on rebuilding 
infrastructure and strengthening the economy. The KRG, Bakir added, 
does not want Kurds saying it was better under Saddam, but with only 
two to three hours of electricity a day in some parts of the region 

it is understandable why some people might feel this way. Bakir 
continued that most Iraqis do not understand why the United States, 
the most powerful country in the world, has been unable to provide 

the Iraqis with the infrastructure for basic services such as 

electricity. 


9. (SBU) Butler replied that the U.S. will continue to work hard to 
help the Kurdistan Region, but that the focus of our assistance will 
be capacity building. He also noted that decentralizing Iraqi 
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infrastructure--particularly the electricity and water 
sectors--would prove vital in solving many infrastructure problems. 


10. (SBU) Bakir agreed, but complained that the KRG had not 
received its fair share of USG reconstruction assistance. 
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11. (SBU) Butler said that the possible inclusion of Turkey into 
the European Union would result in the Kurdish Region having a 
European neighbor on its border. 


12. (SBU) Bakir agreed, stating that the KRG wants good relations 
with Turkey and has reservations about doing business with Syria and 
Iran. Kurds owe Turkey a debt of gratitude, added Bakir, since 

during the Anfal campaign Turkey opened its borders to Kurdish 
refugees. 


13. (SBU) Butler emphasized the need for an economic environment in 
the Kurdistan Region that is business friendly, and noted that the 
region could become the business gateway to the rest of Iraq. 


14. (SBU) Bakir said that Iran has expressed interest in setting up 
an investment bank in Erbil, but that the KRG would prefer big 
western banks such as CitiGroup, Barclays or HSBC. Butler replied 
that in order for this to occur a strong regulatory system must 

first be put into place. Bakir replied that KRG Prime Minister 
Nechirvan Barzani has asked for assistance in establishing a banking 
regulatory system. Butler noted that USAID is already providing 
assistance in this area. 


15. (SBU) Yellin closed the meeting by thanking the KRG for its 
recent offer to help find property for a U.S. facility in the 
Kurdistan Region. 


16. (SBU) Bakir responded that while the relationship between the 
U.S. and the Kurds has had ups and downs, it is built upon 
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friendship. Bakir said he had met with President Bush on two 
occasions, and both times had left with the conviction that the U.S. 
would never abandon the Kurdish people. We wish to be a beacon for 
all of Iraq, stated Bakir, and if you continue to work with us this 

is what you will see. 


17. (SBU) Following the meeting with Bakir, Butler called on 

Minister of Planning and Development Shwani. After opening 
amenities, Butler noted that the RRT would continue to coordinate 
USG assistance programs with Shwani. (Note: The KRG has tasked 
Shwani with coordinating foreign assistance programs.) 


18. (SBU) Thanking Butler for his support, Shwani noted that both 
Ambassador Zalmay Khalilzad and Regional Coordinator Yellin had 
agreed that the USG would coordinate its assistance programs in the 
KRG with his office. 


19. (SBU) Shwani said that the private sector must lead the 
development of the Kurdistan Region, and that the KRG must establish 
a legal framework that promotes the private sector and foreign 
investment. Butler replied that USAID is helping the KRG design an 
Economic Development Plan. 


20. (SBU) Shwani said that both the Kurdistan Region and Iraq as a 
whole have weak banking and financial sectors. Because of a lack of 
confidence in the banking system, he added, individuals and 
companies in the region have traditionally operated on a cash basis. 


21. (SBU) Yellin replied that USAID is providing technical 
assistance for banking and financial reform. Shwani said this 
assistance is appreciated and is needed to put the banking and 
financial sectors on a modern footing. 


22. (SBU) Yellin said that it is a cause of concern that all the 
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members of the Investment Board of the Kurdistan Region are from the 
KRG. Foreign companies may well fear, Yellin continued, that such a 
board would favor investors associated with the dominant political 
parties. 


23. (SBU) Shwani acknowledged that the private sector should be 
represented on the board and claimed that not all its members are 
from the KRG. He said that six are from the KRG and two from the 
private sector. (Later the same day, an aide to Shwani phoned the 
RRT and acknowledged that all the board members are KRG officials.) 
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SIPDIS 
SIPDIS 
ROME PLEASE PASS TO MFO SINAI FOR LAROCCO 


E.O. 12958: DECL: 02/26/2017 

TAGS: PREL, MARR, PHUM, ASEC, FJ 

SUBJECT: FIJI UPDATE 2/26/07: FIJI SUGGESTS PRE-PIF 
DISCUSSIONS; ONGOING SUDAN AND SINAI PKO DEPLOYMENTS; 
ANOTHER DEATH FROM MILITARY BEATING; SEEKING A FACADE OF 
INTERNATIONAL NORMALITY 


REF: SUVA 123 
Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Summary 

1. (C) Commodore Bainimarama is seeking interim-government 
discussions with the Pacific Islands Forum (PIF) before a 
Forum ministerial meeting to discuss the PIF Eminent Persons 
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Group (EPG) report on Fiji. The interim government is 
highlighting the (continuing) deployment of RFMF troops to 
PKO efforts in the Sinai and Sudan. New Zealand is 
reportedly raising concerns at UN HQ. A young man who 
suffered a severe RFMF beating Jan. 28, died on Feb. 24 in 
Nadi. The interim government trumpeted the departure of 
interim Foreign Minister Nailatikau for EU ACP meetings in 
Brussels, the first overseas travel by an interim minister. 
We hear Japan quietly declined to permit interim Tourism 
Minister Rounds Ganilau to visit Tokyo. End summary. 


Fiji/Forum discussions? 

2. (U) Commodore Bainimarama suggested on Feb. 23 that a 
working group of Fiji and PIF officials meet to discuss how 
the report of the PIF EPG and the Fiji interim government\'s 
road map for a return to democracy might be reconciled in the 
lead-up to a PIF Ministerial meeting, which we hear is 
tentatively scheduled for March 16 in Vanuatu. Thus far, the 
Forum has not responded. 


The UN, MFO, Fiji, and New Zealand 

3. (C) The interim government announced late last week that 
92 Fiji soldiers will depart in the next few weeks to the 

Sinai and Sudan to continue RFMF participation in UN 
peacekeeping. Six, including Commodore Bainimarama\'s 
personal secretary Capt. Penioni Naliva (who is on the U.S. 
visa-ban list), are to depart March 2 to Sudan; 86 are to go 

a bit later to the Sinai. (Note: Those to the Sinai 

presumably are in the RFMF\'s normal thrice-yearly rotations 
to MFO Sinai, not a deployment to a UNPKO.) According to 
media reports, New Zealand has asked the UN to clarify its 
position on Fiji participation in UN PKO efforts. 


Another death from abuse 

4. (U) A 19-year-old student from Nadi died over the weekend, 
apparently from the complications of a military beating on 

Jan. 28. RFMF troops and one policeman picked up the student 
and three friends on suspicion of being marijuana users and 
took them to the Black Rock military camp where they were 
abused. When the student returned home he had bruises and 
cuts on his body and suffered severe headaches and seizures. 
He sought medical treatment, which in the end included 
surgery to relieve blood clots on his brain. All to no 

avail. He died on Feb. 24. There are reports, as yet 
unconfirmed, of another military-beating death in Savusavu in 
recent days. 


Australian Police and Fiji investigations 
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5. (U) Fiji Acting Police Commissioner Tikotikoca told the 
media on Feb. 23 that two Australian Federal Police officers 
would arrive in Fiji shortly to assist with the interim 
administration\'s \"clean up\" campaign. Australian High 
Commissioner Batley told us he was baffled by the story. Two 
AFP officers are in Suva, but only to investigate allegations 
against Aussie conman Peter Foster, certainly not to assist 
the \"clean up.\" Batley made a media statement to correct the 
record. 


Comment 

6. (C) The interim government is trying its best to signal 
international normality to the Fiji public and to RFMF 

troops. The announcement of the latest PKO deployments fed 
that effort, as did the Acting Police Commissioner\'s spin re 
the AFP, as did publicity over the departure on Feb. 23 of 
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interim Foreign Minister Nailatikau for EU ACP meetings in 
Brussels, billed as the first foreign travel of an interim 

minister. Qarase FM Tavola told us the ACP meeting would not 
have required an invitation, and would not have merited press 
mention in normal circumstances. We hear interim Tourism 
Minister Rounds Ganilau sought a visit to Tokyo in recent 

days but was turned down by the Japanese Government. That 
bit of information has not reached the press. 

DINGER 
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TAGS: PHUM, ASEC, KDEM, PGOV, PINS, SG 
SUBJECT: SENEGAL: ELECTION SITREP 2, 22:00 GMT 


1. SUMMARY: Turnout in Senegal\'s presidential election remains 
heavy; so the Government extended voting until 23:00 GMT, with many 
people voting by candlelight. Disorganization deterred an unknown 
number of Senegalese from casting their ballots. Thousands of 
potential voters had still not received or picked up their voter 

cards by late on Sunday. There were multiple allegations of party 
officials withholding voter cards or paying individuals not to vote. 
Casamance rebels deterred others from voting either because of 
February 24 attacks or threats. Touba appears to have experienced 
the greatest problems, with 80 polling stations not opening until 
noon and voters there being unsure of their polling stations, 

forcing them to stand in long lines more than once. Some voters 
threw away all of their 15 ballots, and others put their ballots in 
envelopes in such a way that their votes were not secret. Some of 
the \"indelible\" ink could be washed off, but there was little 

evidence of multiple voting. Very preliminary results show 

President Abdoulaye Wade in the lead. END SUMMARY. 


SECURITY 

2. Angry voters dismayed by organizational problems protested 
peacefully in some of the Dakar suburbs or simply went home in 
disgust. Fistfights broke out in some places when polling stations 
closed with voters still in line. 


3. A local radio station reported that the separatist Movement of 
Democratic Forces of the Casamance (MFDC) has threatened to kill 
those who vote, and that some Senegalese have crossed into The 
Gambia for safety. Other media reports indicate that at least two 
villages in the Casamance had not received replacement voting 
materials after a rebel attack on February 24. 


TURNOUT 

4. Many locations had hundreds of voters in line all day. Once in 
the polling places, voters took up to five minutes to complete the 
voting process, and some polling stations only utilized a single 
voting booth. Frustration was evident as some voters waited only to 
learn at the head of the lines, that they are registered at a 

different polling station in the same location. The long lines 
continued both at prefectures (for voters waiting to pick up their 
voter identification cards) and at the polls themselves. 


5. Due to heavy turnout and thousands of people still in line at 
many polling stations at the planned closing time of 18:00 GMT, the 
Ministry of Interior extended voting hours until 23:00. Not all 
election commission officials received word of the extensions 
though, and some polls closed with long lines of voters not having 
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cast their ballots. Senior Minister of Justice Cheikh Tidiane Sy 
forced one St. Louis polling station that had closed to reopen. 
Many locations have hundreds of voters in line. 


6. Touba, the Mouride religious capital, appears to have 
experienced the greatest problems, with 80 polling places not 
opening until noon GMT and voters there being unsure of their 
polling stations. For all intents and purposes, this is the first 
time that residents of Touba have gone to the polls, which may 
explain the disorganization. 


VERY PRELIMINARY RESULTS 

7. Mission observers and media report that with just 37,000 votes 
counted, President Wade is leading; former Prime Minister Idrissa 
Seck is in second; Socialist Party leader Ousmane Tanor Dieng is in 
third; and former Prime Minister Moustapha Niasse is in fourth. 
Embassy cautions against using this very small sample to conclude 
that President Wade will win or whether a second round will be 
necessary. 


JACOBS 
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SUBJECT: CONGRESSMAN CHABOT CALLS ON ACTING FOREIGN AFFAIRS 
ADVISOR 


Classified By: Ambassador Patricia A. Butenis, Reason(s): 1.4 (b) 
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1. (C) Summary. The acting Foreign Affairs adviser told 
Congressman Chabot that the government is committed to early 
elections once the proper environment is in place, assured 

him that journalist Shoaib Chowdhury would receive fair 
treatment, and hoped that new visa requirements for visitors 

in Bangladesh would be lifted soon for American citizens. 

End Summary. 


2. (SBU) On February 22, Acting Foreign Affairs Advisor 
Touhid Hossain met with Congressman Steven Chabot, the 
Ambassador, econoff (control officer) and poloff (notetaker). 
Also present in the 45-minute meeting were MFA UN Director 
Hamid Rashid and Americas-Pacific Director Abida Islam. 


3. (C) Hossain stated that Bangladeshis have struggled for 
democracy and hold their governments accountable. When 
parties fail to deliver, he noted, they are voted out of 

office. The government, he said, plans to hold elections as 
soon as possible, but \"we are not going to return to the 
status quo. To ensure fair elections that don,t involve 

the influence of illicit money and muscle power will take 
time, he added, and a successful anti-corruption drive is a 
vital precondition. 


4. (C) After Mr. Chabot urged that the sedition charges 

against journalist Shoaib Chowdhury be dropped, Hossain said 
he is well aware of the case. He noted that Shoaib is not in 
custody and that the legal process takes time. However, 
Shoaib is not under threat of a death penalty since the 
maximum sentence in his case is 20 years, which would be 13.5 
years in practice. He assured Chabot that \"fairness will 
prevail.\" Mr. Chabot responded that the issue is getting a 

lot of attention in the U.S. as Shoaib is trying to promote 
religious tolerance, which is not something that would seem 

to warrant imprisonment. 


5. (C) Mr. Chabot asked if there was any chance the Awami 
League and the Bangladesh Nationalist Party might reconcile 
or cooperate for the good of the country. Hossain demurred, 
noting that there is strong animosity between the two party 
leaders. He wished that Bangladesh were more bipartisan like 
the U.S. 


6. (C) The Ambassador raised the additional visa and 
registration requirements that Bangladesh recently put into 
place for visitors. People continue to be asked to register 
downtown and obtain exit permits, she said. Hossain said 
that he hope the new requirements will be dropped for 
American citizens within the next 15 days. 


7. (C) As for the UN Convention on Anti-Corruption that 
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Bangladesh announced it would join, Hossain said that the 
instruments of accession would be deposited while Foreign 
Affairs Advisor Iftikar Chowdhury is in New York to wrap up 
his departure as Bangladesh\'s UN Permanent Representative. 
As part of the anti-corruption drive, an ordinance will be 
issued to bar from running for public office anyone who has 
been arrested for corruption and while their cases are being 
tried and or any conviction is being appealed. \"This is so 
we can eliminate those elements who take advantage of the 
laws.\" 


8.(U) Mr. Chabot cleared the substance of this cable prior to 
his departure. 
BUTENIS 
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TAGS: OTRA, NZ 

SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR THOMAS KRAFT, MARCH 4 - 
9, 2007 


REF: 220938Z FEB 07 


1. (SBU) Embassy welcomes and grants country clearance to FAA 
Official Thomas Kraft to travel to Auckland, New Zealand from March 
4 - 9, 2007. The purpose of this visit is to attend the 21st 

Informal South Pacific Air Traffic Services Coordinating Group 
Meeting and the 14th Future Air Navigation System Interoperability 
Team Meeting. 


2. (U) Embassy understands that country clearance is the only 
assistance required. 


Column 3 
3. (SBU) Embassy point of contact is Economic Officer Tom Walsh. 
Contact details are as follows: 


Office: 644-462-6182 
Fax: 644-472-3537 
Cell: 027-446-4467 
E-mail: WalshTJ@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington are required to 
report to the Regional Security Office for a security briefing if 
they have not completed an approved overseas personal 
security-training course. 


5. (U) Visitors should use local taxi service, which is generally 

safe, reliable and frequent. Taxi fare from the airport to downtown 
Auckland hotels is approximately NZD $60.00. A commercial shuttle 
service is also offered at the airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 

Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled Serving 
Abroad for Families and Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 
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b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
increase in violent and petty crimes, but they are usually 
non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
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especially aware that street crime, such as scams and pickpockets, 
is a daily occurrence in these cities. Common sense precautions 
should be taken, especially at night, to avoid becoming a target of 
opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
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hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


Keegan 
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PP RUEHDBU RUEHLN RUEHVK RUEHYG 

DE RUEHTA 0515/01 0570119 

ZNR UUUUU ZZH 

P 260119Z FEB 07 

FM AMEMBASSY ASTANA 

TO RUEHC/SECSTATE WASHDC PRIORITY 8588 

INFO RUCNCIS/CIS COLLECTIVE 0041 

RUEHVEN/USMISSION USOSCE 1684 

RUEHAST/USOFFICE ALMATY","UNCLAS SECTION 01 OF 02 ASTANA 000515 


SIPDIS 


DEPARTMENT FOR SCA/CEN (M. OVMARA, T. PERRY), DRL/PHD (C. 
KUCHTA-HELBLING) 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PHUM, PREL, OSCE, KDEM, KZ 


Column 3 
SUBJECT: KAZAKHSTAN: DEMOCRATIZATION COMMISSION COMPLETES ITS WORK 


REF: A) 06 Astana 22, B) 06 Astana 27, C) Astana 48 


ASTANA 00000515 001.2 OF 002 


1. (SBU) Summary: During the final meeting of Kazakhstan\'s 
Democratization Commission on February 19, President Nursultan 
Nazarbayev accepted many of the democratic reform proposals put 
forward by the Commission\'s five working groups and announced the 
formation of a new working group designed to mold these proposals 
into specific legislation. Nazarbayev did not make a clear 
commitment to any specific reform, but signaled that Kazakhstan 
should transfer additional power to the parliament while still 
maintaining a strong presidential system. In addition, he indicated 
support for increasing the size of the Senate, strengthening the 

role of political parties in elections, and providing state support 

for political parties which gain over 5% of the popular vote in 
parliamentary elections. On February 21, President Nazarbayev 
chaired the first meeting of the working group, which is expected to 
finish its work in three to four months. End summary. 


2. (SBU) On February 19, President Nazarbayev chaired the final 
meeting of Kazakhstan\'s Democratization Commission (\"Commission\"), 
created amid much fanfare in March 2006 (Refs A, B, C). Atthe 
meeting, the president accepted many of the democratic reform 
proposals produced by the various working groups of the Commission 
and announced the formation of yet another working group designed to 
mold these proposals into specific legislation. The president did 

not make a clear commitment to any specific reform, but offered 
several possibilities and signaled the direction that the working 

group should take as it drafted specific legislation and 

constitutional amendments. 


3. (U) The president made it clear that Kazakhstan\'s fundamental 
constitutional arrangement should not change, and that \"everyone 
agrees\" that Kazakhstan should remain a presidential republic with a 
strong president. Nevertheless, he declared that parliamentary 
powers should be increased. Specifically, he proposed that the 
Mazhilis (lower house of parliament) should approve the Prime 
Minister, and should be responsible for the formation of the 
Constitutional Council (which interprets the Kazakhstani 

Constitution) and the Central Election Commission. In addition, he 
proposed that the Mazhilis should bear full responsibility for 
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budget issues, including the formation of the committee charged with 
the annual audit of expenditures. 


4. (U) President Nazarbayev also welcomed the idea of increasing the 
size ofthe Senate. (Note: The Senate is the upper house of 
parliament, and currently consists of 39 members; seven are 
appointed directly by the president, and 32 are selected through 
indirect elections at the oblast [regional] level. End note.) He 
indicated support for appointing additional senators from the ranks 

of the People\'s Assembly of Kazakhstan, a presidentially-selected 
advisory body with members representing all of the various ethnic 
groups in Kazakhstan. 


5. (U) President Nazarbayev explicitly rejected the idea of 
increasing the size of the Mazhilis. Nevertheless, he supported a 
number of electoral reforms which would impact the Mazhilis, 
including a proposal to strengthen the role of political parties in 
the parliamentary election process by increasing the number of 
Mazhilis deputies elected through a party-list system. (Note: 
Currently, 10 out of the 77 members of the Mazhilis are elected 
through a party-list system, with the remainder elected from 
single-mandate districts. End note.) Furthermore, he expressed 
support for public financing of political parties which receive over 
5% of the popular vote during parliamentary elections. 


6. (U) The president also expressed support for judicial reform and 
modernizing Kazakhstan\'s judicial system. However, he did not 
elaborate on specific reform proposals in this sphere, other than to 
note that removing the authority of procurators to issue arrest 
warrants was overdue. 


7. (U) At the final Commission meeting, President Nazarbayev 
announced the formation of a new working group designed to mold 
these proposals into specific legislation and constitutional 
amendments. The president is chairman of the working group, and 
chaired the first meeting on February 21. Igor Rogov, chairman of 
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the Constitutional Council, was appointed deputy chairman. 
According to media reports, the remaining members consist of 
government officials, parliamentarians, and academics. Rogov stated 
that the working group began discussing many of the proposals that 
the president supported at the final Commission meeting, and that 
the group plans to finish its work in three or four months. 
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8. (U) The final Commission meeting was held with little advance 

notice and little fanfare. The media reported that several 

Commission members, including opposition leader Zharmakhan Tuyakbay 
and presidential daughter/Mazhilis deputy Dariga Nazarbayeva, were 
unable to fly to Astana for the meeting due to poor weather 

conditions. (Note: Although Tuyakbay had previously refused to 

participate in the Commission, citing concerns such as its 

pro-government composition, he agreed to participate after his party 

was registered. End note.) 


9. (U) Tuyakbay\'s National Social Democratic Party and the True Ak 
Zhol party issued a joint statement describing the potential reforms 
as overly cautious but positive, and noting that many of them stem 
from previous proposals by the democratic opposition. The two 
parties called on Nazarbayev and his majority Nur-Otan Party to pass 
reforms before the maslikhat (local legislative bodies) elections 

this year. The parties stated that the president could prove the 
sincerity of his interest in political reform by passing legislation 

to guarantee access to true information about developments in the 
country (by de-monopolizing the television market), protect the 
freedom of assembly, and guarantee the right to vote and run for 
office. 


10. (SBU) Comment: President Nazarbayev\'s comments on the work of 
the Democratization Commission provide an encouraging indication of 
the direction of future political reforms. It will not be possible 

to fully evaluate the significance of these proposals until they 
crystallize into actual legislation and constitutional amendments, 
however. President Nazarbayev did not discuss key issues such as 
the absence of free and fair elections, difficulties in registering 

political parties, and restrictions on freedom of speech and 

assembly. It remains to be seen whether the working group will 
address these crucial issues in addition to the tasks that 

Nazarbayev laid out. On the bright side, President Nazarbayev\'s 
timetable for implementing reforms is much more ambitious than 
previously expected, with both legislative and constitutional 

changes under consideration by the new working group. Previously, 
the government planned to phase in the reforms over several years, 
with the constitutional changes slated for 2009-2011. Nazarbayev\'s 
desire to accelerate the pace is a welcome development, provided 
that the process allows for real dialogue and outside input. End 
comment. 
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ORDWAY 
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PP RUEHFK 

DE RUEHKO #0794 0570217 

ZNR UUUUU ZZH 

P 260217Z FEB 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 0993 
RUEKJCS/SECDEF WASHDC PRIORITY 

RUCPDOC/USDOC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA PRIORITY 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
RHHMHBA/COMPACFLT PEARL HARBOR HI//N541// PRIORITY 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// PRIORITY 
RUHBANB/OKINAWA FLD OFC US FORCES JAPAN CP BUTLER JA PRIORITY 
RHMFIUU/COMUSJAPAN YOKOTA AB JA PRIORITY 

INFO RUEHFK/AMCONSUL FUKUOKA 9993 
RUEHOK/AMCONSUL OSAKA KOBE 3479 
RUEHBJ/AMEMBASSY BEIJING 5906 

RUEHMO/AMEMBASSY MOSCOW 1526 
RUEHUL/AMEMBASSY SEOUL 2000 

RUCNDT/USMISSION USUN NEW YORK 3366 

RHEHAAA/NSC WASHDC" "UNCLAS TOKYO 000794 


SIPDIS 
SIPDIS 


STATE FOR V/RF, PA/PR/FPG/MW, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: MEDIA REACTION - IRAN - TOKYO 


LEAD STORIES: Monday morning\'s business daily Nihon 
Keizai front-paged a report that the Chinese government 
has sounded out Japanese railroad companies on technical 
support for the construction of a railroad between the 
northeastern cities of Harbin and Dalian. 


1. \"Iran Should Show Confidence-Building Posture\" The 
business daily Nihon Keizai editorialized (2/25): 
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\"International tensions are continuing over Iran\'s 
nuclear development program. The UNSC adopted a 
resolution in December calling on Iran to halt its 

uranium enrichment activity within 60 days while 
enforcing limited punitive measures, including a ban on 
the transfer of nuclear material to Iran. Despite this, 
Tehran has defied the 60-day deadline and is expanding 
its uranium enrichment activity. Iran\'s move is extremely 
regrettable. Iranian President Ahmadinejad continues to 
say he will protect Iran\'s rights without succumbing to 
pressure from major powers. On the other hand, however, 
US Vice President Cheney has criticized Iran\'s move as a 
serious mistake, repeatedly saying that all options 
remain on the table for dealing with the problem. As 
things stand, there are concerns that sooner or later, 

the US and Iran will find themselves on a collision 
course.... Iran, which insists on nuclear development for 
peaceful purposes, claims that it can diplomatically 
resolve the issue. Nonetheless, there will be no 
diplomatic progress unless Iran assumes a posture of 
building confidence with other nations." 


DONOVAN 
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RR RUEHWEB 

DE RUEHVN #0159 0570244 

ZNR UUUUU ZZH 

R 260244Z FEB 07 

FM AMEMBASSY VIENTIANE 

TO RUEHC/SECSTATE WASHDC 0934 

INFO RUEHUNV/USMISSION UNVIE VIENNA 0116 


SIPDIS 
SIPDIS 
STATE FOR INL/AAE; INL C/CJ; INL/RM; INL/PC; EAP/MLS 
E.O. 12958: N/A 
TAGS: SNAR, LA 
SUBJECT: NAS VIENTIANE: REQUEST FOR GUIDANCE ON CONTINUING 
FUNDING OF OPIUM ADDICTION TREATMENT 
REF: A. 04 VIENTIANE 1242 
B. 04 STATE 243872 


C. 04 VIENTIANE 1291 
D. 04 STATE 254158 
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1. (U) This is an action request. Please see Paragraph 6. 


2. (U) Under the direction of the Lao National Commission 
for Drug Control and Supervision\'s (LCDC) Programme 
Facilitation Unit (PFU), opium treatment programs in Laos 
reduced the addict population by more than 80% in 5 years, 
based on GOL surveys. Despite this achievement, 
approximately 8-12,000 addicts remain, and a 96% reduction in 
supply has driven the average opium price above $500 per 
kilogram according to the United Nations Office on Drugs and 
Crime (UNODC). The GOL has reported that in some areas, 
prices can reach $1,000 per kilogram. High prices and 
continuing demand will make eliminating the poppy cultivation 
that remains very difficult, and is a contributing factor in 

the apparent increase in production which the most recent 
UNODC opium survey observed. 


3. (U) Further complicating the treatment of Laos\' 
remaining opium addicts is that those who have not yet been 
treated are generally the most resistant to assistance. As 
the total population of addicts declines, those untreated who 
remain are the hard-core addicts least willing to participate 
in detoxification programs. Once convinced to do so, they 
require more care, greater follow-up, and more funding than 
the previous patients. 


4. (U) Up to April of 2006, NAS Vientiane had two field 
advisors, one each in Luang Prahbang and Phongsaly, who were 
able to provide supervision and oversight for PFU opium 
treatment programs in the Lao-American Projects (LAP). The 
GOL treatment programs are conducted by the PFU, a joint 
UNODC/GOL entity that has been funded by the U.S. through 
UNODC. However, as a result of declining resources, the NAS 
no longer has advisors stationed outside Vientiane, and is 

not in a position to directly fund GOL treatment programs in 
these areas because we cannot provide continuous oversight. 
Under these circumstances, NAS recommends that future opium 
treatment should be funded through UNODC Vientiane, which 
operates opium treatment programs jointly with the PFU and is 
able to provide both appropriate oversight and 

accountability. If INL authorizes this method of support, 

the NAS would insure that U.S. funded opium detoxification 
conducted by UNODC/PFU includes post-detoxification 
rehabilitation, but excludes harm reduction activities. 


5. (U) NAS Vientiane has an unliquidated balance of 
approximately $117,000 subobligated for opium addict 
treatment. 


6. (U) NAS requests INL authorization for the funding of PFU 
(host nation) opium addiction treatment programs through 
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UNODC Vientiane, and requests INL guidance on how this might 
best be done. 


7. (U) POC for this request is Narcotics Affairs Director 
Clifford Heinzer, HeinzerCD@state.gov, IVG 586-7013/7128. 
HASLACH 
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PP RUEHWEB 

DE RUEHKA #0309 0570317 

ZNR UUUUU ZZH 

P 260317Z FEB 07 

FM AMEMBASSY DHAKA 

TO RUEHNE/AMEMBASSY NEW DELHI PRIORITY 9670 
INFO RUEAWJB/DEPT OF JUSTICE WASHDC 
RUEHC/SECSTATE WASHDC 3296 


SIPDIS 
SIPDIS 
FOR KAIA SCHWARTZ 


E.O. 12958: N/A 
TAGS: OTRA, KJUS, BG 
SUBJECT: COUNTRY CLEARANCE REQUEST FOR RLA NANCY LANGSTON 


1. Country clearance is requested for Nancy Langston, 

Regional Legal Advisor with the Department of Justice, to 

travel to New Delhi, India, from February 27 - March 2, 2007, 

in connection with the Indo-US Counterterrorism Working Group 
meeting. 


2. Traveler information follows: 


Name: Nancy Langston 

Position: Regional Legal Advisor, Department of Justice, 
Embassy Dhaka 

Passport Number: 900493051 

Expiration Date: 30 April 2007 

Date of Birth: 30 August 1953 


3. Ms. Langston requires no rpt no Embassy assistance. 


4. Please slug reply cable to Jessica Ward, OMS, Pol/Econ. 
PASI 


97961 
RR RUEHNZ 
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DE RUEHWL #0171/01 0570340 

ZNR UUUUU ZZH 

R 260340Z FEB 07 

FM AMEMBASSY WELLINGTON 

TO RUEAORC/US CUSTOMS AND BORDER PROTECTION WASHINGTON DC 
RUEHC/SECSTATE WASHDC 3920 

INFO RUEHNZ/AMCONSUL AUCKLAND 1196 

RUEHBY/AMEMBASSY CANBERRA 4752 

RUEHGP/AMEMBASSY SINGAPORE 0460","UNCLAS SECTION 01 OF 02 WELLINGTON 000171 


SIPDIS 
SIPDIS 
SENSITIVE 


STATE FOR EAP/ANP - DAN RICCI 
SINGAPORE FOR CBP - PATRICK DAY 


E.O. 12985: N/A 

TAGS: OTRA, NZ 

SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR BRYANT VANBUSKIRK, MARCH 
1 - 3, 2007 


REF: 221502Z FEB 07 


1. (SBU) Embassy welcomes and grants country clearance to U.S. 
Customs and Border Protection Official Bryant Vanbuskirk to travel 

to Christchurch, New Zealand from March 1 - 3, 2007. The purpose of 
this visit is to conduct C-TPAT Validations. 


2. (U) Embassy understands that country clearance is the only 
assistance required. 


3. (SBU) Embassy point of contact is Economic Officer Tom Walsh. 
Mr. Walsh requests that Mr. Vanbuskirk contact him to provide a 
briefing on what types of meetings he will be having in 

Christchurch. Contact details are as follows: 


Office: 644-462-6182 
Fax: 644-472-3537 
Cell: 027-446-4467 
E-mail: WalshTJ@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington are required to 
report to the Regional Security Office for a security briefing if 
they have not completed an approved overseas personal 
security-training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
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Christchurch hotels is approximately NZD $35.00. A commercial 
shuttle service is also offered at the airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 

Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled Serving 
Abroad for Families and Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 
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d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
increase in violent and petty crimes, but they are usually 
non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
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and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
especially aware that street crime, such as scams and pickpockets, 
is a daily occurrence in these cities. Common sense precautions 
should be taken, especially at night, to avoid becoming a target of 
opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 
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j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


Keegan 
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DE RUEHKO #0795/01 0570358 
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P 260358Z FEB 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 0994 

INFO RUCNARF/ASEAN REGIONAL FORUM COLLECTIVE PRIORITY 
RUEHZJ/HUMAN RIGHTS COMMISSION COLLECTIVE PRIORITY 
RUEHGG/UN SECURITY COUNCIL PRIORITY 
RUEHKH/AMEMBASSY KHARTOUM PRIORITY 0001 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 3367 
RUEHGV/USMISSION GENEVA PRIORITY 3020""CONFIDENTIAL SECTION 01 OF 03 TOKYO 000 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/25/2017 

TAGS: PHUM, PREL, UNHRC, UNSC, BM, JA 

SUBJECT: ADVOCATING FOR HUMAN DIGNITY: AMBASSADOR REESV 
FEBRUARY 8-9 MEETINGS WITH JAPANESE OFFICIALS 


Classified By: Charge d\'Affairs Joseph R. Donovan for reasons 1.4 (b) a 
nd (d). 


1. (C) Summary: Japan and the United States need to work 
together to reduce the systematic sexual violence against 
women in Burma, Ambassador Rees told Japanese officials 
during his February 8-9 Tokyo meetings. Japan shares U.S. 
concerns about human rights in Burma, but prefers a softer 
approach, his interlocutors stated. On development 
assistance, both countries agreed that supporting programs 
that produce results is more important than creating more 
policy-making bodies. Japan believes the United States 
should join the Human Rights Council. End Summary. 


Column 3 

2. (C) During his February 8-9 visit to Tokyo, Ambassador 
Grover Joseph Rees briefed MOFA Director General of Global 
Issues Ambassador Koji Tsuruoka, Director General of 
Southeast and Southwest Asian Affairs Chihiro Atsumi, and 
Ambassador in Charge of UN Affairs Masato Kitera on the 
genesis of his Special Representative position and the range 
of issues covered in his portfolio. To each, he described 

the purpose of this Asia visit as building multilateral 

coalitions on human dignity issues. 


International Organizations: Less Talk, More Action 


3. (C) Ambassador Rees praised the work of existing 

multilateral organizations, such as WHO, UNICEF, and UNIFEM, 
but bemoaned the trend within some organizations away from 
high-impact, low-cost field interventions, such as 

vaccination programs, toward more conferences and symposia. 
While many of these organizations have excellent ideas for 
dealing with important issues, such as child mortality, rape, 
maternal health, and HIV/AIDS, he explained, they often lack 

the operational programs to implement these initiatives. 
Ambassador Rees observed that UNICEF, under the leadership of 
Executive Director Ann Veneman, is moving back toward being a 
\"results-based\" organization, and he suggested that we need 

to push other UN agencies to move in the same direction. He 
also pointed to a U.S. women\'s empowerment program in Kenya 
-- a kind of one-stop shop for rape victims -- as a good 

example of an effective program. 


4. (C) Ambassador Kitera, drawing several examples from his 
own 20-year career at MOFA, agreed with Ambassador Rees on 
the tendency of international organizations to talk about 

issues, rather than taking concrete actions to resolve them. 

He referenced Foreign Minister Taro Aso\'s November 2006 
speech on the \"Arc of Freedom and Prosperity\" to highlight 
Japan\'s commitment to human rights, democracy, and 
humanitarian issues, and assured Ambassador Rees that Japan 
wants to participate in further discussions on these issues. 

In practical terms, however, Japan is limited by economic 
realities, he lamented, including a 38 percent decrease in 

the ODA budget over the past 10 years. Pressed by Ambassador 
Rees on leveraging Japan\'s limited funds through 

contributions to multilateral organizations, Ambassador 

Kitera expressed concern that Japan\'s financial presence is 
steadily diminishing. He appreciated the issues-oriented 
approach that Ambassador Rees is taking to problems such as 
child rape, but stressed it is going to be difficult to 

translate generalized concepts into nuts and bolts solutions. 
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5. (C) To promote sustainable aid to developing countries, 
Japan focuses on dispatching personnel as well as providing 
funding, Ambassador Tsuruoka explained. There is still a lot 
of resentment in many developing countries, regarding the 
perceived U.S. policy of promoting birth control rather than 
supporting projects that promote sustainable development, he 
asserted. Ambassador Rees responded that he had heard 
similar complaints about US policies in the 1980s and 1990s, 
but that if the United States ever did have a policy of 
promoting population control over other forms of assistance 
to people in the developing world, it no longer has such a 
policy. That may be the case, Ambassador Tsuruoka rejoined, 
but a lot of resentment remains. 


6. (C) Promoting child and maternal health care is very 
important, the two ambassadors agreed. Tsuruoka explained 
that Japan has started a pilot project in Jakarta to promote 
well-baby check-ups and vaccinations and plans to expand the 
project since it is a low cost way to help mothers provide 
medical protection for their children. Tsuruoka also said 
developing countries can utilize agencies like the 
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International Planned Parenthood Federation (IPPF) and the UN 
Population Fund (UNFPA) to help prevent the exploitation of 
women. Many countries have an \"allergy\" to a bilateral 
approach; multilateral efforts look much more neutral, he 
observed. Japan has also provided funds to the IPPF to 
provide contraception for construction workers in order to 

help prevent the spread of HIV. Regrettably, many 
construction workers turn to rape if they cannot afford 
prostitutes, and in cases where rape cannot be prevented, 
reducing the spread of sexually transmitted diseases is the 
next best step, Ambassador Tsuruoka asserted. Ambassador 
Rees responded that providing condoms is an inadequate 
response to rape, and that this approach sounded like the 
very misallocation of priorities that Ambassador Tsuruoka had 
criticized about past US policies. While the United States 

has learned the lessons of the overemphasis on birth control 
in development assistance programs of the 1980s and 1990s, 
the IPPF is a living example of the axiom that when the only 
tool you have is a hammer, every problem looks like a nail. 


7. (C) Japan is continuously brainstorming on ways to 

improve gender equality so women can become \"engines of 
economic sustainability,\" Ambassador Tsuruoka stated. Japan 
is happy to work with the United States; MOFA and USAID are 
already cooperating. Japan would be in a much better 

position to help the United States if it were a permanent 
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member ofthe UNSC, Ambassador Tsuruoka noted. Ambassador 
Rees responded that the United States strongly supports 

Japan\'s bid for a permanent UNSC seat, even if there have 
sometimes been disagreement on how to achieve this important 
goal. 


Burma: Child Rape and Other Human Rights Abuses 


8. (C) Citing Burma as one of only two countries, along with 
Sudan, that uses systematic rape as a tool for demoralizing 

and controlling ethnic communities, Ambassador Rees urged 
Japan to join the United States in opposing the Burmese 
regime\'s use of rape, especially child rape, as a means of 
suppressing the Burmese people. The rape of Shan, Chin, Mon, 
Karen, and Kachin women by the Burmese military has been well 
documented and verified since 2002, stated Ambassador Rees. 
Burmese activist Charm Tong told a panel including First Lady 
Laura Bush that victims have been as young as eight years 

old. Regardless of differences in opinion between Japan and 
the United States on approaches to Burma, Ambassador Rees 
asserted, the two allies share a similar vision for Burma. 

Urging Burma to stop this egregious human rights violation 
doesn\'t need to wait for a democratic government, Ambassador 
Rees stressed. Noting that Japan has more communication with 
the military regime than the United States, Ambassador Rees 
requested that Japan voice its concern on sexual violence 
against women during bilateral talks with Burma. 


9. (C) Japan is \"gravely concerned\" about human rights in 
Burma, DG Atsumi stated, and regularly raises the issue in 
bilateral meetings. Nonetheless, pushing Burma closer to 
China must be avoided. Atthe same time Japanese ODA to 
Burma is decreasing, China-sponsored projects are two to 
three times bigger than they used to be. Without the 
advantage of ODA-driven diplomacy, Japan must be \"more 
imaginative\" in engaging the regime, said DG Atsumi. Japan 
will continue to raise human rights concerns with Burma and 
would be willing to bring up systematic rape as well, 
especially if there is significant evidence, which DG Atsumi 
said he has not seen so far. Japan will also keep talking to 
China about Burma, DG Atsumi told Ambassador Rees, but 
Chinese investment in Burma will continue to stand in the way 
of any pressure on Burma from its northern neighbor. 


10. (C) International organizations need to do more to fight 
the root causes of poverty in places like Burma in order to 
bring about change, Ambassador Kitera emphasized. He 
suggested that more carrots are needed for dealing with 
Burma, such as praise for efforts on opium eradication. 
Reflecting on his MOFA experience trying to raise funds for 
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yen loans to Burma in 1998, he blamed the international 
community for failing to provide additional incentives after 

the regime \"liberalized\" their treatment of ASSK in 1995. 
Ambassador Rees rejected the notion that the United States 

did not try to work with Burma in the past, and suggested 

that Japan might use some of the documented evidence of child 
rapes in its dealings with the regime. He reiterated the 
importance of dealing with concrete issues in the short-term, 
while continuing the longer-term fight against poverty and 
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for a democratic system. 


11. (C) Japan shares U.S. concerns about the need to reduce 
sexual violence against women, but rape is just one aspect of 
gender inequality, Ambassador Tsuruoka observed. Local 
communities need to protect individuals against rape. This 
can be accomplished through education initiatives such as 
UNICEF programs. Improving women\'s rights in developing 
countries is necessary for economic sustainability because 

the social structure often deprives women of educational 
opportunities. In some countries women are denied access to 
education because they are occupied with household tasks like 
bringing water to their village from remote locations. Japan 
has been digging wells in villages so women will have time to 
pursue education, Ambassador Tsuruoka said. 


UN Human Rights Council: Poor Results 


12. (C) Ambassador Rees held out hope for a Burma resolution 
in the Human Rights Council (HRC) this spring. Ambassador 
Kitera seemed less hopeful, noting that while Japan has been 
on the Council, the Council\'s preoccupation with Israel has 

led to poor results thus far. Ambassador Rees suggested that 
the Council might find a way to offer Burma technical 
assistance in the human rights area. Ambassador Kitera 
expressed concern that the Council is seeking to eliminate 
many of its current practices and mandates, including the 
system of rapporteurs. He also cautioned against taking too 
hard a line on resolutions, or submitting resolutions that 

are not likely to succeed, citing Japan\'s own reluctance to 
submit a resolution on human rights abuses in the DPRK. 
Ambassador Rees disagreed, saying he considers the nine votes 
recently obtained for a \"strong and truthful\" Burma 

resolution in the UN Security Council a measure of success. 
Ambassador Rees reaffirmed that a UNSC seat for Japan is 
still an important mutual goal. 
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13. (C) Since the United States is not part of the HRC, it 

does not appear engaged, Ambassador Tsuruoka contended. It 
is not enough for the United States to tell the HRC what to 

do \"from the outside." It would be much easier for the United 
States to join the HRC than for Japan to become a permanent 
UNSC member, Ambassador Tsuruoka argued. Ambassador Rees 
responded that the U.S. is currently considering whether to 

run for the HRC, and will do so only if we decide that the 
potential for accomplishing good things outweighs the risk 

that U.S. candidacy would have the unintended consequence of 
lending a measure of legitimacy to the disappointing record 

of the HRC thus far. 


14. (U) Ambassador Rees cleared this cable. 
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REF: SECSTATE 19366 

Classified By: CDA JOE DONOVAN FOR REASONS 1.4 B/D 
1. (SBU) Embassy officers delivered reftel demarche to 
counterparts in the Ministries of Foreign Affairs (MOFA) and 


Finance (MOF). MOF officials stated they were already aware 
of reftel designations from their regular monitoring of 
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Treasury,s Office of Foreign Assets Control (OFAC) website. 


2. (C) Embassy also notes Japan imposed its own sanctions on 
Iran in compliance with UN Security Council Resolution 1737 
on February 16 and that, according to MOFA, Foreign Minister 
Aso told Iranian Foreign Minister Mottaki that Iran must 
comply with UNSCR 1737. Mr. Takeshi Kamada of MOFA\'s Second 
Middle East Division told Embassy Tokyo Political Officer 

that in a 40 minute telephone conversation on February 19, 
Aso told Mottaki it is regrettable that Iran has not yet 

taken any steps to comply with UNSCR 1737. According to 
Kamada, the call was initiated by Mottaki, who discussed 
bilateral and regional issues but for the most part avoided 

the nuclear issue. The only thing Mottaki initially had to 

say about Iran\'s nuclear program is that Iran has the right 

to develop nuclear power and that negotiations with Javier 
Solana would continue. Kamada said that Aso responded by 
telling Mottaki that Iran must take positive steps to help 

bring stability to the Middle East region. He explained the 
sanctions Japan had just imposed on Iran, stressed that 
Tehran must take steps to comply with UNSCR 1737, and said it 
is regrettable that Iran has not yet taken any actions to 

comply with the will of the international community. Aso 
continued that Japan does not question Iran\'s right to 
peaceful nuclear power, but that confidence building steps on 
Iran\'s part are required given Tehran\'s long history of 
secrecy regarding its nuclear program. He called upon Iran 

to suspend its enrichment activities and to comply fully with 
UNSCR 1737. Mottaki did not directly address the subject of 
Japanese sanctions against Iran, but replied that Iran does 
not recognize the authority of the United Nations Security 
Council to address the issue of its nuclear program. 
DONOVAN 
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Classified By: Deputy Chief of Mission, D. Purnell Delly, for reason 1. 
4(d). 


1. (C) SUMMARY. Reversing directions and changing its tune, 
the Government of Tanzania (GOT) removed its ban on 
HakiElimu, a Tanzanian NGO accused by the government of 
tarnishing the nation\'s image in the education sector. Just 
two months after the Prime Minister\'s Office had expanded 
prohibitions and threatened legal action against HakiElimu, 

the GOT met with the organization\'s top leadership in Dodoma 
on February 6 and agreed to remove restrictions on its 
activities. Rakesh Rajani, Executive Director of HakiElimu, 
told Poloff that the press played a deciding role in changing 
the government\'s position. After HakiElimu began publicizing 
the GOT\'s censorship on January 30, controversy broke out in 
the press. Articles, editorials, cartoons and opinion polls 
revealed strong public support for HakiElimu and within one 
week, the Prime Minister resolved the situation by concluding 
a five point agreement with HakiElimu leadership. Given the 
vital role played by the press, Rajani underscored the 
importance of not allowing passage of the new Freedom of 
Information bill in its current form. He called the 

legislation Wegregious,W and said it would muzzle the media 
and restrict access to information. END SUMMARY. 


Background: Mkapa Administration Restricted HakiElimu 

2. (U) The censorship of HakiElimu, a Tanzanian NGO 
promoting education and democracy, began during the run-up to 
the December 2005 Union elections. In September 2005, then 
Minister for Education and Culture, Joseph Mungai, prohibited 
HakiElimu from undertaking or publishing research on 
Tanzanian schools, issuing a circular to each local council 

and school leader ordering them to cease cooperation with 
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HakiElimu. Former President Benjamin Mkapa backed up 
Mungai\'s ban, stating in an October 2005 public address, 
\"HakiElimu may not step foot into schools." Furthermore, in 
November 2005, the GOT banned HakiElimu\'s advertisements on 
the governmentVs Primary Education Development Program (PEDP) 
and the Secondary Education Development Program (SEDP), and 
formally banned HakiElimu from distributing materials under 
Government Notice 373. 


What Promoted the GOT Bans on HakiElimu? 

3. (C) According to Rakesh Rajani, Executive Director of 
HakiElimu, the NGO\'s research and advertisements were not in 
line with the Chama Cha Mapinduzi\'s (CCM\'s) election strategy 
to tout gains in the education sector. In 2005, HakiElimu 
published a report assessing three years of progress under 
PEDP. VThe report,\" Rajani said, \"revealed both achievements 
and gaps of the program.\" As far as HakiElimu\'s 
advertisements, Rajani explained that the media campaign 
aimed to stimulate reflection and debate by depicting real 

life challenges, such as the problem of corruption in the 
procurement of school supplies and limited access to 

education for children with disabilities. 


Kikwete Administration Bolsters Ban Against HakiElimu 

aio laopindeiolaicidicicio b------------- -------- 

4. (C) With the election of President Kikwete, Rajani said 
that HakiElimu was hopeful about negotiating with the new 
administration to have the bans lifted. \"We continued to 
operate but kept a low profile in 2006. We didn\'t run our 
advertisements and we didn\'t talk to the press about the 
government ban. Our main objective was to reduce tensions 
with the government and have the various bans on our 
activities removed,\" Rajani explained. From January to 
December 2006, Rajani claimed that HakiElimu made over 100 
attempts to communicate with GOT officials at the Ministry of 
Education, the President\'s Office and the Prime Minister\'s 
Office. \"These attempts to communicate fell on deaf ears,\" 
Rajani said, \"and in late 2006, HakiElimu decided to begin 
running our advertisements again. These ads, however, were 
within the terms of the ban (i.e. did not pertain to PEDP or 
SEDP).\" 


5. (SBU) After nearly a year of silence regarding the status 
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of HakiElimu\'s ban, the Prime Minister\'s Office sent a letter 
marked confidential, dated December 5, 2006 to HakiElimu 
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upholding, and strengthening, the ban against the NGO. The 
letter, which bears the signature of the Permanent Secretary 
of the Prime Minster\'s Office, Vincent Mrisho, begins, \"We 
are writing to remind you that once again your advertisements 
and publications that are being published via radio, 

television and other media have been prohibited by the 
Government for being contrary to public interest." Rajani 
noted that this broad prohibition expanded the parameters of 
the bans imposed by the Mkapa administration which had 
prohibited only specific advertisements and research and 
publications on schools. 


6. (U) Beyond banning HakiElimu\'s media spots, Rajani said 
that the letter warned HakiElimu against criticizing the 
government and threatened \"strict legal action.\" The letter 
reads, \"Take notice that each time you and your organization 
advertise any word, picture, photograph, placard, film, image 
statue, caricature, or any representation whatsoever with 
intent to disparage the image of our national education you 
are committing an offense. It is therefore ordered that any 
further contravention of the written law will lead to strict 

legal action being taken against you and your organization.\" 


HakiElimu Goes Public: Media Frenzy Ensues 

7. (SBU) According to Rajani, in response to increased 
government censorship and the threat of legal action, 

HakiElimu decided to go public, holding a press conference on 
January 30, 2007. HakiElimu\'s press conference emphasized 
Article 18 of Tanzania\'s constitution, which enshrines every 
individual\'s right to freedom of opinion and expression. 
HakiElimu shared the letter from the Prime Minister\'s Office 
with the press and made the following five demands of the GOT: 


a) To lift the interdiction dated 8 September 2005 placed 
against HakiElimu from \"undertaking and publishing studies on 
Tanzanian schools.\" 


b) To rescind Government Notice No. 373 of November 2005 
prohibiting media organizations from broadcasting HakiElimu 
advertisements on PEDP and SEDP and allow the organization to 
develop and broadcast its public interest spots. 


c) To allow HakiElimu to freely distribute its information 
materials countrywide, including to public institutions. 


d) To not withhold information and statistical data about 

public matters from HakiElimu so as to enable the 

organization to undertake independent analyses and share them 
with its constituents. 
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e) To not exclude or otherwise hinder HakiElimu from 
participating in government-civil society consultation 
processes. 


8. (SBU) As a result of HakiElimu\'s January 30 press 
conference, articles, cartoons and editorials about the GOT\'s 
censorship rapidly filled both the Swahili and English press. 
Between January 30 and February 6, HakiElimu recorded that 
Tanzanian newspapers published over 150 articles about the 
GOT\'s ban. According to Rajani, public opinion polls on ITV, 
a national television station, showed that over 80 percent of 
the people surveyed opposed government censorship of 
HakiElimu and supported the organizations right to operate 
freely. 


A Quick 180: Kikwete Administration Lifts Ban 


Union Summit in Addis Ababa (January 29-30), President 
Kikwete spoke to reporters at the State House on February 1. 
The media asked Kikwete about his position on the 
government\'s ban against HakiElimu. Although noting that the 
ban took place while he was on foreign trips, Kikwete adhered 
to the general sentiment expressed by the Prime Minister\'s 
Office. He said that too often HakiElimu was \"dwelling on 

the negative,\" and that \"its demonizing attitude was the 
source of friction with the government." 
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10. (C) Commenting on President Kikwete\'s response, Rajani 
said that the Presidents tone was measured even though it 
was in line with the ban. WPresident Kikwete was much more 
conciliatory than former President Mkapa had been. Mkapa\'s 
October 2005 public address was a real tirade, lashing out at 
HakiElimu.\" 


11. (C) The day after President Kikwete\'s interview, the 
Prime Minister\'s Office invited HakiElimu for a February 6 
meeting with government officials in Dodoma. Rajani told 
Poloff that he learned through his contacts that President 
Kikwete and Prime Minister, Edward Lowassa, had talked on 
February 2 and decided to hold a meeting to resolve the 
situation. Prime Minister Lowassa chaired the meeting; the 
PM\'s Permanent Secretary Vincent Mrisho, Minister of 
Education Margareth Sitta, former Minister of Education 
Joseph Mungai, Minister of Information, Culture, and Sports 
Muhammed Khatib, and Head of CCM\'s Youth Wing Dr. Emmanuel 
Nchimbi, also attended. 
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12. (C) According to Rajani, the meeting lasted two and a 

half hours and resulted in the government agreeing to lift 

the ban against HakiElimu\'s operations. Rajani emphasized 
that, \"Prime Minister Lowassa took the lead and was obviously 
inclined to solve the situation. At times, it was difficult 

to tell whose side Lowassa was on!\" In short, Rajani said 

that the GOT met all of HakiElimu\'s requests (see para 7) and 
outlined the five main points of agreement reached between 
HakiElimu and the GOT: 


a) HakiElimu will be able to conduct and publish research. 
Where this involves formal field research in school, a 
research permit will be sought from the Ministry of Education 
and Vocational Training as is normal procedure for all. 


b) HakiElimu will be able to publish and distribute its 
publications countrywide. Materials that are sent to schools 
will first be shared with the Chief Education Officer for 
endorsement. The process is different from the formal 
assessment and approval of textbooks which requires approval 
from an Education Committee known as EMAC. 


c) HakiElimu will be able to develop and broadcast media 
spots and programs; and in doing so will use its wisdom to 
ensure this work is balanced and based on truth/research. 


d) HakiElimu will be able to represent civil society in 
government led processes and forums without constraints. 


e) HakiElimu and Government offices will share information 
and maintain close and efficient communication on matters of 
mutual interest. 


Why the Turnaround? 

13. (C) In Rajani\'s view, the media controversy surrounding 
the GOT\'s censorship was an embarrassment for both the 
President and Prime Minister and triggered the GOTYs change 
of heart. \"The ban directly contradicted numerous statements 
made by Kikwete and Lowassa, urging the public to hold the 
government accountable and refrain from singing Vempty 
praises\' about the government," Rajani explained. He added 
that the GOT must have considered the need to reassure donors 
providing general budget support that the government was 
creating an environment of increased accountability. (Note: 
Many of the donors providing budget support to Tanzania are 
the same donors which support HakiElimu - Ireland, U.K, 
Norway and Sweden). That said, Rajani emphasized that donor 
lobbying was not a significant factor in the outcome as Once 
we decided to go public on January 30, the issue moved too 
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fast for donors to get involved.\" 


Freedom or Restriction of Information? 

14. (C) Rajani also stressed the need to closely monitor the 
\"Freedom of Information\" bill, currently scheduled to be 
tabled in Parliament in April 2007. Rajani said the bill was 
the \"worst piece of legislation\" he had seen in fifteen years 
and contained provisions that stifle free expression and open 
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debate. He cited what he called \"the most egregious\" section 
on sedition, with provisions criminalizing those who 

criticize the government. Rajani also highlighted sections 
which would require the GOT to accredit journalists and would 
restrict press access to information. He asserted, \"Given 

the choice between closure of HakiElimu and passage of the 
Freedom of Information bill in its current form, | would 

choose closure of HakiElimu. The damage the legislation could 
do to development of Tanzania\'s democracy would be far worse 
than closure of our operation.\" Although emphasizing that 
Tanzania badly needed an overarching law to codify the 
constitutional right to information and freedom of 

expression, Rajani noted that passage of the bill without 
significant revisions would signal that the GOT was moving in 
the wrong direction. 


Comment: 

15. (C) The February 6 Dodoma meeting marked a victory for 
HakiElimu, civil society, and press freedoms in Tanzania. 
Ironically, it was Tanzania\'s relatively free and robust 

press itself, and the play if gave to the controversy, which 
helped persuade the government to back down. Indeed, a more 
liberal press environment has been fostered by President 
Kikwete since he assumed office, and when we raised the 
apparent contradiction in the treatment of HakiElimu, one 
President Kikwete\'s advisors told us that State House had 
been taken by surprise by the Prime Minister\'s letter and 

that Kikwete was searching for a face saving way to reverse 
the decision without appearing unaware of what his own Prime 
Minister was doing. 


16. (C) However, the Freedom of Information Bill looms on 

the horizon as another potential threat to press freedoms. 

We will watch closely how the government responds to what has 
been an outpouring of criticism from the press and civil 

society. END COMMENT. 

RETZER 
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Classified By: AIT Econ Chief Daniel K. Moore, 1.4 B/C 


1. (S) Summary: AIT Econ delivered ref A export license 
recommendations to Bureau of Foreign Trade (BOFT) export 
control task force head Wally Su (Shi-hwa) on February 13. 
During the meeting, Su noted a problem with the scheduled 
dates for the next EXBS training (ref B) and asked ifthe 
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training could be postponed until March 20-22. Su said that 
earlier on February 13 BOFT had issued the press release 
referred to inref C. He also described Taiwan\'s 
participation in a recent international export control 

seminar in Tokyo. AIT continued to press Taiwan to ban the 
export of luxury items to North Korea. End summary. 


Taiwan Invited to Attend WCO Meeting on SAFE 


2. (S) In response to ref B proposal to conduct an EXBS 

training workshop in Taipei on March 13-15, BOFTYs Wally Su 
explained that he had been instructed to attend a World 

Customs Organization (WCO) conference on SAFE in Brussels on 
March 12-14 that would discuss the link between the WCO SAFE 
Framework of Standards to Secure and Facilitate Global Trade 
and the Revised Kyoto Convention. Su said the invitation had 
been transmitted from the WCO in Brussels to the Taiwan 
(Chinese Taipei) WTO representative in Geneva. (Note: Taiwan 
is not a member of the WCO and previously has not been 
allowed to attend WCO meetings. AIT is unsure if this 

invitation was sent by mistake or is something arranged by 

U.S. agencies in response to Taiwan requests for assistance 

in participating in SAFE (ref D). In either case, it will be 

a breakthrough if a Taiwan representative is actually allowed 

to participate in a WCO meeting. End note.) Su suggested 

the EXBS training be re-scheduled for March 20-22. He also 
again asked why the \"Risk TargetingW course had been replaced 
by the \"PLC/PVS\" course without 

prior consultation. 


BOFT Makes Public Warning to Local Companies 


3. (S) During the meeting, Su said that a BOFT press release 
on export control violations (mentioned in ref C) had been 
issued at a press conference earlier on February 13. The 
press release is posted on the BOFT website at 
http://cweb.trade.gov.tw/. Local and international media 
described the press conference as warning local companies of 
the penalties for failure to comply with new regulations on 
exports to North Korea and Iran and quoted BOFT Deputy 
Director General James Wu as saying \"We have had a few cases 
recently where customs officials have caught sensitive 
products that were to be exported, and told the companies 
that they needed to gain permission to export such items to 
these countries. None of those items got past customs. Su 
said that BOFT was planning to hold another 3-5 outreach 
events for industry in coming weeks and this time would 
instruct companies to send high-level officials so they could 
not use the excuse that upper levels of company management 
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had not heard of the new export license requirements. 


Review Panel Upholds Suspension, Rejects Company Protest 


4. (S) BOFT Wally Su explained that over the past six months 
Taiwan Customs had stopped nine separate shipments (in ref C 
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he told us there were 11 shipments) of items on the Sensitive 
Commodities List (SCL) bound for Iran or 

North Korea because the shipments lacked an export license. 
BOFT had done a preliminary investigation of 

these cases, and then forwarded them to the Ministry of 
Justice Investigation Bureau (MJIB) for further 

investigation and legal action. Su said BOFT had 
administratively penalized each of the companies involved 
with a one month suspension of their exporting privileges. 
One company formally protested the suspension and claimed 
that no violation had occurred since items were stopped 
before they were exported. A review panel consisting of 
officials, lawyers, and industry association representatives 

in early February upheld the BOFT decision to suspend export 
privileges. 


MJIB Conducts Another Disappointing Investigation 


5. (S) Su said BOFT had received the first investigation 
result from MJIB on these nine cases on February 12. The 
MJIB investigation result consisted of a brief very statement 
that MJIB had contacted the shipping agent and 

customs broker in the case and had determined that the 
failure to apply for an export license was \"unintentional\" 

and therefore the case would not/not be forwarded to the 
Prosecutors\' Office for further action. Su said he was 
disappointed in the MJIB response, and unsure what MJIB meant 
in saying the violation was \"unintentional.\" He said he 

would keep AIT informed of further MJIB investigation results. 


Taiwan Again Participates in Japan\'s Annual Excon Seminar 


6. (S) Su told AIT that three Taiwan officials had 

participated in a February 6-8 export control seminar in 

Tokyo attended by over 100 delegates from 25 countries (ref 
F). Su said BOFT\'s presentation on its export license 
\"cross-checking\" arrangement with the United States (aka: the 
gameplan) evoked much interest from South Asian countries. 
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Su also noted that the PRC had replaced the \"wooden\" official 
it sent last year who refused to answer any questions (ref E) 
with two personable young women. 


Banning Luxury Exports to North Korea 


7. (S) AIT again urged that Taiwan ban the export of luxury 
items to North Korea and presented the information from ref F 
regarding luxury items that Singapore has banned from 
exporting to North Korea. Su said he would contact Singapore 
officials for more details of what its ban entailed and that 

he would continue pushing for such a ban by Taiwan. 
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REF: A) 2006 JAKARTA 13507 
B) JAKARTA 157 


1. (SBU) SUMMARY On February 21, Minister of Law and Human Rights 
Hamid Awaludin met with the DOJ/OPDAT Resident Legal Advisor (RLA) 
to discuss a more fundamental approach to revising the criminal 
procedure code. Awaludin expressed his belief that the current 

drafting efforts have been too conservative in its approach. 

Instead of revising the existing code, he asserted that the goal 

should be to establish a new code based on broadly agreed-upon 

general principles. Separately, the RLA met with Attorney General 

Saleh and his staff to update them on the progress of the criminal 
procedure reform. Both meetings reflect a new high-level engagement 
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on the reform process. End Summary. 


MINISTER AWALUDIN TAKES CONTROL OF THE PROCESS 


2. (SBU) Over the course of the past seven years, an Indonesian 
working group that includes representatives from the Ministry of Law 
and Human Rights, the Attorney General\'s Office, and the Supreme 
Court has met intermittently to revise the existing 1981 Code of 

Civil Procedure. During that period the group proposed various 
revisions to the code, most notably establishing a new institution 

of supervising judges who would conduct judicial review of certain 
investigatory steps. Despite the length of time that the draft code 
has been under development, however, the working group\'s draft did 
not significantly depart from the 1981 Code, which itself contains 
many of the shortcomings inherited from the Dutch colonial period. 


3. (SBU) In an effort to jumpstart the process, the RLA conducted 
two drafting sessions with the working group in December 2006 and 
January 2007. Both programs led to a number of significant changes 
to the draft code, but some of the fundamental issues, such as 
establishing prosecutorial and judicial control over the 

investigative stage, jettisoning the dossier system, reforming the 
rules of evidence, defining the role of the judge, and creating a 

truly adversarial trial remained unresolved. (Reftel A and B) At 

the second session, Minister Awaludin emphasized that the working 
group should seize this opportunity to establish new legal paradigms 
that reflect the dramatic political and societal changes that have 
taken place in Indonesia since the 1981 Code was enacted. 


4. (SBU) On February 21, Minister Awaludin met with the RLA and 
two members of the working group to discuss the need to develop 
deeper changes to the code. Minister Awaludin expressed his belief 
that the working group had been too conservative in its work and 
indicated a lack of confidence in its leadership. Instead of 

revising the code, they should be writing a new one. He also 
expressed his view that the different justice players -- the police, 

the Attorney General\'s Office, and judges -- were too focused on 

their individual institutional concerns. He asked the RLA to 

prepare for him a list of the fundamental values that the new code 
should embody and what major changes were necessary to bring them 
about. He then announced that he would give the working group a 
chance to consider these new ideas, but also bring a group of 

outside experts -- U.S., European, Malaysian, and domestic -- to 

reach agreement on the fundamentals. Then he would reach out to the 
different justice institutions to explain the new framework. 

Finally, the actual language of the code would be worked out. The 
Minister informed the RLA that he wanted the new code to be a 
\"masterpiece.\" 


5. (SBU) Based on Minister Awaludin\'s request, the RLA submitted a 
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list of key principles that the new code should reflect: (1) a 

neutral judiciary; (2) protection of human rights; (3) checks and 
balances in the investigative process; (4) transparency at trial; 

(5) equality between the parties; (6) evaluation of all legally 
obtained evidence; (7) consensual resolution of cases; and (8) 
protection of the rights of victims. The RLA proposal detailed what 
broad procedural rules must be in place to achieve each of these 
principles. 


ATTORNEY GENERAL SALEH ENGAGES 


6. (SBU) On February 15, Attorney General Saleh requested that the 
RLA give a presentation on the status of the criminal procedure 

code. In addition to the Attorney General, approximately twenty of 
the AGO senior leadership attended the ninety minute meeting. 
Following the RLA\'s overview of the changes currently contained in 
the draft code, the Attorney General and his staff asked questions. 
The questions of his staff indicated that the AGO\'s two primary 
concerns were whether the supervising judge would impinge on their 
prosecutorial control and whether the new code would restore their 
control over the police during the investigative stage. 


COMMENT 


7. (SBU) Over the past two months, the working group has been 
receptive to significant improvements to the code. However, several 
of the proposals from the U.S. legal experts would have necessitated 
fundamental changes to the existing system, something the working 
group was not yet ready to undertake. Minister Awaludin\'s new 
direction in the drafting process opens the door to more fundamental 
revisions to the code that could allow the Indonesian criminal 

justice system to move from a formalistic inquisitorial system to a 
more adversarial, evidence-based system. The meeting at the AGO 
showed an encouraging recognition by the Attorney General of the 
importance of this process, but questions from many of his staff 
confirmed Minister Awaludin\'s concerns that justice players were 
preoccupied with their institutional interests rather than focused 

on the broader issues. End Comment. 
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SUBJECT: ETHIOPIA: PRIME MINISTER MELES ON HUMAN RIGHTS AND 
DEMOCRACY 


Classified By: Ambassador Donald Yamamoto 
Reasons 1.4 (B) and (D) 


1. (S) SUMMARY: Ambassador and Prime Minister Meles 
discussed on February 21 the return of NDI and other USG 
sponsored programs to build the capacity of the anticipated 
new National Electoral Board as the nation prepares for local 
elections. The PM also remarked that it is important not to 
impose foreign notions of democracy on nations like Ethiopia, 
but rather to nurture and develop receptivity to democratic 
values, which would prove more effective over the long-term. 
The PM reiterated his willingness to support efforts by 
distinguished Ethiopian elders to grant clemency to detained 
opposition leaders before a court decision. In exchange, the 
PM wants a promise by the detainees to respect the 
constitution and the peaceful political process. He also 
wants the detainees to express remorse for their actions that 
contributed to the violence after the 2005 election, and in 
return, they would be permitted to participate in politics 
again. The EU Ambassador\'s efforts to re-direct the work of 
the Ethiopian elders is proving to be counter-productive and 
could deep-six their efforts. END SUMMARY. 


2. (S) Following a meeting with House Intelligence Chairman 
Representative Reyes and his delegation on February 21, Prime 
Minister Meles met privately with the Ambassador for over an 
hour to discuss human rights and democracy issues. The 
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Ambassador followed-up on Secretary Albright\'s January 2007 
visit and request, as a Board member of NDI, to have NDI 
return to Ethiopia. The PM agreed with the Ambassador to 
consider allowing NDI to play a role in supporting capacity 
building of the soon-to-be-announced, newly formed National 
Electoral Board (NEB). International support would help the 
NEB in preparation for local elections at the end of the 

year. 


3. (S) The Ambassador requested, and the PM agreed, to break 
the logjam on an IFES representative seeking to come to Addis 

to work for the AU. The PM saw no problem and post will work 

with the AU to ensure the representative receives his 

Ethiopian visa to begin work at the AU. 


4. (S) The Ambassador and PM discussed at length the latter\'s 
views on democracy. The PM said democracy cannot be forced 
on a nation, and that it must rather be nurtured. 

Receptivity for democracy must be promoted. Meles pointed to 
Saudi Arabia as an example where efforts to force democracy 
have failed. He stressed the importance of developing 
democracy in Saudi Arabia, though, given the country\'s strong 
influence in the region. 


5. (S) Much of the discussion with the PM centered on the 
U.S. Mission\'s priority to secure the release of high-profile 
detainees - the Coalition for Unity and Democracy (CUD) 
opposition leaders who have now served over thirteen months 
in prison. On the recommendation of Ambassador Huddleston in 
August 2006, Prime Minister Meles and the detainees began a 
dialogue through a group of respected Ethiopian \"elders\": 
Professor Ephraim Isaac, an esteemed scholar who has taught 
at Harvard and Princeton; Haile Gebreselassie, Olympic 
Marathon gold medalist; and Ambassador Bekele Endeshaw, 
current National Chairman of the Peace and Development 
Committee. The opening for the elders was Prime Minister 
Meles\' willingness to grant clemency to the detainees prior 

to any judgment by the courts, thus allowing the detainees to 
return to political life. In exchange, the elders have tried 

to negotiate with the detainees a commitment to abide by and 
work within the constitution, as well as an expression of 
remorse for actions that may have contributed to the violence 
after the historic (and remarkably free and open) national 
parliamentary elections of May 15, 2005. 


6. (S) Prime Minister Meles noted that his offer remained, 
but expressed doubt that the detainees would accept the 
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conditions under which clemency would be granted. The PM 
wants a commitment by the detainees not to try to overthrow 
the government and their promise to abide by and work within 
the constitution, enhancing a peaceful and stable political 
process clearly defined under the constitution. The PM asked 
for a statement from the detainees to the elders, not to him, 
expressing remorse for their actions which contributed to the 
violence after the 2005 elections. 


7. (S) The dialogue was proceeding positively through the 
beginning of the new year. The PM noted that in the past 
month, the detainees have become more resistant in meeting 
the conditions for clemency. The PM noted the efforts by the 
EU Ambassador to have criminal charges against the detainees 
dropped and lesser charges filed instead. In a separate 
conversation, the EU Ambassador told the Ambassador in 
private, and without the concurrence of the other European 
member state ambassadors, that the best resolution was not 
the course being pursed by the elders. Rather, he suggested 
changing their focus toward having the charges dropped and 
lesser ones applied. He felt that this would be more fair 

and would permit the detainees to be released on bail. The 
EU Ambassador noted that the detainees bear responsibility, 
along with the government, for contributing to the violence 
and disorder after the 2005 elections. The EU Ambassador 
argued, however, that this was a far lesser crime than the 
charges the detainees currently face. The Ambassador replied 
that such an approach would delay the judicial process and 
might prevent the detainees from returning to political life 

if convicted on lesser charges. 


8. (S) The PM clearly stated to the Ambassador that 
withdrawal of charges and the application of lesser charges 
was not an option under the judicial process. It would 
unnecessarily lengthen the process and it is not clear that 
additional, more serious charges would not be levied. It is 
also not clear that bail would be granted by the courts. The 
quickest route to resolution was the efforts by the elders. 
The Ambassador remarked to the PM that the U.S. Mission 
strongly supported the efforts by Ethiopian elders, a 
traditional and respected conflict resolution process. Any 
undercutting of the elders, as suggested by the EU 
Ambassador, would derail the current process. 


9. (S) The PM remarked that the EU Ambassador and that of 
other European Ambassadors to \"adjust\" and change the course 
taken by the elders has contributed to the detainees changing 
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their position on any letter of admission of guilt to 
contributing to the violence (even though the letter will go 
only to the elders and not to the PM). The PM believes the 
detainees are hoping that the EU will somehow get the 
detainees out of jail. Professor Ephraim will return to 
Ethiopia the week of February 26 in a last ditch effort to 
secure agreement from the detainees along the lines the 
elders have pursued. Further, the elders will meet with the 
EU Ambassador to get him to stand down and allow their 
current approach to proceed. 


10. (S) COMMENT: The U.S. Embassy sees the efforts by the 
Ethiopian elders as the only way for success on the detainee 
issue. Itis an Ethiopian approach to resolve an Ethiopian 
problem. We will work closely to support Professor Ephraim\'s 
efforts and, if necessary, coordinate in getting the EU to 

back down and allow the Ethiopian process to proceed. END 
COMMENT. 
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E.O. 12958: N/A 

TAGS: PREL, KNNP, KN, PARM, IR, RO 

SUBJECT: ROMANIA RECEIVES ADDITIONAL DESIGNATIONS OF IRANIAN 
ENTITIES UNDER E.O. 13382 


REF: STATE 19366 


Post provided the U.S. nonpaper on the U.S. designation of three 
additional Iranian entities under E.O. 13382 to Romania\'s Ministry 
of Foreign Affairs, National Agency for Fiscal Administration, the 
National Bank of Romania, General Prosecutor\'s Office, and the 
National Office for the Prevention and Combat of Money Laundering. 
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The information was passed on February 22. Post will follow up and 
report any action taken. 


Taubman 
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SUBJECT: MALAWI AND ITS NEIGHBORS 


1. (U) Summary: Malawi\'s role in the Southern African region is 
limited, as the GOM is primarily focused on internal politics and 

local economic development. While Malawi is a founding member of the 
Southern Africa Development Community (SADC), it is not particularly 
involved in the development or administration of the organization. 
However, Malawi\'s membership in the African Union\'s Peace and 
Security Council is enhancing its commitment to peace and security 

in SADC. Diplomatic relations between Malawi and its three 
immediate neighbors are strong. While Malawi and Zimbabwe are not 
neighbors they have a unique relationship based on close social, 
political and economic ties. End Summary. 


Malawi and SADC 


2. (U) Malawi was among the nine founding member countries of SADC\'s 
predecessor organization SADCC (Southern Africa Development 
Coordination Conference.) Former president Hastings Banda was 
originally against the idea of Malawi joining SADCC, as Malawi was 

at the time the only African country which had diplomatic relations 

with apartheid South Africa. However, Banda was eventually 
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convinced that the organization could serve as a source of financial 
aid and provide economic benefits. 


3. (U) Today Malawi sees SADC membership as a way of participating 
in regional social, political and economic issues. However, there 

is little interaction or integration with SADC on the ground in 

Malawi, outside of occasional conferences that local politicians 

attend abroad. Most GOM leaders have little to say regarding SADC\'s 
current role and its future development, and the GOM does not 
currently have a representative assigned to SADC headquarters in 
Botswana. 


4. (U) The largest area of interaction between Malawi and other SADC 
members is in the area of trade. Sixty-six percent of Malawi\'s 

imports come from SADC countries, while twenty-eight percent of its 
exports go to SADC. Mozambique is Malawi\'s largest trading partner 
among its immediate neighbors, followed by Zimbabwe, Zambia and 
Tanzania, in that order. 


5. (U) Another area where Malawi is engaged with SADC is in 

international peace-keeping. Malawi has made a commitment to a 
proposed SADC standing brigade of peacekeepers. Malawi\'s commitment 
is enhanced by the fact that it is a member of the African Union 

(AU) Peace and Security Council. The Malawi Defence Force (MDF) 
currently contributes a company (111 strong) to the United Nations 
peacekeeping mission to the Democratic Republic of Congo (DRC), 

which is also a member of SADC. Additionally, the GOM is currently 
considering a request to send a battalion of peacekeepers to join 

African Union missions in Somalia or Sudan. 


6. (U) Currently Malawi is a member of two regional organizations, 

SADC and the Common Market for Eastern and Southern Africa (COMESA). 
While there is no specific deadline laid out, Ministry of Foreign 

Affairs officials say the GOM will \"have to decide soon\" which 

organization to resign from as the two organization duplicate tasks. 

It seems highly likely that Malawi, which considers itself to firmly 

be in Southern Africa," will give up its position in COMESA if 

forced to make a decision between the two. However, as President 

Bingu wa Mutharika served as secretary general of COMESA, his 

attitude will be the key factor in this decision. 


Malawi and its neighbors 


7. (U) Malawi has cordial relations with all three of the countries 

across its borders. However, the level of MalawiWs relationships 

with Tanzania, Zambia and Mozambique differ in scope and particular 
in fosus. While not bordering Malawi, Zimbabwe has perhaps the most 
substantial ties to Malawi of any country in the region. 


Malawi and Tanzania 
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8. (U) Diplomatic relations between Malawi and Tanzania are strong. 

In the 1960s and 1970s Malawi did not have diplomatic relations as 
Tanzania harbored opponents of former President Banda. Currently the 
main issue between the two countries is a debate over border 
demarcation. The Songwe River, which has historically served as the 
international boundary, has changed course, creating uncertainty as 

to where the real border lies. A Malawi-Tanzania Joint Project group 

is working on this issue, which is expected to be amicably settled. 

The group is also discussing possible construction of a hydro 

electric dam on the river which would benefit both countries. 
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9. (U) The partition of Lake Malawi (known as Lake Nyasa in 
Tanzania) is also disputed. Tanzania claims international borders 
through the lake in line with the colonial borders between the then 
German and British territories before 1914; Malawi claims the whole 
lake area including the waters next to the Tanzanian shore. This is 
based on the British administration of both Tanganyika and Nyasaland 
after 1919 which put the whole lake under British Nyasaland for 
obvious practical reasons without a separate administration for the 
Tanganyika portion. Malawi\'s stance is supported by the Organization 
of African Unity (OAU) (the African Union\'s predecessor 
organization) position that all African countries at independence 
inherited borders set during the colonial era. The demarcation 

dispute has led to disagreements in the past. For the time being the 
conflict is dormant and Malawi has not tried to enforce its claims 

to the Tanzanian part of the lake area for several years. 


10. (U) Currently Malawi and Tanzania, together with Mozambique and 
Zambia, are working on developing the Tanzanian Indian Ocean port of 
Mtwara, which lies just north of the Mozambican border and some 500 
miles east of Lake Malawi. In late 2004 the leaders of the four 
countries met in Malawi to sign an agreement to push forward with 
plans for a Mtwara Development Corridor. The agreement envisions a 
wide-ranging development program aimed at improving trade, 
investment and tourism in the northern provinces of Malawi and 
Mozambique, the northern and eastern provinces of Zambia, and the 
southern regions of the United Republic of Tanzania. However, plans 
to implement the initiative have stalled as the GOM--the main force 
behind the agreement--has focused its attention on developing the 
Shire-Zambezi waterway in southern Malawi and, to a lesser extent, 
the Nacala corridor. 


Malawi and Zambia 
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11. (U) Diplomatic relations between Malawi and Zambia are strong. 
Boundary claims been have amicably sorted out by a Malawi-Zambia 
Joint Commission and beacons are being constructed to clearly mark 
the territorial boundaries. As Zambia relies on transport through 
Malawi for an outlet to the Indian Ocean, regional transport remains 
the largest issue of collaboration and potential contention between 
the two countries. Updating raid extensions linking the two 

countries, such as construction of the Mchinji-Chipata rail line 
funded by the Zambian government and scheduled to begin in late 
2007, is a viable area for future development. 


12. (U) During the campaign for the recent Zambian presidential 
election, opposition leader Michael Sata took advantage of Malawi\'s 
diplomatic relations with Taiwan, traveling to Lilongwe at least two 
times to meet with Taiwanese government and business 
representatives. Sata\'s trips to Malawi and criticism of the PRC 
presence in Zambia gained substantial press coverage and forced the 
GRZ to defend its relationship with Beijing. To the extent that the 

GRZ believed Malawi was allowing Taiwan to give political and 
financial support to a leading opposition figure (and the 

President\'s nemesis), the incident could have strained relations 
between the two capitals. However, President Mutharika\'s attendance 
at Zambia\'s 2006 National Day celebration, where he was designated a 
guest of honor, showed that the GRZ had set aside any hard feelings 
over the matter. 


Malawi and Mozambique 


13. (U) Malawi is surrounded by Mozambique on most of its east, 
south and part of its west. There are no border disputes between the 
two countries. 


14. (U) Between 1985 and 1995, Malawi accommodated more than a 
million refugees from Mozambique. The refugee crisis placed a 
substantial strain on Malawi\'s economy but also drew significant 
inflows of international assistance. The accommodation and eventual 
repatriation of the Mozambicans is considered a major success by 
international organizations. 


15. (U) The largest current sector of overlap and interaction 

between Mozambique and Malawi comes on the side of transportation. 
Prior to the onset of the civil war in Mozambique in the 1970s, 
approximately 60 percent of Malawi\'s imports and exports were routed 
via rail to the Mozambican deep sea port of Beira. Though the 

railway became inoperable during the war, an important road route 
now links Malawi to Beira. Many of Malawi\'s imports, including 
approximately 60 percent of its fuel, are trucked in via this route. 
Mozambique has begun rehabilitation of the Sena Line to Beira 

within Mozambique, which is scheduled to reopen in 2009. Malawi 
could regain rail access directly to Beira by rehabilitating its 
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section and linking up to the Sena Line. 


16. (U) The Nacala corridor to Mozambique\'s Northern coast currently 
serves as Malawi\'s only all-rail route to port and provides another 
route for fuel imports into Malawi. Shipping volume via Nacala is 
relatively low at present owing both to port\'s degraded 

infrastructure, which has made shipping from the port unreliable, 

and the fact that road transport to other ports is currently less 
expensive and more dependable. Upgrades to Nacala\'s rail and port 
facilities are currently underway which should dramatically increase 
the efficiency of the Nacala corridor, making it a more attractive 
option. 


17. (SBU) Despite these promising developments in regional rail 
options, the GOM, and President Mutharika in particular, is pushing 
to develop a Shire-Zambezi Waterway, in order to transport goods by 
ship from Southern Malawi through the Zambezi River to the central 
Mozambican coast. The concept is still in the early stages of 
pre-feasibility assessment, but is considered by many to be 
economically infeasible and lacking critical regional support. Most 
of the infrastructure investment required to realize this project 
would actually fall to Mozambique, which has not demonstrated any 
significant interest to date in developing a water transportation 
system, instead focusing on developing its rail lines. 


Malawi and Zimbabwe 


18. (U) While Malawi and Zimbabwe are not contiguous neighbors they 
have had a much closer social, political and economic relationship. 

A significant number of Zimbabweans, with estimates ranging into the 
millions, are of Malawian origin. Both Malawi and Zimbabwe are 

former British colonies and former members of the Central African 
Federation which also included Zambia. Many Malawians were imported 
to Zimbabwe as laborers under the Federation. Also, a number of 

both white and black Zimbabwean expats--including the former Clerk 

of the Zimbabwean parliament, tourist operators, and a number of 
Zimbabwean farmers--are currently living and working in Malawi. 


19. (U) In addition to the traditional historical similarities 

between the two countries, Mlawi also currently has strong 

political ties with Zimbabwe. President Mutharika, whose wife is 
Zimbabwean, is a close personal friend to President Robert Mugabe. 
According to a Foreign Ministry official Malawi\'s stand on Mugabe is 
that he is being treated unfairly. There is a perception that the 

west keeps finding fault with Mugabe in an effort to dislodge him. 
The official pointed to the white farm seizures, the 2002 election 
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and the 2005 demolitions of \"illegal structures\" as issues used by 
the west to demonize Mugabe. Malawian civil society\'s opposition to 
the naming of a highway after Mugabe showed that President 
Mutharika\'s support for Mugabe is not shared by all Malawians. 


Comment 


20. (SBU) Two potential developments within the region could prove 

to become major issues in Malawi. As noted above, if the GOM pushes 
forward with the development of the Shire-Zambezi Waterway it will 
have to enter into serious negotiations with the government of 
Mozambique, which would need to build the port. These could expose a 
crippling divergence of views, however, as Mozambique has shown no 
interest in developing the Shire-Zambezi waterway and instead 
remains focused on expanding its railrmad routes and improving its 
existing ports. Further abroad, the political and economic 

situation playing itself out in Zimbabwe could have an enormous 
impact on Malawi, especially if it were to take a drastic turn for 

the worse. So far only a few Zimbabweans of Malawian origin have 
been repatriated to Malawi. Worsening economic conditions in 
Zimbabwe could enlarge the trickle of Zimbabweans arriving in 

Malawi. End Comment. 


21. (U) This report has been coordinated informally with colleagues 
in Dar es Salaam, Maputo, Harare and Lusaka. 
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Classified By: A/DCM D.C. McCullough, reason para 1.4 d. 


(C) Chief of Army Staff General Moeen covered a wide range of 
topics in a February 25 meeting with Ambassador (reftel). Of 
particular note, Moeen: 


-- doubted elections would occur before 18-24 months, saying 
it would take one year just to do complete a voter ID card 
project once it is approved; 


-- maintained the military supports but does not control the 
government, but remarked that without military support the 
government would fall; 


-- insisted there would be no martial law so long as he is 
army chief; 


-- denied that the army is in any way abusing detainees, 
detailing the steps he has taken to enforce discipline among 
troops and officers. 


-- indicated that all Bangladeshis support the government 
except for one million \"corrupt\" persons tied to political 
parties; and 


-- predicted that by the end of this week first incident 
reports would be filed on at least 50 percent of detainees. 
PASI 
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Classified By: Pol/Econ Chief Margaret McKean; Reason 1.4 (b) and (d) 


1. (C) Summary. The Ambassador called on MFA Secretary of 
State Ouch Borith on February 22 at the latter\'s request, and 
used the occasion to raise reftel demarche points regarding 
Burma. Borith, however, was more eager to discuss North 
Korean affairs, and related his recent discussions with 
Japanese officials in Tokyo on abduction issues. He mentioned 
that the Iranians have again invited a Cambodian delegation 

to Tehran (the MFA again declined). The MFA official 
apologized for continued RGC nonresponsiveness on the 
USG-proposed shipboarding agreement, and complained that the 
South Koreans have indicated their desire to compete for the 
rotational chair on the UNSC in 2013 that the Cambodians are 
seeking. End Summary. 


2. (C) On February 22, the Ambassador and Pol/Econ Chief 
met with MFA Secretary of State Ouch Borith, and the 
Ambassador raised the points outlined in reftel regarding USG 
proposed next steps. Borith was noncommittal on the 
appointment of a Special Envoy but assured us that the RGC 
remains committed to helping on the issue of Burma. He noted 
that Prime Minister Hun Sen will be visiting Burma in May or 
June, and reiterated the PM\'s suggestion that his government 
and the USG discuss Burma in greater detail beforehand. He 
said that the RGC would welcome USG suggestions for topics of 
discussion and requests that Hun Sen should make to the 
regime. The Ambassador thanked Borith, adding that the 
upcoming visit by EAP DAS Eric John would be an opportune 
time to share views on the PM\'s trip. 


North Korea, PSI, UNSC Seat 


3. (C) Borith was much more expansive on the issue of North 
Korea, having recently returned from a visit to Russia and 
Japan, where he had learned of recent developments 
surrounding the Six-Party Talks. Borith noted that Japanese 
officials remain adamant that the GOJ will not normalize 
relations with North Korea unless the abduction issue is 
resolved and a full accounting of those abducted is provided 
to the GOJ. Borith said that while progress on the North 
Korean nuclear issue must be encouraged, it is impossible to 
trust the North Korean leadership. 
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4. (C) The USG-proposed shipboarding agreement, explained 
Borith, remains under discussion within the RGC. The MFA 
official apologized for the delay in providing a response, 

saying that there is little expertise or understanding of the 

legal concepts contained in the text. Pol/Econ Chief 
responded that the Embassy had learned of a planned PSI 
experts meeting in New Zealand, which could afford an 
opportunity for USG officials to discuss the draft agreement 
with the RGC in greater depth. Borith said that a full 
discussion would be welcome, adding that Cambodia is prepared 
to cooperate on any interdictions related to WMD. 


5. (C) Turning to Cambodia\'s bid for a rotational seat on 

the UNSC in 2013, Borith told us that the South Korean 
government had informed the MFA that South Korea would also 
seek the seat, and asked that Cambodia consider their bid in 
the spirit of friendly competition. Borith said that 

Cambodia had been aware that Bhutan was also seeking the 
seat, but the news of South Korea\'s entry was unwelcome. He 
explained that Cambodia has withdrawn an earlier bid for a 
rotational seat in 2000-2001 in favor of South Korea. 

Moreover, the South Koreans had already approached the UN 
Secretariat before informing the Cambodian government. 


SIPDIS 

Borith said that Cambodia has already been assured of support 
from 35 countries, and hoped that the USG would also support 
Cambodia\'s candidacy. The Ambassador promised to convey 
CambodiaWs request to Washington. 


Iran 


6. (C) Borith told us that the Iranian Ambassador based in 
Hanoi paid him a call on February 21 and asked for the 
Cambodian government\'s position vis-a-vis the Iranian nuclear 
issue. The Iranian Ambassador requested that the RGC send a 
delegation to visit Tehran to learn more about the Iranian 
government\'s policy on nuclear issues. Borith said that this 
was not the first time the GOI has invited the RGC for a 
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visit. Borith said that the RGC lacks the finances for such 
a visit, and told the Iranian Ambassador that it would not be 


possible. 


Comment 
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7. (C) We would welcome Department guidance on what we 
should recommend to PM Hun Sen regarding Burma. We would 
suggest developing some briefing material on the various 

issues of concern to the USG (political prisoners, treatment 

of ethnic minorities, child soldiers, etc.) that could be 

shared with the PM\'s office in advance. We could also have 
any briefing material translated into Khmer, so that the PM 

would be well briefed in advance of any meeting. End Comment. 
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E.O. 12958: DECL: 2/22/2017 
TAGS: PREL, PGOV, KJUS, PCRM, KTIA, KCOR, ID 
SUBJECT: JUDICIAL COMMISSION FAILS TO ADVANCE REFORM 


Classified By: Political Officer Adam West for reasons 1.4(b) and (d). 


Summary 


1. (SBU) The Judicial Commission, formed in 2005 to 
strengthen the accountability and integrity of the judiciary, 

has fallen far short of expectations and has yet to play a 
constructive role in judicial reform. The Commission\'s 
primary task, to monitor the behavior of judges and recommend 
sanctions against those who fail to meet certain ethical 
standards, was both controversial and bound to provoke 
opposition from the judiciary. However, the Commission\'s 
aggressive tactics soon went beyond its initial mandate and 
brought it into open conflict with the Supreme Court. Asa 
result, the Commission\'s supervisory authority was challenged 
and finally annulled by the Constitutional Court in August 

2006. The Commission\'s other main responsibility, the 
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selection of Supreme Court candidates, has been equally 
problematic. Parliament has so far refused to act on any of 
the Commission\'s initial recommendations, and the future of 
the nomination process is in doubt. While the Commission 
still has its defenders, many observers attribute its 

problems to its own failure to properly exercise its original 
mandate. End Summary 


A Needed Instrument for Reform 


2. (U) Legal uncertainty has been repeatedly cited as a major 
concern in corruption and investment climate reports about 
Indonesia. The judiciary has long been plagued by 
allegations of corruption and a culture of impunity summed up 
in the oft-repeated phrase \"judicial mafia." Under the 
Constitution, the Supreme Court has the authority to 
investigate and sanction judges who violate ethical norms. 
However, the court itself has been the subject of corruption 
allegations and justices have been reluctant to wield their 
supervisory powers forcefully. 


3. (U) In an attempt to address these issues, Parliament in 

2003 authorized the creation of a Judicial Commission (known 
by the initials KY in Indonesian) to improve judicial 

integrity and accountability and serve as a catalyst for 

judicial reform. The body was inaugurated in August 2005 

with the appointment of seven members, including several 

legal scholars, a former parliamentarian and a former 
prosecutor. Busyro Muggodas, former Dean of Law at Indonesia 
Islamic University and member ofthe NGO Indonesia Corruption 
Monitoring, was selected to head the group. Two foreign 
donors, the Partnership for Governance Reform in Indonesia 
and the Norwegian Embassy, provided initial support. The 

KY\'s specific tasks were twofold: to investigate allegations 

of judicial misconduct; and to nominate candidates to fill 
vacancies on the Supreme Court. Eighteen months later, the 
KY has been stripped of authority on the first count and 

largely failed on the second, and is struggling to remain 

relevant to the judicial reform agenda. 


Supervising The Courts 


4. (SBU) After its inauguration in August 2005, the KY took 

an aggressive approach to its role as monitor of judges\' 
behavior. It also adopted what Embassy contacts describe as 
an overly expansive view of what constitutes judicial 
misconduct. The KY\'s non-binding Draft Code of Ethics, which 
it unilaterally released in September 2006, defines judicial 
misconduct as including not only unethical behavior on the 
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part of judges but also court decisions that, while 
justifiable on legal grounds, do not sufficiently reflect the 
\"community\'s sense of justice.\" This ill-defined concept 
seemingly allowed the KY to challenge court decisions 
regardless of whether or not there was evidence of 
impropriety. 


5. (C) The KY\'s invitation to the Indonesian public to submit 
complaints about judicial decisions led to a flood of letters 
that reportedly reached over 1,000 by November of 2006. 
According to KY member Chatarramasjid, the KY carefully 
screened out frivolous complaints and focused only on the 200 
or so considered to have merit. However, the KY\'s findings 
more often than not took issue with the content of the 
decision rather than the behavior of the judge. Moreover, 
the KY chose to air their findings through the media rather 
than through institutional channels, a practice that Embassy 
contacts told us was considered unprofessional by legal 
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practitioners. By the end of 2006 the KY had submitted the 
names of 18 judges to the Supreme Court for disciplinary 
action. Seven judges were suspended by the Court for periods 
of between six months and two years, representing a modest 
success for the KY. The rest received written reprimands. 


Mounting Altercation with the Supreme Court 


6. (SBU) The light punishments led some KY members to 
complain about lack of support from the Court, many of whose 
members were opposed to judges being subject to supervision 
by a body outside the Court\'s control. The KY\'s public 
criticism of the content of judicial decisions, in turn, led 

to complaints by judges and other legal experts that the KY 
had gone beyond its mandate and was now second-guessing 
judges\' decisions in the manner of an appellate court. 


7. (SBU) As the debate grew more contentious the KY took aim 
at the Supreme Court itself. In January 2006, the KY issued 

a list of Justices that it considered to be \"problematic\" and 
recommended that President Yudhoyono compel all 49 Supreme 
Court Justices to undergo \"re-evaluation\" to determine 

whether they were suitable to continue to serve on the court. 
Despite initial expressions of support, Yudhoyono did not 

take any action on the proposal. No official explanation was 
ever given for this, but the effect was to further damage the 
KYVs public image and public confidence in its effectiveness. 
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8. (SBU) Undeterred, the KY then requested that Chief Justice 
Bagir Manan appear before it to answer questions about 
bribery allegations made by the lawyer of Probo Sutedjo, a 
prominent businessman who had been convicted on corruption 
charges. Manan refused, stating that he had already given 
testimony to the Anti-Corruption Commission (KPK), the legal 
authority investigating the case. While this conflict was 
playing out in the press, the Supreme Court struck back: 

more than 30 Justices filed suit against the KY with the 
Constitutional Court, claiming that the legal basis for the 

KY\'s judicial oversight role was ambiguous, and that KY 
actions were threatening judicial independence. The 
Constitutional Court agreed, ruling on August 23, 2006 that 
the provision granting the KY the power of judicial oversight 
was unconstitutional. 


Supreme Court Nominees: A Flawed Process 


9. (SBU) The KY\'s other major responsibility, the nomination 

of candidates to fill vacancies on the Supreme Court, has 

also remained largely without effect. One legitimate 

criticism that can be leveled against the KY is that the 

number of candidates that the KY submitted to Parliament for 
consideration was less than the number required. According 

to the authorizing legislation, the KY should nominate three 
candidates for each vacancy on the court, i.e. 18 candidates 

for the six vacant seats. However, after reviewing some 130 
candidates, the KY submitted only six names to Parliament, 

i.e., one for each vacancy. Parliamentarians publicly 

criticized the move, which was interpreted by some as an 
attempt to reduce Parliament\'s role to that of a rubber 

stamp. The legislature eventually decided to put off 
consideration of the six until the KY submitted the 

appropriate number of names. The KY immediately reopened the 
nomination process and invited the Supreme Court and NGOs to 
submit nominees. Press reports state that 59 names have been 
submitted so far; 33 of these were among those whom the KY 
had rejected in 2006. 


10. (C) Aside from the number of candidates, criticism has 
also surfaced about the quality of the six who were nominated 
and the selection process itself, which included an essay 
exercise, a health examination, and a psychological 
assessment which KY members describe as a moral 
examination. One legal expert privately described the 
assessments as more suitable to college entrance requirements 
than to tests for high court judges, whom he said should be 
judged based on their prior case decision records. Moreover, 
one of the six nominees is currently under investigation for 
corruption allegations. Justice Djoko Sarwoko told us that 
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members of the Supreme Court were disappointed that only two 
of the six nominees submitted to Parliament had any prior 
experience as judges. Perhaps most damaging to the KY\'s 
future, Aulia Rahman, who serves on the Parliamentary 
Sub-committee responsible for evaluating the nominees, 
confided that he no longer has confidence in the KY\'s 

capacity to recruit good candidates. 
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Losing support 


11. (SBU) The KY continues to have supporters in the press 
and the NGO community, for whom its goals remain relevant, 
despite the KY\'s missteps in execution. The August 23 
Constitutional Court decision was widely criticized, with 
Attorney General Abdul Rahman Saleh and others publicly 
declaring it a \"victory for corruptors.\" However, the KY\'s 
credibility within the judicial community, which has viewed 

it with suspicion from the start, has clearly fallen. So has 

its support in Parliament. Several contacts told us that the 
KY is no longer respected by the members of other legal 
institutions and asserted that its leadership was more 
interested in garnering headlines than in serving the public 
interest. Moreover, six months after the August 23 decision, 
Parliament has yet to take any action to restore or otherwise 
redefine the KY\'s supervisory function, despite considerable 
public support for doing so. The Judiciary\'s implicit 
aversion to external oversight made it inevitable that the 
KY\'s mission would be problematic. However, its own poor 
performance has alienated many of its supporters within the 
DPR and left it nearly toothless. The KY will need to change 
course significantly if it is to play a constructive role as 

an instrument of reform. 
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E.O. 12958: DECL: 02/26/2016 

TAGS: PHUM, PGOV, PREL, ASEAN, BM, ID 

SUBJECT: USG PUSHES INDONESIA TO HELP STOP STATE SPONSORED 
RAPE IN BURMA 


REF: A. A) STATE 20000 
B. BJJAKARTA 429 


Classified By: POLOFF SANJAY RAMESH FOR REASONS 1.4 (b) and (d) 


1. (C) Summary: During his February 19-20 visit to Jakarta, 
Special Representative for Social Issues, Ambassador Grover 
Joseph Rees, conveyed the USG\'s concern over the Burmese 
government\'s use of rape as an instrument of violence in 

three separate meetings with Indonesian Department of Foreign 
Affairs (Deplu) officials. He urged Indonesia to use its 
leadership role in ASEAN, as well as its bilateral 

relationship, to press the Burmese junta to immediately stop 
this intolerable practice. 


2. (C) While Deplu officials deplored government-sponsored 
rape in principle, they asked for reports backing the USG\'s 
allegations and steered clear of firm commitments to tackle 
the issue. Indonesia\'s approach to Burma was one of 
engagement not confrontation. Director for International 
Security Affairs Desra Percaya spoke at length on how pushing 
a Security Council resolution had backfired and claimed 
Indonesia might have supported the resolution if language on 
ASEAN had been inserted. Officials also claimed that other 
countries had declined to support Indonesian suggestions for 
a resolution about Burma in the Human Rights Council. 
Percaya described the attempt in Cebu to have three ASEAN 
nations to work with Burma as unlikely to be successful. End 
Summary. 


Delivering the Message 


2. (C) On February 19 and 20, Special Representative for 

Social Issues, Ambassador Rees, told Deplu officials that 
Burma and Sudan were the only two countries whose 
governments systematically use rape as an official instrument 

of violence exclusively against vulnerable minorities. The 
Burmese junta used rape to oppress, demoralize and control 
restive minorities. Pointing out that a \"gradual roadmap 
approach\" and incremental measures such as strengthening the 
justice system or law enforcement were totally insufficient 

to stopping rape in Burma, Amb. Rees urged the international 
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community to take immediate action to make the Burmese junta 
stop this gross violation of human rights. He noted that 

though the recent UN Security Council resolution censoring 
Burma had failed to pass, it received nine of fifteen votes 

on the UNSC, and that all the Council members acknowledged 
the problems that existed within Burma. 


3. (C) Amb. Rees told Deplu officials that Indonesia is in an 
excellent position to assist in efforts to persuade the 

Burmese regime to stop systematically raping minorities. 
Indonesia\'s influence derived from its status as an emerging 
democracy and world\'s largest Muslim country, a member of the 
UN Security Council (UNSC) and Human Rights Council (HRC), 
and a natural leader of ASEAN with strong bilateral ties to 
Burma. Ambassador Rees urged the GOI to use various 
bilateral, regional, and international fora to compel Burma 

to stop state-sanctioned rape. He suggested that Indonesia 
work with like-minded countries to introduce a Human Rights 
Council resolution censoring the Burmese government\'s use of 
rape. Ambassador Rees said that by taking a strong and 
principled stand on this issue, Indonesia had the chance to 
assume a global leadership role in promoting human rights. 

He said the USG would provide Indonesia with several credible 
reports documenting widespread rape targeted at minorities 
such as the Karen, Shan, and Chin. 


Indonesia Trying to Engage Burma 


4. (C) Deplu Director for East Asian Affairs Yuri Thamrin, 

told Amb. Rees that Indonesia shared USG concerns over lack 
of human rights in Burma and characterized government 
sponsored rape as \"intolerable.\" However, he noted, 
Indonesia differed with the U.S. over the means to influence 
Burma. He explained that Indonesia had abstained from voting 
\"yes\" on the UNSC Burma resolution because it was the wrong 
forum in which to address the Burma issue. Thamrin said 
Indonesia had explored holding a HRC special session on 
Burma. However, this idea was dropped due to the Non-Aligned 
Movement\'s and Indonesia\'s long-standing opposition to 
country-specific UN resolutions. 


5. (C) Thamrin said Indonesia was committed to pushing Burma 
towards democracy, but warned against \"simplistic approaches\" 
that could alienate the Burmese junta. Democracy, rule of 

law, and human rights were still emerging norms within 

ASEAN,\" and that Burma needed to be \"encouraged\" on the right 
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path. During the previous week\'s Indonesia-Burma Joint 
Commission meetings, Indonesia had explored several 
mechanisms to influence Burma, including training Burmese 
military in the Indonesian staff-college, cultural exchanges, 
and trade fairs (note: on February 14-15, the foreign 

ministers of Indonesia and Burma kicked off the first meeting 
of their bilateral WJoint Commission\" and discussed 
cooperation in the economic sphere, energy, defense, trade, 
education, etc. See septel readout). In these meetings, 
Indonesia tried unsuccessfully to get information about Aung 
San Suu Kyi\'s continuing imprisonment and the possibility of 
future release. Thamrin regretted that Burma\'s powerful 
neighbors, India and China, were actively engaging the regime 
and vying for influence without regard to Burma\'s lack of 
democracy, providing the regime with less incentive to reform 
itself. Thamrin asked Ambassador Rees to send him 
documentation on rape in Burma and promised to \"discuss the 
issue\" with Foreign Minister Wirajuda and \"await further 
instructions from the Minister.\" 


Human Rights Office Unaware of Rape Charges 


6. (C)Deplu Director for Human Rights and Humanitarian 
Affairs Wiwiek Firman said that while she was aware of human 
rights violations in Burma such as forced labor, this was the 
first time she had heard of instances of 
government-sanctioned rape. However, she said Indonesia was 
extremely sensitive to rape, in part due to its own history 

in Aceh and East Timor where human rights groups alleged 
widespread rape by the security forces. In addition, Firman 
said Indonesian NGOs were deeply concerned about women\'s 
rights and rape and that these NGOs actively worked with 
Deplu to influence foreign policy. Consequently, Firman told 
us she was alarmed at reports of state-sponsored rape in 
Burma and asked that we send her the relevant information. 


7. (C) Ambassador Rees asked for Indonesia\'s support on four 
upcoming UN resolutions: 


-- An HRC resolution on religious intolerance. Ambassador 
Rees asked Indonesia to help the U.S. ensure that this 
resolution did not solely focus on intolerance against 
Muslims, leaving out intolerance (including violence) against 
Jews, Christians, Buddhists and others; 


-- An HRC resolution on technical assistance on democracy, 
particularly to countries with poor human rights records; 


-- A Commission on the Status of Women (CSW) resolution 
sponsored by the U.S. on forced and early marriage; and 
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-- A Commission on the Status of Women (CSW) resolution 
sponsored by the U.S. on female infanticide and prenatal 
screening for gender. 


Firman expressed great interest in the texts of the CSW 
resolutions and suggested that Indonesia would be inclined to 
support resolutions on those topics. 


UNSC Burma resolution \"a mistake!" 


8. (C) On February 20, Director for International Security 
Affairs Desra Percaya described the USG\'s attempt to pass a 
UNSC resolution on Burma as \"not wise\" and a \"mistake.\" 
Percaya said Indonesia had advocated a \"gradual escalation\" 
in the UNSC, starting with a presidential statement and then 
slowly moving to a resolution and possible sanctions. By 
Vrushing the process, the USG had ended up with a vetoed 
resolution which in effect gave the Burmese junta \"the upper 
hand.\" Percaya also claimed that the resolution was \"too 
broad\" and that it left out the critical role of ASEAN in its 
operative paragraphs. 


9. (C) In a surprising assertion, Percaya claimed Indonesia 
had unsuccessfully tried to insert language on ASEAN. 
Peracaya hinted that Indonesia would have supported the UNSC 
resolution had it included language on ASEAN. PolCouns 
challenged this assertion saying that no indication had been 
given by GOI officials in Jakarta that there was a desire for 
ASEAN-specific language. Percaya suggested that he had 
supported voting for the resolution but that his minister did 
not agree. He made a point of telling his staff not to 

include his statements on this point in their record of the 
conversation. Percaya said that while the U.S. and Indonesia 
agreed on the ultimate goal of bringing about democracy in 
Burma, they differed in their approach. 


10. (C) Percaya said that Indonesia had explored different 


JAKARTA 00000515 003 OF 003 


strategies to influence Burma such as: 


--Raising Burma in the HRC, although the idea was 
unsuccessful, he claimed, due to lack of support from other 
countries, including the EU. Percaya also noted that the 
\"old\" Indonesian position has been to oppose all 
country-specific human rights resolutions, but he hinted that 
this position might be subject to change. 
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--Proposing a trilateral commission composed of Indonesia, 
Singapore, and the Philippines to work with Burma during the 
ASEAN Cebu summit earlier this year (previously referred to 
as a \"troika\" in reftels). Percaya indicated that this idea 
was unlikely to be go very far, blaming the timing of the 
Security Council vote. 


Percaya said the failed UNSC resolution as well as the 

stalled attempts to raise Burma in the HRC and form a 
trilateral commission had \"left us stuck.\" He concluded that 
it was important to keep Burma firmly within ASEAN, and 
warned against taking actions that could push Burma closer to 
China. 


11. (C) During the course of the conversation, Polcouns 
delivered the reftel A demarche urging Indonesian support for 
action in Burma in all available international fora. 


12. (C) Comment: In response to Ambassador Rees\'s message on 
government-sponsored rape in Burma, Deplu officials sounded a 
sympathetic note and deplored rape in principle. They asked 

for the USG to provide Indonesia substantiating reports, but 
steered clear of firm commitments. The comments alleging 

that Indonesia explored pursuing a resolution in the HRC were 
surprising given Indonesia\'s consistent opposition to 

resolutions targeted to specific countries (except Israel). 

We do not believe that the GOI will suddenly change its 

position in this regard, but recommend that Missions Geneva 
and/or New York challenge the Indonesian delegations on this 
point. Desra Percaya\'s description of events surrounding the 
UNSC resolution lacked credibility, notably on the ASEAN 
language. It is unusual for someone who until recently was 

the Minister\'s Chief of Staff to be openly suggesting a 

different point of view, including to Parliamentarians 

(septel). When received from the Department, we will forward 
the requested information on rape to the above Deplu offices. 
End Comment. 


13. (U) Ambassador Rees has cleared this message. 
HEFFERN 


97974 

OO RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 
DE RUEHVJ #0444/01 0570625 

ZNY CCCCC ZZH 

O 260625Z FEB 07 

FM AMEMBASSY SARAJEVO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5532 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE IMMEDIATE 
RUFOAOA/USNIC SARAJEVO IMMEDIATE 


Column 3 
RHEHNSC/NSC WASHDC IMMEDIATE 
XMT AMCONSUL STRASBOURG IMMEDIATE""CONFIDENTIAL SECTION 01 OF 02 SARAJEVO 0( 
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E.O. 12958: DECL: 02/24/2011 

TAGS: KCRM, KJUS, EUN, PREL, PGOV, BK 

SUBJECT: BOSNIA: POLITICIANS BLAME INTERNATIONAL COMMUNITY 
FOR BREAKDOWN OF POLICE REFORM NEGOTIATIONS 


REF: A. SARAJEVO 293 
B. 06 SARAJEVO 3271 
C. 06 SARAJEVO 2999 AND PREVIOUS 


Classified By: Ambassador Douglas L. McElhaney. Reasons 1.4 (b) and (d) 


1. (C) SUMMARY: Taking diametrically opposed positions, 
Federation-based and Republika Srpska-based political leaders 
reached an impasse following a week of increasingly 
confrontational negotiations over adopting a Draft 
Implementation Plan for Police Reform (the Implementation 
Plan") (REF. B). The OHR Principle Deputy High 
Representative (PDHR), German EU Presidency Ambassador and 
U.S. Ambassador tried to facilitate a compromise consistent 

with the three EU principles. However, Bosniak leaders 

rejected what they viewed as further dilution of the plan. 

Croat party heads took a neutral stance during discussions. 

The international community, particularly the High 
Representatives\' office, came under heavy criticism in the 

media for appearing to make excessive concessions to RS Prime 
Minister Dodik, and also from Dodik, for allegedly siding 

with the Bosniaks. Council of Ministers Chair Spiric proved 

to be an ineffective mediator, unable (or unwilling) to focus 

the discussions. At this point, it appears unlikely the EU 

will be able to initial an SAA with Bosnia any time soon. 

END SUMMARY. 


2. (U) Between February 16-24, BiH Council of Ministers Chair 
Nikola Spiric hosted a series of lengthy, increasingly 

contentious political negotiations on adopting the Police 

Reform Directorate\'s (PRD) Draft Implementation Plan for 
Police Reform (the Implementation Plan) (REF. C). OHR, EU 
Special Representative, the German Ambassador (as EU 
Presidency representative) and U.S. Ambassador attended the 
sessions. 


3. (U) Serb leader Dodik said he was willing to make 
\"significant concessions,\" e.g., accepting the state-level 
Ministry of Security\'s exclusive authority to set police 
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policy and overall budget levels. However, embedding his 
devil in the details, he insisted that the RS Ministry of 
Interior control the implementation of that budget, and a 
\"Ministerial Board\" be created to choose the local police 
chiefs. The board would include political appointees such as 
the RS Minister of Interior. As OHR pointed out, these 
provisions directly undercut the three EU principles, i.e., 
no political interference with police, state-level 

legislative and budgetary control, and local police areas 
determined by operational efficiency, rather than political 
considerations. 


4. (U) Bosniak (SDA) leaders Sulejman Tihic and (SBiH) Haris 
Silajdzic, as well as Zlatko Lagumazija, maintained that 
political agreement to accept the three EU principles had 
been reached in 2005, and that the current Implementation 
Plan was \"already a compromise, not the basis for a new 
compromise.\" HDZ-1990 head Martin Raguz and HDZ-BiH head 
Dragan Covic said they were willing to accept the report 

as-is. However, if there were a new discussion aimed at 
retaining the RS police in some form, the Croat parties would 
insist that the cantonal police receive the same 

consideration. 


5. (C) In an effort to bridge the gap, the High 

Representative\'s office put forward a proposed addendum to 
the Implementation Plan, which allowed for a Ministerial 

Board with advisory functions. The parties were invited to 
comment on the draft addendum. (NOTE: The Ambassador had 
shared the addendum with Dodik in Banja Luka on February 20 
in advance of the following session in the hopes that Dodik 
would see it as a way to save face in the RS while still 

accepting the essential reforms. END NOTE.) However, instead 
Dodik seized the opportunity to again undercut the 
Implementation Plan. At the February 21 talks, he suggested 
including language that effectively negated all three EU 
principles. At that point, Bosniaks Silajdzic and Tihic 
announced they would not participate in further discussions. 

It was clear the negotiations were at a stand-still. 


6. (U) The February 23 session lasted only 10 minutes. 
Silajdzic and Tihic declined to attend and sent no party 
representatives. Lagumdzija declared the talks a farce and 
walked out. Dodik continued to bluster in the media that he 
was trying to find common ground, but not at the expense of 
his RS constituency. The High Representative sent a letter 

to all the parties encouraging them to continue trying to 

reach agreement, but insisting that the three principles were 
non-negotiable. (NOTE: Embassy has sent a copy of the joint 
letter to EUR/SCE.) Unfortunately, in the local media 
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politicians portrayed this letter as further proof that the 
internationals were cow-towing to Dodik. At his meeting with 
Silajdzic on February 24, the Ambassador, together with the 
German and British ambassadors, urged him to remain engaged 
in the dialogue. Silajdzic appeared receptive, but made no 
specific commitments. 


7. (C) COMMENT: These were negotiations in name only, as 
neither Dodik nor the Bosniak parties had any intention of 
bending on their respective positions. They preferred 
instead to posture to each other and in the media. In the 
first significant test of his leadership since becoming the 
Council of Ministers Chair, Spiric showed initiative in 

bringing the parties together to try to reach concensus on 
police reform. Unfortunately, he proved to be an 

ineffective, and not altogether neutral, mediator. While he 
made many emotional appeals to the group to reach a 
compromise, Spiric did not offer any substantive suggestions 
to move the discussion forward. More significantly, he 
seemed unwilling or unable to persuade Dodik to modify the RS 
stance. 


8. (C) COMMENT (cont.): Bosniak politicians seized on the 
proposed addendum and the High Representative\'s letter to 
decry international bias towards placating Dodik. At the 

same time, Dodik used the documents as further proof the 
internationals were trying to impose conditions that favored 

the Federation at the RS\'s expense. After his key role in 

the successful Defense Reform process, Bosnian expectations 
were high that the Principle Deputy High Representative would 
salvage the floundering Police Reform process (REF. A), and 
the media singled him out for harsh criticism as this week 
unfolded. The Ambassador has supported the negotiations and 
remind the public that the political leaders, not the 
internationals, are responsible for the current impasse. 
Unfortunately, their headline-grabbing tactics overwhelmed 
efforts to explain the nuances of the High Representative\'s 
office\'s position, particularly with regard to the proposed 
addendum. 


9. (C) COMMENT (cont.): Time is quickly running out, casting 
a huge shadow over chances that the EU and the Bosnian 
government will be able to initial an SAA agreement in the 
near future. The inter-party discussions might benefit from 

a cooling-off period at this point. During this time, 

Embassy will seek to impress upon key Bosnian leaders the 
negative implications for the SAA and Bosnia\'s future of 
their unwillingness to make progress, and already has begun 


Column 3 

to lobby major party leaders to meet in a closed session to 
try to find common ground. END COMMENT. 
MCELHANEY 
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E.O. 12958: DECL: 02/24/2017 
TAGS: PREL, MOPS, SO, YE 
SUBJECT: YEMENIS REVIEW REGIONAL ISSUES WITH CODEL REYES 


Classified By: AMBASSADOR THOMAS C. KRAJESKI, FOR REASONS 1.4 (B) AND ( 
D). 


1. (C) SUMMARY: During meetings on February 19, President 
Saleh and Foreign Minister Abu Bakr al-Qirbi reviewed for 
visiting CODEL Reyes Yemen\'s views on Somalia, Iraq, Syria, 
Iran and Afghanistan. The Yemenis expressed support for the 
USG\'s approach in Somalia, voiced grave concern over Iran\'s 
meddling in the region, and urged that the United States 
re-engage with Syria to remove that country \"from its embrace 
with Iran" The USG must talk to all political actors in 

Iraq and Afghanistan, including al-Qaida and the Taliban, in 
order to achieve progress in those countries. You cannot 
spend all of your time talking only to your friends," Saleh 
advised, because you already know what they think. You must 
also talk to your enemies. END SUMMARY 


2. (C) President Saleh told a Congressional Delegation led 
by Rep. Silvestre Reyes that he considered the group \"one of 
the most important delegations to visit Yemen in a long time" 
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and for that reason wished to share his views on a wide range 
of regional topics. Saleh, who normally receives visitors 

for no more than 45 minutes, spoke with the group for 90 
minutes, assuring the congressmen that Yemen\'s 
counter-terrorism work with the United States \"is not 
seasonal -- we will continue until we get rid of terrorists 
completely.\" Yemen realizes that the damage caused by 
terrorism affects not only the United States, but the entire 
world. 


IRAQ 


3. (C) Saleh began his tour d\'horizon with Iraq, noting that 
the coalition forces\' failure there began when Ambassador 
Bremer \"supported Iraqis taking revenge on Baathists\" by 
dismissing the army, security fores and bureaucrats, who then 
became part of the resistance. Saleh said he had advised 
previously that U.S. forces should re-deploy to bases outside 
the cities, let Iraqis run their own affairs, and not \"get 

killed in the streets.\" The USG should sponsor a dialogue 
with all political forces in Iraq, to include not only the 

Sunnis and Shia, but also Baathists, al-Qaida and the 
insurgents. \"You cannot talk only to your friends,\" Saleh 
advised, \"because you already know what they think. You must 
also talk to your enemies.\" Saleh then offered to put the 
Congressmen in contact with a number of retired Baathist 
generals now living in Yemen and Syria who could promote 
stability in Iraq and counter \"Shia influence in the region 

from Iran.\" 


IRAN 


4.(C) Turning to Iran, Saleh said that that country is 
\"behind all the problems in the region,\" from southern Saudi 
Arabia to Najaf, and from Lebanon to Bahrain. Iran is 
\"supporting twelver extremists here\" in order to \"settle 
scores with the United States,\" Saleh said, referring to 
supporters of Abdulmalik al-Houthi in the Saada province of 
Yemen. 


5. (C) Asked by Congressman Darrell Issa how the USG could 
pull Syria away from its alliance with Iran, Saleh said the 
USG must take a \"deep breath" and re-engage in a dialogue 
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with Syria. \"It is not something you can resolve in 24 
hours,\" Saleh said, \"but it must be done.\" The international 
community, led by the United States, must \"convince Syria 
that it is secure, because the more we pressure Syria, the 
closer it moves to Iran.\" Saleh said that he had \"advised 
Bashar a lot and he has learned a lot,\" and Saleh was 
convinced that Syria would \"play a positive role\" should the 
USG seek to re-engage it. 


SOMALIA 
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6. (C) Saleh reiterated his support for the USG approach in 
Somalia, noting that the International Contact Group on 
Somalia met recently with Yemen in attendance in order to 
\"discuss ways to prevent that country from becoming another 
safehaven for terrorists like Afghanistan was." 


7. (C) Saleh advised the CODEL that the USG must \"dialogue 
with the Taliban,\" because the current government in Kabul is 
a \"burden on your shoulders\" and cannot control the whole 
country. This dialogue could be conducted in cooperation 

with Pakistan. 


8. (C) Congressman Reyes thanked Saleh for his candid views, 
noting the role of Congress in overseeing foreign affairs 
agency, but not actually making foreign policy. He said he 

was interested in pursuing Saleh\'s offer to put the 
Congressmen in contact with Iraqi Baathist generals. 
Representative Reyes also said he hoped that more 
congressional delegations would visit Yemen in the near 

future to further develop our strong bilateral relationship. 


9. (U) CODEL Reyes did not have an opportunity to clear this 
cable. 
KRAJESKI 
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Classified By: AMBASSADOR THOMAS C. KRAJESKI, FOR REASONS 1.4 (B) AND ( 
D). 


1.(C) SUMMARY: President Saleh asked CODEL Reyes on 
February 19 to support on an urgent basis the Yemeni 
Government\'s military campaign against insurrectionists in 
Saada with intelligence, equipment and armored vehicles. 
Interior Minister Rashad al-Alimi warned that anti-government 
fighters in Saada are also planning to hit Saudi oil 

facilities, so the USG and Yemen must \"act now\" to stop them. 
The Minister handed the CODEL a file that he said 
substantiated the GovernmentVs claims of Iranian involvement 
in the conflict. Embassy reviewed the file and did not find 

any evidence to support allegations of links between the 
insurrectionists and Iran. END SUMMARY 


2.(C) During an unusually lengthy meeting with visiting 
CODEL Reyes that covered a number of other topics (septel), 
President Saleh reiterated his request to Ambassador the 
previous day for USG support to the Yemeni Government for its 
military campaign in Saada. Saleh said that 50 government 
soldiers had been killed and 250 injured in just one week of 
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fighting, and the Government urgently needs intelligence, 
equipment and armored vehicles in order to counter fighters 
loyal to Abdulmalik al-Houthi. Saleh said the USG should 
consider bringing the vehicles from a nearby location, such 
as Jordan, Oman or Turkey, as this is a time-sensitive 
request. 


3. (C) Ina separate meeting hosted by Foreign Minister Abu 
Bakr al-Qirbi and Minister Alimi, Political Security 

Organization Director Ali al-Qamish explained, \"We believe 
the al-Houthi problem comes directly from Iran.\" The Iranian 
regime wants influence in the region by working through 
groups that are ideologically sympathetic, he said, in 

Lebanon, Iraq and Yemen. Iran began culturally preparing 
Yemenis in Saada in the 1990s, and are now hoping to replace 
the Government in Saada, and perhaps all of Yemen. The 
al-Houthis were responsible for planning to attack the 
Embassy with rockets and assassinate the Ambassador in 2005. 
They take advantage of emotions on the street" by adopting 
the slogan, \"Death to America, Death to Israel" Qamish 
explained. 


4. (C) The al-Houthis, Qamish continued, depend on Iran as 
their main funding source," as well as individuals from 
Bahrain, Qatar and elsewhere who \"share their belief in 
twelver Islam.\" Because of the tension between Libya and 
Saudi Arabia, the Libyan President also provides funding to 
the al-Houthis, in order to \"settle scores with the Saudis.\" 
The Government tried to solve the Saada conflict through 
dialogue, but the al-Houthis insist on carrying weapons 
against the state, Qamish explained. National Security 
Bureau Deputy Director Ammar Saleh, who was also in the 
meeting, added that Yemen needs U.S. support to counter the 
spread of Iranian influence and for \"fighting these 

terrorists just like we do al-Qaida.\" (NOTE: Neither Qamish 
nor Ammar Saleh provided any intelligence to support their 
claims. END NOTE) 


5. (C) Minister Alimi asserted that the al-Houthis \"have 

plans to hit Saudi oil facilities,\" according to informants 

among the Shia community in Saudi Arabia, information that 
Alimi said has been passed to the Saudi intelligence 

services. \"We warned you two and a half years ago that a 
Taliban-like regime was forming in Somalia, but you did not 
listen to us,\" Alimi stated. \"We are warning you again about 
the al-Houthis, and you must act.\" The Minister then handed 
Congressman Reyes a file that he said substantiated Yemen\'s 
allegations of Iranian involvement. 


6. (C) Embassy\'s review of the file revealed letters from an 
unclear source requesting equipment and training from someone 
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in Iran, claiming that the northern tribes of Yemen were 

Vready for an Islamic revolution." The file also contained a 
number of documents related to the trial and sentencing of 
Judge Yahya Hussein al-Dailami and cleric Mohamed al-Muftah, 
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who were convicted of being agents of Iran. (NOTE: Both men 
were pardoned and released from prison in May 2005. END 
NOTE) Also in the file were documents related to the alleged 
plans in 2005 for a rocket attack against the Embassy and 
assassination of the Ambassador. The file also included a 
threatening letter from a man claiming to be associated with 
the al-Houthis to the Jewish community in Saada. 


7.(C) COMMENT: For President Saleh and his senior security 
team, the al-Houthis\' educational and religious links to Iran 
and Tehran\'s meddling in other countries in the region appear 
to be enough to convince them that an Iranian hand is behind 
the current phase of the al-Houthi insurrection, which has 
been going on for the past three years. Based on the 
information the Yemenis have provided thus far, however, 
Embassy is not ready to make that leap of faith. The same 
holds true for the Yemenis\' allegations regarding the 

Libyans. Embassy is aggressively following up with Yemeni 
officials to track down information on any such foreign 

links, and will report any developments in that regard. 


8. (C) We will report our thoughts on Saleh\'s request for 
equipment and vehicles septel. 


9. (U) CODEL Reyes did not have an opportunity to clear this 
cable. 
KRAJESKI 
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TAGS: ECON, EFIN, ETRD, KTDB, PGOV, UG 


SUBJECT: UGANDA\'S MUSEVENI PRAISES U.S. AND AGOA 
REF: KAMPALA 000160 


1. President Museveni expressed gratitude to the United States 
for opening its markets. In a speech on February 23 celebrating 
the first shipment of 100 percent Ugandan made organic cotton 
t-shirts to the United States, Museveni said, \"the fact that 

the eleven trillion dollar U.S. market is opened for Uganda 
should be headlines in all the newspapers... this is a gold 
mine." Museveni, chastised Ugandan radio and television 

for not emphasizing these benefits in their reporting. 

The President continued and stated, \"That is why l am a 

good friend of the US.\" He said his friendship is conditional 

on the U.S. being \"interested in his interests.1 He compared 
the U.S. allowance of 6,500 duty free import products to the 
Chinese allowance of only 440 import products and noted that 
he once closed the Chinese Embassy before they started to 
open their market. 


2. Museveni praised the staff of Phenix Logistics the 

textile firm making this shipment to the U.S. market under 
the African Growth and Opportunity Act (AGOA). Museveni 
stressed the importance of adding value to Uganda raw 
materials in order to expand Uganda\'s export market. 

He stated, when Uganda supplied only unprocessed cotton 
to the European market they made one US dollar per kilo, 
while the Europeans processed the cotton and sold it for 
fifteen dollars". Museveni added \"this is like us 

providing 14 dollars of aid to Europe on every kilo 

of cotton." 


3. Museveni explained his recipe for economic success. 

He said Uganda needs: value added export goods; expanding 
trade in the East African markets; better utilization of 

raw materials; government facilitation of operators and 
entrepreneurs; and a healthy infrastructure. 

BROWNING 
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SUBJECT: UGANDA: FEBRUARY ECONOMIC REVIEW 
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1. Summary: Phenix textiles shipped its first consignment 
of 100 percent Ugandan made organic cotton t-shirts to the 
United States. Uganda has been designated to lead African 
countries in the next round of World Trade Organization 
(WTO) negotiations. The Gates Foundation is providing 
over USD 15 million to establish microfinance banks in 

five African countries, including Uganda. Energy Minister 
Migereko is seeking investors to develop 48 small hydro 
power projects across Uganda to diversify its power 
generation base. The Energy Ministry is also distributing 
800,000 free energy efficient bulbs in an effort to save 

30 megawatts of power. The IMF reports that Uganda\'s 
transportation infrastructure is among the worst in Africa 
and hinders future economic growth. New legislation containing 
whistleblower protections have been drafted and will soon 
be before Parliament in an effort to combat corruption. 

The Millennium Challenge Corporation (MCC) has approved 
funding for a GOU program to fight corruption over the 

next two years. End Summary. 


2. Phenix Logistics, a textile firm, exported to the United 
States its first consignment of 50,000 organic cotton t-shirts. 
The company held a celebration on February 23 attended by 
President Museveni and the U.S. Ambassador. The clothing 
is the first that is 100 percent Ugandan made to be sold in 
the U.S. market benefiting under the African Growth and 
Opportunity Act (AGOA). Phenix is anticipating additional 
orders from the purchaser Edun, a socially conscious clothing 
brand owned by U2 rock band lead singer Bono. 
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3. Uganda was chosen to lead the African countries in the 

next round of World Trade Organization (WTO) negotiations. 
The WTO Director General, Pascal Lammy, announced on February 
3 that Uganda was selected because of political and economic 
stability and its open policy on trade policy. Uganda will 

be responsible for organizing all African positions in the 

WTO and seeking consensus between African members and the 
WTO for the next round of talks. The talks are likely to 

focus on removal of domestic farm subsidies and export 
subsidies by developed countries as well as increased access 

to their markets for developing countries. 


4. The Gates Foundation has awarded USD 15.4 million to 
Opportunity International to establish commercial microfinance 
banks in Africa. The five-year program in the Democratic 
Republic of Congo, Kenya, Rwanda, and Uganda will also expand 
on existing operations in Ghana. The Opportunity bank in 

Uganda hopes to open before the end of 2007. 


5. The Ministry of Energy, Daudi Migereko, has announced a 
tender to develop 48 small hydropower projects around Uganda 
to improve rural electrification. Some sites already have 
adequate feasibility studies completed and are available for 
competitive bidding. Hydropower plants with a capacity below 
10 megawatts can be owned by investors in perpetuity. 

The Ministry will work with investors to develop a Purchasing 
Power Agreement and the necessary licenses after water permits 
and environmental assessment studies have been completed. 
Less than 8 percent of Uganda is on the national grid. 

The poor quality of transmission lines causes a significant 
amount of power to be lost. Power bleeds off from lines that 
are too small. Also lines are frequently vandalized by 

thieves stealing cable for resale. Uganda is seeking to develop 
smaller regional power generation projects (hydro and thermal 
generators) that would support the surrounding community. 


6. In an effort to reduce power demand in peak hours, the 
Ministry of Energy is distributing 800,000 free energy efficient 
bulbs. The ministry hopes the move will save 30 megawatts of 
power. According to State Minister for Energy, Simon D\'Ujanga, 
the power distribution entity Umeme will be responsible for 
allocating the bulbs. Umeme will trade its customers three of 
the energy efficient bulbs for three of their regular 
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incandescent bulbs. The incandescent bulbs will then be destroyed. 
In addition, the GOU removed a 25 percent import duty and an 
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18 percent value added tax on energy saving bulbs of 20 watts 
and below. The GOU anticipates lower priced energy efficient 
bulbs will increase their use by consumers. 


7. The International Monetary Fund has released a 2007 report 
taking stock of the Ugandan economy. The report stated that 
Uganda\'s roads, railroads and other infrastructure are Wamong 
the worst in AfricaW and were insufficient to support future 
economic growth. The report also states that Uganda needs to 
strengthen its policies to combat corruption as well the 
\"government\'s willingness to take on difficult (corruption) cases." 


8. Tower Resources, based in the U.K., has secured a license 

to explore for oil just north of the parcels that yielded oil 

discoveries for Tullow Oil (U.K.) on the shores of Lake Albert. 
Tower recently merged with Neptune Petroleum (U.K.), which holds 
several licenses for oil exploration in Uganda, but has yet to 

make a discovery. Tower also owns two exploration projects in 
Namibia and hopes to begin drilling in Uganda in 2008. 


9. The Ugandan Cabinet has approved a new draft legislation 
which would provide whistleblower protection to individuals 
who report instances of fraud and corruption. The legislation 
still has to be approved by the Parliament to become law. 
Uganda will also need to take steps to ensure the law is 
implemented. 


10. The Millennium Challenge Corporation (MCC) has approved 
funding for a GOU program to fight corruption. The USD 10.4 
million Threshold Country Program (TCP) will provide technical 
assistance, training, and equipment to GOU anti-corruption 
agencies and civil society organizations over two years. 

The United States Agency for International Development will 
oversee implementation of Uganda\'s Threshold Program on 
behalf of the MCC. 

BROWNING 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PARM, PREL, JA, UNGA 

SUBJECT: NUCLEAR TERRORISM CONVENTION: \"NUDGE\" COULD HELP 
JAPAN RATIFY; PHYSICAL PROTECTION CONCERNS REMAIN 


REF: 07 TOKYO 00742 


Classified By: Charge d\'Affaires Joe Donovan for reasons 
1.4(b) and (d) 


1. (U) NOTE: This is an action request -see par. 5. 


2. (C) Summary: On February 9, MEXT Nuclear Safety 
Division Officials suggested that U.S. encouragement of G8 
allies to ratify the Nuclear Terrorism Convention could 
positively impact their efforts to achieve ratification by 

the Japanese Diet. Responding to U.S. concerns about 
physical protection of nuclear facilities, MEXT explained 

that an assessment of the local threat level did not justify 
posting armed guards at the Tokai-Mura facility, and that the 
GOJ is constitutionally prevented from requiring background 
checks of nuclear workers, due to privacy considerations (End 
Summary). 


3. (SBU) Ina February 9 meeting, Ministry of Education, 
Culture, Sports, Science and Technology (MEXT) Nuclear Safety 
Division Deputy Directors Taro Hokugo and Katsuyuki Kudo 
inquired about U.S. plans for ratification of the 


Column 3 

International Convention for the Suppression of Acts of 
Nuclear Terrorism (NTC). They noted that Japanese Diet 
members are very interested in where the U.S. and U.K. stand 
on NTC ratification and that they have asked the U.K. Embassy 
in Tokyo for an update on U.K. plans for ratification. As 

key drafters of the implementing legislation for the NTC, 
MEXT will submit draft domestic legislation on nuclear 
terrorism to the Diet in late February or early March and 
hopes for a positive decision on NTC ratification as early as 
July 2007, in time for the G8 Summit (see reftel). 


4. (C) MEXT suggested that clear U.S. encouragement of G8 
partners to ratify the NTC as soon as possible would help to 
create a more favorable environment for the issue in the 

Diet. They added that a U.S. &nudge8 on ratification, not 
specifically directed at Japan or any one country, and a 

clear statement by the U.S. on its own intentions regarding 
NTC ratification could tip the Diet toward speedy 

ratification of the NTC. MEXT requested that the Embassy 
keep them closely advised of U.S. progress on NTC 
ratification. 


5. (C) ACTION REQUEST: Post requests that Department advise 
on U.S. plans to encourage ratification of the NTC among G8 
partners. 


6. (C) On physical protection of nuclear facilities, 

MEXT,s Hokugo and Kudo responded to U.S. questions about the 
presence of armed guards at Japanese nuclear facilities. 
They explained that the plant operator, local police and 
national police determine the threat for individual plants 

and the necessity for armed guards. Armed national police 
are present at certain nuclear power plants (NPPs) in Japan, 
but they do not guard all facilities and contract civilian 

guards are prevented by law from carrying weapons. Asked 
about the absence of armed guards at the Tokai-Mura facility, 
a major plutonium storage site, MEXT responded that an 
assessment of local needs and resources had indicated that 
there was not a sufficient threat to justify armed police at 

the site. 


7. (C) MEXT also responded to U.S. urgings to require 
pre-employment background investigations of all workers with 
access to sensitive areas at nuclear facilities. They noted 
that while some NPP operators voluntarily conduct such 
background checks on their own employees, requiring 
background investigations of all contractor personnel with 
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access to NPPs would be very difficult. They added that the 
GOJ is constitutionally prevented from mandating such checks 
and wishes to avoid raising what is a deeply sensitive 

privacy issue for Japanese society. However, MEXT did admit 
that GOJ background investigations may be going on 
\"unofficially8. 


8. (U) Meeting participants: 

U.S.: 

NP NE Deputy Director, Dr. Alex Burkart 

NP MNSA Senior Scientist, Dr. Stephen Adams 
EST Officer, Toby Wolf 


Japan: 

MEXT Nuclear Safety Division Deputy Director, Taro Hokugo 
MEXT Nuclear Safety Division Deputy Director, Katsuyuki Kudo 
MEXT Nuclear Safety Division Researcher, Keigo Maehara 


9. (U) This message has been cleared by Alex Burkart. 
DONOVAN 
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DEPARTMENT FOR AF A/S FRAZER, AF S/E NATSIOS, AF/SPG, 
AF/PD, AND PA 

NSC FOR PITTMAN AND SHORTLEY 

ADDIS ABABA ALSO FOR USAU 

E.O. 12958: DECL: 02/25/2017 

TAGS: PREL, PGOV, AU-1, KPAO, UN, SU 

SUBJECT: DARFUR: UN/AU TASK FORCE NEEDS USG SUPPORT 


REF: A. KHARTOUM 00235 
B. TRIPOLI 00190 


Classified By: CDA Cameron Hume, Reason: Sections 1.4 (b) and (d) 


1. (SBU) This is an action request. Please see para. 4. 


Column 3 


2. (C) On February 25, UN Mission in Sudan (UNMIS) Director 
for Political Affairs Abidoun Bashua briefed Poloff on the 
progress made in establishing the joint UN/African Union (AU) 
task force to engage with Darfur Peace Agreement (DPA) 
non-signatories (Ref A). Dubbed the Joint Mediation Support 
Team (JMST), the task force held ¡ts first meeting on 
February 21. lts terms of reference will include: 1) 

Preparing for the visits of UN Envoy Jan Eliasson and AU 
Envoy Salim Ahmed Salim to Chad and other neighboring 
countries to meet with DPA non-signatories; 2) Meeting with 
the Justice and Equality Movement (JEM), the National 
Redemption Front (NRF), the G-19, and the Sudan Federal 
Democratic Alliance (SFDA) to test the acceptability of 
mediation with those groups; and 3) Preparing an inventory of 
actors to be contacted for consultation with the envoys and 
planing a course for engagement. At present, the JMST will 
consist of a two-person secretariat in Khartoum -- with the 
goal of expanding the staff as soon as possible -- and will 

be supervised by Bashua and the AUYs head of DPA 
implementation, Sam Ibok. Four UN and AU staff members plan 
to travel to Chad on March 1 to meet with the non-signatories. 


3. (C) Bashua emphasized that the Addis Ababa and Abuja 
agreements of November 2006 charged the UN and AU with 
coordination of the political process. He said that the 
proliferation of initiatives to engage the non-signatories 

has since undermined the UN/AU role and requested USG 
assistance in gaining a strong endorsement from the 
international community for their efforts. Though Bashua 

said that Eliasson and Salim welcomed the assistance of 
regional partners, such as Libya and Eritrea, in engagement 
with the DPA non-signatories, the envoys needed to coordinate 
the process, not to compete with concurrent efforts from the 
sidelines. He was glad that the USG did not have a 
representative at the recent discussions in Tripoli, as such 
attendance would have legitimized an event outside the UN/AU 
process (Ref B). 


4. (C) Action request: Post requests that the Department 
Spokesman issue a statement from the podium re-iterating the 
USGVs policy to support UN Envoy Eliasson and AU Envoy Salim 
in leading and coordinating the political process with the 
non-signatories. 


5. (U) Tripoli minimize considered. 
HUME 
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SIPDIS 
STATE FOR EUR/CARC AND EB/ESC/IEC 


E.O. 12958: DECL: 02/13/2017 

TAGS: PREL, ENRG, ECON, GG 

SUBJECT: PRESIDENT SAAKASHVILI SHARES HIS VIEWS ON CASPIAN 
REGIONAL POLITICS WITH ASSISTANT SECRETARY SULLIVAN 


Classified By: Ambassador John F. Tefft, reason 1.4(b) and (d). 


1. (C) Summary: In a February 12 meeting with Assistant 
Secretary for Economic, Energy and Business Affairs Daniel 


SIPDIS 
Sullivan, Georgian President Saakashvili gave the Assistant 
Secretary a tour dVhorizon of Caucasus and Caspian region 


SIPDIS 

politics. He spoke positively of Karim Masimov, the new 

Prime Minister of Kazakhstan. Kazakhstan and its President 
Nazarbayev are ready to move closer to the West, he said. He 
believes Turkmenistan\'s leaders need to be given more 
exposure to the West, and there is an opportunity to bring 
them along in a moment of Russian confusion about the 
direction that country will take. In Saakashvili\'s view, 

Turkey is less resistant to Russian pressure than Georgia, 
Azerbaijan, and Kazakhstan, and he sees a need for intense 
discussion to keep them a team player in the search for 
alternative gas supplies to Europe. In comparison, 
Azerbaijan\'s President is a hero for standing up to the 
Russians and refusing to take their gas. Putin, as the 

autocrat of Russia, in Saakashvili\'s opinion, was emotional 
and unpredictably dangerous. Saakashvili spoke with pride 
about Georgia\'s economic growth, the economic reforms it has 
undertaken, and his intent to tackle reform of health care 

and the judiciary. He concluded by welcoming the possibility 
of more U.S. investment in Georgia. End Summary. 


2. (C) A/S Sullivan described his visit to the Caspian, the 
South Caucasus and Turkey as opening the next phase of 
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Caspian energy development, after completion of the 
Baku-Tbilisi-Ceyhan oil pipeline. He said the USG is looking 
for ways to continue development of a Southern corridor for 
energy. He told Saakashvili that his meetings with Kazakh 
officials in Astana were positive. Saakashvili responded 

that in general, the Kazakhs are cautious, and will wait 

until plans for development are sure and real. They often 
need a push and encouragement. The new Kazakh Prime 
Minister, Karim Masimov, is a good partner, in his opinion. 
Saakashvili recommended that the USG support Masimov for his 
desired post in the OSCE, which is something he cares about 
and which will encourage him to engage with the United States 
even more. 


3. (C) Saakashvili believes there are signals that 

Turkmenistan will be more open after the death of President 
Niyazov. Its new leaders need more information from the 
outside world, to which they have not been exposed. He said 
that the Russians are not well informed about the situation 

in Turkmenistan, post-Niyazov. The West, he said, needs to 
send as many missions as possible to the country, to show 

what advantages will derive from closer relations. He warned 
that the next President of Turkmenistan, Berdymukhamedov, has 
some vague sympathies toward Iran. He is someone who needs 
\"education\" and as many visits to the United States as 

possible. Saakashvili said the need to focus attention on 
Turkmenistan and its large gas reserves is urgent. 


4. (C) Saakashvili expressed disappointment with the Turks 
and their reneging on Prime Minister Erdogan\'s promise to 
help Georgia with gas from the Turkish volumes from the Shah 
Deniz pipeline. One can\'t believe a Turkish yes or no, he 
said. He somewhat pityingly mentioned the open blackmail" 
the Russians are practicing on the Turkish government. The 
pressure is coming at a sensitive time for Turkey, which he 
said is facing a presidential election soon. He added that 
Turkey has lots of small companies that do business with 
Russia and can be much more easily manipulated than Georgia 
or Azerbaijan. 


5. (C) At the same time, strong words with the GOT are 

needed, he said, to make them focus on the Nabucco pipeline. 
The U.S. and EU need to look for ways to make Nabucco make 
sense. In that regard, Saakashvili said, nothing can be 

taken for granted. The Hungarian attitude toward Nabucco is 
uncertain, although the opposition there dislikes the 

country's dependence on Russian gas. The Romanians are also 
very worried, he added. Europe needs to present a united 

front on Nabucco. 


6. (C) Moreover, it is time, Saakashvili said, to talk to 
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commercial partners about a Black Sea pipeline. Ukraine is 
interested in such an idea and there is additionally interest 

in Kazakhstan and Turkmenistan. In fact, he said, the 
Kazakhs are better equipped to cope with Russian pressure 
than the Turks, especially if the benefits in sending energy 
southward are clear to them. President Nazarbayev is careful 
not to anger the Russians, but he is inclined to bide his 

time and will make a move in favor of the West when the time 
is right. Saakashvili said that Nazarbayev cares deeply 
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about his standing with the West and believes his legacy lies 
in that direction. Masimov\'s appointment is a signal to the 
West of Niyazov\'s inclination. Masimov was appointed for his 
good relationship with Europe and China, and he has 
Nazarbayev\'s ear, Saakashvili said. 


7. (C) When A/S Sullivan remarked that the Kazakh investment 
now pouring into Georgia is a very positive development, 
Saakashvili said that the investment was a political move at 
first, but now Kazakhstan is seeing that it is getting a good 
return. According to Saakashvili, Nazarbayev\'s investment in 
Georgia is a way of showing his rapprochement with the United 
States and the West. 


8. (C) Saakashvili spoke warmly of Azerbaijani President 
Aliyev. Aliyev\'s decision to forego Russian gas imports was 
\"close to political heroism\", he said; neither Ukraine\'s 
Yushchenko nor the Turkmenbashi ever stood up to Russia as 
Aliyev did. Aliyev\'s action was inspired by his meeting at 

the White House, Saakashvili said. He has seen that a 
Russian embargo \"doesn\t kill you\" and is now inspiring 
Nazarbayev and the Kazakhs. In the Russian view, Azerbaijan 
was not an emotional matter like Georgia, but it is 
strategically significant to them. The Russians, Saakashvili 
said, thought Georgia would fall and Azerbaijan would 
naturally follow. 


9. (C) Saakashvili spoke approvingly of Defense Secretary 
Gates\' speech in Munich, which struck the right tone, in his 
opinion. A/S Sullivan noted that Putin\'s talk about an OPEC 
for gas actually helps the United States position vis-a-vis 

the Europeans. To Saakashvili, Putin\'s rhetoric underscores 
the importance of stability in Georgia to the Southern 
Corridor. Georgia needs some years to get on its feet, but 
the Russians are working against that. Russia needs to 
understand Georgia is on the U.S. and EU radar and is not 
falling off. Putin talked tough in Munich because he thinks 
the United States commitment in the Caspian, the Caucasus and 
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elsewhere is slackening, he said. In Russia, Saakashvili 

said, the West is dealing with one person, not a big, 

cautious bureaucracy. Putin\'s actions depend on his mood, he 
said. His mood took a bad swing in the fall, then improved, 
then swung back again in Munich. Saakashvili ventured that 

if Putin feels humiliation in the way the Kosovo issue is 
handled, he might blow up the Caucasus region without regard 
for the consequences, believing the way to win is to overturn 
the table. Putin must be told not to do so, but the 

Europeans would be \"scared to death\" in such a situation and 
are unlikely to say it. Saakashvili suggested that Russia 

may even stir up trouble in Belarus, if Lukashenko becomes 
too independent. Russia is willing to use any means to 
manipulate the West and \"don\'t let's be manipulated,\" said 
Saakashvili. Although Russia is not as powerful as the 

former USSR, it is more arrogant and more willing to take 
risks, he said. The West must engage Russia and think about 
containment. 


10. (C) Turning from regional politics to speak of Georgia, 
Saakashvili accepted A/S Sullivan\'s commendation for 
Georgias economic reforms. Saakashvili was proud that 
Georgia\'s GDP has doubled in the past four years. He noted 
that it is seeing a huge influx of foreign direct investment, 

and investors are coming from Kuwait, the UAE, Turkey, 
Israel, and significantly, from Georgians fleeing Russia. 
Investors are interested in hospitals which the government 
intends to privatize. Judicial reform is on the way; tax 
administration has been made simple, and will be 
consolidated; and the government is considering establishing 
free economic zones similar to some that exist in the UAE. 
Transportation is being revolutionized with new airports, the 
Kars-Akhalkalakhi railway and new road infrastructure. 
Kuwait is interested in building a major new hydroelectric 
dam, and Czech investors have recently bought other 
hydroelectric and distribution assets. Georgia\'s economy is 
moving rapidly forward, he said, and in four to five years 
could be like Latvia\'s and Lithuania\'s. Saakashvili said he 

is more interested in strong growth than the threat of 

inflation, which ticked up in January of this year. A/S 

Sullivan noted that inflation, if unchecked, can be very 
detrimental to Georgia\'s economy. Nevertheless, Saakashvili 
feels he has adequate support from the people, and that 
tighter money and an appreciated currency may make \"nicer 
figures,\" but he wants growth in the double digits in order 

to make up for lost time since independence under the 
previous government. He noted that even Georgia\'s tormentor, 
Russia, with all its oil wealth, is not growing as quickly as 
Georgia. He hears people talk less about impoverished 
Georgia than they used to, and he claims that Georgia\'s GDP 
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per capita is now higher than Romania\'s, when Romania began 
its EU membership process. With its economic growth, 
macroeconomic stability, tariff reductions and WTO 

membership, Georgia will welcome more United States companies 
to invest here, he said. 


11. (U) Assistant Secretary Sullivan has cleared this message. 
TEFFT 
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STATE FOR EB/CIP/BA, NEA/ELA 
USTR FOR HINCKLEY 


E.O. 12958: N/A 
TAGS: ECPS, ECON, ETRD, USTR, EG 
SUBJECT: EGYPT: ANTI-COMPETITIVE TELECOMUNICATIONS PRACTICES 


REF: A. STATE 1035 
B. 2006 STATE 202978 


Sensitive but unclassified, not for Internet distribution. 


1. (SBU) Summary: For over a year, Egyptian telecommunication 
regulators have promised to offer new licenses for 
international connectivity, in accordance with commitments 
undertaken when Egypt joined the World Trade Organization 
(WTO), but have yet to do so. The GOE may be delaying in 
order to protect jobs at state-owned Telecom Egypt, maximize 
revenues from the sale of licenses, and/or out of fears of 
creating chaos in the market. Egyptian regulators say they 
will eventually provide new international licenses but will 

limit their number, which would not meet Egypt\'s WTO 
commitments. End summary. 


Column 3 
Foot-Dragging on WTO Commitments 


2. (U) At the time of its WTO accession, Egypt agreed to open 
its international telecommunications connectivity market to 
competition, putting no limits on the number of international 
origination and termination providers, by January 1, 2006. 
State-owned Telecom Egypt's monopoly over this service 
officially expired on January 1, 2006. Since then, however, 

no licenses have been granted, although Minister of 
Communication and Information Technology (MCIT) Tarek Kamel 
and Executive President of the National Telecommunications 
Regulatory Authority (NTRA) Amr Badawi have consistently 
promised that a limited number of such licenses would be 
offered \"within a few months." 


3. (U) Engineer Amr Hashem, the telecom sector advisor to 
Minister Kamel, and Dr. Badawi told A/USTR Donnelly in late 
January that, when the NTRA offers international connectivity 
licenses (Win about a month\"), they may offer them only to 
mobile phone companies or Internet service providers (ISPs). 
Local media has consistently reported that regulators would 
limit licenses to the current mobile operators or offer only 

a limited number for auction. ICT contacts opined that 
Telecom Egypt increased its stake in Vodafone Egypt, one of 
Egypt\'s two operating mobile phone companies, to 49 percent 
in late 2006 for just this reason. 


4. (SBU) U.S. company AllVoice complained of such license 
restriction in the 2006 annual USTR section 1377 telecom 
trade agreements review process (refs). AllVoice, in its 
attempt to establish a voice over Internet protocol (VOIP) 
call-center in Egypt, ran afoul of a law forbidding 
international VOIP origination and termination with any land- 
or mobile-line. This law, in place for \"national security 
reasons\" according to Hashem, effectively criminalizes a 
technology that simplifies provision of international calling 
services. Hashem told A/USTR Donnelly that AllVoice\'s 
problems stemmed from its disorganized and demanding 
requests, but this case shows that Egyptian regulators are 
dealing with requests on a one-by-one basis instead of 
adhering to the substance of their commitments. 


5. (U) Job losses: Egyptian regulators are hesitating to 

offer licenses in part because they are walking the 

tight-rope between market liberalization and hurting Telecom 
Egypt, with potential resultant job losses. Telecom Egypt, 
Egypt\'s only fixed-line and international connectivity 

service provider, employs approximately 120,000 Egyptians and 
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is still 80-percent government-owned. Mohamed Elnawawy, vice 
president of Telecom Egypt for strategic studies, told 

econoff that Telecom Egypt\'s international connectivity 

service is one of its few profitable sectors, and subsidizes 

other sectors that operate at a loss. 

6. (U) Maximizing revenues: In recent years the GOE has 
earned significant revenues from auctioning licenses and 
privatizing state-owned companies. Most notably, the license 
for the country\'s third mobile operator sold in 2006 for LE 

16.7 billion (USD 2.9 billion), which was significantly more 

than the GOE had expected. The GOE now seems intent on 
repeating this success, and may be going slowly to best 
determine how gain the most from international communications 
licenses. 


7.(U) Fear of market chaos: In delaying the opening of the 
international telecom services market, telecom regulators 

seem to have drawn a lesson from opening Egypt\'s ISP market. 
When ISP services were opened to competition, new companies 
flooded the market. Now, ICT contacts told econoff, the GOE 

is regulating artificially low prices for Internet services 

to keep those firms in business, thus avoiding job losses 

that could be blamed on market liberalization. This has 
diminished overall quality of service and stifled innovation 

in the market. By limiting new international licenses, the 

GOE may be trying to avoid a similar problem. 


8. (SBU) In the ICT market, as in other areas of the Egyptian 
economy, fears of short-term job losses are weighed carefully 
against potential benefits of liberalization. Egyptian ICT 
officials argue that in liberalizing at all, Egypt is moving 

down the path to complete reform, albeit at a slower pace 
than the USG might desire. This does not change the fact 
that proposed resolutions, even when implemented, will still 
limit competition in the market. 

RICCIARDONE 
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E.O. 12958: DECL: 02/25/2017 
TAGS: PREL, PHUM, PGOV, KDEM, KISL, UNSC, BM, ID 
SUBJECT: AMBASSADOR REES MEETS BURMA CAUCUS CHAIR 


REF: A. JAKARTA 293 (DPR FLEXES MUSCLES ON BURMA) 
B. JAKARTA 98 (UNSC RESOLUTION ON BURMA) 


JAKARTA 00000517 001.2 OF 003 


Classified By: Political Officer Eric W. Kneedler, reason: 1.4 (b) and 
(d). 


SUMMARY 


1. (C) In a February 20 meeting with Djoko Susilo, the 

Chairman of Indonesia\'s House of Representatives (DPR) Caucus 
on Burma, Special Representative for Social Issues Ambassador 
Grover Joseph Rees commended the DPR\'s activism on Burma (Ref 
A), and discussed additional measures the DPR might take to 
pressure the GOI to revise its Burma policy. Amb. Rees 
deplored the Burmese junta\'s record of gross human rights 
violations, singling out in particular the use of rape as an 
instrument of policy against ethnic minorities, and urged the 

DPR to continue its efforts to compel the GOI to take a 
leadership role on Burma within ASEAN. Djoko, also a member 
of the DPR\'s Commission I, which handles foreign policy and 
defense, said that Commission | members had approached the 
DPR chairman about passing a statement on Burma before a full 
plenary session. Djoko shared the text with us, included 

below in its entirety, and said that it enjoyed strong 

support across the party factions. A contact in DPR Chairman 
Agung Laksono\'s office separately confirmed the meeting took 
place, but asserted the statement would not be voted on in 
plenary. Djoko sees Foreign Minister Wirajuda as the biggest 
obstacle within the GOI to a more assertive stance on Burma, 
and suggested that the Burma Caucus would focus its energies 
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on lobbying President Yudhoyono more forcefully. End 
Summary. 


MEETING WITH BURMA CAUCUS CHAIR 


2. (C) On February 20, Special Representative for Social 

Issues Ambassador Grover Rees and the Charge d\'Affaires met 
with Djoko Susilo, Chairman of the Burma Caucus and a member 
of Amien RaisV National Mandate Party (PAN). Amb. Rees asked 
Djoko about FM Wirajuda\'s Jan. 25 appearance before 
Commission | (Ref A) and Djoko noted that Wirajuda was 
heavily criticized by a range of parliamentarians from across 
party lines for the GOI\'s UNSC abstention. Djoko disparaged 
Wirajuda\'s performance before Commission | - a hearing that 
lasted until one-thirty the following morning - and noted 

that Wirajuda cited \"dwifungsi\" (\"two functions,\" the 
Soeharto-era arrangement under which the Indonesian military 
had social-political as well as military functions) as a 

possible transitional tool in Burma, a particularly unhelpful 
suggestion given Indonesia\'s own history with an 

authoritarian military regime. Djoko had personally met with 

FM Wirajuda on the Burma issue both before and after the 
GOl\'s abstention, and he believed that FM Wirajuda was almost 
single handedly responsible for the decision to abstain. 
According to Djoko, Director for International Security 

Affairs Desra Percaya was a strong advocate for a \"yes\" vote, 
but ultimately could not overcome FM Wirajuda\'s objections 
(Comment: Percaya said the same (septel) in a separate 
meeting but we believe his suggestions of having an 
independent position are suspect). Djoko said that President 
Yudhoyono played virtually no role in the vote decision 

making process and he asserted that he and other members of 
the Burma Caucus would have to focus their lobbying efforts 

on the President personally if they were to overcome FM 
Wirajuda\'s obstructionist tendencies on the issue. 


3. (C) Djoko said that some of his Foreign Ministry contacts 
had suggested to him that Indonesia might have supported the 
resolution had they been given an opportunity to provide more 
input into its wording. The Charge disputed this assertion 

and pointed out that the GOI had in fact been given every 
possible opportunity to help shape the resolution, both in 
Jakarta and New York. 


4. (C) Djoko said that he was aggressively working to build 
popular support for a new GOI approach to Burma by 
highlighting the plight of Muslims in Burma suffering under 
the junta\'s rule. Djoko pointed to a recent article that he 

had written in the Jakarta Post newspaper as one example of 
his efforts in this regard. Djoko asked rhetorically why 
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resolution on Israeli actions in Gaza, a problem thousands of 
miles away and with little direct impact on Indonesia\'s 

security, and yet fail to endorse a resolution on Burma, a 
nettlesome issue in its own backyard; Burmese refugees had in 
fact already landed on Indonesian shores in Aceh. 


5. (C) Djoko decried the fact that ASEAN had taken very 
limited action to date to pressure the Burmese junta. He 

noted that the GOI had repeatedly pointed to ASEAN as the 
appropriate forum to help resolve the impasse with Burma, and 
yet he lamented that virtually nothing had been accomplished. 
If ASEAN were to play a truly useful role, he argued, 

Indonesia would need to use its muscle as the largest member 
to begin to develop a consensus and bring to heel reluctant 
members such as Laos, Vietnam, and Brunei. While the ASEAN 
inter-parliament group had already taken steps to lead the 
regional charge, it was simply not enough. 


6. (C) The previous week Djoko met with DPR Chairman Laksono 
to discuss the possibility of bringing a formal criticism of 

Burma to a vote in a DPR plenary session. Djoko claimed that 
Laksono had signaled his interest in such a vote and Djoko 
suggested that the DPR would soon endorse a Commission | 
statement on Burma before a full plenary session. Our 

contacts in Chairman Laksono\'s office separately confirmed 
that a meeting on Burma was held on February 14, but disputed 
Djojko\'s account that Laksono had provided any such 
assurances. Arief Budiman, a member of Chairman Laksono\'s 
staff, said Laksono told Djoko and other Commission | members 
that he would consider bringing the statement to a vote, 

before ultimately concluding it would serve no political 

purpose. According to Arief, Laksono felt the issue did not 
resonate because of a lack of popular support. He said the 
statement would not make it to a plenary vote. 


7. (SBU) Below is the translated text of Commission I\'s 
statement on Burma: 


The House of Representatives of 
The Republic of Indonesia 


Statement of the Commission | of the House of Representatives 
of 
the Republic of Indonesia On Myanmar 


Background: 
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(1.) As we have all known for more than a decade, Myanmar has 
become the subject of concern in the world community because 
democracy is experiencing a decline there. The setback is 

most obvious with respect to tne Human Rights situation, 

which has been getting worse since the military junta, called 

the State Peace Development Council (SDPC), took power in 
Myanmar. The junta negated the results of the 1990 general 
election, won by the National League of Democracy (NDL) and 
detained its Secretary General, Daw Aung San Suu Kyi, who has 
gone ten years without a court proceeding. 


(2.) When it became a member of ASEAN, the government of the 
military junta, the State Peace Development Council (SPDC), 
promised to fulfill the Road Map to Democracy. The junta 
developed this itself and highlighted its importance in 

promoting national reconciliation as a way of overcoming the 
many conflicts occurring among different groups in society 

and among political parties in Myanmar, including upholding 

the result of the 1990 general election. However, until 

today, there have been no significant developments towards 

the promised reconciliation process. 


(3.) Indonesia\'s DPR Commission | believes that the 
reconciliation process will take place only if Daw Aung San 

Suu Kyi and the other political detainees are freed. Only if 

this requirement is fulfilled can a just and satisfying 

political reconciliation in Myanmar occur. We share this 

belief with fellow ASEAN countries, as well as local civil 

society groups in Myanmar seeking to increase transparency on 
what is taking place with respect to the reduction in 

democracy and human rights in Myanmar. 


(4.) The decline of democracy and human rights in Myanmar is 
no longer a domestic affair of Myanmar. It has become a 
regional and international issue, and, therefore, needs other 
ASEAN members to participate on that issue in light of the 
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social, political and economic implications for the region. 
For that reason, Indonesia, as the third biggest democratic 
country in the world, should play a more significant and 
active role in encouraging democracy in the Southeast Asia 
region, particularly in the ASEAN community. 


Based on the above mentioned facts, we, members of Commission 
| DPR-RI recommend the following: 


(1.) Urge the Burmese government and the State Peace 
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Development Council (SPDC) to immediately release Aung San 
Suu Kyi and all other political prisoners as a pre-condition 

for a just and equal national dialogue on national 

reconciliation in Burma. 


(2.) Urge the State Peace Development Council (SPDC) to 
fulfill the plans written in the Road Map to Democracy and 
especially to immediately resolve their conflict with the 
National League of Democracy (NLD). 


(3.) Urge the State Peace Development Council (SPDC) to 
immediately open a dialogue with groups of society and 
political parties in conflicts and to take positive steps 

towards a program for solving the problems that have caused 
the conflict so that national reconciliation and democracy 

can be realized in Burma. 


(4.) Urge the Indonesian government to ask ASEAN countries to 
support a UNSC resolution on Burma affairs after the previous 
resolution was rejected in the Security Council meeting. 


Jakarta, January 16, 2007 
Commission | Chairman 
(signature) 

Theo L. Sambuaga 


End of draft of Commission | statement 
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(1) Japan to legislate against nuclear terrorism during current Diet 
session in order to cooperate with the international treaty to 


punish possession and production of radioactive materials 


(2) China approaches Japanese companies for technical support for 
high-speed railway project 


(3) Jiryu jiron (Opinion) column by Hitoshi Tanaka: The beginning of 
the end of North Korea problem? 
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(5) Editorial: US force realignment legislation unfair to Okinawa 


(6) Editorial: Japan should make efforts to resolve the Iran nuclear 
issue 


ARTICLES: 
(1) Japan to legislate against nuclear terrorism during current Diet 


session in order to cooperate with the international treaty to 
punish possession and production of radioactive materials 
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YOMIURI (Page 1) (Full) 
Eve., February 26, 2007 


The government this morning decided to present to the current Diet 
session a \"bill to punish acts releasing radiation\" (tentative 
name), a domestic law needed in order for Japan to ratify the 
International Convention for the Suppression of Acts of Nuclear 
Terrorism -- which is intended to prevent nuclear terrorism. The 
government intends to enact the bill during the current session. 
Possession of radioactive materials and production of radioactive 
devices to be used for acts of terror, including the stage prior to 
carrying out the terrorist act, would be for the first time subject 

to criminal punishment. The bill will also tighten the penalties to 
be imposed on the act of releasing radioactive substances. 


There are no laws at present other than the Law on the Control of 
Nuclear Reactors, Etc., and the Law on Prevention of Radiation 
Damage that provide for punishments against acts of releasing 
radioactive substances. But these two laws are essentially aimed at 
forcing electric power companies with nuclear power plants and 
medical service workers to carefully handle radioactive materials. 
The laws do not assume cases of terrorism using radioactive 
materials. 


The bills will newly regulate the possession of radioactive 

materials, as well as the manufacturing and possession of devices to 
produce radioactive substances. The bill will make subject to 
punishment acts of blackmailing by pretending to possess nuclear 
materials. 


The current maximum prison term of 10 years or less applicable to 
acts of releasing radioactive materials will be extended to life 
imprisonment similar to the Chemical Weapons Ban Law and the Sarin 
Gas Prevention Law. 


Russia introduced in 1998 the International Convention for the 
Suppression of Acts of Nuclear Terrorism out of concern for the 
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outflow of nuclear weapons and nuclear materials. The convention was 
unanimously adopted at the United Nations General Assembly in April 
2005. Prime Minister Koizumi signed the convention in September of 
that year. However, the number of countries that have ratified the 
convention as of Feb. 1 of this year only totals 13, short of the 22 
countries necessary for the convention to come into effect. Of the 

eight major industrialized democracies (G-8), only Russia has 

ratified it. 


The above convention is the 13th international treaty regulating 
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acts of terrorism. Japan has ratified 12 other treaties that have 
already gone into effect. 


(2) China approaches Japanese companies for technical support for 
high-speed railway project 


NIHON KEIZAI (Top Play) (Slightly abridged) 
February 26, 2007 


The Chinese government has unofficially asked Japanese railroad 
coach manufacturers and railway companies for technical support for 
a project to construct a high-speed train route between Harbin and 
Dalian in Heilungkiang Province in northeastern China. In Harbin and 
Dalian, the temperature in the winter drops to minus 40 degrees. 
Given this, China needs to acquire technical know-how from overseas 
to ensure high-speed driving safety even in freezing temperatures. 
The companies approached by China have begun to look into the 
possibility of technical development. China appears to be focusing 

on Japan\'s Shinkansen or bullet train technology. Japanese 
companies, if they are able to prove the superiority of their 
technologies, might be able to receive orders for a large-scale 
railway project for the first time in China. 


According to informed sources, the Chinese Ministry of Railways has 
sounded out Japanese manufacturers, such as Kawasaki Heavy 
Industries and Hitachi, as well as East Japan Railway Company, for 
technical assistance. Beijing has revealed that it plans to develop 
such key routes as one between Beijing and Shanghai on its own, but 
it has yet to develop enough technology to operate high-speed trains 
in extremely cold temperatures. Beijing reportedly has also made 
similar approaches to European and American companies. 


The about 950-kilometer route between Harbin and Dalian will be 
newly established, but the South Manchuria Railway Company had also 
offered services on the same route. China plans to operate trains at 

a speed of 300 kilometers an hour, the same speed as the Shinkansen 
bullet train. In northeastern China, technologies are necessary to 
operate trains even in minus 50-degree temperatures. Japan has 
already established technology for bullet trains to be able to run 

in up to minus 25-degree temperatures. 


The Chinese government plans to build a high-speed passenger railway 
network covering 7,000 kilometers by 2010 or so. It intends to 

construct new routes, including one between Beijing and Shanghai 
(about 1,300 kilometers) and another between Beijing and Guangzhou 
(about 2,000 kilometers). China is also pushing ahead with a plan to 
operate on existing lines high-speed vehicles capable of running at 

a speed of more than 200 kilometers an hour. In China, a high-speed 
train modeled after the Japanese Tohoku Shinkansen bullet train 
\"Hayate\" initiated commercial service in January. 
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The Japanese companies concerned had initially anticipated several 
trillion yen worth of a project in China to transfer Shinkansen 
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technology, similar to the project carried out in Taiwan. 


China, though, has announced it would independently develop 
technologies and vehicles for the key routes between Beijing and 
Shanghai and between Beijing and Guangzhou. For these routes, China 
is expected to order about 200 cars (eight cars for one train) to 

foreign companies, including six Japanese companies such as Kawasaki 
and Hitachi, Siemens of Germany, Alstom of France, and Bombardier of 
Canada. For these routes, local companies are likely to be in charge 

of production, based on foreign companies\' technologies. Japanese 
companies expect to receive orders worth several tens of billions of 

yen mainly for the transfer of technologies. 


Due to technical difficulties, contracts for a project to construct 
the route between Harbin and Dalian may go to Japanese companies 
should China finds independent technology development difficult. 


(3) Jiryu jiron (Opinion) column by Hitoshi Tanaka: The beginning of 
the end of North Korea problem? 


ASAHI (Page 9) (Almost full) 
February 26, 2007 


Around the time when the six-party talks in Beijing reached 
agreement on Feb. 13 on North Korea\'s nuclear programs, | was 
traveling first to London and then to San Francisco. | attended as a 
speaker international symposiums on the North Korea issue held in 
the two cities, one hosted by the International Institute for 

Strategic Studies in London and the other by the Asia Society in San 
Francisco. 


| told audiences at both symposiums that the recent six-party accord 
reached in Beijing should be taken as an important step in the right 
direction, but that we also must properly reaffirm what the 
fundamental principles are in order to resolve the North Korean 
problem. 


First, we must not repeat the same mistake we made in the past. As 
early as 1989, signs of nuclear activities by the North came to 

light, but the international community in the end failed to prevent 
Pyongyang from conducting a nuclear test. The reason is because the 
United States, Japan, and other concerned countries lacked 
consistency in their policies toward North Korea, allowing it to 

take advantage of them, even though no doubt the fault ultimately 

lies with North Korea. Moreover, there was a lack of cooperation 
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among the countries concerned. The countries involved needed to have 
policy consistency and firm unity ifthey were to succeed. 


Second, the nuclear deterrent theory that the use of nuclear weapons 
would only invite massive nuclear retaliation cannot be applied to 
North Korea\'s nuclear ambitions. Given past behavior by that 
country, it is unlikely that North Korea would make the appropriate 
decision during a highly tense situation. | conclude thus that 

getting the North to scrap all of its nuclear weapons and programs 
enabling it to manufacture nuclear weapons is absolutely essential. 


Third, the issues must be resolved comprehensively. In order to get 
Pyongyang to eliminate all of its nuclear programs, it will be 
necessary to provide it with such incentives as economic cooperation 
and security assurances. The premise for such would be the 
normalization of relations and the resolution of such pending issues 
as abductions. 
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Fourth, | must stress that the abduction issue, regrettably, cannot 
be resolved overnight. A rocky road toward resolution will likely 
continue in the future, but | think the important factor is for 
six-party talks to serve as a framework to monitor the 
implementation of the agreement by using a variety of leverages. 


These views that | presented at the conferences were met with 
arguments both for and against them. For example, one participant 
argued that the nuclear deterrent theory would function. Another 
person said a second and third nuclear blast by North Korea would be 
useless and meaningless. Others stressed the importance of halting 
further nuclear development and preventing nuclear proliferation to 
third parties. There were a few who stated that Japan, having 
over-emphasized the abduction issue, might be isolated or ignored by 
the other parties. There also was deep-rooted skepticism that the 
latest Beijing accord was no more than a rehash of the 1994 Agreed 
Framework between the US and North Korea, and so was of little 
significance. 


| said in my speech that the abduction issue was unlikely to be 

resolved without resolving the nuclear issue or vice versa. | said 

the North\'s nuclear programs and abductions of Japanese nationals 
stemmed from the same policy. So, what is needed is the North\'s 
strategic determination to resolve the abduction issue. What is 

simply needed is a system to closely monitor implementation of the 
agreement. The 1994 Agreed Framework did not have such a system, but 
the six-party talks could serve as such an arrangement. 


Also at the symposium in San Francisco was former US Secretary of 
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Defense William Perry, who has lengthy experience in North Korean 
affairs, and my friend South Korean Ambassador to the US Lee Tae 
Sik. | think all of us shared the view of how difficult it would be 

to resolve the North Korea problem and how large the cost would be 
if the effort ended in failure. Perry in particular stressed the 

need for the US government to seriously tackle the problem, openly 
revealing his irritation at the response Washington response had 
taken prior to the recent Beijing accord. 


| think we are seeing the beginning of the end of the North Korea 
problem. Given the international community\'s deep distrust of that 
country, it will not be easy to resolve the issues. But should the 
North violate the recent six-party accord, the international 
community would unite and take tough measures against it. With 
regional security, nonproliferation of weapons of mass destruction, 
and the stability of the international community in mind, Japan, 
too, must settle down to addressing the issue writ large. 


Hitoshi Tanaka: Born in 1947; after serving in such posts as the 
director-general of the Ministry of Foreign Affairs Asian and 
Oceanian Affairs Bureau and the deputy foreign minister, works as a 
senior fellow at the Japan Center for International Exchange (JCIE) 
and also as a guest professor at the University of Tokyo. 


(4) Editorial: How will Japan, US respond to new Armitage report 
calling for cooperation with China? 


MAINICHI (Page 5) (Full) 
February 26, 2007 


An American bipartisan group who include former Deputy Secretary of 
State Richard Armitage and former Assistant Secretary of Defense 
Joseph Nye has just released a report titled, \"The US-Japan 

Alliance: Getting Asia right Through 2020." The report offers advice 
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on how to meld a rising China and India into the cooperative 
framework of Asia, centering on the Japan-US alliance. 


In 2000, the same group of experts produced the so-called Armitage 
Report, which served as the blueprint for the Japan and Asia 
strategy of the Bush administration that was launched in 2001. The 
new report can be identified as the revised edition of the Armitage 
Report. 


The new report identifies close cooperation between Japan and the 
United States as the cornerstone of an Asia strategy, as was the 
case with the first Armitage Report. The overall tone toward China 
has subtly changed, however. 
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The latest report lists three scenarios Japan and the United States 
must avoid: (1) unilateral control of Asia by the United States; (2) 
a US-China joint control concept; and (3) conflict between the 
Japan-US alliance and China. 


It is no longer possible for the United States alone to be the sole 
policeman in Asia where major powers are rising and energy security 
and nationalism are emerging as issues. Joint control by the United 
States and China also seems impossible, given the huge gap between 
the two countries over such values as democracy, freedom, and human 
rights. Any clash between the Japan-US alliance and China or the 

road toward rivalry would only force other countries in Asia to make 
foolish choices. That would not help China head in a positive 

direction, either. 


The best option would be for Japan and the United States to guide 
China toward a desirable direction, while making efforts to spread 
democratic values across the region. To that end, it is essential 
for Japan, the United States, and China to forge friendly and 
cooperative relations. 


The international environment surrounding Asia has significantly 
changed over the last seven years. When the first Armitage Report 

first came out, Japan, the United States, and China were tense over 

the issues of Taiwan and sovereignty over the Senkaku Islands. 

Moving then to deepen the Japan-US alliance could have been taken as 
an attempt to tighten the noose around China. 


China today is accepting the role of a \"responsible stakeholder\" 
through the six-party talks and other venues. Japan also has decided 
to aim ata strategic relationship with China. 


China\'s future remains unclear, and its defense spending and 
national policy lack transparency, as well. Still, Japan is urged to 
expand areas of cooperation with China for the common cause of 
stability and prosperity in Asia. 


If Japan and the United States wish to avoid being isolated in the 
region, they must not excessively adhere to the bilateral nature of 
the alliance. The two countries must seek cooperation with India, 
Australia, Vietnam, and other countries through talks, while 
endeavoring to engage China in their efforts. The new edition of the 
Armitage Report paints such a vision. 


The report aims at depicting an unwavering strategy toward Japan and 
policy toward Asia regardless of which candidate, Republican or 
Democratic, wins the US presidential race in 2008. How will Japan 
respond to the proposals by the bipartisan American group? Japan 
needs to broaden its perspective and boost its policymaking 
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capability. 
(5) Editorial: US force realignment legislation unfair to Okinawa 


ASAHI (Page 3) (Full) 
February 26, 2007 


A bill has been submitted to the Diet to extend subsidies to local 
governments depending on haw far they have cooperated with 
realignment plans for the US military. 


The aim is to advance the US force realignment plan, as was agreed 
upon by the Japanese and US governments. The legislation 
particularly seems to reflect the government\'s determination to win 
over strongly resisting Okinawa municipalities to its side. 


But will the incentive-award system work? lt might end up rubbing 
the sentiments of Okinawa residents the wrong way. 


What worries us is not the high-handed approach alone. Extending 
hefty financial assistance only to base-accepting municipalities is 
unfair to other areas. 


The government\'s packages of economic incentives have aimed at 
reducing economic disparities between mainland Japan and all of 
Okinawa. The government is about to make changes to such a system. 


The incentive award system resulted from the government\s bitter 
lesson from a plan to relocated Futenma Air Station to waters off 
Nago. Although the government has provided Okinawa, centering on 
Nago, with generous packages of economic incentives, the relocation 
plan has not moved forward. 


The relocation site has shifted from offshore to the coastal area. 

The government is apparently determined not to allow any local 
municipalities to \"eat and run.\" Under the proposed legislation, the 
subsidies will be provided to host municipalities in four stages of 

the realignment work: acceptance of a government plan; the start of 
an environmental assessment; the start of construction work; and the 
completion of the project. 


There are factors other than the local circumstances that can 

explain why the plan to relocate the Futenma airfield to waters off 
Nago has not advanced. For example, the government has acted as if 
relocating Futenma Air Station to a site within Okinawa was a done 
deal, and that has revived the anti-base movement. 


Another unique feature of the envisaged legislation is that the 
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Defense Ministry would be allowed to determine economic incentives. 
Under the new system, the acceptance to bases would be directly 
linked to economic incentives. It would be distinct from the 

existing system to extend subsidies to municipalities already 

hosting bases. 


After Okinawa was returned to Japan, the now defunct Okinawa 
Development Agency was responsible for mapping out economic packages 
to the prefecture under the Okinawa Promotion and Development 

Special Measures Law. An office in the Cabinet Office is now 

responsible for the job. Given the government\'s tight financial 

situation, it would be natural to think that force realignment 

subsidies would take a toll on traditional packages of economic 

incentives. 
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The law is scheduled to expire on March 31, 2012. If the law ceased 
to exist, Japan would be armed itself only with the US force 
realignment legislation that would be good until March 31, 2017. 


The envisaged US force realignment legislation has incorporated a 
special system allowing the government to provide municipalities 
shouldering a substantial burden from an additional base with 
greater subsidies for public works projects. 


In the eyes of Okinawa, there are many areas that merit government 
assistance. Regardless of such local circumstances, the government 
is planning a system to extend inappropriate subsidies only to those 
municipalities that would accept bases. The system might prompt the 
coffers of some municipalities to run dry, while those of some other 
municipalities to become bloated. 


It has been 35 years since Okinawa was returned to Japan. The 
government\'s packages of incentives to Okinawa, along with US force 
realignment, are at a crossroads. We are worried where they are 
headed. 


(6) Editorial: Japan should make efforts to resolve the Iran nuclear 
issue 


MAINICHI (Page 5) (Full) 
February 24, 2007 


With lran repeatedly conducting large-scale military exercises, the 
US and European media are reporting that the US military is now 
drafting a plan to strike that country. Amid signs looming of future 
US air strikes, the deadline for Iran to halt its uranium enrichment 
activity, which the United Nations Security Council set, has 
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expired. On Dec. 23 last year, the UNSC adopted unanimously a 
resolution calling on Iran to suspend its nuclear enrichment program 
within 60 days. It is regrettable that Iran did not comply with that 
dictum. 


According to a report that the International Atomic Energy Agency 
(IAEA) submitted to the UNSC, Iran has expanded its nuclear 
enrichment activity instead of stopping it. The report notes that 
Iran has activated two cascades linked to 164 centrifugal 
separators, and that it will increase the number of centrifugal 
machines to 3,000 by May. 


The UNSC, therefore, has no choice but to consider additional 
sanction measures against Teheran. The present UN sanctions on Iran 
adopted based on Article 41 of the UN Chapter 7 are only ritual 
measures such as vigilance against overseas travel by individuals 

and organizations involved in nuclear weapons development, as well 
as a freeze on financial assets overseas. The United States and 
Britain, which have taken a hard-line stance against Iran, and 

China, which is cautious about the further strengthening of UN 
sanctions, will likely engage in a tug-of-war at the UNSC over the 

issue of where to go next on Iran. 


We ask the countries concerned to refrain from words and actions 
that would unnecessarily inflame tensions. According to media 
reports, should IranYs nuclear weapons development be confirmed or 
should Iran\'s direct involvement in attacks on US forces in Iraq be 
discovered, US forces would launch attacks on Iran\'s military and 
nuclear facilities. Israel, a US ally, is rumored to be readying to 
launch air strikes on Iran. There is precedent for in 1981, Israel 
bombed a nuclear plant in Iraq. 
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Of course, concerned parties have yet to confirm their conjectures. 
This might be either a threat or a constraint. The Iranian nuclear 
issue should be resolved in the UNSC. Otherwise the issue will 
become overly complicated. Iran should stop its provocative 
activities, including military exercises. Both sides must avoid 
foolish actions that would pit them against each other in a battle 

of wills. 


To that end, not only self-restraint by the concerned parties but 

also extra efforts by countries involved are necessary. As one US 
research group on Iraq advocated, it is essential for Washington and 
Teheran to hold a dialogue. Negotiations with Iran under the 

framework of the five UNSC members and Germany should be continued. 


It is also important for Japan to contribute to the international 
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framework. China has played the leading role in the six-party talks 
on North Korea\'s nuclear programs. The focus will be on how China 
and Russia will deal with the Iran issue. Since Japan has long had 
friendly relations with Iran, there must be a scenario in which the 
Japanese government can actively participate in helping find a 
peaceful solution to the Iranian nuclear issue. 


The ultimate goal is not to allow either North Korea or Iran to 
possess nuclear weapons. It is not science fiction that the North 
might be able to miniaturize nuclear bombs and load them into 
missiles targeted at Japan. Considering the actual situation where 
the North Korean and Iraqi nuclear issues delicately affect each 
other, Japan could aim at becoming the key player calling for 
denuclearization in both regions. Such an idea might meet Prime 
Minister Shinzo Abe\'s advocate Wassertive diplomacy\" aimed to 
contribute to Asia and the world. 
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E.O. 12958: N/A 
TAGS: CMGT, CASC, SL 
SUBJECT: CONSULAR NOTIFICATION OBLIGATIONS 


REF: STATE 9544 


1. The Government of Sierra Leone (GoSL) recognizes its obligation 
to provide consular notification and access, and regularly notifies 
the Embassy when an Amcit has been detained or arrested. 


2. Post can find no evidence that there is a recognized private 
right of action against the GoSL for failure to provide consular 
notification, or any remedies available to private parties for 
failure to provide consular notification and/or access. Likewise, 
post can find no evidence that any attempts to draft such laws or 
statutes have been made by the GoSL. 


Column 3 
HULL 


97986 

OO RUEHWEB 

DE RUEHUL #0550 0570813 

ZNR UUUUU ZZH 

O 260813Z FEB 07 

FM AMEMBASSY SEOUL 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3047 
INFO RUEHBJ/AMEMBASSY BEIJING 2080 
RUEHKO/AMEMBASSY TOKYO 2191 
RUEHMO/AMEMBASSY MOSCOW 7830 
RUCNDT/USMISSION USUN NEW YORK 0391 
RHMFISS/COMUSKOREA J5 SEOUL KOR 
RUEKJCS/SECDEF WASHINGTON DC//OSD/ISA/EAP// 
RHMFISS/COMUSKOREA J2 SEOUL KOR 
RUEHUNV/USMISSION UNVIE VIENNA 0072 
RHMFISS/COMUSKOREA SCJS SEOUL KOR 
RUEHBS/USEU BRUSSELS 

RHHMUNA/CDR USPACOM HONOLULU HI" "UNCLAS SEOUL 000550 


SIPDIS 


SIPDIS 
SENSITIVE 


DEPARTMENT FOR ISN/WMDT AND T: TIM KATSAPIS 


E.O. 12958: N/A 

TAGS: PREL, PTER, PARM, PINR, PINS, KNNP, MCAP, KS 

SUBJECT: MOFAT RESPONDS FAVORABLY TO GLOBAL INITIATIVE TO 
COMBAT NUCLEAR TERRORISM 


REF: A. STATE 21284 
B. SEOUL 406 


1. (SBU) On February 26, POL M/C and Russian DCM Alexander 
Timonin delivered ref A points encouraging the ROKG to 
participate in the Global Initiative to Combat Nuclear 
Terrorism to Song Young-wan, MOFAT\'s Director-General for 
International Organizations. Song agreed that the Initiative 
was important and underlined that Seoul shared the objective 
of preventing nuclear terrorism, a goal that no country could 
achieve alone. He said that the ROKG was doing all it could 
to protect its nuclear facilities and to prevent illicit 

nuclear proliferation. The ROKG was conducting an 
inter-Agency review to consider endorsing the Statement of 
Principles. MOFAT expected the Blue House to make its 
official determination after relevant ministries, including 

the Ministry of Science and Technology, presented their 


Column 3 

opinions in March. Song expressed his personal hope that the 
ROKG would participate in the third meeting of the Initiative 

in Kazakhstan in June. 


2. (SBU) Song reiterated ROKG requests (ref B) that the 
ROKG, as a potential partner country, be given a readout of 
the February 12-13 meeting in Turkey, which he said would aid 
ROKG deliberations. POL M/C provided the Joint Statement of 
the Co-Chairmen to the Second Meeting and offered to pass 
more information when it became available. 

VERSHBOW 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PREL, PHUM, CH, TW 

SUBJECT: DG LIU JIEYI WARNS AGAINST CHEN SHUI-BIAN EFFORTS 
TOWARD DE JURE INDEPENDENCE 


Classified By: Charge d\'Affaires David Sedney. Reasons 
1.4 (b/d). 


Summary 


1. (C) Washington should be vigilant about the risk 

that Chen Shui-bian will push for de jure independence 
in the run-up to Taiwan\'s 2008 election, stated MFA 
North American Affairs DG Liu Jieyi on February 12. 
The MFA is also concerned that the State Department\'s 
official website refers to Chen as President. The CDA 
responded that the United States will uphold its one- 
China policy and act responsibly. On human rights, 
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the CDA expressed concern about the status of AIDS 
activist Dr. Gao Yaojie and requested that the MFA 
share any information it has on the case. The United 
States is still waiting for response to Assistant 
Secretary Lowenkron\'s invitation to AFM Cui Tiankai to 


SIPDIS 
visit Washington. End Summary. 


Beijing Concerned About Run-up to Taiwan\'s Elections 


2. (C) The United States and China should vigilantly 
watch President Chen Shui-bian over the next year, DG 
Liu told the CDA during a February 12 lunch. Citing 
Chen\'s dissolving of the National Unification Council, 
his talk if de jure independence, his renaming of 

major companies in Taiwan and his CNN interview in 
which he claimed to have \"good relations and 
communications with the United States,\" Liu stated 
that Chen will try everything and anything to move to 
de jure independence in the run-up to Taiwan\'s 
election in March 2008. The United States must exert 
its influence over the Taiwan authorities to prevent 
Chen Shui-bian from having the wrong impression that 
he can pursue his agenda and have it accepted by the 
international community, Liu said. 


3. (C) The CDA said the United States upholds its 
commitment to its one-China policy and will act 
responsibly. The United States cannot force Chen 
Shui-bian to take a certain course of action. The 
United States has noticed that Beijing has taken steps 
that are conducive to peaceful relations across the 
strait and urges the PRC government to do more, in 
particular, to engage Taiwan\'s ruling party in 

addition to the opposition. The CDA asked Liu about 
China\'s reaction to former Taiwan President Lee Tung- 
hui\'s recent speech. Analysts in China are closely 
studying Lee\'s speech, Liu stated, conceding that this 
is the first time for Lee to make such comments. 

Still, Beijing remains skeptical that his speeches 
represent a \"real change in attitude,\" Liu said. 


State Department Refers to \"President\" Chen 


4. (C) DG Liu complained that the Department of 
State\'s official website refers to Chen Shui-bian as 
\"President.\" This could encourage Chen\'s destructive 
behavior. (Note: In a follow-up phone call MFA North 
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American Affairs Officer Ran Bo said Liu was referring 
to a reference to President Chen in a February 9 press 
release titled \"Taiwan Naming of State-Owned 
Enterprises and Offices.\" End Note.) Beijing 
considers the issue to be very important because \"only 
countries can have presidents and this could give Chen 
the wrong impression," Liu emphatically stated. The 
CDA cautioned Liu not to confuse unimportant issues 
with important ones. 


Status of Dr. Gao 


5. (C) Regarding human rights, the CDA said the United 
States is very concerned about the status of AIDS 
activist Dr. Gao Yaojie, who was detained by local 
authorities in Henan Province on February 5. The CDA 
urged that the MFA share any information it has on the 
case. Liu said Dr. Gao has worked extensively to 
address AIDS in China and is recognized as an 
\"outstanding person," particularly for her work with 
children. Liu said he does not understand how or why 
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the situation reached its current stage. Liu said the 
United States and China should not make the issue any 
more complicated than it needs to be. The CDA urged 
Beijing to quickly resolve the issue and let Dr Gao 
travel to the United States to be honored by the group 
Vital Voices. 


Preparations for Bilateral Exchanges in 2007 


6. (C) Liu said Beijing hopes to improve bilateral 
relations with the United States through a series of 
high-level exchanges in 2007. China has already held 
several interagency meetings to make preparations for 
the next meeting of the Strategic Economic Dialogue to 
be held in May in Washington. General Ge Zhenfeng\'s 
visit to the United States has been very fruitful and 
Beijing is appreciative of the efforts that went into 
making this visit a success. AFM He Yafei will travel 

to the United States in March to prepare for the 

Senior Dialogue. Liu said that Beijing views the next 
Senior Dialogue meeting as very important and as being 
more focused on political issues now that trade, 
economic, environment and health issues are handled 
through the Strategic Economic Dialogue mechanism. 
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The CDA said that the United States is still waiting a 
response to Assistant Secretary Lowenkron\'s invitation 
for AFM Cui Tiankai to visit Washington for human 
rights discussions. Liu said that the International 
Organization Department will have the lead in MFA on 
the question of a visit by Cui. Beijing is optimistic 

about greater energy and environmental exchanges in 
view of developments in the United States like the 
establishment of the House of Representatives Climate 
Change Commission. Liu believes that this could be an 
area where the two parliaments can cooperate. The CDA 
responded that the United States looks forward to 
greater cooperation in the bilateral relationship in 

the coming year. 
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E.O. 12958: N/A 

TAGS: KCRM, PHUM, KWMN, SMIG, KFRD, PREL, ELAB, GR 
SUBJECT: ANTI-TIP IN GREECE: NGO & GOG ASSESSMENT OF 
PROGRESS 


SUMMARY 


1. (U) In a series of meetings February 9-13 with visiting 
Cyprus/Greece/Turkey Desk Officer and Embassy PolOff, MFA 
officials repeatedly underscored their appreciation for U.S. 
cooperation in the battle against the deplorable crime\" of 
trafficking in persons (TIP). Officials stressed Greece\'s 
political will to combat trafficking, stating that Greece 

should move to Tier 1 in the USG TIP report, as they \"believe 
that Greece fulfills the minimum standards for the 

eradication of trafficking, especially in prevention." 
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However, they acknowledged that areas for improvement 
remained, including the need to: gather and share more 
reliable statistics; educate prosecutors, police and 

especially judges; and work more closely with NGOs to 
identify victims. NGOs were perplexed about the persistently 
low number of victims identified in Greece. Also, although 
most noted an improvement in their relationship with the GoG, 
they felt the GoG should take them more seriously as partners 
in combating TIP. Funding was a contentious issue, partly 
because NGOs were unfamiliar with the GoG process 
requirements. The GoG pointed out that they were half-way 
toward resolving that issue. End Summary 


2. (U) In a February 9 - 13 visit to Athens, Elise Mellinger, 
Cyprus Desk Officer/G issues coordinator for Cyprus, Greece, 
and Turkey and Embassy PolOff met with NGOs and MFA officials 
to discuss the state of GoG efforts to combat trafficking in 
persons in Greece. In meetings with GoG officials that 
included representatives of the ministries of Foreign 

Affairs, Interior, Public Order, Health, and Justice, 

officials repeatedly thanked the U.S. for its on-going 

efforts to assist and cooperate with Greece in eradicating 
what MFA desk officer for the U.S. Greg Vasiloconstandakis 
termed \"this deplorable crime.\" They noted that cooperation 
will continue to expand, as Hellenic Aid and USAID will soon 
sign a Memorandum of Cooperation (MOC). They highlighted 
Greece\'s efforts over the past year, citing their expanding 
regional cooperation, involvement with NGOs, strong political 
will, an increased number of shelters, training of Greek 
consular officials in source countries, large projects to 

raise awareness of prosecutors on identification and 
increased coordination between parts of the GoG on TIP. They 
also noted that they were training police in intensive 

Russian and Albanian courses, and that 16 anti-TIP police 
units were operational country-wide. IOM continues to work 
with the GoG on developing a main players\' network for 
regional cooperation with NGOs and consulates in source 
countries, and recently completed training for 200 out of 400 
total prosecutors, which yielded immediate results in the 

form of prosecutors calling for assistance in identifying 
victims. 


AREAS FOR CONTINUED IMPROVEMENT 


3. (U) USG representatives likewise thanked those present for 
their efforts, which saw Greece move off of the Tier Two 
Watch List in the last year, and also highlighted key areas 

for improvement, including the need for the GoG to do 

more to collect and disseminate reliable statistics as an aid 

to moving Greece onto Tier One, its stated goal. PolOff also 
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stressed the need to share officially and consistently 

details of positive developments such as the breaking up of 
trafficking rings or arrests in notorious cases. Mellinger 
emphasized that a continued area of concern was the fact that 
traffickers appeared to be serving little or no time in jail. 

Lt. Col. Antonia Andreakou of the Hellenic Police 
Anti-Trafficking Unit explained that this was largely due to 

the lengthy appeals process, permitting convicted defendants 
a completely new second trial after a conviction and the 

right to remain on bail during such an appeal. Andreakou 
stated that in all of Greece there was currently only one 
person serving a final jail sentence as a result of a 

trafficking conviction. All agreed that the best remedy to 

this situation was much-needed training for judges and 
prosecutors, emphasizing the possibility of revoking bail for 
convicted traffickers due to the likelihood of flight in the 

face of a lengthy prison sentence. 


4. (U) The inability of the judiciary to properly deal with 
trafficking cases was a recurrent theme. A clinical 

psychologist at a shelter operated by the NGO Klimaka told us 
of a recent case where the court refused to permit her 

to testify as an expert witness about trafficking and, 

thereafter, about the same court making disparaging comments 
about the victim\'s behavior. (\"Why didn\'t she just run 

away?\" \"Why didn\'t she use her cell phone to call the 


police?\") The psychologist explained that such a line of 
questioning makes plain the need for expert testimony so 
courts could begin to understand the effects of trauma on 
victims and why there will frequently be recurring patterns 

of behavior. Another staff member at Klimaka discussed the 
fact that courts may sentence traffickers to time in prison 
after a conviction, but complained that they then frequently 
released them on bail while the case was on appeal. 


GREEK NGOs: WWEVRE NOT ELEPHANTS, (WEVRE MICE)\" 


5. (U) Another recurrent theme was the relationship between 
the GoG and NGOs involved in trafficking issues. Citing the 
common Greek expression about a mouse who everyone else 
thinks is an elephant and can\'t persuade others that it 

really is a mouse, NGO reps said that they were always made 
to prove their legitimacy, to prove that \"we are not 
elephants.\" While most NGO representatives said that the 
relationship was largely good and saw an improvement over 
previous years, there were still striking issues in need of 
resolution. Several NGOs complained that they continued to 
wait for funding to come through that had been promised in 
2004 and others for as much as half of that promised in 2005 
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and 2006. The GoG releases half of their promised funds for 

all projects when they are initiated, then asks for receipts 

in order to disburse the remainder of the funds. Some NGOs 
were unfamiliar with this process and thus faced bureaucratic 
hurdles which impeded the funding flow. Unapproved changes 
by NGOs to their budgets after receiving GoG approval for 
specific items and projects also caused difficulties. The 

MFA YDAS (Greek USAID equivalent) representative explained 
that final payments for 2005 were about to be released, and 
that NGOs now understand and comply more fully with GoG 
funding procedures. NGOs pointed out that the Greek Orthodox 
Church is the largest beneficiary of GoG aid. One million 

Euros went to the shelter operated by the Church, while only 
40,000 Euros went to all other NGOs combined. They noted 
wryly that the Church\'s shelter only helped a single 
\"one-million-Euro\" victim in 2006. 


6. (U) Another complaint voiced by NGO representatives was 

their constant need to prove to the GoG that they were 

reliable and valuable partners in the process. Despite the 

MOC signed by the GoG, IOM and 12 NGOs in November 2005, some 
complained of only begrudging acceptance of the need for NGOs 
to be involved in the issue. This became most problematic 

when NGOs were denied access to detention centers warehousing 
women on charges of illegal migration - at least some of whom 
were likely to be victims of trafficking. However, NGOs 
acknowledged that being signatories to the MOC conferred upon 
them some legitimacy and recognition when dealing with police 
and other officials, and that the GoG was willing to add more 
NGOs to the MOC. The GoG is currently in the process of 

adding to the MOC \"Nea Zoi\" (New Life), a street-based 
grassroots organization officially organized only after the 

MOC was signed. 


7. (U) Several NGOs noted that cooperation with the police 
had improved significantly with Mr. Vanikiotis in charge of 
the Athens Organized Crime Unit. One declared that 
cooperation is so good that Vanikiotis often calls them at 
night to pick up victims and house them or take them to 
shelters. However, Nea Zoi, which identified a trafficking 
victim in a detention center (see below on access) was 
frustrated at the slow movement of her case despite their 
repeated visits and requests to the police for her release. 


DETENTION CENTER CONDITIONS BLEAK BUT STAFF COOPERATIVE 


8. (U) In a visit to the Detention Center at Petrou Ralli in 
Athens, Poloffs were permitted to enter the holding area for 
both men and women. While clean and sufficiently warm, the 
Spartan environs (5 cement blocks for beds are the sole 


Column 3 

furnishings in each toiletless cell with walls decorated only 

with detainees\' drawings and magazine ads) and the complete 
dearth of any activity underscored why the Council for 

Europe\'s Commissioner for Human Rights said in 2006 that the 
facility was not suited to holding persons for more than a 
maximum of two days. Nonetheless, Poloffs met detainees who 
had been incarcerated for several months. (Under Greek law, 

if a detainee is not deported within three months, he or she 

is released and told to depart the country on his or her own. 
Few do.) Many of the women stated that they did not know 
when they would be released. A majority were from Georgia, 
which Greek officials claimed had a poor record of 

cooperation in trying to identify its citizens for 

repatriation; others were from Albania, Russia, China, and 


Moldova. Albanians were usually quickly released and 
repatriated due to close cooperation with Albania. 


9. (U) Most NGOs said that Greece had made clear progress in 
its efforts to combat TIP in the last 12 months. But even 

those citing progress wondered how it was possible that in a 
country with so many TIP victims (allegedly more 

than 10,000), the shelters are often nearly empty and such a 
small number of persons were identified as victims under the 
anti-trafficking law. 


10. (U) A final NGO complaint was limited ability to gain 
access to the detention centers in Greece to speak with 
female trafficking victims; but upon requesting access at the 
MFA meeting, the Athens detention center director met with 
PolOff and Mellinger and quickly agreed to provide a tour. 

He and staff answered questions freely and allowed 
discussions with the detainees. The detention center 

director admitted that there was no formal procedure for 
recognizing which NGOs should be given access to women and 
which shouldn\'t. \"We\'re a small country," he offered, \"and 
we can learn from our colleagues who are serious people and 
who are doing good work, and then we let them in.\" The MFA 
said that an \"annex\" to the 2006 MOC was anticipated in the 
next few months and that it would list all signing-NGOs to 

put an end to uneven access. PolOffs did discover that one 
NGO, \"Med-in\", visits the center weekly, providing medical 
attention and advice to detainees. PolOff has scheduled a 
follow up visit with this NGO. 


PROGRESS ON NIGERIAN VICTIMS\' CASE 


11. (U) In a meeting with NGO leaders, PolOff and Mellinger 
heard that the case of two Nigerian women whom Mellinger met 
in a shelter the previous year was resolved. The visit last 
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year revealed a then nascent trend of Nigerian victims who 
were physically free but coerced through threats of violence 
into sending money to traffickers. In this well documented 
case, one of the victims, who fled to an island and sold 
items on the street to repay her \"debt\" to her trafficker 

from a distance, kept bank receipts of her payments. One of 
the traffickers subsequently received a jail sentence of 19 
years. The other was not convicted due to lack of evidence. 
Both victims are currently on humanitarian visas. This case 
illustrates both the progress and the problems in areas of 
protection and prosecution. The victims were granted 
reflection periods, referred to NGO shelters and at least one 
of their traffickers received a severe sentence. The final 
resolution of the case, however, remains to be seen pending 
appeals. 


COMMENT 


12. (SBU) The GoG has made positive steps in the last year in 
realizing its National Action Plan and several other anti-TIP 
projects. The next twelve months, however, will be the time 
to prove that promised institutional changes accompany the 
written word. In our assessment, the GoG is likely to 
continue to move in the right direction and provide the 
training needed for prosecutors and judges, which will begin 
to bring about stiffer penalties and less frequent admission 

to bail of trafficking defendants. Formalization of the 

names of NGOs working with trafficking victims -- through the 
MOC -- will make access to detention facilities more regular 
and easier for those involved in identifying trafficking 

victims. 

RIES 
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TAGS: KPAO, SCUL, OIIP, RP 

SUBJECT: STRATEGIC SPEAKER INITIATIVE - EMBASSY MANILA 

REQUEST FOR SPEAKER: HOW LAW ENFORCEMENT AGENCIES AND CIVIL SOCIETY 
ACTIVISTS HAVE A COMMON INTEREST IN ACCESS TO INFORMATION 


1. In the framework of the Strategic Speaker Initiative, Embassy 
Manila requests a speaker who will be able to argue effectively that 
law enforcement agencies and civil society activists have acommon 
interest in modifying laws and administrative procedures that block 
access to information and sometimes inadvertently shield those who 
engage in corruption and other criminal activity such as the 
financing of terrorism. We propose that this program take place 

in the fourth quarter of FY 2007, preferably in September. 


2. Justification and Objective: Good governance, economic 
development, and the fight against terrorism are all undercut by 
overly strict laws blocking access to information. The Philippines 
currently has stringent banking secrecy laws as well as laws and 
administrative barriers that make it very difficult for law 

enforcement agencies to engage in wiretapping or other forms of 
surveillance. Those laws and regulations are intended to protect 

the law-abiding public, but in practice they shield those involved 

in corruption and other illegal activity such as the financing of 
terrorism. \"Sunshine\" laws such as the U.S. Freedom of Information 
Act and well-regulated law enforcement powers to wiretap and conduct 
surveillance are not at odds with civil liberties but rather act 
complementarily to deter crime, corruption and terrorism - all of 

which corrode civil society. However, many civil society activists 

here regard the possibility of loosening privacy laws with deep 
suspicion. It would be very helpful to have a speaker who could 
demonstrate convincingly to them that in fact their interests and 

the interests of law enforcement agencies overlap to a significant 
degree and that legitimate law enforcement needs can be met without 
trampling on the rights of the innocent. 


3. The core ideas we want the speaker to communicate are: 

-- Freedom of Information laws are powerful tools useful to both 
civil society advocates and law enforcement agencies, whose 
interests converge in fighting corruption and other forms of 
criminal activity. 

-- Responsibly administered access to information creates both a 
freer and a safer society by exposing corruption and criminality and 
enabling effective prosecution of the perpetrators. 

-- Access to information by law enforcement and \"watchdog\" groups 
not only assists in prosecution of criminals and corrupt parties, it 
deters corruption and criminality. 

-- Protection of civil liberties can be compatible with well 

regulated access by law enforcement and regulatory bodies to the 
information they need to do their jobs. 


4. Purpose of the Program: This program directly supports three of 
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our top-priority MPP goals: Prevention and Response to Terrorism, 
Economic Growth and Development, and Support for Democratic Systems 
and Practices. It also directly addresses major aspects of the 

following Strategic Speaker\'s Initiative criteria: Meeting the 

Challenge of Terrorism, Democracy and Rule of Law, Trade and 
Investment. 


5. Audience: The speaker\'s program will include venues in Manila, 
Cebu and possibly Davao. Audiences will include government and law 
enforcement officials, financial professionals, civil society 

activists, and students studying government, finance and law. We 

will arrange print and electronic media interviews in order to 

maximize the \"reach\" of the program. 


6. Proposed Topic: \"Reasonable and Well-Regulated Access to 
Information Is Good for Law Enforcement and for Society.\" We 
propose that the speaker focus on showing how carefully crafted 
Freedom of Information laws and well-regulated law enforcement 
powers to wiretap and conduct surveillance are can be compatible 
with civil liberties and deter crime, corruption and terrorism - all 

of which corrode society. Currently, Philippine law is overly 
rigorous in protecting bank secrecy, and laws and administrative 
procedures make it very difficult for law enforcement agencies to 
use wiretaps and other forms of surveillance to obtain evidence. 
Philippine law protects civil liberties to such an extent that many 
criminals are never brought to trial because law enforcement 
agencies cannot collect evidence that can be used to make arrests 
and get convictions. As a result, it is difficult to uncover crime 
and/or obtain convictions against those who engage in corruption and 
other criminal activities such as violation of intellectual property 
rights and even the financing of terrorism. 


7. Type of Specialist: We suggest Judge Richard Posner, author of 
\"Not a Suicide Pact: The Constitution in a Time of National 
Emergency. His contact information follows: Richard A. Posner, 
Senior Lecturer in Law, 1111 East 60th Street, Chicago, IL 60637; 
phone: 773-702-9608; email: hkafra@uchicago.edu. If Judge Posner is 
not available, his son, Eric Posner, who also writes on this 

subject, would be an excellent substitute. His contact information 
follows: Eric A. Posner, Professor of Law, University of Chicago Law 
School, 1111 E. 60th Street, Chicago, IL 60637 USA; Phone: 
773-702-0425; Fax: 773-702-0730; E-mail: 
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eric_posner@law.uchicago.edu. Post would appreciate IIP\'s 
assistance in identifying other alternatives should both suggested 


specialists not be available. 


8. Language Requirement: English is widely spoken in the 
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Philippines. 


9. Materials Required: Mission requests the speakers\' CVs as well as 
an abstract of the presentation. We would also appreciate an 
advance copy of visual aids (e.g., PowerPoint 

presentation), and any other materials, such as a bibliography and 
reprints of any articles written by the speakers. 


10. Control officer will be ACAO Stephen Ashby; office phone (63-2) 
525-0426; home phone (63-2) 833-9176, fax (63-2) 525-0427; email: 
AshbySM@state.gov. Assisting Mr. Ashby 

will be Cultural Affairs Specialist Jomar Ascano; office phone 

(63-2) 523-1001 ext 2524; fax (63-2) 522-1608; 
email:AscanoJA@state.gov. 


11. Funding specifics: We request that this program be funded 
through the Strategic Speakers Initiative. Post welcomes other 
missions in the region co-programming the 

speaker. 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: NORTH KOREA, TAIWAN\'S NAME CHANGE CAMPAIGN 


1. Summary: With the week-long Lunar New Year holidays coming to an 
end, Taiwan\'s major Chinese-language dailies continued to focus 

their coverage February 24-26 on possible candidates vying for the 

2008 presidential elections, and on the upcoming sixtieth 

anniversary of the 2-28 Incident. In terms of editorials and 

commentaries, a column in the pro-status quo \"China Times\" commented 
on North Korea. The article speculated that Washington and 


Column 3 

Pyongyang are secretly discussing plans to establish diplomatic 

ties. An editorial in the limited-circulation, conservative, 
pro-unification, English-language \"China Post,Y on the other hand, 
criticized the DPP government\'s name change campaign, saying the 
move may not do any good for Taiwan. End summary. 


2. North Korea 


\"Are the United States and North Korea Secretly Discussing 
Establishment of Diplomatic Ties?\" 


The \"International Outlook\" column in the pro-status quo \"China 
Times\" [circulation: 400,000] wrote (2/26): 


Y... Pyongyang is indeed changing its attitude. Kim Jong Il said 
this year will be North Korea\'s year for developing its economy. 
[Should this be true,] the country will then have to achieve some 
breakthroughs in its foreign relations. [For Pyongyang,] as long as 
it sticks to its position with regard to the stored nuclear weapons, 
it seems viable to freeze or demolish nuclear facilities in exchange 
for economic benefits. As for the United States, it will be 

basically acceptable as long as it is able to get Pyongyang to keep 
only a minimum of non-threat nuclear weapons and stop nuclear 
proliferation on the Korean Peninsula. As it stands now, it seems 
certain that the two countries will have to normalize their 

relations. If the North Korean nuclear issue can be resolved this 
way, it will not be as difficult as people have imagined for 
Washington and Pyongyang to establish diplomatic ties.\" 


3. Taiwan\'s Name Change Campaign 
\"Re-naming Doesn\'t Pay\" 


The conservative, pro-unification, English-language \"China Post\" 
[circulation: 30,000] editorialized (2/24): 


\"On the surface, President Chen Shui-bian\'s re-naming of state-owned 
enterprises to drop \'China\' or \'Chinese\' in favor of \'Taiwan\' or 
\'Taiwanese\' is a step benefiting his cause for Taiwan independence. 
In reality, however, the move may not work to his advantage. First 

of all, Washington is not amused. U.S. State Department Spokesman 
Sean McCormack has stated bluntly that \'the United States does not 
support changes in terminology for entities administered by Taiwan 
authorities.Y Perhaps more seriously, he warned that \'President 
Chen\'s fulfillment of his commitments will be a test of leadership, 
dependability and statesmanship, as well as his ability to protect 
Taiwan\'s interests, its relations with others, and to maintain peace 
and stability in the Taiwan Strait.’ There are harsh words. The 

name change, while giving Taiwan a separate identity, is in fact 
admitting that Taiwan is a part of China, a claim by the Beijing 

regime from the beginning. ...\" 
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E.O. 12958: N/A 

TAGS: ECON, EFIN, EINV, ETRD, EMIN, EPET, ENRG, BEXP, KTDB, SENV, 

PGOV, SF 

SUBJECT: SOUTH AFRICA ECONOMIC NEWS WEEKLY NEWSLETTER FEBRUARY 9, 
2007 ISSUE 


PRETORIA 00000663 001.2 OF 003 


1. (U) Summary. This is Volume 7, issue 08 of U.S. Embassy 
Pretoria\'s South Africa Economic News weekly newsletter. 


Topics of this week\'s newsletter are: 

- Budget in Brief 

- Inflation \"Still in Check\" 

- EU Include SA in SADC EPA Negotiations 

- Interest Groups Raise Concerns About Biofuels Strategy Development 
Process 

- SA Competitiveness Among Top 50 

- US Marines Order 90 SA Vehicles 

End Summary. 
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Budget in Brief 


2. (U) In his 2007 Budget Speech, Minister of Finance Trevor 
Mannual, announced that South Africa has achieved a budget surplus 
for the first time since the early-1980\'s at 0.3% of GDP. Another 
budget surplus of 0.6% of GDP is expected for the 2007/08 fiscal 
year. Manual said the surplus was mainly due to 
higher-than-expected revenue collection as a result of wider tax 
collection and buoyant economic growth. Other achievements for the 
SAG include a debt-to-GDP ratio that has fallen to 31% of GDP and 
debt servicing costs of only 10.5% of total expenditure. Manuel\'s 
speech painted a healthy picture of the economy with GDP growth for 
2006 expected to reach 4.9%. In 2007, Manuel forecast slightly 
weaker growth of 4.8% but added that the economy should average 
around 5.1% growth over the next three years. Inflation, as 
measured by CPIX is expected to average 4.7% per year up to 2010. 
However, the ratio of tax-to-GDP has risen to more than 27%, well 
off government\'s original promise of 25%, and is set to rise to 28% 
or more in coming years. This, one economist said, indicates that 
South Africans were overtaxed and that the SAGVs growing share in 
the economy is becoming counter- productive. 


3. (U) There were few surprises on the taxation side. Manuel gave 
tax relief of R8.4 billion ($1.2 billion) to low income taxpayers, 
bringing net relief to 12.4 billion ($1.75 billion). Arguably the 

most well-received of the tax reforms was the scrapping of the tax 
on interest and rental income of retirement funds which will fall 
away on March 1, 2007. Manuel has also amended the contentious 
Secondary Tax on Companies with the rate of tax charged on dividend 
payments set to fall from 12.5% to 10% on October 1, 2007. The 
conversion to a dividend tax will be imposed at the shareholder 
level by the end of 2008 subject to the renegotiation of a number of 
international tax treaties. Excise taxes have predictably been 

hiked, with tax on a packet of 20 cigarettes increased by 60 cents, 
tax on a can of beer by 5 cents, a bottle of wine by 10 cent, and a 
bottle of spirits by R1.88. Bad news for motorists is that the 

general fuel levy will increase by 5 cents per liter while 

contributions to the Road Accident Fund will also be increased by 
the same amount. That implies a 10 cents increase in the price of a 
liter of petrol. 


4. (U) The SAG\'s policy of social delivery, job creation and human 
capital development received frontline attention in the budget. 
Education continued to be the biggest single spend item, receiving 
35% of the total social services budget. Social services accounted 
for 51% of the allocated expenditure. Key objectives included 
increased teacher remuneration, upgrading public transport, and 
improving the delivery of housing, health, education and justice. 
Over the next three years, Manuel set aside an additional R13.3 
billion ($1.9 billion) for the 2010 FIFA World Cup, bringing the 
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total contribution from national government to R17.4 billion ($2.5 
billion), with R8.4 billion ($1.2 billion) for stadiums and R9 

billion ($1.3 billion) for transport infrastructure. Further, 

Manuel increased expenditure on police by 34% over the next three 
years and money allocated to the Department of Justice increased by 
52% over the same period. The increased spending on justice would 
be to improve court capacity and reduce case backlogs, while more 
police will be recruited to bring the police force from 152,000 to 
190,000 by 2010. Manuel also revealed plans to impose a mandatory 
earnings-related social security tax to provide improved 
unemployment insurance, disability and death benefits for taxpayers, 
with a view to implementation in 2010. For low-income workers 
falling below the tax threshold, Manuel said a wage subsidy was in 
the offing. Meanwhile, state old-age pension, disability and care 
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dependency grants increase by R50 to a maximum of R870 ($123) per 
month. Child support grants will be increased by R10 to R200 ($28) 
per month while foster care grants rise to R620 ($87) per month. 

The number of beneficiaries of social grants has risen from 3 

million in 1997 to 11.8 million today, almost one quarter of the 

total population. 


5. (U) Regarding the possible imposition of a windfall tax on the 
liquid fuels sector, Manuel said recommendations involved either an 
outright tax on windfall profits or an incentive arrangement for new 
investment in liquid fuel capacity. Although Manuel said both 
proposals had merit he assured industry that it would be consulted 
before the matter was finalized. This implies that companies like 
Sasol could avoid the tax if they invested a portion of their 

profits in expanding productive capacity. The Minister continued a 
gradual process of exchange control relaxation and lowered the 
current shareholding threshold for foreign direct investment outside 
Africa from 50% to 25% to further enable SA companies to engage in 
strategic international partnerships. (Budget Speech, February 21, 
2007) 


Inflation \"Still in Check" 


6. (U) Statistics South Africa (StatsSA) announced that CPIX 

inflation (consumer price index excluding mortgage charges) 
increased by 5.3% in January, slightly above forecasts of 5.2%, 

after 5.0% in December. Stats SA said the CPIX increase was due 
mainly to hikes in food, followed by transport, medical care and 

health expenses that were partly balanced out by annual decreases in 
clothing and footwear. Economists pointed out that January is 
normally the month when most traders implement their annual price 
hikes. Moreover, economists feel that inflation is still largely 
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under control and expect that the current inflationary cycle is very 
close to a peak and that a downtrend could start soon. The Reserve 
Bank kept its key repo rate steady at 9% last week after 200 basis 
points worth of hikes last year, saying the inflation outlook had 
improved. (Fin 24, February 22, 2007) 


EU Include SA in SADC EPA Negotiations 


7. (U) The European Union (EU) has agreed to include SA in its 
negotiations with the Southern African Development Community (SADC) 
for an Economic Partnership Agreement. SA, which is a member of 
both the Southern Africa Customs Union (SACU) and SADC, is pressing 
for trade integration in the region among all the various custom 

unions. SA and the EU are at the same time reviewing their Trade, 
Development and Cooperation Agreement in an attempt to align the SA 
and SADC-EU trade agreements. The EU has, however, placed 
conditions on SA\'s participation. The EU wishes to provide the 

lesser developing countries greater benefits, which will result in a 
differential trade regime. SA will likely continue to press for a 

single uniform trade agreement. The first formal meeting between SA 
and the EU is scheduled in the beginning of March. (Business Day, 
February 16, 2007) 


Interest Groups Raise Concerns About Biofuels Strategy Development 
Process House Costs 


8. (U) South African civil society, environmental groups and trade 
unions have expressed concern about the manner in which the 
Department of Minerals and Energy (DME) conducts the country\'s 
biofuel strategy consultation process. According to Liz McDaid of 
ASFC, the DME provided only four days for people to comment on the 
strategy. In addition to the short notice concerns, the 

stakeholders believe that cabinet has already agreed in principle to 
the content of the document, which will have an impact on the 
industrial policy of the country. Other concerns are related to 

food security, job creation (approximately 55,000) and that growing 
food to fuel cars would cause price increases and food shortages. 
The stakeholders argued that they need more time to formulate 
meaningful contributions to the draft document. The Botanical 
Society of SA (BSSA) complained that they had put together some 
technical concerns to raise with the DME, but they are disappointed 
because they will not have time to present them properly. The 
stakeholders argue that the strategy does not supports government\'s 
policy for accelerating growth and job creation because only 
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large-scale commercial corporations would benefit from it. 
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Meanwhile, other stakeholders indicated that they would boycott the 
due-planned series of workshops and organize their own to help the 
broader civil society. (Business Day and Cape Times February 16, 
2007) 


SA Competitiveness Among Top 50 


9. (U) According to the World Economic Forum\'s Global 
Competitiveness Index (CGl) for 2006-07, South Africa was ranked 
among the top 50 economies in the world, coming in at 45th place, 
down from 40th place in 2005. The CGI ranks countries along nine 
categories, including institutions, macro-economic policies, and 
health and education. South Africa was ranked in the 30\'s and 40\'s 
in most categories but scored a disastrous 103rd place in the health 
and primary education category. South Africa\'s highest rankings 
were in market efficiency (33rd place) and institutions (36th 

place). According to the CGI, Switzerland has the most competitive 
economy in the world. The United States ranks at 6th place, down 
from the 1st place in 2005. (ABSA EconoTrends, February 21, 2007) 


US Marines Order 90 SA Vehicles 


10. (U) The US Marine Corps has placed a $55.4 million order for 90 
South African-designed RG33 mine-resistant and ambush-proof 
vehicles. BAE Systems\' South African unit, Land Systems OMC, won 
the order after turning around a request for a proposal from a 
clean-sheet design to delivering a working, blast-tested prototype 

in less than seven weeks. The advanced tactical wheeled vehicles 
will offer enhanced protection to US marines and soldiers under the 
Mine Resistant Ambush Protected (MRAP) vehicle program. \"BAE Systems 
has successfully completed its own blast testing of the RG33 vehicle 
design, and the results met or exceeded the MRAP survivability 
requirements in all cases,\" said John Swift, MRAP Program Manager 
for BAE Systems at its Triangle, Virginia office. (I-net Bridge, 
February 20, 2007) 
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SIPDIS 


SENSITIVE 
SIPDIS 


PLEASE PASS TO EAP/MLS 


E.O. 12958: N/A 
TAGS: OTRA, KS, TH, BM, LAS, VM, CB, JA 
SUBJECT: COUNTRY CLEARANCE FOR EAP/MLS DIRECTOR RAPSON 


REF: STATE 20801 


1. (U) Embassy Seoul warmly welcomes and grants country 
clearance for the March 9-11, 2007 official visit to Seoul by 
EAP/MLS Director Robert Rapson. A notional schedule will 
follow separately. 


CONTACT INFORMATION 


2. (U) Control officer for the visit is Political Officer 
Andrew Bennett. 


Office telephone: (82)(2) 397-4372 
Embassy operator: (82)(2) 397-4114 then press \"0\" 


Cell phone: (82)(10) 6480-4372 

Fax number: (82)(2) 733-4791 
Unclassified email: bennettao@state.gov 
SIPDIS 

SIPTNet email: bennettao@state.sgov.gov 
LODGING 


3. (U) Embassy has reserved a room at the Seoul Plaza Hotel 
for the nights of March 9-10, 2007 at per diem rates, 

including early check-in on March 9 and special upgrade to 
business room. The reservation confirmation number is 
270679. The hotel phone number is (82-2) 771-2200. 
Breakfast, Lounge Floor, and fitness access are included in 
the rate. Cancellation policy is 24 hours prior to arrival 

to avoid one-night penalty. 


TRAVELERS NOTE 
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4. (U) All official travelers must possess a Korean visa to 
enter the country. Travelers may contact the nearest Korean 
consulate/embassy to obtain a visa. 


5. (U) An airport tax of KRW27,000 (approximately USD27) is 
usually included in the cost of the ticket. Upon departure, 
diplomatic passport holders may claim reimbursement at the 
tax refund center located near the duty-free shops beyond the 
security check area. 


TRANSPORTATION 


6. (U) Per Embassy policy, we cannot meet official visitors 
on arrival unless they hold the rank of Ambassador, Deputy 
Assistant Secretary, and above. Transportation from Incheon 
International Airport into the heart of the city is readily 
available by taxi. An airport/hotel shuttle (KAL limousine) 
also runs every 30 minutes during the day to first class 

hotels downtown for KRW13,000 (approximately USD13). 
Availability may be limited, however, late in the evening. 


CELL PHONES 


7. (U) Please be advised that not all cell phones work in 
Korea. Travelers must first check with their service 
provider. Blackberrys are likewise unusable in Korea. 


THREAT ADVISORY 


8. (U) Americans in Seoul are subject to worldwide threat 
from international terrorists, although we have no 
information to suggest any specific terrorists threats 

directed at Americans here. Political demonstrations occur 
frequently in Seoul, and are occasionally anti-American. 
Americans can minimize personal risk by staying away from 
demonstrations and by avoiding confrontation or altercations 
with protesters. While relatively infrequent by U.S. 
standards, street crime does occur. Most reported crimes 
involve pickpocketing in tourist areas and are predominantly 
non-violent in nature. The security precautions a person 
would take in any large city are appropriate throughout South 
Korea. Police are considered capable and well trained. 
Seoul metropolitan authorities staff English-speaking 
personnel 24 hours daily to handle local emergencies. 
Telephone numbers are as follows: 112 police emergency, 119 
fire 8 ambulance. 
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9. (SBU) One must assume that hotel rooms, telephones, 
cellular phones, and fax machines may be monitored. Official 
travelers should ensure that hard-copy and electronic 
sensitive information is not left in hotelrooms. Asa 
precautionary measure, visitors are advised NOT to discuss 
sensitive or classified information in uncontrolled areas. 
Computers, to include laptops and PDAs, are NOT allowed in 
the Embassy except with prior clearance/permission from the 
RSO office. 


OTHER INFO 


10. (U) For comprehensive information on South and North 
Korean politics and economies, please reference the Embassy\'s 
new classified website at http://www.state.sgov.gov. 
VERSHBOW 
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E.O. 12958: N/A 

TAGS: EFIN, ETTC 

SUBJECT: RESPONSE TO TAIPEI QUESTIONS: INFO SHARING UNDER 
TERROR FINANCE AGREEMENTS 


REF: SECSTATE 22711 


1. (SBU) AIT Director Young spoke with Vice Premier Tsai 
Ying-wen on February 26 to convey reftel points in paras 

6-12. In response, Tsai confirmed that Taiwan had contracted 
U.S. counsel to advise them on the case, but now that it into 
legal proceedings, Taiwan has respected the independence of 
the courts and is not trying to intervene or influence the 

legal process in any way. The Vice Premier expressed 
appreciation for this information, which she said would 

provide a useful reminder to all elements of the Taiwan 
government involved in the case, including MOJ and the TECRO 
office in Washington. Tsai promised to pass on the USG 
points in that spirit. Director indicated that our 
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information from Washington suggests TECRO is already well 
aware of the sensitivities involved. He conveyed to Tsai our 
appreciation for their understanding and cooperation. 

Director also reminded the Vice Premier that Taiwan 
authorities should continue supplying any relevant 
information, either on Mr. Wang or his spouse, through the 
MOF-DOJ channel. Tsai pledged to consult with MOJ promptly 
to ensure this process continues. She expressed genuine 
appreciation for our updates. Taking advantage of a call 

from FM James Huang later in the day, Director went over 
these points again, highlighting the importance of 

forbearance on the part of Taiwan at this state. Huang said 
he fully understood, and that my points tracked closely with 
information they had received from David Lee in TECRO. 


2. (SBU) Separately on February 26, MOJ Prosecutor Huang 
Yuang-kuang expressed thanks for and understanding of reftel 
information and told AIT that Taiwan had not yet made any 
request under the MLAA specifically for information related 

to Wang\'s bulk cash smuggling and trans-national money 
laundering operations. AIT noted that if Taiwan authorities 
wish to make a specific request for information related to 
these crimes, they should do so under the MLAA. 


YOUNG 


97994 

PP RUEHDE RUEHDIR 

DE RUEHMS #0188 0570859 

ZNY CCCCC ZZH 

P 260859Z FEB 07 ZDK 

FM AMEMBASSY MUSCAT 

TO RUEHC/SECSTATE WASHDC PRIORITY 7851 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE PRIORITY 
RUEHGB/AMEMBASSY BAGHDAD PRIORITY 0040""CONFIDENTIAL MUSCAT 000188 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 02/25/2017 

TAGS: PREL, IZ, MU 

SUBJECT: IRAQI DELEGATION RECEIVES ADVICE, SUPPORT FROM 
OMANI FOREIGN MINISTER 

REF: 06 MUSCAT 1588 

Classified By: Ambassador Gary A. Grappo for Reasons 1.4 b/d. 


1. (C) Summary: An Iraqi delegation led by the Minister of 
State for Parliamentary Affairs visited Muscat from February 
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16-18. Oman\'s Minister Responsible for Foreign Affairs, 
Yousef bin Alawi, told the group that the Iraqi government 
needed to \"speak with one voice\" and promote policies that 
transcend sectarian divisions if it wished to counter 

negative media reports. He further advised that Iraq should 
engage Arab governments more directly - including at the 
upcoming Arab League Summit - to elicit increased Arab 
support. End Summary. 


2. (C) During a February 21 meeting with the Ambassador, 
Ministry of Foreign Affairs (MFA) Under Secretary Sayyid Badr 
al-Busaidi described as \"successful\" the February 16-18 visit 
to Muscat of an Iraqi delegation headed by the Minister of 
State for Parliamentary Affairs, Safa Mohammed al-Safi. 
Sayyid Badr stated that Yousef bin Alawi spent more than four 
hours with the delegation, during which time he expressed 
Oman\'s support for the Iraqi government and people, and 
offered advice on how Iraq could better promote domestic 
stability and garner stronger support from its Arab neighbors. 


3. (C) According to Sayyid Badr, bin Alawi encouraged the 
Iraqis to conduct more direct outreach to other Arab states, 
particularly members of the Gulf Cooperation Council (GCC), 
in order to avoid isolation. He assured the delegation that 
once the Iraqi government began to speak with one voice and 
articulated a national platform that rises above sectarian 
interests, more Arab support would be forthcoming. Bin Alawi 
also said that the Iraqi government had to find a way to 

\"take control of the message\" of what is happening inside 
Iraq, rather than continue to allow extremist voices in the 
Arab media to define the situation for regional audiences. 

The next Arab League summit, which Saudi Arabia will host in 
March, presents Iraq with \"a golden opportunity to send the 
right message,\" bin Alawi told the delegation. 


4. (C) In addition to crafting a message for regional 
audiences, bin Alawi advised the delegation that the Iraqi 
government needs to do a better job of connecting with its 
own people, Sayyid Badr reported. The Minister suggested 
that lraq focus on the needs of its youth by providing jobs 
and training that would make young people loyal to the nation 
instead of individual leaders fueling the insurgency. Bin 
Alawi offered Oman as an example, citing his country\'s 
experience in ending its own Dhofar rebellion of the 
early-1970\'s through a combination of political, economic and 
military tactics. 


5. (C) Sayyid Badr said that while the Iraqi delegation did 
not request any specific new assistance, Oman intends to 
continue its quiet policy of providing the Iraqi government 
with political and moral support. He stressed, however, that 
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Oman is not able to open an embassy in Baghdad until the 
security situation there improves. The Ambassador encouraged 
the Omani government to consider sending a high level 
delegation to Iraq, and offered USG assistance - including 
assistance for security - to facilitate such a visit. 

GRAPPO 
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E.O. 12958: DECL: 02/23/2017 

TAGS: PREL, PTER, KISL, ETRD, MO, LY, AG, TS, XA, XF 

SUBJECT: AMU INCREASING CT FOCUS, ADVANCING TRADE DIALOGUE, 
BUT POLITICAL CHASMS REMAIN 


REF: 06 RABAT 1764 


Classified by DCM Wayne Bush for reasons 1.4 (b) and (d). 


1. (C) Foreign Ministers from Morocco, Algeria, Mauritania, 
Tunisia, and Libya gathered in Rabat February 10-11 for the 
26th Ministerial Council meeting of the Arab Maghreb Union 
(AMU). A senior AMU contact told us discussions among the 
Ministers reflected increased focus in AMU fora on stemming 
extremist thought and expanding practical CT cooperation. 
The Ministers also agreed to increase efforts to establish a 
North African Free Trade Zone and to work to harmonize 
agricultural and water policies. The AMU Ministers welcomed 
the Mecca Agreement, voiced concern about Darfur, and even 
expressed solidarity with Libya in the face of criticism of 

the Bulgarian nurses' trial. AMU officials said there is 
tentative planning to hold a summit in Tripoli in June. 

Despite the recent flurry of activity, outside observers are 
skeptical that AMU initiatives will have a tangible impact 
absent broader political rapprochement among member states. 
End summary. 
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2. (C) Zoheir Merchaoui, Political Minister-Counselor at the 
Arab Maghreb Union Secretariat in Rabat, briefed poloff on 
February 20 on the outcome of a recent flurry of meetings in 
AMU fora, punctuated by the February 10-11 Ministerial. A 
Tunisian diplomat and long-time aide to AMU Secretary-General 
Habib Ben Yahya, Merchaoui said that the Ministers, building 
on preceding experts\' discussions, agreed on the outlines of 
an initiative to form a Wcomprehensive, joint policy" on 

youth affairs - primarily an effort to counter the spread of 
extremism. Participants recognized that existing efforts to 
foster youth through education and social programs were 
insufficient to counter the spread of extremist thought, and 
agreed that their respective governments should pool 
resources and coordinate efforts to promote \"enlightened\" 
visions of Islam and society. 


3. (C) Merchaoui also offered that technical cooperation on 
counterterrorism is increasing in AMU fora. Discussions 
among experts from AMU states, meeting to prepare for the 
Ministerial, included consideration of regional trends in 
terrorism, he noted. Interior Ministers from AMU states are 
scheduled to meet in May, according to Merchaoui, and working 
level MOI officials will gather in Tripoli in March to lay 

the groundwork. The MOls\' meeting will be an important 
opportunity for regional governments to expand practical 
cooperation in the face of evolving terrorist threats, 
Merchaoui opined. 


4. (C) Again building on preceding consultations among 
experts, the AMU Ministers also agreed in Rabat to step up 
efforts to establish a North African Free Trade Zone. From a 
technical perspective, the trade talks have reached an 
advanced stage, Merchaoui maintained. The principle of a 
regional FTA has been agreed upon for more than a decade, he 
noted, remarking that trade officials from AMU states were 
currently considering technical questions involving 
compensation for industries that would be negatively affected 
by an end to trade barriers, and other technical questions 

for member states\' customs departments. Acknowledging 
skepticism that a regional FTA process could move forward in 
the current political environment, Merchaoui believed 

regional governments were now, more than in the past, 
recognizing the linkages between economic development and 
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internal stability, and appreciating regional free trade as 
an option that can not be ignored. 


5. (C) Other economic initiatives taken up by the AMU 
Ministers were projects to harmonize regional agriculture and 
water policies. The Tunisian delegation also made a strong 
push for the formation of a Maghreb Development Bank, which 
would be headquartered in Tunis with initial capital of USD 
500 million. Though all AMU states had agreed in principle, 
an Algerian diplomat told poloff, there was disagreement on 
timing - the Tunisians sought to fast-track the effort, while 
the Algerians wanted to ensure the structure and modalities 
of the bank were well-conceived before the bank was 
operationalized. Just after the Ministerial\'s conclusion, 
private sector leaders and sundry government officials from 
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across the AMU region convened in Marrakech, where they 
agreed on February 17 to form the Maghreb Business Union, 
intended to bolster the private sectors role in regional 
development. 


6. (C) The AMU Ministers\' discussions also took up current 
conflicts and issues facing the greater region. The 

Ministers welcomed the Mecca Agreement, hoping that it 
represented a break in the intra-Palestinian stalemate and an 
opportunity to move forward with the peace process. The 
Ministers expressed concern about continuing strife and 
humanitarian crisis in Darfur, but adhered to the current 

Arab League position on the way forward. The Ministers even 
released a communique expressing solidarity with Libya in the 
face of criticism of the Bulgarian nurses! trial, calling on 
European media to cease its attacks on the integrity of the 
Libyan justice system. 


7. (C) Merchaoui said there is tentative planning to hold a 
summit of AMU heads of state in Tripoli in June, though 
allowed that this date could slip. The last AMU Summit was 
in Algiers in 1994. 


Column 3 


8. (C) In a recent discussion of the AMU, Moroccan academics 
Abdallah Saaf and Mohammed Haddy, each specialized in 
regional security affairs, told us that the need for security 
cooperation among member states appears greater than ever. 
Though the AMU\'s founding document, the 1989 Treaty of 
Marrakesh, focused more on conventional military/security 
threats, the real threat in the region today obviously comes 
from unconventional indigenous terror groups like the GSPC, 
which recently publicized its merger with the Al-Qaida 

network. 


9. (C) Ironically, Haddy opined, the prospect that 

instability could spill across borders could increase mutual 
distrust between states even as it highlights common danger. 
Both emphasized that political rapproachement among the 
states was prerequisite to any significant progress for the 

AMU process, even in innocuous technical fields. The Western 
Sahara dispute, which has fueled a sort of cold war between 
Morocco and Algeria since the 1970s, is only the most obvious 
of a number of political obstacles. 
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SUBJECT: APHSCT TOWNSEND\'S FEBRUARY 8 MEETING WITH COMISAF 


REF: KABUL 368 


Classified By: Ambassador Ronald E. Neumann; reasons 1.4(a),(b), and (d 


de 


1. (S) Summary: General McNeill emphasized that ISAF will 
maintain the initiative, and that the \"spring offensive will 

be mine.\" He said that, from a military perspective, he does 
not like the current situation in Musa Qala (reftel). 

However, he said that he is prepared to leave things as they 
are, for now, unless called upon for assistance by the GoA, 
or if the situation in Musa Qala presents a direct life/limb 
threat to Coalition Forces. Referring to a recent meeting 
with President Karzai, General McNeill said that Karzai had 
been more moderate in his remarks regarding Afghan-Pakistani 
relations than he had ever heard him to be. End Summary. 


2. (SBU) In a February 8 meeting, COMISAF General Dan McNeill 
discussed the security situation in Afghanistan with Frances 
Fragos Townsend, Assistant to the President for Homeland 
Security and Counterterrorism (APHSCT), and Ambassador 
Neumann. 


3. (S) General McNeill emphasized that ISAF will maintain the 
initiative, and that the \"spring offensive will be mine.\" He 
said that he expects that there will be some intense fighting 

in the spring/summer, as the Taliban and other insurgents 
continue to challenge ISAF and Afghan National Security 
Forces (ANSP). General McNeill said that he also expects an 
increase in IED attacks (particularly VBIEDs), and that ISAF 
is working to mitigate this threat in cooperation with the 

USG and GoA. 


4. (S) Reviewing possible cross-border infiltration 
scenarios, General McNeill commented that the Taliban might 
conceivably attempt to send fighters around to the west of 
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Kandahar and Helmand provinces, perhaps entering Afghanistan 
via Nimroz and then heading up to the northeast. He noted 

that ISAF does not have any forces stationed in Nimroz, and 
underlined that this is a concern that he is working to 

address. General McNeill said that criminal activity is the 

main security threat in the North of Afghanistan. He added 

that the ISAF troops currently stationed in the North are 

spread quite thinly, and are needed there. 


5. (S) General McNeill said that, from a military 

perspective, he does not like the current situation in Musa 
Qala (reftel). However, he said that he has informed the UK 
and GoA that he is prepared to leave things as they are, for 
now, unless called upon for assistance by the GoA, or if the 
situation in Musa Qala presents a direct life/limb threat to 
Coalition Forces. General McNeill said that, if ISAF were to 
intervene, it would take a measured approach, to avoid 
unnecessary collateral damage. He noted that neither the 
Musa Qala tribal elders nor Helmand Governor Wafa had asked 
for help. General McNeill commented that he believes that 
the situation, as is, does not compromise ISAFYs position 
with regard to Kajaki, where ISAF is supporting USG efforts 
to repair a major hydroelectric dam. 


6. (S) Referring to a recent meeting with President Karzai, 
General McNeill said that Karzai had been more moderate in 
his remarks regarding Afghan-Pakistani relations than he had 
ever heard him to be. While Karzai still maintained that the 
Pakistani government does not fully understand the risk posed 
to Pakistan by the Taliban, his overall tone was generally 
conciliatory. Karzai himself mentioned that he had just 
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given a media interview in which he had made a point of 
taking a moderate line in his comments with regard to 
Pakistan. 
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E.O. 12958: DECL: 08/03/2016 
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SUBJECT: PRT CHAGHCHARAN:THE COST OF ALLOWING NICE GUYS TO 
FINISH LAST 


Classified By: Classified by Richard Norland for reasons 1.4(b) and (d) 


1. (C) Summary: The case of Ghor Province in Afghanistan\'s 
mountainous center suggests that major flows of assistance to 
areas of instability can have the unintended consequence of 
undermining government authority in ostensibly stable areas. 
Ghor province enjoys a 

generally benign security environment but is seriously 
underdeveloped. Given the need to address security concerns 
elsewhere, Ghor has received only a modest level of outside 
assistance, including from the PRT\'s lead country, Lithuania. 
This, combined with 

residents\' chronic sense of abandonment as well as news of 
development projects going on elsewhere, is giving rise to 
resentment and criticism of government authorities. 
Particularly in Ghor\'s vulnerable south, poverty and the lack 
of development may also be opening up opportunities for the 
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Taliban to exploit. Given its position both as part of 
Afghanistan\'s stable core and as a barrier to the northward 
spread of Taliban insecurity, Ghor\'s situation is prompting 

us to look more closely at whether investing a few 

additional development resources in Ghor and similarly placed 
\"good guy\" areas might be in the country\'s larger interest. 
End 

Summary. 


Deep Pockets vs. Deep Needs 


2.(C) Rightly or wrongly, the country leading a PRT has 

come to be seen as the special benefactor of the province in 
which that PRT operates. Whether it is the Spanish in 

Badghis fixing Qala-i-Naw\'s city electric system, the Germans 
spending $7 million on bringing clean drinking water and 

paved streets to Kunduz City, orthe U.S. military spending 
significant CERP funds on its many \"hearts and minds\" 
projects throughout eastern Afghanistan, people now look to 
the PRT lead countries to provide a certain boost to 
development in their provinces. Of course, our goal over 

time is to shift this burden toAfghan authorities. But, in 

the short term, what if a lead-country does not have the 
resources to meet these expectations, particularly when 

people constantly encounter media reports about development 
projects undertaken elsewhere in provinces where PRTs are led 
by countries with deep pockets? If Ghor Province is any 
indication, what can result is a range of negative emotions 

from annoyance to outright anger, a questioning of government 
authority, and even a decision to withhold support. 


3. (C) At his very first meeting with Ghor residents, in an 

early November session with the Province\'s six Wolesi Jirga 
members, the Poloff at PRT Chaghcharan ran squarely into this 
phenomenon. Almost the first words out of the mouth of MP 
Imami Ghori was a request for help 

in replacing Lithuania as the lead country for PRT 
Chaghcharan. He complained 

about what he characterized as Afghanistan\'s poorest province 
being assigned one of Europe\'s poorest countries to lead its 
PRT. Since then, several other officials have made comments 
along similar lines, though usually couched more delicately 

in terms of Ghor\'s great needs and the wish that the PRT and 
its lead country were in a position to do more. 


4. (SBU) Exacerbating the problem is the long-standing 
belief widely held by Ghor residents that their backward 
province is neglected and Vforgotten. Whether through 
neglect or not, the province does have problems serious 
enough to leave all but the most optimistic open to a sense 
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of grievance: extreme poverty, isolation, a propensity to 
drought, severe environmental degradation, a barely 
functioning economy, a lack of infrastructure (not one 
kilometer of paved road anywhere in a province that is much 
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larger than Maryland), and a severe shortage of educated and 
trained people. Other negatives include widespread drug 
trafficking, the presence of entrenchea, illicit power 

brokers, and a restricted reach of legitimate governmental 
authority. Ghor does, though, have some things going for it: 
a fairly benign security environment, a predominantly Tajik 
population traditionally at odds with the Taliban and 

currently still hopeful of a better future under democracy, a 
few competent and dedicated government officials, and a 
genuine thirst for education (this last despite the fact that 
less than 10 percent of its 390 schools even have a building). 


Some Assistance, But Even More Need 


5. (SBU) It is inaccurate to suggest, as some Ghor residents 
do, that the province has received no assistance. Last year 
the Lithuanians spent about $500,000 on civil and CIMIC quick 
impact projects, and their development budget for Ghor is 
expected to increase to 

about $2,000,000 this year. This is in addition to the 

sizable costs the Lithuanians shoulder for fielding and 
maintaining PRT Chaghcharan, costs which are slated to 
increase substantially with their assumption at the end of 

this year of those PRT support costs still being covered by 
the U.S. The Lithuanians are also working hard to snare as 
much as possible of the 10 million euros available from the 
EC over the next three years for rule of law and alternative 
livelinoods projects in provinces with EU member-led PRTs. 


6. (SBU) For its part, USAID remains one of Ghor\'s few 
consistent sources of outside help, though that agency is now 
shifting out of the quick impact project (QIP) work that Ghor 
still desperately needs. USAID expenditures to date have 
included about $300,000 in QIPs, $2 million in funding for 
seven World Vision-managed clinics (costs now assumed by the 
EC), about $2 million for reconstruction of 58 kms. of 
compacted gravel road adjacent to the provincial 

capital, and $2 million in support for a Catholic Relief 
Services drought relief and winterization project. Recent 
travel around the province also suggests that World Food 
Program emergency food aid, supported by significant U.S. 
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contributions, has had the desired impact. Ghor has also 
received a bit less than $400,000 in U.S. military CERP 
funds (for a school dormitory, a hospital pharmacy, and a 
girls\' school), provided by the former U.S. PRT in Herat in 
2005. 


The Anger is Palpable 


7.(C) Inthe face of Ghor\'s huge developmental deficit and 
the word being picked up of funds and projects going to other 
provinces, Ghor residents feel shortchanged. At practically 
every meeting with a PRT representative, people use the 
chance to roll out their often lengthy wish lists. While 

that is perhaps only to be expected, of concern is the number 
of times meetings with Ghor officials and residents have 
actually taken on a bitter, angry tone. Frustrated by 

recurring typhoid cases in his district\'s snow-bound north, 
the visibly incensed director of the government clinic in Lal 
told PRT visitors in late December he was sick and tired of 
people like them coming by to make their set speeches when no 
one, he contended, was doing a thing to sink the wells and 
build the local clinics that would end the typhoid outbreaks. 
The chairman of Ghor\'s Provincial Council was practically 
rude during Poloff\'s introductory call, castigating the PRT 

for its failure to emulate PRTs elsewhere in contributing to 
local development. 


8. (C) Ina mid-December session with PRT Chaghcharan\'s 
commander, Momeni tribal chief Arbab Somad, holed up in his 
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village redoubt in the remote southeastern tip of Daulina 
district, made no bones of his disdain for the provincial 
authorities, given the lack of development aid. With no 

clinic, school building, police station, or decent road 

within hours of his area, he scornfully declared his 
unwillingness to contribute a single man for ANA or ANP duty 
unless and until the government provides him with some 
concrete benefit. (Note: This is the same individual who 
issued a threat to a previous PRT patrol, which arrived at 

his village 

empty-handed, that he might just put out the welcome mat for 
Taliban insurgents to spend the winter in his fiefdom. The 
current PRT commander received a somewhat more cordial 
reception, owing, perhaps, to the two doctors who were 
accompanying him. End Note.) 


An Opening for the Insurgents 
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9. (C) Both the Commander of PRT Chaghcharan and top 
provincial authorities are especially worried about Ghor\'s 
southernmost districts, scene last year of a rocket attack on 

a police station, a sniper fire incident targeting Croatian 
troops, and a number of attempted school 

burnings. Seemingly confirming those concerns, in the 
absence of the district administrator and police chief, the 
PRT\'s early January patrol team to Pasaband found itself 
sitting across from the deputy chief of police as their most 
authoritative interlocutor, an individual provincial 

authorities are trying to transfer because of his alleged 
Taliban sympathies. In a subsequent visit to next-door 
Taiwara (where a local mullah was murdered last year, 
reportedly for opposing a Taliban propaganda campaign), the 
PRT patrol encountered an almost belligerent district 
administrator sharply focused on denouncing the absence of 
development in his area. He warned darkly that \"hungry men 
are angry menW and asked why people should support the 
government when schools and clinics remain so scarce. Talk 
of \"equality\" rings hollow, he declared, when huge resources 
flow to certain areas while others are ignored.Like every 
other critic encountered recently, he stressed the relative 

lack of security incidents in Ghor to date and the 

traditionally friendly attitude of the people toward the 

current government; but, he went on, how are people to remain 
loyal when they continue to see resources showered on areas 
beset with opposition violence. 


10. (C) Further south, in Zarni village on the border with 
Farah Province, the chief 

elder was even blunter. \"Don\'t bother taking notes", he told 
the PRT visitors, Wif there is going to be no tangible 
outcome\". He complained angrily that villages like his which 
are surrounded by Taliban-infected territory yet support the 
government are left cut off, vulnerable, and without 
assistance while neighboring areas of armed resistance are 
provided major resources. He insisted he was not expecting a 
great deal of aid, for example on a par 

with that accorded Pashtuns to the south. \"After all", he 
pointed out, \"President Karzai is a Pashtun. But why help 
only the Pashtuns? Is the PRT too on the side of the 
Pashtuns\"? 


11. (C) Comment: The kinds of complaints being heard in 
Ghor are neither unprecedented nor unique to Ghor. Also, a 
case might be made that given Ghor\'s predominantly Tajik 
makeup and traditional hostility to the Taliban, continuing 
the current, relatively low level of assistance to Ghor may 
not have particularly far-reaching consequences at a time 
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when assistance resources are needed elsewhere. On the other 
hand, frustration, anger, and perhaps at some point outright 
alienation can undermine the already delicate base of 

provincial government authority in an environment still 

populated with the likes of Arbab Somad and other alternative 
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centers of arms- and tribal-based power. Particularly in 
Ghor\'s south, lack of development can lead to more than 
disenchantment. Some local authorities as well as the 
provincial NDS director suggest that poverty can turn into - 
and at times has already turned into - a willingness to sell 
information and even commit terrorist acts for money. Until 
now, Ghor has functioned as part of Afghanistan\'s stable core 
and as a barrier to Taliban expansion to the north. Most 
resources must certainly continue to flow to areas of major 
insecurity. But the plight of Ghor and perhaps similar parts 

of the country raises the question of whether putting even 

just a few more assistance dollars in the hands of especially 
disadvantaged \"good guys," people who generally support the 
authorities and refrain from violence, might be in the larger 
interest of Afghanistan - and the United States. Embassy will 
actively explore possible avenues of support involving USAID, 
the U.S. military and ISAF partners. 
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Classified By: Ambassador Anne E. Derse, Reasons 1.4 (b,d) 
1. (C) This is an action request- please see paragraph 14. 


2 (C) SUMMARY. In a February 19 meeting with the Ambassador, 
FM Mammadyarov said that the recently concluded visit of DoD 
A/S Rodman had clarified the USG position on Iran, and he 
approved of the USG focus on a diplomatic solution. 
Concerning the possibility of tabling at the UN the GUAM 
initiative on conflicts in the GUAM areas, Mammadyarov said 
he would \"coordinate tacticsW with DAS Bryza. Mammadyarov 
said that after returning from the Turkmenistan President\'s 
inauguration, PM Rasulzade was cautiously optimistic 
concerning an improvement in bilateral relations, and that 

the GOAJ would send a signal that Mammadyarov would visit 
Ashgabat if invited. END SUMMARY 


3. (C) On February 19 the Ambassador met with FM Elmar 
Mammadyarov. Also present were Foreign Ministry America\'s 
Desk Office Elchin Bashirov and Emboff. 


4. (C) FM Mammadyarov said that he had met the previous day 
with the visiting German Foreign Minister Frank-Walter 
Steinmeier, who would be meeting with Secretary Rice and the 
Russian Foreign Minister Sergei Lavrov in Berlin on February 
21. He said that the Germans had an interesting proposal" 
concerning Iran that they will discuss with Secretary Rice 

and the Russian Foreign Minister. Mammadyarov said that if 
the \'reformists\' in the Iranian government hierarchy were 
flexible the proposal might be worthwhile. 


5. (C) The Ambassador, drawing on reftel points, said that 
Iran\'s differences lie with its neighbors and the 

international community, that the US did not seek conflict 

with Iran and was seeking to use all diplomatic means to 
solve the extant problems. The USG would defend our 
national interests in the region and protect the sovereignty 

of friends, particularly from Iran\'s attempts to threaten our 
allies and to destabilize the region. She enumerated on how 
the USG was working to change Iran\'s behavior on several 
major issues. She asked if asked if DoD A/S Rodman\'s visit 
helped clarify the USG Iran position to the GOAJ. 
Mammadyarov said it did, and he was encouraged by the USG 
focus on solving the problem through diplomatic means and 
increased pressure on Iran. UNSC Resolution 1737 was a 
strong move by the international community, and helped focus 
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the Iranian leadership on the relative pros and cons of 

Iran\'s nuclear program. In response to the Ambassador\'s 
question, Mammadyarov asserted that the GOAJ would be fully 
complaint with UNSC 1737. Mammadyarov added that Iran must 
be given a Vface-saving option\' that will allow it to forego 
continuing its nuclear efforts, a point with which the German 

FM had agreed. The Ambassador said that the US and 
international community had already given Iran such as 
face-saving option, which was still on the table. 


6. (C) Mammadyarov said he had told the German FM that the 
Iranian nuclear program beyond being important in itself 

could have a domino effect for other countries, and that the 
international community needed to \"rethink the NPT.\" He said 
the NPT in its current form was \"ded,\" and that he told the 
German FM that it should spearhead efforts to revitalize the 
NPT in the UN, and that this could also be a theme of its EU 
leadership. Disagreeing that the NPT was dead, the 
Ambassador cautioned that raising the issue of the NPT. 
Mammadyarov said that Iran looked very closely at how the 
international community dealt with the North Korean nuclear 
issue. 


7. (C) In response to Mammadyarov\'s question, the Ambassador 
said that the USG does not deny Iran\'s right to have a 

peaceful nuclear program, adding that it was its insistence 

on domestic uranium enrichment, reprocessing and related 
activities with the apparent aim of acquiring weapons 

capability that was problematic. Mammadyarov said that any 
Iranian enrichment should be done under the auspices of the 
IAEA, even if it was a joint venture with another country. 

He asked if the USG supported Russian off-shore enrichment of 
Iranian uranium. The Ambassador, saying that she wanted to 
ensure she was correctly reflecting the latest USG policy, 

said she would check with Washington. On another note, 
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Mammadyarov said that his Embassy in Tehran was reporting 
significant price increases in basic staples in Tehran, such 

as bread. He also said that Deputy Foreign Minister Khalafov 
would be traveling to Tehran on February 26-27, as a 
reciprocal visit to the recent Baku visit of Iranian DFM 

Mehdi Safari. 


8. (C) Ambassador noted that all Ambassadors were speaking 
with their Foreign Ministry counterparts about the Iranian 
threat and concomitant USG policy, stressing that the USG is 
committed to finding a diplomatic solution. The USG, working 
with its allies, is increasing economic pressure on Iran, and 
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has sent a second carrier group to the Persian Gulf. The USG 
has also begun to react to Iranian efforts to attack 

Coalition forces in Iraq. Outside of UNSC 1737, the USG is 
also blacklisting those persons and companies involved in 
Iranian WMD and nuclear efforts. On a positive side, the USG 
is increasing exchange programs, grants and sports exchanges, 
to include the recent visit of a US wrestling team to Iran. 


9. (C) The FM asked if the USG was allowing any investment in 
Iran\'s energy sector, adding that the French company Total 
has been quick to profit from the absence of US energy 
companies in Iran. The Ambassador reiterated USG policy of 
on investment in Iran\'s energy sector and th importance of 
support from the international community.\' 


GENOCIDE RESOLUTION 


10. (C) Mammadyarov asked about the status of the Armenian 
Genocide resolution in Congress (HR 106), adding that this 
issue was very important. The Ambassador said that she did 
not know the latest status, but would check and get back to 
him. 


TURKMENISTAN 


11. (C) Mammadyarov said that the Prime Minister Rasizade, 
traveled to Turkmenistan for the inauguration of Kurbanguly 
Berdymukhamedov. Rasizadeh told Mammadyarov that he had had 
a good meeting with the new Turkman President. According to 
Rasizade, Berdymukhamedov was cautiously sending a message to 
the GOAJ, and at one point told Rasizade that \"let us keep 

the bad in the past and turn to a new page; let us see what 

we can do in the Caspian. Mammadyarov said that if 
Azerbaijan and Turkmenistan could come to an agreement re 
Caspian delimitation, \"the Iran Caspian problem would be 
solved.\" He pointed out that the network of gas pipelines 
already exists in the Caspian to accommodate the Turkmen 
offshore gas that is near the Azerbaijan Caspian Sea border. 

A good sign of a new Turkmen attitude would be if the new 
Turkmen government posts an Ambassador to Baku, to fill the 
position that has been vacant for the last five years. 
Mammadyarov said that he himself would seek to travel to 
Turkmenistan after the new government is formalized, and that 
the GOAJ Ambassador in Turkmenistan has communicated 
Mammadyarov\'s willingness to do so. (Septel reports DFM 
Khalafov\'s follow-up request to the Ambassador that the USG 
and GOAJ intensify dialogue and cooperate vis a vis 
Turkmenistan). 
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12. (C) Mammadyarov said that he was scheduled to attend an 
OIC meeting in Jeddah on February 21 that will discuss energy 
issues at the Foreign Minister level. 


GUAM RESOLUTION 


13. (C) The Ambassador cautioned Mammadyarov about the risks 
of tabling at the UN the GUAM initiative on conflicts in the 

GUAM area, pointing out that once GUAM tables the text, it is 
out of its control, with the possibility of the text being 

turned into something antithetical to GUAM interests. 
Mammadyarov said he had wanted to table the resolution now as 
a \"first step\" that would enable him to work the issue at the 

UN. In response to the Ambassador\'s warnings about this move 
possibly backfiring, Mammadyarov said he had been expecting a 
call from PDAS Bryza after the latest Minsk Group meetings in 
Paris, but had not heard from him on this subject. He would 
\"coordinate tactics\" with Bryza on next steps. 


14. (C) ACTION REQUEST: Per FM Mammadyarov\'s request for more 
information, Embassy requests the official USG position on 
Russian offshore enrichment of uranium for Iran, and the 
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current status of the Armenian Genocide Resolution (House 
Resolution 106). 
DERSE 
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TAGS: OTRA, ASEC, EAIR, SP 
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SUBJECT: SPAIN COUNTRY CLEARANCE FOR FAA:GORDON MICHAEL 
MCKAY 


REF: FAA 220940Z JAN 07 


1. Embassy grants country clearance to FAA Employee, Gordon 
Michael McKay to travel to Madrid, Spain on February 27 to 
February 28. The purpose of this visit is to perform an 
international check airman inspection on US Airways. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
States website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
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documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 
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PARIS AND LONDON FOR AFRICA WATCHER 


E.O. 12958: DECL: 02/23/2017 
TAGS: PGOV, PHUM, PREL, UNSC, SU, CD 
SUBJECT: EXPLAINING UN FORCE TO PRESIDENT DEBY:FRENCH ADVICE 


Classified By: DCM LUCY TAMLYN FOR REASONS 1.4(B) AND (D) 


1. (C) Summary. Chad\'s unqualified support for UN operation 

in eastern Chad should not be assumed, according to French 
Ambassador Foucher. In a meeting with the Ambassador, 
Foucher emphasized that the UN peacekeeping operation needed 
to be carefully explained to President Deby as humanitarian 

in nature, and not intended to legitimize the Chadian 

rebellion. According to Foucher, the Chadians are 

particularly sensitive to the need to avoid any presence 

which might appear \"hostile\" to Libya. End Summary 


2. (C) French Ambassador Bruno Foucher met with Ambassador 
Wall and DCM (notetaker) January 23 to discuss the recently 
issued report of the UN Secretary General laying out 

different peacekeeping options in eastern Chad. Foucher noted 
that the French position was very similar to that of the 

United States: the force must be robust and able to protect 
civilians (IDPs, refugees, humanitarian workers and the 

affected population.) However, the question of what role the 
force would play on the border and the extent to which the UN 
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presence might elevate the stature of Chadian rebels was a 
sensitive one. 


3. (C) Foucher elaborated that, based on conversations with 
Foreign Minister Allam-mi, he understood that President Deby 
was still reticent and had two major concerns. First, tne UN 
presence and the \"peace process\" referred to in the SYG\'s 
report must refer to the relations between Chad, Sudan and 
CAR, and not to a process between Chad and Chadian rebels. 
President Deby would never agree to UN pressure to talk to 
Chadian rebels; any operation with this mandate would be 
rejected. Secondly, President Deby was very sensitive to 
Libya\'s objection to a military presence in the region and 

any effort which would be seen as competing with Libya as the 
region\'s chief \"mediator.\" 


4. (C) Foucher cautioned that if President Deby did not see 

his interests clearly spelled out in the force, he would 

reject the package. Therefore, the operation needed to be 
\"sold\" to Deby as a humanitarian activity, done in the 

context of improving overall Chad-Sudanese relations, and not 
intended to legitimize the Chadian rebellion. He urged the 
Ambassador to be aware of GOC concerns and bear in mind the 
need to consult closely with the Chadians on the mandate, the 
composition and the control of any proposed operation. 


5. (C) Foucher reported that Foreign Minister Allam-mi had 
told him that if Sudan took the first step - and if it was 

verifiable - to cease from supporting Chadian rebels, then 
Chad would stop support to Darfur rebels. Pressed by the 
Ambassador as to whether it was in President Deby\'s power to 
do so, Foucher acknowledged that there would be other 
entities in Chad who would still seek to supply the rebels 

(such as the President\'s half-brother, Daoussa Deby). But, 
Foucher noted that the President was finding the JEM presence 
to be a mixed blessing. Although the JEM had rendered 
important support to the Chadian National Army (ANT) in 
fighting in 2005 (Adre) and 2006 (Guereda), they were causing 
problems with ANT soldiers and had become a problematic 
presence. Foucher added that previously President Deby had 
truly needed JEM; with the current security situation better 
under control, he was not as needy. 


6. (C) Queried by the Ambassador as to how best to approach 
President Deby, Foucher warned against a joint approach by UN 
Security Council members in N\djamena. He pointed out that 
President Deby would see that as pressure and he never agreed 
under pressure. Rather, he needed to have the situation 
carefully explained to him. The humanitarian aspect needed 

to be highlighted, as well as the point that the operation 
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was in the overall context of improving relations between 
Chad and Sudan. It also needed to be explained to him that 
the operation was not trying to impose a political settlement 
between Deby and the Chadian rebels. 


7. (C) Finally, Foucher noted that Foreign Minister Allam-mi 
needed to travel to New York to understand the issues at 
stake. He noted that tne Chadian Permanent Representative 
was not very good and failed to keep the GOC updated on 
events in New York. 


COMMENT: 

8. (C) Post agrees that we must not assume Chadian 
acquiescence to a UN operation here -- their December 9 
letter to the UN Security Council notwithstanding. They are 
still of the view that a civilian force is preferred, and -- 
particularly after the recent summit in Tripoli -- are 
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probably more concerned about Libyan reactions to the 
operation. We believe that a letter to President Deby from 
the Secretary laying out the mandate and rationale for a 
force would be helpful in addressing President Deby\'s 
concerns. 


9. (U) Tripoli minimize considered. 
WALL 
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E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR FEBRUARY 26, 2007 


This is the Southeastern Turkey press summary for February 23, 
2007. Please note that Turkish press reports often contain 
errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL 


HURRIYET: A private TV channel in Denmark reportedly made 
propaganda of the PKK and broadcast a 45-minute program that 
included an interview with the PKK leader Murat Karayilan and 
that depicted sections of daily lives of the terrorists. 


EVRENSEL / GUNDEM: As the debates over cross border 
military operations against the PKK are going on in Turkey, the 
dailies report allegations that the U.S. has implicitly given 

the green light to Turkey in that regard but cautioned Turkey to 

be sensitive about the issue. An anonymous source who is 
affiliated with the Kurdish administration in northern Iraq, 

revealed that Joseph Ralston, US special envoy for countering 

the PKK, informed the Kurdish authorities in a January 29 

meeting in Arbil about the US\'s position regarding a 

cross-border operation against the PKK. 


SABAH / EVRENSEL / ZAMAN:US Airbase Commander Michael Moseley, 
who was asked whether not being able to use the Incirlik Airbase 

in Adana during the war badly affected the plans of the U.S., 

reportedly admitted that everything would run more smoothly and 

fast if the U.S. was bale to use the base. Meanwhile, Zaman 

daily printed an article that appeared in the Washington Times 

that pointed out the detrimental affects an Armenian resolution 

by Congress would have on the status of Incirlik Airbase if the 

U.S. Congress ratified the resolution. 


GUNDEM: The investigation into an announcement the DTP Adana 
provincial party organization made on December 2, 2006 
supporting the PKK cease-fire declaration ended. A lawsuit will 

be brought against Kerem Ugur, the former chairperson of the 
party, and Abdullah Izgi, accountant of the organization, for 

using a courtesy title before the name of Abdullah Ocalan and 

for calling the PKK members \"guerillas.\" 


BOLGE: Seven of the twelve official cars recently purchased 
for the governors employed in the eastern and southeastern 
regions have been equipped with armor. The company that 
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undertook the job claimed that they were able to do the job well 
in Turkey for a cheaper price. 


EVRENSEL /GUNDEM: The dailies report allegations of a 
columnist from Yeni Safak daily who claimed that credible 
sources gave him the information that an assassination targeting 
Diyarbakir Mayor Osman Baydemir could be carried out. Taha 
Kivanc, Yeni Safak columnist, reportedly criticized Diyarbakir 
Security Directorate for its habitual neglect in ensuring the 
safety of Baydemir. According to Evrensel daily, the press 
allegedly made deliberate reports about Baydemir in a fashion 
that held him as a target of hostile intentions, following the 
incidents that erupted in March 2006 in Diyarbakir during which 
Baydemir reportedly played an important role in quelling 
violence. 


GUNDEM: The daily claims that Kurdish language is in better 
condition in the UK than in Turkey or Syria where millions of 
Kurds are living. A state authority called Transport for London 
published brochures also in Kurdish language to make people 
aware of the traffic rules in the city. 


GUNDEM: According to the daily, unidentified people, who are 
introducing themselves as pollsters for the Sur Municipality in 
Diyarbakir, have been conducting polls about DTP and mayors from 
DTP. There are questions such as \"What is DTP offering you?\" 
and Why are you casting votes for DTP?\" in the questionnaire 
forms. 


GUNDEM: Police, who took statements of the tradesmen who 
closed their shops for one day on February 15 in Agri\'s 
Dogubeyazit district upon instructions from the prosecutor\'s 
office, asked questions to the people, such as \"Do you like 
Abdullah Ocalan?\" 


EVRENSEL: In line with the decisions taken in January, DTP 
will hold an extraordinary congress on February 28 in Ankara and 
the agenda of the party will be the upcoming election. 


ZAMAN: DTP, which foresees the fact that it would not be 
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able to pass the 10 per cent national election threshold in the 
next elections, is reportedly planning to support independent 
candidates in the next elections who will join the party 
following the elections. 


SABAH / OZGUR GUNDEM: Interrogations of the 20 people, 
including the provincial party leader lbrahim Sunkur, whom the 
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Van police detained on February 18 (see press summary for 
February 20) lasted four days and finally the detainees have 

been arraigned, reports Ozgur Gundem daily. Ibrahim Sunkur, 
who got sick while he was under detention and was hospitalized, 
reportedly recuperated. Documents containing illegal symbols, 
and brochures seized at the DTP Van premises have been brought 
to the prosecutor\'s office. 


ZAMAN: Chairperson of the Jurists Association criticized 

the verdict issued by two separate courts that fined former Van 
Prosecutor Ferhat Sarikaya to pay a total of 10,000 YTL for 
statements Sarikaya included in the indictment of the Semdinli 
incident against two officers, which allegedly breached the 
personal rights of those officers. 


SECURITY 


GUNDEM: War planes taking off from 8th Main Base Command in 
Diyarbakir flew low over Sirnak\'s Cizre district and reportedly 
caused panic among people. 


GUNDEM: The daily reports that the extent of the military 

operation that was started three days ago in the Amanos 

Mountains (See press summary for February 21) has been widened. 
Many soldiers have recently been deployed in some villages of 
Iskenderun following the deployments in Hatay\'s Smandag, Dortyol 
and Erzin districts. 


CRIME / LAW ENFORCEMENT 


HURRIYET (CUKUROVA): Jandarma teams seized 62 kilograms of 
hashish they found in the hay storage space in a village. Three 
people have been detained. 


CULTURE / SOCIETY / ENVIRONMENT 


BOLGE: Kemal Sag, CHP deputy from Adana, brought the 
scandalous maltreatment case that erupted in Adana\'s Mental 
IInesses Hospital to the Turkish Parliament, and directed 
questions to the attention of the Minister of Health. 


HURRIYET (CUKUROVA): Sixth Armored Command in Bitlis\'s Tatvan 
district delivered aid including apparel and stationery to 209 
students in a primary school in Tatvan. 


EKSPRES / BOLGE: Adana Bar Association and the Association\'s 
Commission for Women and Family Law made a press announcement 
that as a result of the efforts of an attorney from the Adana 

Bar Association who suggested in a national meeting of a 

Commission for Law Concerning Women which gathered under 
Turkey\'s Bar Associations, that separate private guest rooms 
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should be made available at police stations for women who have 
been victims of violence and who have no place to return to 
after they lodge complaints with the police. 


GUNDEM: The daily claims most of the damage caused by the 
5.9-magnitude earthquake that hit Elazig province on Wednesday 
(02/21), was to public buildings such as schools, governor\'s 
office, post office and banks. Three schools, whose buildings 
were seriously damaged, were closed. According to the daily, 
village houses, however, proved resistant to the quake. 


RADIKAL: Turkish Red Crescent started delivering tents, 
heaters, and supplies to the people whose houses have been 
damaged by Wednesday\'s 5.9-magnitude earthquake. 


GUNDEM: Women\'s activists in Adana, Mersin and Sirnak 

announced their programs about March 8 World Women\'s Day. Women 
will reportedly be holding activities against racism, militarism 

and violence against women this year. 


HURRIYET / SABAH / ZAMAN / RADIKAL: The boiler of a heating 
system at a primary school in Kilis\'s Musabeyli district 

exploded and killed two students and wounded 7 people. The 
school\'s Parents\' Association representative said that they have 
sent petitions many times to the education directorates of the 

district and the province to demand renewal of the boiler which 
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was very old. 


GUNDEM: A mother in Sanliurfa\'s Viransehir district gave 
birth to a child without legs and only one arm. The parents of 
the child, who are relatives themselves, claimed that the doctor 
did not inform them about any abnormality in the earlier stages 
of pregnancy. 

GREEN 
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STATE FOR NEA/ARP, EEB/IPE 
STATE PASS USTR FOR JBUNTIN 
COMMERCE FOR ITA COBERG 


E.O. 12958: N/A 
TAGS: ECON, ETRD, KIPR, MU 
SUBJECT: OMAN RESPONSE TO 2007 SPECIAL 301 REVIEW 


REF: STATE 7944 


1. (U) Over the past year, the Omani government has taken 
significant steps to protect intellectual property, including 

the undertaking of extensive revisions to its intellectual 

property protection regime in advance of implementation of 

the U.S.-Oman Free Trade Agreement (FTA). Given these 

efforts, Embassy Muscat recommends that Oman not be placed on 
the \"Watch List,\" as proposed by the Pharmaceutical 
Researchers and Manufacturers of America (PhRMA), or the 
\"Special Mention List,\" as proposed by the International 
Intellectual Property Alliance (IIPA). End Summary. 


2. (U) In response to PARMAVYs concerns regarding patent 
protection for U.S. pharmaceutical products in Oman, the 
Ministry of Health\'s Directorate of Rational Drug Use has 
been cooperative in working with the Embassy in the context 
of the recently ratified FTA. On November 7, 2006, Econoff 
met with Dr. Batool Jaffer Suleiman, the Ministry\'s Director 

of Rational Drug Use, to discuss the process by which U.S. 
pharmaceutical products will be registered and protected in 
Oman. Suleiman commented that once the U.S.-Oman Free Trade 
Agreement (FTA) comes into effect, the Ministry would 
recognize all U.S. pharmaceutical product patent expiration 
dates. In this regard, she remarked that the Ministry will 

ask U.S. pharmaceutical companies, through their 
representatives in Oman, to submit a master list of the 
products they produce, to include trade name, chemical name, 
first filing date, strength, patent expiration date, and a 

copy of the original U.S. patent. 


3. (U) During the December 6 U.S.-Oman FTA Awareness 
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Conference, the Embassy organized a panel discussion on the 
importance of protecting intellectual property, which 

featured Dr. Suleiman, her supervisor, Dr. Sawsan bint Ahmad 
Jafar, and representatives from PhRMA, including Pfizer\'s 
Mohammed Roushdy and PhRMA\'s Samir Mansour. During the 
discussion, Suleiman reiterated her government\'s commitment 
to honoring the provisions of the Agreement related to 
intellectual property, including the protection of U.S. 
pharmaceutical products until their U.S. patent expiration 

date. 


4. (SBU) On January 30, Econoff arranged for a teleconference 
with Suleiman, PhRMA Chairman Nidal Fakhoury (also General 
Manager of Merck Middle East), and Mansour. During the 
teleconference, Suleiman again noted that the Ministry of 
Health would be the focal point in recognizing the validity 

of U.S.-patented pharmaceuticals until a patent registration 
system was established in Oman. She informed Fakhoury that 
the Ministry would require information outlined in paragraph 

2 of this message. While noting that patent protection for 
products already on the market in Oman would not be 
retroactive, Suleiman agreed to review the status of those 
generic products granted registration while FTA negotiations 
were proceeding. 


5. (U) On February 21, Econoff and Fakhoury met to discuss 
the outcome of his meeting with Suleiman earlier in the day. 
Fakhoury said that Suleiman reiterated her government\'s 
position that U.S. pharmaceuticals would be protected once 
the FTA entered into force. She confirmed that, in reviewing 
the material submitted by U.S. pharmaceutical companies, she 
would use an on-line registration confirmation system to 
verify the patent. Suleiman also renewed her offer to review 
the status of those generics of U.S.-patented products 
granted registration approval during the course of FTA 
negotiations. Fakhoury told Econoff that he asked Suleiman 
not to revoke the registration of these generics, but rather 

to withhold marketing approval until the U.S. patent expired. 
Suleiman appeared to be amenable to the suggestion. 


6. (U) The Omani government has worked extensively with USG 
counterparts to revise its already strong intellectual 

property regime in advance of the implementation of the FTA. 
The government is finalizing revisions to its industrial 

property and copyright laws, which will provide increased IPR 
protection for copyrights, trademarks, geographical 

indications, and patents. Oman will also improve enforcement 
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and protection of undisclosed test data from unfair 
commercial use. 


7. (SBU) In previous discussions on this issue, the Director 
of Intellectual Property at the Ministry of Commerce and 
Industry highlighted recent collaborative efforts of the 
Ministries of Commerce and Industry, Information, Heritage 
and Culture, and the Royal Oman Police (ROP) in conducting 
extensive sweeps of Muscat\'s commercial districts, which 
netted over 40,000 counterfeit media products. He also has 
been receptive to Econoff\'s delivery of industry concerns on 
the extent to which cable splitting had permeated military 
installations, private sector facilities, and apartment 
residences. The Director also took on-board the recent trend 
of selling encrypted signals over broadband lines, as well as 
satellite receiver box manufacturers selling units that 
by-pass security access codes. He remarked that he stood 
ready to assist, but required further information from the 
industry in order to raise these issues with the ROP. The 
Director expressed concern about the quality of information 
received from private industry, noting that the Minister had 
received blowback from private sector-identified recipients 

of Ministry \"cease and desist\" letters. 


8. (U) On computer software usage, the Omani government 
recently concluded a three-year agreement with Microsoft for 

the use of the company\'s licensed products. Under the 
agreement, the Omani government will pay Microsoft USD five 
million per year for the use of 22,500 desktop software 

licenses, which will enable the government to upgrade its 
Windows platform and Microsoft Office applications. In turn, 
Microsoft will invest USD two million per year in training 
programs for government employees and the general community. 
Microsoft\'s country manager noted that the Omani government\'s 
approval of the partnership agreement signified its 

commitment to protecting intellectual property. He also 

remarked that it is now generally more difficult to purchase 
pirated software in Oman. 


9. (U) The Omani government is very open to receiving 
technical assistance programs to enhance its intellectual 
property protection efforts. The U.S. Patent and Trademark 
Office (USPTO) held a successful intellectual property rights 
(IPR) seminar for Arab prosecutors in Muscat from January 
22-24, which featured a presentation on intellectual property 
from an Omani Supreme Court justice. USPTO also held 
seminars December 3-4 and December 5-6 in Muscat on 
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intellectual property for judges and prosecutors, and 
investigators and customs officials, respectively. The Omani 
government regularly nominates officials for participation in 
USPTO-sponsored programs at its headquarters in Alexandria. 


10. (SBU) With the extensive work that Oman has expended 
during the past year on improving its intellectual property 
protection regime in anticipation of the FTA, the USG would 
send the wrong message by placing Oman on the \"Watch List" or 
\"Special Mention List\" for 2007. The Omani government has 
worked closely with U.S. intellectual property counterparts 

to strengthen its legal framework and create intellectual 
property awareness among the various ministries. Moreover, 

it continues to show sustained interest in and commitment to 

its IPR protection regime. For these reasons, Embassy Muscat 
strongly recommends excluding Oman from these lists. End 
Comment. 

GRAPPO 
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CORRECTED COPY (PRIMARY TAGS) 


E.O. 12958: N/A 

TAGS: SNAR,IZ, JO, KCRM, FI 

SUBJECT: FINNISH RESPONSE - FURTHER EXTENSION OF 
INTERNATIONAL POLICE TRAINERS (IPTS) AT THE JORDAN 


Column 3 
INTERNATIONAL POLICE TRAINING CENTER (JIPTC) 


REF: SECSTATE 15955 


Marita Maunola of the Finnish MFA\'s Unit for Civilian 

Crisis Management contacted PolChief Feb. 26 in response to 
subject demarche. Maunola informed that Finland will 
maintain two police trainers for the JIPTC through the end 

of April 2007. She added that if the Department finds 
subsequent funding through the end of September 2007 or 
beyond, Finland would likely contribute five trainers. 

WARE 
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STATE FOR NEA/ARP, EEB/CBA, EEB/ESC/IEC/ENR 
COMMERCE FOR ITA COBERG 


E.O. 12958: N/A 
TAGS: ECON, EINV, PREL, MU 
SUBJECT: MORE POWER ON THE HORIZON FOR OMAN 


1. (U) This message contains sensitive business information. 
Please protect accordingly. 


2. (SBU) Anticipated increases in Oman\'s power and water 
consumption will necessitate a concurrent increase in 

production capacity, according to projections from the Oman 

Power and Water Procurement Company (OPWP). The government 
intends to put out two tenders for the construction of power 

and water desalination plants in 2007. U.S.-based AES, 

already an investor in one power and water desalination plant 

in the Sultanate, is interested in expanding its presence. 


Column 3 
End Summary. 


3. (U) During a February 13 tour with the Ambassador, AES 
Plant Leader Ahmed al-Subhi noted that tne OPWP had recently 
presented the industry its projected power and water needs 

for Oman\'s two main distribution systems, the Main 
Interconnected System and the Salalah System. OPWP predicted 
that power needs for the Main Interconnected System would 
grow 9% per year up until 2013, rising from 2544MW in 2006 to 
4634MW in 2013. For the Salalah System, power needs are 
expected to grow from 232MW in 2006 to 567MW in 2013, an 
increase of 14% per year. The company forecasts that 1570MW 
of additional capacity will need to be brought on-line 

between the years 2009 and 2013. 


4. (U) Water demand is projected to grow rapidly as well. 
OPWP anticipates that water needs will grow from 86 million 
cubic meters in 2006 to 221 million cubic meters in 2013. 

The company expects water demand to grow by 201,000 cubic 
meters per day from 2009 through 2013 -- 133,000 cubic meters 
per day for the Main Interconnected System, and 68,000 cubic 
meters per day from the Salalah System. 


5. (U) To meet these needs, the government intends to issue 
tenders in 2007 for a 7OOMW power and 85,000 cubic meter 
water desalination facility at either Ghubra or Barka, and a 
400MW power and 68,000 cubic meter water desalination 

facility to be located in Salalah. Future plans call for a 

1000MW power facility to complement the new port development 
at Duqm. 


6. (SBU) Econoff also discussed AES\' October 2006 failed bid 
to construct another new power and water desalination plant 

in Barka, which included the acquisition of an existing power 
plant in Rusail. Nabeel ljaz, AES Barka Plant Leader, noted 
that the Engineering, Procurement, and Construction (EPC) 
specialist that AES teamed up with submitted an 
extraordinarily high price for its services, which doomed 

AES\' chances. Ijaz speculated that the EPC contractor wasn\'t 
particularly interested in working on the project, since it 

was concurrently bidding on a larger-sized project in Abu 
Dhabi. Since AES didn\'t catch on to this disinterest until 

deep into the bidding process, Ijaz noted that AES was not 
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able to shift EPC contractors in such a tight construction 
market. 


7. (SBU) Ijaz further commented that the tariff price offered 

by bid winner Suez Tractabel would have been very difficult 

to meet in any event, and stated that AES would not have been 
in a position to sacrifice on quality in order to produce a 

lower tariff rate. That being said, ljaz stated that the 

bidding process appeared transparent, and that AES would 
closely look into participating in the upcoming projects in 
Salalah, Duqm, and either Ghubra or Barka. 

GRAPPO 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: ECON, QA 
SUBJECT: QATAR ESTABLISHING A TOURISM NICHE 


1. (U) Summary. The acting Director General of the Qatar 
Tourism Authority (QTA) told Emboffs that in developing a 
tourism sector, Qatar is not looking to become a mass-market 
destination like Dubai but is aiming to be a niche market for 
East to West travel. The government has dedicated USD 18 
billion to the development of the tourism industry. The main 
limitations of this goal are limited hotel capacity and 

balancing new development with the conservative elements of 
society. QTA acknowledges that tourism will not be a major 
employer for Qataris because most of the eligible Qatari 

labor pool does not want to work in such jobs. End Summary. 


2. (U) Jan Poul De Boer, acting director general of the QTA, 
told Emboffs February 14 that tourism is an effort to 
diversify Qatar\'s energy-dependent economy. Qatar plans to 
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have 1.4 million tourists each year by 2012. Last year when 
Doha hosted the Asian Games Qatar received 870,000 tourists 
and in 2005, 700,000 people visited Qatar. Unlike Dubai, QTA 
plans to develop a niche market for educational, medical, and 
sports tourism along with the existing meetings, incentives, 
conventions, and expo travelers. De Boer envisions the 

typical traveler staying for 2 to 3 days. He stated that 

while others in the region are trying to attract tourists for 

resort vacations, Qatar wants visitors to come to Education 
City, Hamad Medical Center, or one the many sporting and 
convention events and then offer additional entertainment. 

The QTA is using Thailand as a model for medical tourism with 
the hope of making Qatar a medical hub for the Middle East. 
Qatar is already home to the Weill-Cornell Medical School and 
the Hamad Medical Center and is continuing to spend massive 
amounts on new hospitals and other facilities. 


3. (U) De Boer said the government is investing USD 18 
billion into tourism. There will be 2 large conventions 

centers, one of which is already under construction at 
Education City, where it should be completed by 2009, and 
another will be built downtown where the current Exhibition 
Center stands. Qatar is also developing its entertainment 
outlets with 4 new museums, which are expected to open in the 
next 3 years, and 3 new golf courses are underway. A new 
international airport is under construction; the first phase 
should be completed by 2010 and the second phase by 2012. 
Qatar would like to use the new airport to make Doha a 
gateway to the Middle East and beyond for 2.8 billion 
potential tourists from China and India. One of the 

challenges that Qatar\'s tourism market is facing is a 
shortage of hotel rooms; there are currently only 3000 hotel 
rooms in Qatar. There are a number of major hotel chains 
planning to open sites, adding 10,000 rooms to the market by 
2010. The QTA is funded directly by the Qatari government and 
De Boer has no concerns about the future financial stability 
of this subsidized development because the Qataris \"will 
always have money." 


4. (U) Tourism has been highlighted as a method of job 
creation with estimates as high as 20,000 additional jobs by 
2010 but De Boer told Emboffs that he expects the majority of 
these jobs will be filled by Eastern Europeans and other 
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Arabs. De Boer estimated that of the 200,000 Qatari 

citizens, the real labor force is only about 50,000 people. 

De Boer said that many Qataris do not be want to work in the 
tourism industry because they prefer \"cushy\" jobs in the 
government. He noted that Qatari women show great promise but 
only before they are married. QTA does offer scholarships to 
Qataris who want to study in the hospitality arena but many 

drop out of school because they don\'t want to continue the 

work. 


5. (U) De Boer opined that Qatar\'s new-found wealth, enjoyed 
by even young Qataris, precludes any feeling of urgency to 
earn a living or move ahead. He noted that Qatar\'s top-down 
culture, where parents often make decisions for their 

children well into adulthood, makes young Qataris unable to 
handle responsibility. De Boer stated that young Qataris all 
want to be managers right away, drive a fancy car, and have 
low-pressure jobs with short work hours. 
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6. (U) De Boer told Emboffs that is was very important to the 
Amir that Qatar not lose its culture at the expense of 
development. Qatar does not want to turn into Dubai and wants 
to avoid the social ills that have accompanied Dubai\'s 
development. While the general public has not voiced any 
concerns about the pace of progress, the QTA does not want to 
strain the conservative elements of society. De Boer told 
Emboffs this is the primary issue for Qatar\'s tourism sector 
and he is not sure how it will be resolved in the future. 


7. (U) With the massive amounts of money it is spending on 
healthcare, education, conference centers, and hotels, it is 
likely that targeted tourism could work in Qatar. There is 
already a built-in market of business travelers from the 

energy sector and much room for growth in both Education City 
and the Hamad Medical Center. However it seems unlikely that 
the tourism industry will be a profitable enterprise for 

Qatar in the near term. Perhaps just as important is how the 
tourism industry will clash with Qatar\'s culture and how the 
younger generation will contribute in a meaningful way in the 
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future to this endeavor. Thus far it appears as though Qatar 
is able to effectively blend the traditional with the modern 
but the key to changing the work ethic of young Qataris is an 
enigma to all. 

UNTERMEYER 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/16/2027 

TAGS: PGOV, TW 

SUBJECT: TAIPEI COUNTY MAGISTRATE CHOU HSI-WEI ON KMT 
POLITICS AND LOCAL DEVELOPMENT 


Classified By: AIT Director Stephen M. Young, 
Reasons: 1.4 (b/d) 


1. (C) Summary: During an introductory meeting with the 
Director on February 15, Taipei County Magistrate Chou 

Hsi-wei (KMT) suggested that friction between former KMT 
Chairman Ma Ying-jeou and other pan-Blue leaders stemmed from 
MaVs failure to treat them with sufficient \"respect.\" Shy by 
nature, Ma has kept his distance from others, and his 
unwillingness to engage in traditional style politics has 

prevented him from developing a rapport with ordinary 
Taiwanese people. Chou expressed concern that Ma may not be 
tough enough to compete in the 2008 presidential election 

with the DPP, who will fight with all means to win elections 

at any cost. Chou noted that Legislative Speaker Wang 
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Jin-pyng has told him he wants to run for president, adding 
he believes Wang would settle for the KMT vice presidential 
nomination under Ma. In addition to politics, Chou also 
discussed plans for major investments in Taipei County and 
steps being taken to stop the discharge of polluted waters 
into tributaries of the Danshui River. End Summary. 


Future Proposal to Combine Taipei City and County 


2. (C) During an introductory call on Taipei County 
Magistrate Chou Hsi-wei (KMT) on February 15, the Director 
asked about the KMT proposal to combine Taipei County and 
City. Chou noted that Taipei Mayor Hau Long-bin and he 
agreed that this was the right direction, and Vice President 
Amnette Lu was also supportive of the idea. The biggest 
problem will be gaining Executive Yuan support, Chou said, 
adding that Taipei City, treated as a special capital 

district, has double the budget and three times the 
administrative staff of Taipei County, despite its smaller 
population. Currently, county and city governments are 
beginning to work together more closely, and there is a bill 

in the Legislative Yuan (LY) to bring the tax revenue of the 
county into line with that of the city. In the future, after 

the two governments have become familiar with each other and 
harmonized regulations, then they will be able to merge if 

the LY passes required legislation. 


Economic Development 


3. (SBU) Economic development is an important priority for 

the county government, Chou stressed, adding that he had been 
working hard to bring in more high-tech investment. Formosa 
Plastics is making a major investment in the county, and 
business tycoon Douglas Hsu has decided to build a 
telecommunications R&D center in Banciao City. Chou noted 
that he and other county officials had met with Hsu and his 

team twice to resolve a series of problems that had led Hsu 

to threaten to pull out of the project. 


Stopping Water Pollution 


4. (SBU) In addition to economic development, Taipei County 
is also focused on dealing with its environmental problems, 
Chou noted. One important measure is to stop the flow of 
polluted water into tributaries of the Danshui River. The 
county now has the use of a major water treatment facility 
that had previously been used by Taipei City. Stopping the 
discharge of polluted water is only one step in the cleanup 
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ofthe Danshui River, Chou noted, as the river bottom remains 
heavily polluted. Nonetheless, in the next few years, the 
river\'s water quality will improve enough to allow boating 
though not swimming. 


Ma Ying-jeou\'s Weaknesses 


5. (C) Turning to politics, Chou suggested that the high 

point for the KMT was the December 2005 local elections. 
Since then, former Chairman Ma Ying-jeou has proven \"too 
gentle.\" Ma may be too weak to compete with DPP candidates, 
who are tough and willing to fight with all means to win at 

any cost, including even their own integrity. Ma does not 
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fit in with the traditional way of conducting politics in 

Taiwan, Chou observed. Taiwan\'s local representatives are 
elected not on the basis of integrity but personal 

relationships and friendships, which are cultivated by 

joining together and drinking tea or stronger beverages. 
Appearing overdressed or over-educated can be a liability in 
such settings. Ma, who is shy, keeps everyone at a distance 
and does not give people a warm feeling. For example, Chou 
recalled how Ma suddenly stopped talking to check his 
schedule in the midst of an important discussion between Chou 
and Ma about People First Party (PFP) Chairman James Soong. 


Wang Jin-pyng and Lien Chan 


6. (C) Chou confirmed the widespread impression that Ma does 
not get along with LY Speaker Wang Jin-pyng, Honorary KMT 
Chairman Lien Chan, or PFP Chairman James Soong. They would 
like Ma to work with them but do not feel that Ma respects 

them. Ma\'s problems with Wang began before the 2005 election 
for KMT chairman at which time Ma cast himself as a \"saint\" 
and identified Wang with KMT corruption. Chou said he now 
talks to Wang Jin-pyng once a week, adding that just after 

the announcement of Ma\'s indictment, Wang had told him that 
he wanted to run for president. Chou added that he believed 
Wang would accept the vice presidential nomination under Ma. 
On Ma\'s problems with Lien Chan, Chou noted that in 2005 Lien 
had hoped to stay on as party chairman for one more year 

until 2006. Lien\'s proposal was that Ma could become 

chairman after he had stepped down as Taipei mayor. Ma, 
however, rejected this idea. Recently, Chou noted, Ma had 

tried to talk to Lien, but Lien had complained that \"Ma is 

not sincere. \" 
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Mainlanders with the Common Touch Can Win Taiwanese Votes 


7. (C) Chou cited his own experience to show that a second 
generation Mainlander could win election in a heavily 
Taiwanese district such as Taipei County, which is 70 percent 
Taiwanese and 15 percent Hakka. Noting that he had grown up 
in Taipei County and City, Chou pointed out that he had 
become fluent in Taiwanese after being elected to the former 
Taiwan Provincial Assembly in 1994. Chou said he now spoke 
Taiwanese Vall the time," often wore blue jeans when visiting 
local areas, and the local people accepted him. Asked about 
upcoming LY elections in Taipei County, Chou predicted the 
pan-Blue will win 7-8 of the total 12 seats, though the 

actual results will depend on the candidates, who have not 

yet been selected. 


Defense Budget 


8. (C) The Director expressed hope that the LY will soon 

pass the defense budget. Chou observed that Ma has agreed to 
the defense budget and James Soong has given up his efforts 
to prevent PFP members from voting for arms procurement. 


Comment 


9. (C) Chou\'s candid criticism of Ma, despite Ma\'s having 
campaigned heavily for him in December, 2005, reflects a 
widespread frustration with Ma\'s inability to capitalize on 

his earlier popularity and assert strong leadership over the 
KMT. Ma\'s recent indictment for corruption further 
complicates his prospects for winning the presidency in 2008. 
That said, most within the KMT believe that Ma remains their 
only viable candidate for 2008 and their hope is that over 

the coming months Ma will focus on enhancing his appeal to 
ordinary Taiwanese voters. Chou, who met with us alone, 
comes across as personable and down-to-earth, focused on 
local issues, but also a shrewd observer of pan-Blue 
leadership politics. 

YOUNG 
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SIPDIS 
STATE PASS USAID 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, MOPS, EAID, RP, EAGR 

SUBJECT: USS BLUE RIDGE VISIT HIGHLIGHTS U.S.-PHILIPPINE PARTNERSHIP 
IN MINDANAO 


REF: MANILA 0379 


1. SUMMARY: The USS Blue Ridge port call to General Santos City in 
Mindanao on February 17 and 18 highlighted the active partnership 
and long-standing USG investment in the Mindanao region and the 
General Santos City area, specifically. In addition to 

participating in community relations events with USS Blue Ridge 
personnel, the Ambassador, accompanied by U.S. Embassy team, 
officially inaugurated two USAID-constructed infrastructure 

projects, met with local government and business officials, visited 
U.S. businesses, and gave interviews to the media. End Summary. 


2. General Santos City and vicinity are vibrant examples of the 
benefits of sustained U.S. Government involvement in terms of both 
investment and collaboration, and a model for other parts of 
Mindanao on the path to peace and prosperity. Two decades of 
infrastructure projects led by USG efforts have propelled this into 
one of the fastest growing cities in the Philippines. The 
improvement in the quality of life in the region has created an 
atmosphere of optimism that is increasing stability and economic 
gains. The corporate responsibility of U.S. firms toward the 
community and their employees help to multiply these efforts to 
improve the region. The positive impacts of these efforts include a 
continued strengthening of U.S. relations with the people, the 
businesses, and the governmental units. 


3. During the February 17-18 visit of the USS Blue Ridge, the first 
U.S. Navy ship to pay a port call to General Santos City in decades, 
the crew led strong Community Relations (COMREL) activities that 
were truly joint USG actions partnering with Philippine entities. 
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At three separate locations, personnel from the USS Blue Ridge 

joined with members of local community groups, local governments, 

and the Armed Forces of the Philippines in the renovation of two 
buildings at one school and the complete construction of a school 
building at asecond school. At each location, the Ambassador and 
Seventh Fleet Commander Vice Admiral Crowder presented educational 
and recreational equipment. A Medical Civil Action Program (MEDCAP) 
by Blue Ridge personnel along with USAID and JSOTF-P personnel 
provided free treatment to over 600 patients. 


4. The Ambassador and VADM Crowder co-hosted a reception aboard the 
USS Blue Ridge on the evening of February 17 attended by a wide 

range of citizens from the Mindanao region, including government and 
military officials, students, teachers, business leaders, U.S. 

residents of the area, police, and military personnel. A number of 

those in attendance had driven several hours over bad roads to 

attend the reception. The Governor of Sulu came all the way from 

Jolo to press his appeal for a similar ship visit to his province. 

Media coverage was extremely positive. 


5. The Governor of Sarangani province hosted the Ambassador and 
VADM Crowder at a luncheon at which business leaders and local 
government leaders praised the community outreach projects of the 
U.S. Three provincial Governors, several Mayors, as well as the 
presidential advisor on the peace process emphasized and directly 
tied the continued involvement of the U.S. in the social and 
economic improvement in this area to stability throughout Mindanao. 


6. The Ambassador inaugurated two of the 815 community-level 
infrastructural projects funded by USAID in conflict-affected areas 

of Mindanao: a footbridge at a high school in General Santos City 
and a USAID boat landing project in Sapu Masla, Sarangani, which 
includes a sizable number of former Muslim insurgents. The latter 
project will directly benefit the 7,000 residents by providing a 

safe, secure docking facility for the efficient offloading of cargo. 

The ceremony and project received widespread coverage in the local 
and national media. 


VISIT TO GENERAL SANTOS CITY FISH PORT 
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7. The Ambassador visited the General Santos City Fish Port complex 
and received a very informative briefing from the leaders of the 
Federation of Fishing and Allied Industries regarding the vibrant 

tuna industry. The Philippine tuna industry ranks second in world 
tuna landings and fifth in canned tuna production. Ninety percent 

of the Philippine tuna industry is located in Southern Mindanao, 
providing direct revenues of $400 million and 100,000 jobs. The 
General Santos City tuna industry improved from a substandard rating 
to full accreditation by the EU from 2004 to 2006, thanks in part to 
USAID/GEM assistance. A major issue for the tuna industry is the 
access to U.S. markets, the current destination of 44% of canned 
exports. The Ambassador encouraged the Philippine tuna industry to 
work with the Philippine government toward a Free Trade Agreement 
proposal with the U.S., instead of hoping for preferential access to 

the U.S. market. 


8. Accompanied by the Embassy\'s Foreign Agricultural Counselor the 
Ambassador toured the Copra Crushing Plant of Cargill Philippines, 
Inc. in General Santos City. The plant is one of 10 facilities owned 

by Cargill Philippines and serves as a model for its safe and 

healthy work environment for its employees. The plant produces 
crude coconut oil and copra expeller pellets, both of which are 
Philippines\' top agricultural export items to the U.S. 


9. The Ambassador gave an exclusive interview to ABS-CBN TV in 
addition to several on-the spot interviews during the COMREL events 
and the reception aboard the USS Blue Ridge. There was excellent 
coverage of all events in the local media. The Ambassador 
highlighted in particular our partnership and close cooperation to 
bring peace and prosperity to Mindanao. 
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E.O. 12958: N/A 
TAGS: EINV, PREL, ETRD, EMIN, ENRG, MG 
SUBJECT: U.S.-Involved Tender Dispute: Winning Twice Is Not Enough 


Sensitive But Unclassified - Not for Internet Distribution. Contains 
proprietary and confidential business information 


1. (SBU) SUMMARY AND COMMENT: L-Systech, a Mongolian-South Korean 
JVC, supported by an American consultant and vending U.S.-produced 
solar power equipment, saw its winning of an US$8 million Government 
of Mongolia solar-power equipment tender frustrated by the improper 
and perhaps illegal behavior of the Mongolian Minister of Fuel and 
Energy B. Erdenebat. Concerted efforts by the JVC, post, and 
sympathetic individuals in the Ministry of Finance helped the JVC 

win a smaller tender for US$6.5 million, but the Ministry of Fuel 

and Energy continues to stall on the contract and the issuance of 

funds. Post recommends that the upcoming TIFA talks be used to push 
the Mongolian government to resolve this dispute and to review the 
wider question of weakness in the Mongolian procurement system. 
Septel notes that ongoing efforts to resolve this specific dispute 

have uncovered problems with the GOM procurement system that may 
threaten its financial stability and ability to deliver quality 

projects on time and on budget. End Summary. 


A Bright and Shiny Tender 
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2. (SBU) Just before the 2006 Thanksgiving Holiday, Ms. Grace 
Roberts, one of Mongolia\'s Honorary Consuls in California, met with 
CommOff regarding a troubled a solar power tender announced and 
administered by the Mongolian Ministry of Fuel and Energy (MFE). 

She and a consortium of three South Korean firms and their Mongolian 
partners, L-Systech, had participated in and in early November 
ostensibly won the US$8 million contract to provision some 50,000 
rural herder families in Mongolia solar power equipment. The 
government of Mongolia (GOM) was to pay for half of the cost and the 
herders were to cover the remaining 50%, making the total value of 
the program some US$16 million. According to Ms. Roberts, U.S.-based 
solar power equipment manufacture Morningstar would sell the 
equipment to L-Systech, and Ms. Roberts would receive a consultant\'s 
fee for successfully assisting with the tender. 


3. (SBU) So far so good, but upon the MFE Evaluation Committee\'s 
(EC) announcement of contract award to L-Systech, MFE Minister B. 
Erdenebat immediately annulled the result and urged the EC to award 
the contract to a South Korean firm although its bid was 
substantially more costly to the GOM than L-Systech\'s. Roberts 
claimed that the Minister Erdenebat had some sort of improper 
financial arrangement with the losing firm, but could not document a 
precise relationship. Ms. Roberts and her Mongolian colleagues 
attempted to resolve dispute on their own and, failing in that 

effort, decided to ask for posts advice and support to move MFE to 
reconsider its annulment. (Note: Minister Erdenebat is the head of 
the Motherland Party, a small-time player offered three ministerial 
seats in return for supporting the current Enkhbold government. The 
party is often termed the \"Erel Party," because of its close 

affiliation with the Erel company, a gold mining, banking and 
insurance firm headed by Eredenbat. Like recently-dismissed 
ministers Jargalsaikhan and Gundalai, Erdenebat\'s tenure at his 
ministry has been embroiled in charges of corruption and conflict of 
interest, regarding proposed power plants and coal deposits, 
hydro-electric projects being built by his firms, and environmental 
degradation at his companys placer gold mines.) 


Ministerial Mischief Surprises No One 


4. (SBU) Commoff brought Ms. Roberts concerns to contacts at MFE 
and the Ministry of Finance (MinFin). The MFE contact, a 

long-serving staffer, did not disagree with claims that the current 
minister might have acted improperly in this specific case. The 

official opined that some problems were beyond his capacity to 

solve. At MinFin, Ms. Kh. Mart (Director General of the Procurement 
Policy and Coordination Department) was less circumspect, stating, 
without elaborating, that she found Ms. Roberts\'s claims of 
Erdenebat\'s improprieties completely credible. In the meantime, 
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Minister Erdenebat himself had gone public with his decision, 
announcing in print and on TV that he had to cancel the results 
because L-Systech was too small, that the firm\'s technology was 
ill-suited to the task at hand, and that the firm was too recently 
founded to be allowed to compete. Of course, Roberts and company 
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rejected each of these points, noting that the EC had not only 
approved their technical qualifications but had awarded them the 
contract. 


5. (SBU) Commoff then advised L-Systech to resolve the dispute 
through MinFin\'s newly established Dispute Resolution System, in 
which a panel of three professional evaluators selected by MinFin 
and each of the disputants would attempt to arbitrate the dispute. 
The results of the arbitration are not binding, as any of the 

parties (except MinFin) may opt for judicial review at any time. 

Mart welcomed our use of the new arbitration system and offered 
frank assessments of the solar procurement issue. She disputed each 
of Minister Erdenebat\'s claims that L-Systech was unsuitable, noting 
that her division agreed with the EC\'s initial judgment that 

L-Systech had satisfied all technical and financial requirements and 
that Minister Erdenebat had no basis for his annulment. She stated 
and showed us the official order in which Minister of Finance 
Bayartsaikhan had directed MFE to honor the initial award, which 
Minister Erdenebat had bluntly refused to do in direct contravention 
of the procurement rules and law of Mongolia. 


6. (SBU) On post\'s advice, Roberts contacted the Mongolian Embassy 
in Washington, D.C., the Minister of Finance, the Prime Minister\'s 

office, and the Ministry of Industry and Trade. Ms. Roberts told 
Commoffs that the Mongolian Embassy had criticized her actions, 

urging her avoid publicizing her troubles and not to tell the U.S. 

Embassy anything about the event. The other GOM ministries murmured 
sympathetically about MFE\'s irregularities, but the Enkhbold 

government did nothing, as it has done in the face of most 

ministerial misbehavior. 


Try, Try Again 


7. (SBU) In late November, Minister Bayartsaikhan announced that the 
GOM would uphold the annulment on budgetary grounds. MFE had stated 
that the budget available for the solar project was insufficient to 

fund US$8 million in equipment, and MFE would re-tender the project 

for US$6.5 million. Bayartsaikhan then officially informed 

L-Systech that he concurred with MFE\'s assessment of its budgetary 
woes and was forced to annul the results of the first tender and 

support a second tender in line with available funds. He concluded 
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his letter by inviting L-Systech to join in the second tender. 


8. (SBU) Commoff met with Mart on December 1, concerning the GOM\'s 
decision. Mart confirmed that MFE had in fact seriously 
miscalculated its budget and was within its rights to re-tender the 
contract in line with actual funds on hand. However, she was 
extremely critical of Erdenebat and his staff for not monitoring 

their budget properly in the first place, stating without providing 
examples that MFE had done this a great deal over the last year, as 
had other unnamed ministries and agencies. She further added that 
this sort of ministerial \"incompetence\" and rule breaking had led to 
over thirty law suits in over as many tenders in 2006 alone, 

involving tens of millions of dollars in disputed contracts. 


9. (SBU) On December 11, L-Systech reluctantly agreed decided to 
compete in Tender #2 and won again on December 13. Again, Minister 
Erdenebat attempted to annul the results and transfer the contract 
to the same higher-cost South Korean firm. He again cited 
L-Systech\'s recent formation and \"inappropriate\" technology as 
reasons for his decision. This time, however, MinFin bluntly 
ordered MFE to honor the results of Tender #2, noting that the EC 
had yet again ruled in favor of L-Systech on all counts and that the 
Minister had absolutely no legal basis to cancel the results. 
According to sources in MFE and Mart, several EC members had 
remonstrated with Erdenebat, noting that he had his bite at the 
apple, had failed, and should let this one pass because the 
Americans and their Embassy were complaining too much. 


10. (SBU) Since mid-December, problems have continued to plague the 
contract, which presently is at an impasse. First, two losing 

companies sued MFE, emphasizing Mart\'s claim that MFE\'s poor process 
gives rise to law suits and frustrating, costly delays. MFE asserts 

that it had to revise the contract, but has refused to give 

L-Systech the revised contract. MFE demanded instead that the firm 
supply the solar systems without a corrected, binding contract. 
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L-Systech won\'t manufacture and vend any system without a valid 
contract in hand. 


10. (SBU) With half a loaf, L-Systech grumpily accepts that we have 
collectively salvaged something out of the debacle. Post will 

continue to press the GOM to honor its obligations in this matter, 

using the upcoming March TIFA talks to emphasize our concerns. We 
also recommend that this dispute be used by USG TIFA participants to 
make a wider, frank critique about how general weaknesses in the 
GOM\'s procurement system are negatively affecting Mongolia\'s 
reputation and business climate. Finally, Ms. Mart expressed 
embarrassment and disappointment that a procurement system that she 
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had worked so hard to improve and had taken pride in had failed. 

She offered to take Commoff through the evolution of procurement law 
in Mongolia with an eye to alerting post to problems on the horizon 

for GOM procurement. Results of these discussions are detailed in 
septel. 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PREL, PHUM, UNSC, BM, CH, TH 

SUBJECT: READOUT: SPECIAL REPRESENTATIVE FOR SOCIAL ISSUES 
REES MEETINGS WITH THAI MFA OFFICIALS 


Classified By: Political Officer J.R. Littlejohn, reasons 1.4 (b) and ( 
d) 


SUMMARY 

1. (C) Ina February 12-13 visit to Bangkok, Special 
Representative for Social Issues, Ambassador Grover Joseph 
Rees, raised concern about refugees and respect for human 
rights with Thai MFA officials. The MFA Director General for 
American Affairs called Burma \"Thailand\'s Mexico\" in response 
to Rees\'s suggestion that Thailand should do more about 
reports of refugees being prevented from entering camps in 
Thailand. In a separate meeting, the Acting Director of the 
East Asian Division suggested that Thailand could help 
deliver Chinese support on Burma issues. He suggested it 
would be best not to limit one\'s focus to the Burmese use of 
rape as a state instrument. End summary. 


UNCSW RESOLUTIONS 


2. (C) On February 12, Special Representative for Social 
Issues Rees met with MFA Department of American and South 
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Pacific Affairs Director General Nongnuth Phetcharatana to 
solicit support for U.S.-sponsored resolutions in the United 
Nations Commission on the Status of Women (CSW). Ambassador 
Rees explained that one resolution will call attention to 
forced/early marriage, while another expresses deep concern 
about the practice of infanticide. He also discussed the 
Burmese government\'s use of rape as an instrument of state 
policy, and the Thai-Burma border refugee situation. 
Nongnuth said she would raise the CSW resolutions with her 
counterparts in the relevant ministries. 


BURMA AS \"THAILAND\'S MEXICO\" 


3. (C) Responding to Rees\'s expression of concern for 
refugees, DG Nongnuth admitted she had not been to the border 
camp area, but she said the refugee camp situation reflected 
Burma\'s status, which she considered analogous to \"Thailand\'s 
Mexico,\" and the USG should understand Thailand\'s concerns. 
She offered familiar arguments, such as that refugees \"have 

it better than local Thai villagers,\" and that Thailand could 

not accommodate any more refugees. She said permitting more 
refugees to enter would contribute to the \"pull factor\" 

drawing more people to Thailand and contributing to an 
open-ended refugee problem. Ambassador Rees suggested that 
the USG was willing to assist, and planned to resettle 

thousands of refugees from Thailand this year. Ambassador 
Rees also reiterated suggestions he had made to the Prime 
Minister\'s Deputy Secretary General for Political Affairs, 
Ambassador Surapong Jayanama (see Septel), suggesting that 
the government of Thailand should raise directly with the 
government of Burma the issue of mass rape as an apparent 
tool of state policy. DG Nongnuth responded that it was good 
that Ambassador Rees had spoken to Surapong about this 
because he has significant influence with the Prime Minister 

and other senior members of the interim government. 


MESSAGE FROM MFA EAST ASIAN AFFAIRS DIVISION | (BURMA) 


4. (C) On February 12, East Asian Affairs Division | 

Director Kallayana Vipattipumiprates told Ambassador Rees 

that Thailand was closely coordinating with China and 

believes the RTG can bring the PRC on board for a 

collaborative approach toward constructive dialogue with 

Burma. When we later followed up with Kallayana on this 

issue, he said that Thai officials had been \"comparing notes\" 
with the Chinese embassies in Rangoon and Bangkok, as well as 
discussing Burmese issues with the MFA in Beijing. Kallayana 
emphasized that coordination of efforts was essential, 

especially since Thailand and even ASEAN do not wield as much 
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influence on the Burmese as China does. 


RAPE AS A POLITICAL TOOL 


5. (C) Responding to concerns that Ambassador Rees expressed 
about the Burmese governmentVs use of rape as a state 
instrument, Kallayana said that it would be better not to 

focus narrowly on that issue. Thailand would like to see the 
government of Burma respond to all issues falling under the 
human rights umbrella, of which rape is just one. Thailand 
would also like the GOB to address issues such as forced 
labor, and the release of political prisoners, including Aung 

San Suu Kyi. Ambassador Rees agreed that these other issues 
were important, but felt that the use of rape also deserved 
special attention. 
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6. (C) Ambassador Rees has cleared this message. 
BOYCE 
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SUBJECT: READOUT: SPECIAL REPRESENTATIVE FOR SOCIAL ISSUES 
DISCUSSES BURMA WITH PRIME MINISTER\'S POLITICAL ADVISOR 


Classified By: Political Officer J.R. Littlejohn, reasons 1.4 (b) and ( 
d) 


SUMMARY 


Column 3 

1. (C) In a February 12-13 visit to Bangkok, Special 
Representative for Social Issues, Ambassador Grover Joseph 
Rees raised concern about Burmal's human rights record with 
the Prime Minister\'s Deputy Secretary General for Political 
Affairs, Ambassador Surapong Jayanama. Surapong offered a 
frank assessment of Thailand\'s engagement with Burma in the 
current political environment, and disparagingly labeled 
ASEANVs past approach of constructive engagement as \"many 
doing nothing.\" He also urged the USG to support the current 
Thai administration, claiming its policies were more 

democratic and favorable toward human rights than the Thaksin 
administration\s. End Summary. 


PRIME MINISTER\S OFFICE 


2. (C) On February 11, Special Representative for Social 
Issues Ambassador Grover Joseph Rees called on the Prime 
Minister\'s Deputy Secretary General for Political Affairs, 
Ambassador Surapong Jayanama. Rees explained the purpose of 
his visit was to place the spotlight on social issues, 

including the use of rape as a state instrument. Rees 
expressed USG satisfaction with the fact that 9 members of 
the UNSC voted for a strong and detailed resolution critical 

of actions of the military government of Burma, including 
widespread rape of ethnic minority women and girls by 
government soldiers. He added that China and others who did 
not support the resolution did not refute the propriety of 

raising human rights concerns with Burma, which left an 
opening to pursue these issues in multiple venues. 


A REGIONAL ISSUE 


3. (C) Surapong said that ASEAN shotld support the UN 
Secretary General\'s efforts in Burma, and quite possibly 
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could play a role complimentary to United Nations efforts. He 
suggested that the USG try to keep Burma on the UN radar in 
every available venue, including the UN General Assembly, the 
Human Rights Council, and the Third Committee. He suggested 
the idea of creating an international fact-finding mission as 
another mechanism for applying pressure on the regime, and 
creating international community awareness (even if such a 
team were refused entry). 


4. (C) Although Surapong said that ASEANVs past policy of 
\"constructive engagement\" essentially amounted to many doing 
nothing,\" he was quick to point out that the ASEAN 
Inter-Parliamentary Myanmar Caucus (AIPMC) made some 
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progress. However, he said the parliamentarians\' 
capabilities to influence policy were limited because the 
power to make and honor decisions still rested with their 
respective governments. Surapong said that because of the 
long and porous border, Thailand was more directly affected 
by what happens in Burma and therefore the interests and 
solutions were more complex. 


INTERIM GOVERNMENT: ETHICS IN FOREIGN POLICY 


5. (C) Ambassador Rees suggested that Thailand raise 
concerns about rape and other human dignity issues with Burma 
on a regular basis and in all applicable venues. Surapong 
offered that the Thai interim government policy since October 
1 has been to reintroduce ethics into foreign (and domestic) 
policy. He said applying ethics in foreign policy meant 

different things, but support of human rights was a top 

priority. He said that the interim government of Thailand 

had been careful in dealing with Burma. He mentioned that the 
interim government had undertaken no new initiatives to 
engage amicably with the Burmese, although existing projects 
that did not violate the principles of good governance would 
continue to be supported. 


6. (C) Surapong then launched into a polite but forceful 
discourse about what he described as the correct relationship 
that Prime Minister Surayud\'s government has with Burma, in 
comparison to the Thaksin government, which he deemed 
undemocratic. He said that outsiders seemed to focus on 
elections, but that democracy required more than just 
elections. 


7. (C) Surapong said that since the interim government\'s 
appointment, the spirit, practices, and implementation of 
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policies had all been democratic in nature. He said 

extrajudicial killings, and disappearances no longer 

occurred, as they had under deposed PM Thaksin. He said the 
USG\'s concern for human dignity and human rights should lead 
it to support the interim administration. Rees reiterated 

the purpose of his visit was to encourage placement of social 
issues in the region on the leadership\'s agenda. He also 
suggested that advocating support for human dignity issues, 
and particularly taking a strong stand against the systematic 
rape of women and girls by Burmese government soldiers, is 
one way this government could demonstrate the democratic 
spirit it purports to embody. 


Column 3 


REFUGEES ON THE BORDER 


8. (C) Ambassador Rees suggested that Thailand reconsider 
its policy of denying new asylum seekers entry into refugee 
camps along the border. He noted that in recent meetings 

with representatives of Burmese ethnic minority groups he had 
been told that Thai authorities in at least some border areas 
had recently tightened the definition of \"persons fleeing 

armed conflict\" so as to exclude virtually all new 

cross-border asylum seekers. In response, Surapong 
suggested that Thailand\'s policy was a domestic issue, and 
that the Thai were doing more than most. He said that the 
Thai could not respond to the flow of refugees alone and that 
they needed help (read: funding). Ambassador Rees noted that 
the United States gives substantial support for the operation 

of the camps and had also begun to accept Burmese refugees in 
Thailand for resettlement. He offered to inquire about 
additio\'@=QP_)QjQQ:Qu" 
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ConGen Ho Chi Minh City, Department of State. 
REASON: 1.4 (b), (d) 
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1. (C) Summary: On February 1, PRM Assistant Secretary Ellen 
Sauerbrey during a visit to Gia Lai Province called on Southern 
Evangelical Church of Vietnam (SECV) Pastor Siu Y Kim at his 
house church in Pleiku and later had a private conversation with 
the pastor. The pastor named FULRO as the source of the 
protests in the Central Highlands in 2001 and 2004 and also the 
reason behind much, but not all, of the subsequent border 
crossing into Cambodia. Recent border crossing had more to do 
with aspirations for a better life or evading criminal problems 
than fear of political persecution. Pastor Kim stated that 
returnees were monitored and had less access to government 
services and assistance than other ethnic minority members, but 
that they did not face mistreatment or detention. Pastor Kim 
noted that it is difficult for ethnic minorities to adapt to 

changing conditions and fit into the modern world. They do not 
have many successful role models and tend to become frustrated 
rather than think about how they could improve their lives. End 
Summary. 


2. (SBU) Local officials were willing to allow Pastor Kim to 
speak in private with the Assistant Secretary, but suggested 
that it would be better if the conversation happened at the 
Assistant Secretary\'s hotel. Otherwise, neighbors might be 
suspicious of the pastor for meeting in private with foreigners. 
Consequently, the Assistant Secretary agreed to meet with 
Pastor Kim at his house church first, with local officials 

present, and then have a private conversation with him at her 
hotel. The visit to the pastorYs home took place in the 
presence of a number of local officials who listed to the 
meeting with varying levels of concentration. The pastor 
presented the Assistant Secretary with a Jarai-Vietnamese New 
Testament that had just been officially published. He asked 
that she take a copy to Ambassador John Hanford. The pastor 
apologized for the appearance of his yard, crowded with boxes 
containing wheelchairs to be donated through his church to the 
needy. The pastor was also drying cinnamon bark in the yard, a 
reminder that much of his livelihood is from agriculture. He 
showed the Assistant Secretary his church upstairs above his 
residence. With three or four hundred members in his 
congregation, services had to be held in four different groups 
because there was not room for everyone to come atonce. He 
said the church had not changed much since government 
recognition, except that before they had worshipped quietly 
behind closed doors and now they had a sound system. 


3. (C) After meeting up again at the hotel, the Assistant 
Secretary asked Pastor Kim why Central Highlands ethnic minority 
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members had been going to Cambodia. Pastor Kim said that 
problems in the Central Highlands began when ethnic Vietnamese 
(Kinh) began moving there. Ethnic minorities soon perceived 
that the Kinh were cheating them out of their land, treating 

them unequally, and looking down on them. The ethnic minorities 
saw that their daily life was becoming more difficult, 

particularly when they saw that the lives of the Kinh were 
improving. The Kinh did not resolve this problem after the 
division of Vietnam in 1954. Later in the 1950\'s some ethnic 
minorities established an \"independent government\" (FULRO). 
Pastor Kim said that FULRO partnered with \"northern troops\" 
until 1975, but that the northerners violated their agreement 

with FULRO in 1975 so the Central Highlanders went into the 
jungle and Cambodia to continue their struggle for independence. 
Eventually they got tired of fighting and went to the United 
States. The Montagnard Foundation\'s aim, according to Pastor 
Kim, is to establish a FULRO government in the Central 
Highlands. They began activities in 1998 and 1999 and 
instigated the demonstrations that took place in the Central 
Highlands in early 2001 and again in 2004. After the 
demonstrations, some crossed the border to go to the United 
States. Others were arrested and are still in prison. Those 
remaining either want to go to the U.S. or to continue their 
struggle in Vietnam. 


4. (C) In response to the Assistant Secretary\'s question about 
what those going to Cambodia now fear, Pastor Kim replied that 
the motivation of border crossers has changed. Between 75 and 
80 percent of those crossing recently have no fear of 

persecution; they just want a better life. A smaller number 

have violated the law or have fathers who committed crimes or 
are debtors. He stressed that they broke criminal laws, not 
political laws. As an example, an individual named Lan Lem, who 
had been a government \"security agent,\" borrowed a lot of money 
and fled with his family to Cambodia. He subsequently resettled 
in Finland. Another border crosser was an illegal logger who 
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did not know how to bribe police like his Kinh partners did. 

Another illegal logger had been arrested and informed on his 

Kinh partners who then threatened him. None of these people 
were involved in the Dega movement or in the protests. Pastor 
Kim said that as far as he could tell, the ethnic minority 

returnees were fine although some of them wanted to try crossing 
the border again and going overseas. Those who cross the border 
now are often frustrated with the government. However, the GVN 
is now paying more attention to ethnic minority problems so many 
people are happier. 
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5.(C) The Assistant Secretary asked for more information on how 
returnees are treated. Pastor Kim said that treatment varies, 

but that almost all are \"black-listed.\" The government monitors 
them more than most people, but they do not fear arrest or 
detention. They tend to receive less assistance from the 
government and to face a certain level of discrimination. For 
instance, they might have a harder time getting papers 

certified. Pastor Kim compared it to how religious people were 
treated in the past. He also said that there could be a glass 
ceiling. One border crosser was a teacher who had resumed 
teaching after returning; in a school meeting the principal had 
singled out this person as someone who could not be promoted 
past a certain level because of non-membership in the Communist 
Party. (Note: Itis not clear whether the glass ceiling Pastor 

Kim referred to was for border crossers or for non-Party 
members. The benefits of Party membership to advancement in 
government positions are well-known. There are probably very 
few border crossers who would advance far enough in society to 
encounter a glass ceiling. End note.) 


6. (C) Fitting into the modern world is often difficult for 

ethnic minorities, Pastor Kim observed. Few ethnic minority 
members have land title documents and obtaining them is a very 
slow process for Kinh and ethnic minorities alike. Many ethnic 
minority members do not have basic civil documents such as 
household registrations. Some would like to go back to how 
things were thirty or forty years ago. They do not know how to 
farm without using slash-and-burn methods. Most ethnic 
minorities need models of how to farm. The best model farmers 
would be other ethnic minorities because they find it difficult 

to learn from the Kinh. 


7. (C) Commenting further on the ethnic minority community in 
response to the Assistant Secretary\'s questions, Pastor Kim said 
that while there were ethnic minority government officials, they 
tended to be passive and were not very successful in comparison 
to their Kinh counterparts. Within the ethnic minority 

community, he said that almost all of the border crossers were 
Jarai, since they are the largest ethnic group. Therefore they 
tend to lead the other groups and have a stronger identity. 


8. (C) Finally, the Assistant Secretary asked Pastor Kim about 
religious freedom issues in the Central Highlands. Pastor Kim 
noted that the situation had improved considerably aver the past 
several years. One of the most important issues facing 
religious groups now was the return of church property and 
obtaining new property so that they could build or rebuild 
churches to serve growing congregations. 

WINNICK 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PREL, KNNP, BA, IR, ROW, REGION 

SUBJECT: BAHRAIN: IAEA REPORT ON IRANIAN COMPLIANCE WITH 
UNSCR 1737 


REF: STATE 23001 
Classified By: DCM Susan L. Ziadeh for reasons 1.4 (b) and (d). 


(C) Pol/Econ Chief February 26 delivered reftel demarche 
concerning the IAEA report on Iranian compliance with UNSCR 
1737 to MFA Director for International Organization Affairs 
Ghassan Shaikho. Shaikho had already reviewed the IAEA 
report and agreed with the conclusion that Iran was not in 
compliance with UNSCR requirements. He understood that that 
the P5 1 was meeting in London to discuss next steps and he 
was interested in any readout the USG could provide. Echoing 
earlier requests that he and other officials had made, he 

said the GOB was interested in reviewing the incentives 
package provided to Iran. The GCC would have a strong 
interest in understanding any discussion of political and 
strategic issues in the package. 
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Visit Embassy Manamals Classified Website: 
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DEPT PLEASE PASS TO NEA/ARP FOR SWALKER/BSHUKAN; DRL FOR 
EBARKS-RUGGLES/RCASTEEL; DRL/IRF FOR KLURIE; ECA FOR 
TFARRELL/DIVES 


E.O. 12958: DECL: 02/25/2017 

TAGS: PGOV, PREL, KPAO, PINR, KISL, KWMN, SA 

SUBJECT: DECEMBER 2006 MEETING OF STRATEGIC DIALOGUE HUMAN 
DEVELOPMENT WORKING GROUP 


Classified By: Ambassador James C. Oberwetter for reasons 1.4 (b) and ( 
d). 


1.(C) SUMMARY. The U.S. - Saudi Arabia Strategic Dialogue 
Human Development Working Group (HDWG), led by Near East 
Affairs Deputy Assistant Secretary (DAS) Scott Carpenter, met 
December 3-4 in Riyadh, Saudi Arabia. The working group 
discussed a proposal for the FDR-Abdul Aziz scholarship 
program, which the Saudis agreed to consider. Saudi 
participants said the recently completed 6th National 

Dialogue focused on 1) education; 2) teacher 
training/certification; 3) educational technology; and 4) 

school infrastructure/environment. The Dialogue conducted 13 
sessions throughout the Kingdom, resulting in recommendations 
to review educational policy and curricula, modernize, and 
provide training to teachers -- a project estimated to 

require two to three years to complete. The SAG is currently 
revising textbooks to eliminate unacceptable language, 

building 6,000 new schools, equipping 2,000 with computers 
and Internet access, and developing \"schoolwork/homework\" 
portals. 


2. (C) U.S. delegates proposed a number of exchange and 
educational programs, including an interfaith dialogue and 
legislative and judicial exchanges. Ambassador noted the 
significant increase of information exchanges as part of the 
Strategic Dialogue, emphasizing that such exchanges have 
helped to shape policy decisions. Bureau of Democracy, Human 
Rights, and Labor DAS Erica Barks-Ruggles noted ongoing 
discussions with the Federal Judiciary to identify possible 
exchanges that focus on such areas as court administration. 
Saudi representatives expressed interest in several of the 
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proposed programs. DOJ Resident Legal Advisor Michael 
Gunnison emphasized that prosecutors must also be included in 
such programs, offering to engage with the SAG on such issues 
as money laundering and counterterrorism finance. 


3. (C) Saudi delegates complained about delays in obtaining 
U.S. visas for students and renewing I-20s. DCM noted that 
the implementation of on-line application and electronic 
payment systems has helped reduce processing time for visa 
applications. He noted that fraudulent scholarship letters 
continue to be a problem, emphasizing that an official, 
unified list of scholarship participants would help 

streamline the verification process. END SUMMARY. 


4. (SBU) The U.S.- Saudi Arabia Strategic Dialogue Human 
Development Working Group (HDWG) met December 3-4 in Riyadh, 
Saudi Arabia. The U.S. delegation, led by NEA DAS Scott 
Carpenter, comprised the following: 


James C. Oberwetter - Ambassador 

Michael Gfoeller - Deputy Chief of Mission 

Tatiana Gfoeller - Consul General Jeddah 

Walter Douglas - Public Affairs Counselor 

Erica Barks-Ruggles - DAS, DRL 

Thomas Farrell - DAS, Bureau of Education and Cultural 
Affairs (ECA) 

James Filpi - Attorney-Advisor, International Commercial Law 
Development Program (CLDP), Department of Commerce 
Michael Gunnison - Resident Legal Advisor, Overseas 
Prosecutorial Development Assistance program (OPDAT), U.S. 
Department of Justice 

Laura Lederer - Senior Advisor to the Undersecretary of State 
for Global Affairs 

Brian Shukan - Senior Saudi Arabia Desk Officer, NEA 
Donna lves - ECA 

Kathryn Lurie - International Religious Freedom (IRF), DRL 


The Saudi delegation was led by Prince Mohammed bin Saud bin 
Khalid bin Mohammed Al Saud, Director General of the 
Information and Studies Center, MFA, and included: 


Dr. Abdulmalik Ahmed Al Shaikh - Special Advisor to the 
Minister of Justice 

Dr. Anmed Mohammed Hamad Al Senany - deputy Minister of 
Interior for Provincial Affairs 

Dr. Ali Saleh Saeed Al Khabti - Assistant Deputy Minister for 
Research and Educational Studies 

Dr. Rayed Krimly - Deputy Director of the Western Department, 
MFA 

Dr. Zaid A.Z. Al Hussain - member of the Majlis al Shoura and 
Human Rights Commission 
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Dr. Abdullah Ibrahim a. Al Mojel, Deputy Minister of Higher 
Education 

Abubakr Ahmed A. Bagader - Ministry of Culture and Information 


Dr. Abdulwahed Al Humaid - Deputy Minister of Labor for 
Planning and Development 

Dr. Abdallah F. Al Lheedan - Ministry of Islamic Affairs 
Abdulaziz Al Hadlag - Director General, International 
Cooperation, Ministry of Social Affairs 

Salman H. Al Shabib - Second Secretary, MFA 


5. (C) Following opening statements by Prince Mohammed and 
Carpenter, the discussion turned to education and exchanges. 
Farrell emphasized that education and educational exchanges 
are at the heart of any movement forward. He said the Saudi 
embassy\'s cultural and education mission had joined the U.S. 
- Saudi Study Group to discuss relevant issues, particularly 

the FDR-Abdul Aziz scholarship program. He noted the 
unprecedented number of Saudi students currently 
participating in scholarship programs and discussed other 
possible areas for exchanges. 


6. (C) Farrell recounted that during discussions with the 

Saudi Educational Mission, they had suggested that the 
FDR-Abdul Aziz scholarship program was redundant, so more 
targeted programs needed to be considered. He suggested: 1) 
pre-collegiate programs such as English-language training 

with U.S. institutions of higher learning; 2) junior faculty 
sabbatical programs in the U.S.; and 3) collaborative 

research for graduate students. 


7. (C) Deputy Minister of Education Al Mojel replied that his 
ministry would look at the proposal before responding. He 
observed, however, that the current proposal has weaknesses, 
saying questions about the types of majors, age problems, 
criteria for selection, and funding must first be resolved. 

He suggested that a working group be formed to look into 
this. The U.S. delegation suggested that it might make more 
sense to rethink the entire program. (NOTE: The Deputy 
Minister later that evening sent a representative to tell ECA 
that the Ministry remains committed to the FDR-Abdul Aziz 
scholarship program and would welcome further discussions. 
END NOTE.) 


8. (C) Ambassador noted the significant increase of 
information exchanges as part of the Strategic Dialogue, 
emphasizing that such exchanges have helped to shape policy 
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decisions. These exchanges are particularly important, he 
stated, when it comes to discussing those subjects that have 
typically been difficult to broach in the bilateral 

relationship, such as religious freedom. 


9. (C) Al Mojel said that delays in obtaining U.S. visas and 
renewing !-20s, particularly in cases where students have 
changed their course of study, continues to be problematic 
for Saudis studying in the United States. Additionally, he 
claimed, students have been detained if they do not meet 
language or credit-hour requirements, and deported in some 
cases. He accused some authorities of mistreating students 
at the ports of entry, and complained that students\' 

inability to obtain social security numbers prevents them 
from even opening bank accounts in the U.S. MoJ special 
Advisor Al Shaikh suggested that the problem is not only with 
students, calling it a \"cultural problem." He pointed out 
that there must be \"goodwill\" on both sides and 
responsibility lies with the Saudis, as well as the Americans. 


10. (C) DCM enumerated several changes that have recently 
been implemented to help address some of the Saudis\' 
concerns. He noted that Post has processed over 50,000 visa 
applications this year and has significantly reduced 

processing time. The implementation of on-line application 
and electronic payment systems has contributed to the reduced 
processing time, and the fact that Consulate Dhahran has 
begun limited via services has also helped. He emphasized, 
however, that fraudulent scholarship letters continues to be 
problematic and, despite repeated requests for a unified list 

of scholarship participants from MoHE -- which would speed up 
processing by streamlining the verification process -- MOHE 
has not yet provided this list. Al Mojel stated that MoHE 

has developed a new scholarship letter to prevent this kind 

of fraud, but the DCM pointed out that the Consular section 


continues to receive fraudulent letters and that a 
consolidated list is the optimal solution. (NOTE: MoHE has 
since provided to Post this list. END NOTE.) He also 
stated that it would be helpful to extend student visas to 
four or five years duration; however, it must be reciprocal 

-- the Saudis must be willing to issue visas of similar 
duration. 


11. (C) In response to Carpenter\'s request for an update 
regarding revisions to curricula and teacher training, 
Assistant Deputy Minister for Research and Educational 
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Studies Dr. Al Khabti said this was the focus of the recently 
concluded 6th National Dialogue, which focused on four major 
areas: 1) education; 2) teacher training/certification; 3) 
educational technology; and 4) school 
infrastructure/environment. The Dialogue conducted 13 
sessions throughout the Kingdom, which resulted in 
recommendations to review educational policy and curricula, 
modernize, and provide training to teachers. He said that 
the SAG is currently reforming the curriculum to include the 
skills needed to compete in the global economy. He also 
noted that textbooks are being revised to eliminate 
unacceptable language. Additionally, the SAG is building 
6,000 new schools, equipping 2,000 with computers and 
Internet access, and developing \"schoolwork/homework\" 
portals. 


12. (C) Al Khabti emphasized the need for well-trained 
teachers, noting discussions to change the qualifications for 
teachers in order to raise the standards. He said the SAG is 
still trying to pinpoint the problems before attempting to 
solve them. Committees have been established in all the 
provinces to review the 572 textbooks that are part of the 
educational system. An overall review committee looks at the 
recommendations of all the committees and liaises between 
them and the ministry. Al Khabti anticipates that it will 

take two to three years to rewrite the texts and complete the 
project. 


13. (C) The discussion turned to the possible expansion of 
religious educational programs, and IRF\'s Kathryn Lurie 
raised the possibility of an interfaith dialogue. Carpenter 
noted that approximately 90 religious educators have traveled 
to the U.S. A constructive next step, he suggested, would be 
for similar delegations to travel to Saudi Arabia, asking how 
this proposal could move forward. He emphasized that the 
most important thing is to get the process started so that 

the exchanges can take place in both directions. 


14. (C) MFA\'s Krimly stated that this proposal has been 
\"referred to the proper authorities and a response is 
pending. The Ambassador stated that we are expanding our 
contacts at the agency-to-agency level and asked the Saudi 
participants to suggest potential institutional 

opportunities. He noted that the U.S. has a many cultural 
programs \"of every flavor." one of the most successful being 
the religious exchanges. PAO Walter Douglas noted programs 
focusing on medical issues such as attention deficit 

disorder, a jazz band that will perform in Jeddah, and an 
Arab culture program at the Kennedy Center in Spring 2009 
that the president of the Kennedy Center recently traveled to 
the Kingdom to announce. 
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15. (C) Ministry of Culture and Information\'s Abubakr Bagader 
outlined plans for Saudi \"cultural days,\" which will focus on 
music, theater, and digital photographs. He said there are 
agreements in place with Senegal, Azerbaijan, and Algeria for 
cultural exchanges. He also noted the availability of 

several exhibits for exchange, such as a virtual desert, and 
said female novelists will be conducting a roundtable in 
Tunisia. 


16. (C) Barks-Ruggles discussed during the second plenary 
session the IFES and National Conference of State 
Legislatures (NCSL) proposals, noting that the NCSL proposal 
complements what has already been agreed upon at the federal 
level. Prince Mohammed confirmed that the Saudis are in 
discussion with IFES to work with Saudi municipal councils 

and the Ministry of Municipal and Rural Affairs (MoMRA), but 
said the SAG is still studying the proposal. He indicated 

that MoMRA is interested in the technical aspects of 

elections. The Majlis Al Shoura, he noted, is an independent 


body. \"All we can do is advise them." he stated, what they 
do is their decision." Mol\'s Al Senany said that the SAG 
prefers to operate under a \"governmental umbrella," i.e., on 
a government-to-government basis. 


17. (C) Barks-Ruggles continued that there are ongoing 
discussions with the Federal Judiciary to identify possible 
exchanges focusing on such areas as court administration. 
James Filpi added that the CLDP program represents a 
juxtaposition of economic and human development issues, 
focusing on exchanges of legal experts from the U.S. and 
around the world. Bringing legal education experts to the 
U.S., he said, would help to prepare the next generation for 
the future in a global economy. He noted that Islamic law 
studies is the fastest growing facet of jurisprudence in the 
United States, with Islamic finance another growing area. 


18. (C) Barks-Ruggles suggested academic and personal 
exchanges, symposia, and internships at identified law firms. 
MoJWVs Al Shaikh agreed to the value of such an approach, 
noting that MoHE has the lead on such exchanges. Al Mojel 
stated that a \"technical committee\" needs to discuss the 
details, but expressed great interest in the legal studies 
component of the proposal. He said the SAG has cooperated 
with France and the UK on such issues in the past, and would 
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like to add U.S. institutions to the distinguished scholars 
program list. He indicated that he would like to see an 
internship program implemented and was supportive of 
conducting symposia, but reiterated the need to look at the 
proposal more closely. 


19. (C) DOJ Regional Legal Advisor Gunnison suggested 
including prosecutors must also be included in such programs, 
briefly outlining DOJYs OPDAT program. He offered to engage 
with the SAG on relevant issues -- particularly money 
laundering and counterterrorism finance -- noting that he can 
arrange for other expertise as well. He agreed to follow up 

on this offer with SAG representatives attending the upcoming 
Abu Dhabi conference. Al Shaikh pointed out that the SAG 
would like to be a model" that shows ShariVa is applicable 

to a free market economy, emphasizing \"we want this to work.\" 


20. (C) Turning to human rights, Barks-Ruggles asked whether 
a database exists for tracking human rights abuses, how cases 
are adjudicated, and how the U.S. could collaborate with the 
SAG on domestic violence issues. HRC\'s Al Hussein stated 
that the media exaggerates some cases and that, as 
appropriate, cases are referred to the Government for 
appropriate action. He claimed that there are no issues with 
minorities and that they are even represented on the HRC. Al 
Hussein also said that the Government is dealing harshly with 
discrimination -- \"to let it go means that it would spread 
rapidly.\" He advised that, according to Islam, it is the 

King\'s duty to educate the people regarding respect for human 
rights. To that end, he said, the SAG is planning to launch 

a media campaign to inform the public of its rights and 

duties. 


21. (C) Al Senany added that five years ago, Mol established 
a human rights component, and Hadlaq said the Ministry of 
Social Affairs also has a Social Consultations Unit that is 
staffed with experts -- psychologists, social workers, and 
legal experts. There is also a hotline, he said, and the 
Ministry recently established a Social Protection Unit. 


22. (C) Regarding the Breast Cancer program, Prince Mohammed 
noted his discussions with NEA Senior Advisor Erin Walsh 
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about the involvement of NGOs, Saudi women, Princess Haifa, 
and Dr. Suad. He said that these discussions have been 
informal and that some key ministries were not aware of the 
proposal. He indicated that a cancer program already exists 

in Riyadh, and said efforts should be coordinated with that 
group. Prince Mohammed stated that the Ministry of Health 
would work with the U.S. on this effort. Carpenter noted 

that the King Fahd and MD Anderson connections are in place, 
but more needs to be done regarding the Susan B. Komen 
Foundation and awareness connection. He emphasized that the 


USG looks forward to working with the Saudi Cancer Society 
and the Ministry of Health. The Deputy Minister of Social 
Affairs offered assistance to this effort, adding that he and 
Dr. Suad had agreed that any association must be with a 
government organization. 


23. (C) Prince Mohammed said he had spoken with Al-Nahda, 
which indicated that it is working with Microsoft. Carpenter 
replied that the WIT program was launched in Jeddah and 
suggested further discussion about how to address an 
important need. He explained that WIT is now geared as a 
charity program to reach Saudis who could not make it into 
the Social Affairs Ministry program, asking how best to move 
the program forward. 


24. (C) Carpenter and Prince Mohammed closed the meeting by 
reiterating the critical role the HDWG plays in facilitating 
discussions on a broad range of key issues. Prince Mohammed 
emphasized that this liaison function must be 

institutionalized in order to sustain and build on the 

progress that has been made. 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PREL, PARM, PTER, KNNP, BA, ROW, CTR 

SUBJECT: BAHRAIN: GLOBAL INITIATIVE TO COMBAT NUCLEAR 
TERRORISM 


REF: STATE 21535 
Classified By: DCM Susan L. Ziadeh for reasons 1.4 (b) and (d). 


(C) Pol/Econ Chief February 26 delivered reftel request for 
Bahrain to join the Global Initiative to Combat Nuclear 
Terrorism to MFA Director for International Organization 
Affairs Ghassan Shaikho. Shaikho said that he had already 
received information about the Initiative from another 
source, possibly the Bahraini mission to the UN, and that he 
was studying it. He commented that the Initiative did not 
sound like it was \"too far\" from the Proliferation Security 
Initiative, which Bahrain joined in June 2006. He asked if 
the USG had looked into whether the two programs are 
complementary, and whether the same countries are involved in 
both. He promised to give his feedback after reviewing the 
Statement of Principles. 
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Visit Embassy Manamals Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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TAGS: ELAB, GTIP, PHUM, IS, KCRM, KJUS 

SUBJECT: GOVERNMENT OF ISRAEL ANNOUNCES NATIONAL PLAN TO 
COMBAT SLAVERY AND LABOR TRAFFICKING 


1. (U) THE GOI HAS DRAFTED A NATIONAL PLAN TO COMBAT HUMAN 
TRAFFICKING FOR THE PURPOSES OF SLAVERY AND FORCED LABOR, 
FOCUSING ON PROSECUTION, PREVENTION AND PROTECTION. THE PLAN 
IS DESIGNED TO HELP MIGRANT WORKERS, WHO OFTEN PAY LARGE FEES 
TO AGENCIES THAT ARRANGE THEIR JOBS IN ISRAEL AND ARE THUS 
VULNERABLE TO EXPLOITATION -- INCLUDING COERCED SEXUAL 
SERVICES -- UNTIL THOSE FEES CAN BE RECOUPED. THE PLAN WAS A 
JOINT EFFORT OF THE DIRECTORS-GENERAL OF THE MINISTRIES OF 
JUSTICE, PUBLIC SECURITY, INTERIOR, INDUSTRY, TRADE AND 

LABOR, FOREIGN AFFAIRS, HEALTH AND WELFARE, AS WELL AS THE 
PRIME MINISTERS OFFICE AND THE POLICE COMMISSIONER. 


2. (U) IN A MEETING ON JANUARY 10, 2007, THE COMMITTEE OF 

DIRECTORS GENERAL REGARDING THE BATTLE AGAINST TRAFFICKING IN 
PERSONS DECIDED ON A NATIONAL PLAN TO COMBAT TRAFFICKING FOR 
SLAVERY AND FORCED LABOR. THE DECISION WAS BASED ON THE 
RECOMMENDATIONS OF A SUBCOMMITTEE CHAIRED BY RACHEL GERSHUNI, 
APPOINTED LAST YEAR AS INTERMINISTERIAL ANTI-TRAFFICKING 
COORDINATOR. THE GOI DESCRIBED THE PLAN AS A "NECESSARY 

FIRST STEP IN THE DEVELOPMENT OF A STRATEGY TO SUPPRESS THIS 
SCOURGE.\" THE COORDINATORVS OFFICE HAS A STATED \"MESSIANIC 
VISION TO \"END TRAFFICKING IN PERSONS AND THUS MAKE OUR 

OFFICE UNNECESSARY\", AN WOVERRIDING GOAL\" TO \"MAKE SURE THAT 
ISRAEL MEETS INTERNATIONAL CRITERIA IN REGARD TO THE BATTLE 
AGAINST TRAFFICKING, WITH AN EMPHASIS ON HUMAN RIGHTS\", AND A 
\"WORKING METHOD\" TO \"BRING ABOUT COOPERATION AMONG BODIES AND 
INDIVIDUALS WHO WORK IN THE FIELD.\" 


3. (U) THE COMMITTEE STATED FIVE PRIORITIES DURING THE FIRST 

STAGE: DIVIDING THE WORK BETWEEN ENFORCEMENT AGENCIES IN 
ORDER TO INCREASE THE NUMBER OF INDICTMENTS AGAINST EMPLOYERS 
WHO USE SLAVERY OR COERCION; DEVELOPING CRITERIA FOR 
IDENTIFYING VICTIMS OF SLAVERY; LAUNCHING AN INFORMATION 
CAMPAIGN IN THE WORKERS\' COUNTRIES OF ORIGIN TO INFORM THEM 

OF THEIR RIGHTS; HELPING VICTIMS REPATRIATE TO THEIR 

COUNTRIES OF ORIGIN; AND FORMULATING A PACKAGE OF SERVICES 

FOR VICTIMS, INCLUDING SAFE HOUSES AND HEALTH CARE. THE LACK 

OF FACILITIES FOR LABOR TRAFFICKING VICTIMS HAS BEEN A 

PARTICULAR SORE POINT WITH NGOS IN ISRAEL. FIVE TEAMS HAVE 

BEEN TASKED WITH DESIGNING WITHIN THE NEXT THREE OR FOUR 
MONTHS OPERATIVE STEPS TO IMPLEMENT THESE OBJECTIVES. THE 
SUBCOMMITTEE THAT SUBMITTED THE RECOMMENDATIONS WAS APPOINTED 
AS A PERMANENT SUBCOMMITTEE THAT WILL MEET PERIODICALLY TO 
DEAL WITH PROBLEMS AND DRAFT RECOMMENDATIONS. 


4. (U) THE COMMITTEE RECOGNIZED THAT ITS RECOMMENDATIONS MAY 
REQUIRE CHANGES IN EXISTING ARRANGEMENTS FOR THE EMPLOYMENT 
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OF FOREIGN WORKERS THAT \"CREATE A CLIMATE FRIENDLY TO THE 
DEVELOPMENT\" OF TRAFFICKING. THE COMMITTEE ALSO EMPHASIZED 
THAT ITS RECOMMENDATIONS CONSTITUTE A NATIONAL PLAN, NOT 
OPERATIONAL PROCEDURES THAT \"WILL NEED TO BE DESIGNED IN THE 
WAKE OF THE PLAN.\" OTHER COMMITTEE RECOMMENDATIONS INCLUDE 
CONSIDERATION OF A POLICY THAT WILL NOT ALLOW THE ENTRY OF 
FOREIGN WORKERS FROM COUNTRIES THAT HAVE NO DIPLOMATIC 
REPRESENTATION IN ISRAEL, CLEAR PROCEDURES REGARDING THE 
TRANSFER OF INFORMATION AMONG LAW ENFORCEMENT AGENCIES, 
ENFORCING EXISTING LAWS PROHIBITING MIDDLEMAN FEES, PLACEMENT 
OF SOCIAL WORKERS IN DETENTION FACILITIES, LEGAL AID TO 

VICTIMS OF SLAVERY AND LABOR TRAFFICKING, AND HEIGHTENED 
SUPERVISION OF THE EGYPTIAN BORDER. INDUSTRY, TRADE AND 
LABOR MINISTRY INSPECTORS, IMMIGRATION OFFICERS AND POLICE 
ARE ALREADY UNDERGOING TRAINING TO HELP THEM RECOGNIZE 
TRAFFICKING. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


VISIT EMBASSY TEL AVIVYS CLASSIFIED WEBSITE: 
HTTP://WWW.STATE.SGOV.GOV/P/NEA/TELAVIV 


YOU CAN ALSO ACCESS THIS SITE THROUGH THE STATE DEPARTMENTVS 
CLASSIFIED SIPRNET WEBSITE. 
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STATE FOR G, AVIAN INFLUENZA ACTION GROUP (AMBASSADOR LANGE, 
PATTERSON), CA/OCS/ACS/EAP (VAUSE), EAP/EX, EAP/MLS, EAP/EP, INR, 
OES/STC (PBATES), OES/IHA (SINGER AND COMELLA), MED, DS/IP/EAP, AND 
H; 


STATE PASS TO USAID FOR ANE AND GH (CARROLL, CLEMENTS, AND 
JENNINGS) 


STATE PASS TO USTR (DBISBEE) 

STATE PASS TO HHS/OGHA (WSTEIGER, EELVANDER, AND ABHAT) 
USDA PASS TO APHIS 

DEPARTMENT OF DEFENSE FOR OSD/ISA/AP (LSTERN) 

BANGKOK FOR RMO, DCD, USAID (JMACARTHUR AND MBRADY) 
ROME FOR FAO 

PACOM ALSO FOR FPA HUSO 


E.O. 12958: N/A 
TAGS: TBIO, KFLU, SOCI, SCUL, PREL, AMED, AMGT, ASEC, CASC, EAGR, 
EAID, ETRD, LA 
SUBJECT: VIENTIANE EAC MEETING - HUMAN CASE OF AVIAN INFLUENZA 


VIENTIANE 00000163 001.2 OF 004 


1. (U) SUMMARY: Embassy Vientiane EAC met February 26 to discuss a 
WHO report of first-ever case of probable human infection of avian 
influenza (Al) in Laos. Samples from the patient have been sent for 
H5N1 confirmation, which is still pending. The Lao press is already 
highlighting this first WsuspectedW case. The EAC reviewed current 

Al tripwires and decided to draft a warden message. 


2. (SBU) For Embassy Vientiane, the EAC saw three key differences 
with other human cases which have occurred in Southeast Asia: a) 

this case occurred in a district within Vientiane Municipality in 

close proximity to areas where Embassy officers live; b) this very 

small Embassy community has five new-born infants and one more baby 
expected this year; and c) the Embassy is heavily dependent on the 
Lao-Thai Friendship Bridge for land transportation to nearby medical 
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facilities in neighboring Thailand, and the potential that Thailand 
will close this bridge in response to a larger outbreak may be 
higher than previously assessed. END SUMMARY. 


3. The Embassy EAC met February 26 to discuss avian influenza (Al) 
developments. The Ambassador had been notified during the weekend 
by Dr. Dong Il Ann, WHO Representative in Laos, that the first human 
case of Al had been detected in Vientiane. The English-language 
Vientiane Times newspaper of Monday, February 26, carried the news - 
\"First human case of bird flu suspected\" - on its front page, and 

other local newspapers also highlighted the case. 


The Case 

4. (SBU) Embassy Vientiane\'s Infectious Disease Coordinator Dr. 
Andrew Corwin briefed the EAC on the details of this case. A 
15-year-old girl on February 15 was brought by her family to 
Vientiane\'s Sethathirat Hospital for treatment. She had been 
exhibiting symptoms including difficulty breathing beginning on 
February 10. The family claimed she had had not contact with sick 
or dead chickens in the previous 14 days even though the family 
lived next door to a household where chickens had died February 1 of 
suspected H5N1 infection. Although the hospital is located within 5 
kilometers of the Al \"red zone involved and despite extensive 
training about Al, the staff failed to check that the family lived 

in the Vred zone" and did not diagnose possible Al. The patient was 
released. 


5. (SBU) On February 17, the family took the girl across the border 
to a private clinic in Thailand\'s neighboring Nong Khai Province - 
where an Al outbreak in poultry has also been underway. She was 
exhibiting pneumonia-like symptoms of congestion and difficulty 
breathing. The private clinic doctor (thankfully) immediately 
initiated Tamiflu treatment. She was treated at the private clinic 
for three days and then referred to the Nong Khai Provincial 
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Hospital on February 20. Two procedures have been done to help 
drain fluid from the girl\'s chest cavity. She is currently in ICU 
responding to treatment with very slight improvement. A leading 
epidemiology specialist from Bangkok is at the Nong Khai Provincial 
Hospital to help monitor treatment. 


6. (SBU) Thai/Lao cooperation at this point appears to be excellent. 
A team from Nong Khai has visited Vientiane to inspect the 
neighborhood of the outbreak. There are ten households with 37 
people involved. Of the 37, 20 were identified as close contacts of 
the girl and are being monitored daily for symptoms including rise 
in temperature. 
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7. (SBU) Testing in Vientiane on a sample taken from the girl has 

been inconclusive. Samples have been sent from Nong Khai to Bangkok 
for further testing, and we expect they will also be sent to NIID 

(Japan). Dr. Corwin, the Embassy\'s Infectious Disease Coordinator, 
was invited by Lao health officials to join them when they visited 

the Nong Khai Provincial Hospital. He was able to view the patient 

on a monitor screen. Dr. Corwin\'s expectation, based among other 
criteria on the speed of the pleurism involved, is that this case 

will likely be confirmed as Al. 


EAC Meeting 

8. (SBU) The EAC was pleased with the level of trust being placed in 
Dr. Corwin by both the Lao and Thai medical communities. The EAC 
decided to draft awarden message in coordination with Bangkok RMO 
McCoy and Embassy Bangkok. The text of message allows for 
alternative language to be used if the test results are confirmed. 

The EAC also decided to seek blanket country clearance and blanket 
orders for travel to Thailand to ensure Dr. Corwin can cross the 
border immediately as needed. (In this case, the DCM informed the 
Embassy Bangkok Duty Officer of Dr. Corwin\'s travel across the 
border.) 


9. (SBU) Dr. Corwin will ask the Lao health authorities to issue 
weekly updates to all hospital emergency rooms and out-patient 
department listing all village and districts where Al outbreaks may 
be occurring. The Embassy will issue an Admin Notice with latest Al 
information for our staff, repeat protective gear training for 
Embassy staff, and review shelter-in-place procedures for newer 
Embassy officers and their families. The Embassy will maintain 
close contact with the Vientiane International School. When RMO 
McCoy next visits Vientiane, she will be asked to provide an Al 
overview for the full Embassy staff. PDS will prepare press 
guidance about this case. 


10. (SBU) The EAC noted that, while this appears to be the first 
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known human Al case in Laos, other deaths or current illnesses may 
be linked to Al. The weakness of the Lao surveillance system, the 
prevalence of other diseases among poultry (such as Newcastle 
Disease and duck plague), the fear that reporting Al poultry deaths 
will cause a person to be identified by neighbors as the one who 
caused the culling of all poultry in the area, the lack of adequate 
compensation for culled poultry by the Lao Government, and the 
custom of many Lao families to cremate their dead without formal 
death reports all combine to make Al reporting - among poultry or 
among humans - difficult here. 
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11. (SBU) The EAC reviewed Al tripwires and found them still to be 
appropriate in general. However, the EAC did note several factors 
here that make this situation different from those faced elsewhere 
inthe region. The current Al outbreak is happening within 

Vientiane Municipality, less than ten kilometers from the Embassy 
and less than five kilometers from Embassy homes. And among the 
Embassy staff of seventeen officers there have been five new-born 
children during the past six months. Another baby is expected this 
year. The effectiveness of Tamiful on infants or on pregnant women 
is unclear. 


12. (SBU) In addition, the EAC noted Dr. Corwin\'s additional 
information that the Nong Khai Provincial Hospital had considered 
releasing the patient because her Lao family was not covered by Thai 
health insurance and did not have enough money for the expensive ICU 
treatment required. The Nong Khai Governor intervened to prevent 
the release and ensure continued treatment in this case. However, 
this highlights the fact that ICU treatment is extremely expensive. 

The EAC expressed concern that the potential cost of treatment for 
Lao people flocking across the border to Thailand if human cases 
were to increase here might lead the Thai authorities to close the 
cross-Mekong Friendship Bridge earlier than might otherwise be the 
case - at a point of popular fear of a major outbreak rather than 

the actual occurrence of such an outbreak. The EAC agreed to watch 
Al developments very closely. 


Comment 

13. (SBU) Clearly the 15-year-old girl\'s life was saved by the quick 
decision to start Tamiflu treatment by the doctor at the private 
clinic in Nong Khai. Despite extensive training and development of 
clear case criteria, the staff at Sethathirat Hospital did not make 
the Al link as it should have. Part of this was caused by the 
family\'s misstatement about exposure to dead chickens, but in real 
life situations, families will not always be willing to tell the 

truth about Al exposure. Even though the private clinic in Nong 
Khai referred the patient to the Provincial Hospital as a possible 

Al case, apparently the Provincial Hospital staff did not use 
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protective gear when first treating her, so more training apparently 
needs to be done with hospital staffs on both sides of the border. 


14. (SBU) The EAC was troubled by the three special factors 
mentioned above. This outbreak is close to home. The Embassy staff 
has very vulnerable members. And our land transportation and access 
to professional-level hospitals on the Thai side of the border is 

easily cut by a Thai decision to close the Friendship Bridge. The 
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EAC expects its attention to the Al issue to remain high for the 
indefinite future. 


HASLACH 


98017 

Tim W Hayes 03/02/2007 03:48:57 PM From DB/Inbox: Tim W Hayes 
Cable 

Text: 


UNCLAS ANKARA 00406 
SIPDIS 
CX: 

ACTION: PMA 

INFO: FCS CONS AMB POL DCM DAO RAO ECON TSR PA 
DISSEMINATION: PMA /1 
CHARGE: PROG 
APPROVED: AMB:RWILSON 
DRAFTED: PMA:MNARDI,PMA:CS 
CLEARED: DCM:NM, POL:JW 
VZCZCAYI141 
PP RUEHC RUEHGB RUEHBUL RUEHYE RUEKJCS RUEHAK 
RUEUITH RHEHAAA RHMFISS RUEKJCS RHMFIUU 
DE RUEHAK #0406/01 0571021 
ZNR UUUUU ZZH 
P 261021Z FEB 07 
FM AMEMBASSY ANKARA 
TO RUEHC/SECSTATE WASHDC PRIORITY 1078 
INFO RUEHGB/AMEMBASSY BAGHDAD PRIORITY 0893 
RUEHBUL/AMEMBASSY KABUL PRIORITY 0030 
RUEHYE/AMEMBASSY YEREVAN PRIORITY 1268 
RUEKJCS/SECDEF WASHDC//USDP:PDUSDP/ISA:EUR/ISA:NESA/DSCA// PRIORITY 
RUEHAK/USDAO ANKARA TU PRIORITY 
RUEUITH/ODC ANKARA TU PRIORITY 
RHEHAAA/NSC WASHDC PRIORITY 
RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 
RUEKJCS/JOINT STAFF WASHDC//J-3/J-5// PRIORITY 
RHMFIUU/HQ USEUCOM VAIHINGEN GE PRIORITY","UNCLAS SECTION 01 OF 03 ANKARA 000406 


SIPDIS 

SIPDIS 

E.O. 12958: N/A 
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SUBJECT: TURKISH FM GUL REAFFIRMS IMPORTANCE OF BILATERAL 
PARTNERSHIP TO CODEL DICKS 


1. SUMMARY: Turkish FM Gul told a congressional delegation 
that the US/Turkey relationship has weathered many storms but 
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that a US congressional Armenian genocide resolution 
threatens to undermine cooperation on our shared goals for 
Iraq, Afghanistan, Iran, NATO and more. US failure in Iraq 
will be Turkey\'s failure, Gul said. He urged delay of the 
referendum on Kirkuk; expressed support for the President\'s 
new Iraq strategy; and offered the Iraq Neighbors\' process as 
a forum to coordinate support. Gul welcomed Ralston\'s 
appointment as PKK envoy but expressed impatience with the 
lack of tangible results. He and DG Ocak urged the group to 
consider all of the facts and the potential ramifications 

before approving an Armenian genocide resolution, a request 
echoed separately by Turkish MPs. Rep. Dicks welcomed the 
offer of a historical commission and any additional steps 
Turkey could take towards Armenia. Rep. Rothman pledged to 
press for more action by the Iraqi Kurds against the PKK. 
Rep. Murphy urged Turkey to provide additional troops to 
Afghanistan. END SUMMARY. 


2. Foreign Minister Abdullah Gul, in a February 20 
discussion with a 6-member congressional delegation led by 
Representative Norm Dicks (D-WA), enumerated Turkey\'s 
cooperation with the US both in the past and the present. He 
cited Turkey\'s role as the eastern bulwark against the Soviet 
Union during the Cold War; support for reconciliation 

efforts, logistical support and training for Iraq; leadership 

of ISAF multiple times, opening a PRT and constructing 
schools and hospitals in Afghanistan; contribution of troops 

to peacekeeping efforts in the Balkans and Lebanon; support 
for the international position against a nuclear Iran; and 
contributions to GWOT. However, he said, a US congressional 
resolution on an Armenian genocide threatens to damage our 
cooperation in these areas. 


GENOCIDE RESOLUTION -- A PERIPHERAL ISSUE WITH GREAT IMPACT 


3. Gul expressed frustration that arguments continue over an 
event that took place almost 100 years ago. Calling the 1915 
forced relocation of Armenians from Turkey a \"tragedy,\" he 
questioned the use of the term \"genocide\" to describe an 
action taken against a population revolting against its 
government during wartime. Use of the term makes citizens 
here very unhappy, especially when they recall the 3 million 
Turks killed in Balkan violence during and before WWI. The 
government will be unable to explain it if the measure passes. 


4. FM Gul outlined Turkey\'s yet-unanswered offer to Armenia 
to establish a joint historical commission to study the 

issue. In response to a comment by Rep. Rothman (D-NJ), Gul 
stated that the commission is open to third parties, 

including historians from California. 


Column 3 

5. Vefahan Ocak, new MFA Director General (DG) for Americas 
Affairs, noted that two delegation members are sponsors of 
the latest draft resolution. Asking rhetorically what other 
country in the region shares such a wide-ranging dialogue and 
agenda with the US, he warned that the genocide issue -- 
peripheral in comparison to our shared concerns -- threatens 
to derail bilateral cooperation on our core agenda. Turkey\'s 
offer to jointly examine history is genuine, he said. There 

is no ulterior motive. He urged the delegation to study the 
offer and to evaluate Armenia\'s objections, which, he 
claimed, have no intrinsic value. Rep. Dicks offered to 
explain Turkey\'s offer to others in Congress but urged that 
Turkey take any additional steps possible to reach out to the 
Armenians. 


IRAQ -- YOUR FAILURE IS OUR FAILURE 


6. In response to a question by Rep. Frelinghuysen (R-NJ) 
about the consequences of a US troop withdrawal from Iraq, 
Gul said that a US failure will be Turkey\'s failure. US 

forces should not withdraw immediately and leave a vacuum 
behind. Everything must be done to preserve that country\'s 
territorial integrity and unity. Towards that end, Turkey 
supports President Bush\' strategy to secure Baghdad. Without 
stability or normal life in the capital, he said, one cannot 

be optimistic about the country. The constitutional 

committee should also complete its work on possible changes 
to that document; issues related to energy and federalization 
need to be addressed; Kirkuk must be avoided as an issue that 
could spread conflict; and the referendum should be 
postponed; former army officers who are not terrorists should 
be reintegrated; the government and Prime Minister should act 
more consciously as authorities for all of Iraq; Kurds and 
Shiites should not follow maximalist policies that keep 

Sunnis out; and Iraqi army training, while not successful to 
date, should continue. The US cannot be expected to stay in 
Iraq forever, he said. Iraqis must take responsibility for 
themselves. 


7. Partition is not an option, said Gul in response to Rep. 
Kaptur\'s (D-OH) suggestion that a \"soft partition\" might 
provide a solution to the instability. Iraq is not like the 

former USSR. There are no natural borders between the ethnic 
groups. If Iraq was divided into three states, Iran would 
influence the Shia area and become a real threat to the Gulf 
region. Many government and religious leaders came from 
Iran, which already has influence in Baghdad. The Sunnis, 
however, would be the most dangerous element. The wealthy, 
educated Sunnis would leave, stated Gul, and the terrorists 
would stay, giving al Quaeda a true fundamentalist state. 

Civil war would continue and -- willingly or not -- 
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neighboring countries would get involved. 


JOIN FORCES WITH IRAQVS NEIGHBORS 


8. Gul touted the Iraqi Neighbors\' process, established at 
Turkey\'s initiative, as a tool which the US could employ to 
foster greater regional support for Iraq\'s security and 
democratic development and to unite the regional countries on 
other issues. The group has already agreed on a joint 
mechanism to counter terrorism, he said. In response to Rep. 
Carney\'s (D-PA) question about what the US should do to 
stabilize the region, Gul said that US engagement is critical 

and recommended the use of \"soft power" to spread the values 
of democracy, a free-market economy, and human rights. Rep. 
Rothman applauded the Neighbors\' effort and urged that 
regional leaders -- who may be more effective than the US to 
get Iraq to move forward on constitutional reforms -- use 

this forum to press for action. 


PKK - THE WEDGE BETWEEN FRIENDS 


9. The PKK terrorist group is creating problems between the 
US and Turkey, said Gul. Responding to PKK attacks consumes 
Turkey\'s military resources. The Foreign Minister said it is 
unimaginable that the PKK finds safehaven in the friendly 
country of Iraq that the US supports and that Turkey cannot 
do anything about it. Turkey has its own military and can 
act, but does not want to cause more problems in Iraq. It 
hopes the US will help. Gul welcomed the efforts of Gen 
(ret) Ralston but said some think he was appointed to 
\"satisfy Turkey and buy time.\" Turkey expects a tangible 
result at the end, said Gul, and urged Congress to press the 
administration for action. 


TURKEY A LEADER IN AFGHANISTAN 


10. Turkey has increased its troop levels in Afghanistan to 
nearly 1000, said Gul. He noted Turkey\'s two past ISAF 
commands, its ongoing shared leadership of ISAF Kabul Central 
with Italy and France, the establishment of a PRT in Wardak, 
and its pledge of $100 million in assistance. This 

assistance helped to build and manage hospitals where 650,000 
Afghanis have been treated and to open 44 schools around the 
country where 35,000 children are being educated. 


11. Rep. Murphy (D-PA) thanked Turkey for its contribution of 
peacekeeping troops in the Balkans and elsewhere. Expressing 
concern about an expected Taliban spring offensive, Murphy 
asked if Turkey could contribute additional troops to 
Afghanistan. Gul stated that Turkey\'s recent increase of 

troops to 1000 was done at US request and said that the 
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battle in Afghanistan cannot be won by military means alone. 
He urged the international community to increase efforts to 
reach out to the Afghan population, to include alternative 
crop development as part of the counter-narcotics program. 
Foreign forces cannot stay in Afghanistan forever, said Gul. 
We must strengthen the Afghans academically, socially and 
economically. 


POSITIVE ENERGY STORY 


12. Gul called bilateral energy cooperation a good news 
story, noting the US role in the construction of the 
Baku-Tbilisi-Ceyhan pipeline. Rep. Kaptur welcomed Gul\'s 
explanation of Turkey\'s energy pipeline projects. Kaptur 
noted her interest in developing port-to-port cooperation 
with other countries such as Turkey. 


TURKISH MPs ON IRAQ AND ARMENIA 


13. At a dinner in their honor, Codel members heard from AKP 
and opposition CHP members of parliament that they would not 
like to see a precipitous U.S. withdrawal from Iraq that 

would lead to the country\'s division on ethnic and sectarian 
lines. Several Turkish MPs expressed support for the 
conclusions in the Iraqi Study Group report and noted that 
Turkey has provided training to Iraqi politicians and 

encouraged Sunni participation in the political process. 

They noted the sensitivity of Kirkuk as a potentially 

explosive microcosm of Iraq,s problems, and said Turkey 
expects more U.S. support against PKK terrorism from northern 
Iraq. Reps Rothman and Kaptur urged Turkey to take a more 
active role with Iraq,s neighbors, including at the 

parliamentary level, to foster regional stability, and they 

urged more Turkish-US parliamentary dialogue, including, for 
example, via DVC. 


14. Turkish MPs asked how congressional passage of an 
Armenian genocide resolution would serve US interests, given 
the damage it would cause to US-Turkish relations. They 
claimed that government and opposition parties are working 
together to address Turkish-Armenian relations and both back 
the Turkish offer to establish a joint historical commission 
whose conclusions they would accept. Turkey needs more time 
and US support for this process, not a genocide resolution, 

they stated. Rep Rothman said it would be helpful if Turkey 
could show more leadership to improve relations with Armenia. 


15. Codel Dicks did not have an opportunity to clear this 
message. 


Visit Ankara\'s Classified Web Site at 
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http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: N/A 

TAGS: ETRD, ECON, WTRO, KIPR VM 

SUBJECT: USTR DISCUSSES WTO MEMBERSHIP, IT AND IPR WITH HCMC BUSINESS 
COMMUNITY 


REF: HANOI 233 B) HANOI 310 


1. (SBU) Summary: Area businesspeople discussed new trading 
rules and changes to Vietnam\'s legal framework as a result 

of its WTO membership with representatives of the Office of 

the U.S. Trade Representative (USTR) and the U.S. 
Department of Commerce, during a February 5-6 visit to Ho 

Chi Minh City. The USG visitors provided American Chamber 
of Commerce members with an overview of the U.S. - Vietnam 
bilateral trade relations following Vietnam\'s accession to 

the World Trade Organization in January of this year, and 

the U.S. proposal to Vietnam to negotiate a Trade and 
Investment Framework Agreement. USTR also explained many 
of the important commitments Vietnam has undertaken as part 
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of its WTO accession agreement including comprehensive 
tariff reductions, significant service sector 

liberalization and adoption of WTO consistent rules in 

areas such as trading rights, IPR, and transparency. In 
turn, AmCham members outlined their plans to form a WTO 
implementation committee to monitor implementation, and 
asked a broad range of questions relating to specific 

service sector commitments, trading rights, and customs 
duties. In separate meetings representatives of U.S. 
information technology (IT) companies registered concern 
about new regulations that they believe could make it 
difficult for U.S. companies to qualify for Vietnamese 
government IT contracts. Legal experts outlined challenges 
to adequately protecting intellectual property rights (IPR) 
under Vietnam\'s new IPR law. The visit followed meetings on 
February 1-2 in Hanoi and HCMC by Assistant United States 
Trade Representative Barbara Weisel. In those meetings USTR 
proposed to the GVN to move our bilateral relationship 
forward along the path set out under the Enterprise for 
ASEAN Initiative by negotiating a Trade and Investment 
Framework Agreement (TIFA) (ref A). End summary. 


AMCHAM 


2. (SBU) David Bisbee, Director for Southeast Asia and 

Pacific Affairs for USTR, and Elena Mikalis, Director for 

ASEAN Affairs for the International Trade Administration at 

the Department of Commerce, visited HCMC February 5-6 to 
discuss Vietnam\'s WTO obligations and its legal reform 

efforts with members of the U.S. business community here. 

In a lengthy session with the American Chamber of Commerce, 
USTR fielded questions and provided additional details and 
clarifications on the terms and coverage of Vietnam\'s WTO 
accession package. AmCham members admitted that more study 
of the agreement was needed by members and that to better 
monitor and track implementation of the commitments by 
Vietnam, Amcham was considering forming a WTO 
Implementation Committee. Bisbee encouraged the formation 
of such a group and suggested that AmCham propose a formal 
dialogue with the Ministry of Trade as part of the process 

to facilitate a better understanding of the many legal and 
regulatory developments underway to meet WTO commitments. 


3. (SBU) The meeting also included lengthy discussions over 
trading rights and distribution services. Members asked 

for clarification of Vietnam\'s commitments, which include 
the ability for all Vietnamese and foreign companies and 
individuals to directly import most goods into Vietnam as 

of January 1, 2007. Vietnam\'s commitments also provide for 
foreign individuals and enterprises without a physical 
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presence in Vietnam to act as an importer of record, an 
important provision for many U.S. exporters. Foreign firms 
can engage in distribution services of most goods without 
going through a Vietnamese intermediary in 2009. In the WTO 
accession agreement, Vietnam improved upon the timetable 
for granting trading rights established in the U.S.-Vietnam 
Bilateral Trade Agreement (BTA) to meet its GATT 
obligations, and reduced the range of products subject to 
transition periods. For distribution services, Vietnam also 
reduced the list of products excluded in Vietnam\'s WTO 
commitments compared to the BTA. 


IT 


HO CHI MIN 00000178 002 OF 002 


5. (SBU) Representatives of U.S. IT companies met with 
Bisbee and Mikalis to voice their concerns about an IT 
procurement policy announced by Vietnam in late July 2006 
(Decision 169). USTR and Embassy Hanoi have worked closely 
with the Ministry of Post and Telecommunication (MPT) since 
July to raise USG and industry concerns about the policy, 
which seeks to provide procurement preferences for 

localized IT products and open source software. MPT 
released a draft implementing circular on January 30 for 
industry comments, and USTR urged the IT industry members 
to raise their concerns directly with MPT. In response to 
concerns raised by the USG in July, the MPT has worked to 
revise the original Decision to limit coverage to only 
government agencies and explicitly exclude state owned 
enterprises. USTR and Hanoi Econoff explained to the 
industry representatives that MPT was open to hearing from 
industry about global procurement best practices, and 

industry was urged to engage the GVN directly on this 

issue. (Note: In meetings in Hanoi, USTR raised industry 
concerns with MPT directly. (Ref B) End note.) 


IPR 


6. (SBU) Bisbee and Mikalis also met with lawyers and HCMC 
government officials to discuss the implementation of 

Vietnam\'s new IPR law, which came into effect in 2006. An 
attorney at a foreign law firm reported that in her opinion 

Vietnam\'s IPR enforcement activities had slowed as 

authorities familiarized themselves with the new law and 

its regulations. The attorney and a representative from 

HCMC\'s Department of Science and Technology (DOST) observed 
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that new rules meant to preserve the impartiality of IPR 
enforcement activities (by clearly separating registration 

and enforcement activities) have, in the short term, 

reduced the ability of experts at DOST and other agencies 

to assist enforcement authorities in pursuing IPR 

violations. During a discussion on USTR\'s Special 301 
review of IP protection among major trading partners, DOST 
requested USTR\'s assistance in establishing a dialogue 
mechanism specific to HCMC\'s local efforts, similar to the 
301 review but on a semi-annual basis. DOST explained that 
provincial level implementation could be supported by 

regular dialogue with USTR and other USG agencies on the 
problems and bottlenecks experienced by the private sector. 
DOST also acknowledged the valuable technical assistance 
received from the U.S. Patent and Trademark Office (USPTO) 
and the USAID-funded Support for Trade Acceleration (STAR) 
program and reiterated the common request among Vietnam\'s 
IP agencies for increased levels of technical assistance. 


7. (SBU) The private sector attorney also explained her 
understanding that in order for IPR rights-holders to 
pursue those who sell counterfeit goods or goods that 
violate trademarks, rights-holders must first send \"cease 
and desist letters\" to violators. While these letters are 
meant to be used as evidence that violations have taken 
place, they often tip off infringers, who are then able to 
evade prosecution. In subsequent meetings in Hanoi with IP 
authorities and advisors to the STAR program, it was 
clarified that the relevant decree requires \'cease and 
desist letters only in cases of unfair competition, not in 
cases of clear trademark infringement. 


8. (U) Mr. Bisbee and Ms. Mikalis cleared this cable. 
WINNICK 
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E.O. 12958: N/A 
TAGS: ECON, PGOV, EINV, PREL, NI 
SUBJECT: AES ISSUES SBLC PRE-DRAW NOTICE TO CITIBANK 


1. (SBU) On February 21, AES Nigeria Barge Ltd. (AES), a U.S. power 
services company, issued a stand-by letter of credit (SBLC) pre-draw 
notice to Citibank, the SBLC-issuing bank. According to AES, this 
measure was necessitated by the Power Holding Company of Nigeria\'s 
(PHCN) failure to comply with payment obligations under a Power 
Purchase Agreement (PPA) in place. Arrears total USD 22 million. 
Post has spoken with Hassaan Mirza, AES Chief Financial Officer. AES 
is not requesting any mission intervention with the GON at the 

moment. AESVs experience in the past has been that PHCN satisfied 
arrearages after the pre-draw notice was issued. 


2. (SBU) Mirza described the situation as follows: 


- On January 31, AES wrote PHCN advising it of AESVs intention to 
issue a pre-draw notice on February 7 for a call on February 15. 
Following receipt of USD 4.25 million from PHCN on February 7, AES 
delayed the notice, allowing PHCN to make further payments. In a 
February meeting, PHCN Coordinator A. Maigida indicated a readiness 
to make further payments. However, these payments were not 
forthcoming, and AES issued the pre-draw notice as a result. 


- A pre-draw notice for USD 21,950,645 was delivered to Citibank on 
February 21, with a draw date of March 5. A second pre-draw notice 
is scheduled to be delivered on March 5 for a draw on March 14 in 
the amount of USD 5,790,888. 


- AES has emphasized to PHCN the need to adhere to the PPA, until 
such time as a proposed amendment to the PPA becomes effective. This 
ensures AESNB\'s ability to meet its obligations under the Credit 

Facility Agreement. 


- AES has issued pre-draw notices on a number of occasions, most 
recently in September and November 2006. Both times, AESNB received 
payments sufficient to avoid a draw-down, although payments in both 
cases were received at the last hour. 


- AES regularly speaks with PHCN officials: Mr. Maigida, 
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Coordinator; Engineer Achinaya, Market Operator. AES also briefs 
Engineer Makoju, Special Adviser to the President on Power. However, 
AES\'s contact with the Ministry of Finance, which must approve any 
payments, has been limited. Dr. Bright Okogu, Special Adviser to the 
Minister of Finance, has been unresponsive to requests for meetings, 
according to Mirza. 
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E.O. 12958: DECL: 02/26/2017 

TAGS: ENRG, EPET, PREL, TU, GG, AJ, RS, IZ 

SUBJECT: ENERGY MIN TELLS A/S SULLIVAN READY TO TRANSIT 
AZERI GAS TO EUROPE 


REF: A. ANKARA 17 
B. 06 ANKARA 6763 
C. 06 ANKARA 6736 


Classified By: AMBASSADOR ROSS WILSON FOR REASONS 1.5 (B AND D) 
1. (C) SUMMARY: In February 10 meetings with EEB A/S Dan 


Sullivan on the margins of U.S.-Turkey Economic Partnership 
Committee meetings, Energy Minister Hilmi Guler and 
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state-owned pipeline company (BOTAS) acting Director General 
Saltuk Duzyol emphasized that Turkey is ready facilitate 
transit of Azeri and Caspian gas to Europe. Atthe same 
time, they made clear that Turkey will want to negotiate with 
Azerbaijan and other parties an appropriate share of the 
overall financial benefits from the project. Recognizing 
Turkey\'s interest in its \"fair share,\" EUR DAS Matt Bryza 
suggested that more detailed discussions of transit 
mechanisms take place at the International Energy 
Agency-hosted \"southern gas corridor\" meeting planned for 
February 14 in Paris. This meeting will include producer, 
transit, and consumer countries. Duzyol said that BOTAS\'s 
two key strategic goals are to enhance supply security by 
building links to producers and to reduce Turkey\'s energy 
import bill by getting access to Wcheap gas. The U.S. and 
Turkish delegations stressed the need for continued 
cooperation to counter threats from Russia and to develop 
other new gas sources such as Iraq, Kazakhstan, and 
Turkmenistan. Guler was pleased to learn about a potential 
March 9 meeting with Iraqi experts in Turkey to discuss 
development of Iraqi gas for domestic use and export. End 
Summary. 


Energy Road Show Advanceive of thern gasnergy Qevelopment, noting that Turkish 
MFA Energy 

Coordinator Mithat Balkan\'s and his own speeches to a 
business audience on February 8 in Istanbul gave 
overwhelmingly the same message. Now there is a window of 
opportunity to develop a workable South Caucasus transit 
regime, but time is short. DAS Bryza called for mutual, 
sequenced efforts by all the parties that would counter 

dissonant messages from consumers and investors about lack of 
clarity in Turkey\'s transit regime and lack of confidence in 
Azerbaijan\'s will to bring quantities of gas as early as 

possible to market. He noted that Azeri President Aliyev has 
directed SOCAR to focus 100% of its development budget on 
gas, including deep water deposits, in order to provide 

enough gas for the Turkey-Italy-Greece (TGI) gas 

interconnector and Phase | of the Nabucco project. 


3. (C) Minister Guler said he had just returned from Georgia 
and planned to attend the Presidential inauguration in 
Turkmenistan. He called for concrete actions and messages, 
observing that the Caspian should not remain an \"unfinished 
symphony.\" He called for more U.S. help to encourage visible 
EU support for transit of Caspian gas through Turkey. 
Repeating a regular theme, he complained that the EU did not 
act with unity and that some EU countries (e.g., Austria) had 
been talking directly with Iran. Guler lauded U.S.-Turkish 
cooperation to achieve the BTC oil pipeline, noting that 
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there would be a commemoration of the loading of the 100th 
tanker at Ceyhan the week of February 12. 


4. (C) Sullivan said U.S. policy and law was clear on Iran; 

the United States opposes pipelines through and from Iran. 

SCA PDAS Mann emphasized that the United States and Turkey 
should to work together to press the new leadership in 
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Turkmenistan to revive plans for a trans-Caspian gas 
pipeline. State Department lawyers had determined that a 
five government agreement on Caspian delimitation was not 
necessary to establish a trans-Caspian pipeline; rather 
direct agreement between affected countries such as 
Azerbaijan and Tukmenistan and/or Kazakhstan would be 
sufficient. Mann dismissed any right of veto from Russia or 
Iran. 


5. (C) Guler said that ground-breaking for Samsun-Ceyhan 
would occur on March 26. In a new idea, he suggested 
cooperation on a pipeline from Qatar that would join the 
Middle East gas pipeline from Egypt to Turkey that is under 
construction. 


6. (C) Thanking Turkey for its important contributions to 

reconstruction and stability in Iraq, Sullivan and Bryza gave 

importance to the hoped-for Iraq gas meeting in Turkey on 

March 9 as a way to build cooperation and to start long-term 

dialogue on Iraq gas development foti noted that Tus and were eager to build n 
this 

experience to help Iraq and to consider export options. 


7. (C) In a separate meeting at BOTAS, Saltuk Duzyol 

assured Sullivan\'s delegation that Turkey\'s desire for a fair 

share of regional gas projects did not in any way mean that 
Turkey intended to act \"like a Gazprom. He said Turkey 

hoped to use its strategic location to decrease its import 

bill, for example through a \"net-back\" pricing approach. 

Strategic Planning Department Head Cenk Pala lamented Russian 
pressure on European and Caucasus countries to block new 
supplies. He said Turkey opposed succumbing to Russian 


Column 3 

pressure to transit Russian gas to Europe, because this would 
shut-in Caspian production. Duzyol criticized Georgia\'s 
intent to gain greater allocation of Shah Deniz gas, over and 
beyond contractual amounts, and noted \"they want it for 
free." He emphasized Turkey\'s need for cheap Azeri gas for 
diversification, transit to Europe, and reliable supply for 
Turkey\'s east. Moreover, Duzyol noted that the 2001 natural 
gas law prohibits BOTAS from making new import contracts 
(winter spot contracts are done on a special exception 

basis), which are now in the province of the private sector. 


8. (C) The meetings with Guler and Duzyol were marked by 
positive energy and shared purpose, as was the discussion 
with MFA Coordinator Balkan at an EPC luncheon the previous 
day. Feeling that Turkey is not receiving its \"fair share\" 
from BTC, Turkish officials want to ensure that it gains more 
of the financial benefits of a new pipeline. However, they 
understand investors\' need for a clear, predictable 
arrangement and should be able to work with the Azeris and 
consumers to divide the pie in a way acceptable to all. The 
IEA-hosted meeting in Paris should lay the groundwork for 
this. 


9. (U) This cable was cleared by A/S Sullivan. 
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DEPARTMENT FOR S-ES/O 


E.O. 12958: DECL: 01/19/2016 
TAGS: IN, KNNP, MCAP, PK, PREL 
SUBJECT: UPCOMING PAKISTANI BALLISTIC MISSILE TEST 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 


(S/NF) On February 26, MFA Director (Disarmament Cell) 
Mohammed Kamran Akhtar advised PolOff that the Government of 
Pakistan (GOP) will conduct a test of a ground-based 

ballistic missle. The launch window is February 27-March 3, 

2007. Per existing agreements with India, Akhtar said that 

the GOP has already notified New Delhi of this test. Akhtar 
indicated that Pakistan has also advised other neighboring 

capitals of the test, including Beijing, Kabul and Tehran. 
CROCKER 
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E.O. 12958: N/A 

TAGS: ETRD, ECON, PREL, HR, SR 

SUBJECT: CEFTA - RATIFICATION LIKELY AS GOVERNMENT PREPARES NEW 
TOBACCO STRATEGY 


REF: BELGRADE 1974 


SUMMARY 

1. (SBU) Following the initialing of the Central European Free Trade 
Agreement (CEFTA) in December, the Government of Serbia (GOS) is 
still in negotiations with various parties to minimize the adverse 

impact CEFTA will have on the domestic tobacco industry. Officials 
told econoffs that Serbia will ratify CEFTA and that finding a 
compromise with Croatia is unlikely due to Croatia\'s rigid position 

on this issue. The GOS is now developing a new tobacco sector 
strategy that aims at mitigating the negative impacts of CEFTA on 
domestic tobacco companies through a variety of measures. The GOS 
proposal appears to track closely with the approach that Philip 

Morris has been pushing. END SUMMARY. 


SERBIA WILL RATIFY CEFTA 

2. (SBU) On February 12, econoffs met with Deputy Minister Vlatko 
Sekulovic, of the Ministry of International Economic Relations 
(MIER), who is head of Serbia\'s CEFTA delegation. Sekulovic 
indicated that CEFTA is too important for Serbia not to ratify in 

its aspirations for EU accession. Negotiations with Croatia over 
Serbia\'s excise tax structure have not been effective as Croatia has 
taken a tough position against any discriminatory treatment of 
cigarette imports to Serbia. Sekulovic said that of the options 
available to Serbia at this time, developing a new tobacco strategy 
is not only the easiest, but also the right thing to do in upholding 
commitments made to investors like Philip Morris International (PMI) 
and British American Tobacco during privatization. 


NEW TOBACCO STRATEGY 

3. (SBU) In developing the strategy, Sekulovic emphasized four main 
objectives of the government: 1) Ratification of CEFTA, 2) 

increasing the quality of domestic tobacco production, 3) increasing 
exports of cigarettes and 4) preserving budget revenues from duties 
and taxes. 


4. (SBU) As a result of CEFTA ratification, the excise tax system 
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must be equalized for domestic and foreign cigarette producers. 
Serbia will unify the excise tax structure, requiring higher rates 

for domestic manufacturers and providing lower rates to foreign 
ones, Sekulovic said, but implementation likely will not take place 
until January 1, 2008, thereby affording domestic manufacturers 
additional time under the current excise structure. (Note: during 
privatization of the tobacco industry, the GOS made commitments to 
foreign investors of preferential excise treatment through January 

1, 2010.) 


5. (SBU) In order to redress domestic tobacco manufacturers\' loss of 
two years of preferential excise treatment, the GOS will propose 
modifications to the Law on Excises, the Law on Customs Tax and the 
Tobacco Law. Currently, domestic cigarette manufacturers must 
procure 50 percent of tobacco from domestic farmers. State 
Secretary Vesna Arsic at the Ministry of Finance told econoffs on 


SIPDIS 

February 9 that the Ministry of Agriculture conducted a recent study 

to review the effects of this policy. Since 2003, the study showed 

that the land used for tobacco production had decreased by 50 
percent. Therefore, fewer farmers benefited, while cigarette 
producers lacked the supply to meet demand and in many cases were 
forced to procure poor quality product. Both Arsic and Sekulovic 
confirmed that they expect the GOS to propose repealing the domestic 
tobacco procurement obligation in the current Tobacco Law, replacing 
it with a premium payment system that rewards quality. This move 
will secure alignment with WTO and EU requirements in this area, as 
well. 


6. (SBU) In order to provide domestic manufacturers with a level of 
protection similar to that enjoyed by manufacturers in other 
countries, particularly in the EU, Serbia will revise the Law on 
Customs Tax to increase the duty rate to 57.6 percent (EU level) on 
cigarettes imported from all countries, except for those countries 
where Serbia has concluded free trade agreements stipulating 
otherwise (CEFTA countries and Russia). This move will also help 
preserve budget revenues. Both Arsic and Sekulovic indicated that 
the EU will not object to this change. 


7. (SBU) As a concession to the domestic tobacco industry, Arsic 

said that the GOS is considering waiving the requirement under which 
tobacco companies must pay RSD 1.07 per pack of cigarettes sold into 
the Serbian Health Fund. 


8. (SBU) Arsic also said that the GOS also will adopt a long-term 
schedule for excise taxes that will provide predictability to the 
industry, but also reduce the ad valorem portion of the excise from 


50 percent to 43 percent, to ease the impact on higher value 
cigarettes, another key goal of Philip Morris. 
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9. (SBU) Tobacco industry representatives are pleased with the level 
of cooperation demonstrated by the GOS. Eugenio Sidoli, Managing 
Director of DIN \"Fabrika Duvana,\" the Serbian subsidiary of Philip 
Morris International (PMI), told econoffs that the GOS has actively 
engaged the tobacco companies and is incorporating many of PMI\'s 
suggestions into the new strategy. On another issue, the levy of 
excise taxes by both Serbia and Montenegro on tobacco products 
shipped to Montenegro, Serbia\'s Ministry of Finance reinterpreted 
tax regulations to abolish the double taxation after PMI threatened 

to shift production destined for Montenegro to a factory outside of 
Serbia. 


COMMENT 

9. Tobacco manufacturers understand the importance of CEFTA to 
Serbia and support Serbia\'s decision to ratify. However, PMI has 

led the industry in its advocacy efforts to ensure that the GOS 
mitigates any adverse impacts from CEFTA accession. It appears that 
the GOS has gotten the message regarding fair treatment of existing 
investors and is following closely industry recommendations in its 
proposed modifications to existing laws, although it remains to be 
seen whether the new government will implement the policy that the 
ministries are now developing. 
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SUBJECT: ELECTION SNAPSHOT: SARKOZY AND ROYAL STILL THE 
ONES TO BEAT 


PARIS 00000709 001.2 OF 002 


SUMMARY 

1. (U) Nine weeks from the first round of France\'s 2007 
presidential election, Segolene Royal and Nicolas Sarkozy 
still dominate the field of presidential hopefuls. They 

remain strong favorites to win, on April 22, the first round 

of the Presidential elections. That said, French voters have 
a long and distinguished record of confounding the 
conventional wisdom. Two candidates have positioned 
themselves as alternatives to the two leading candidates: 
Centrist Francois Bayrou, who has enjoyed a recent surge of 
interest and rising poll numbers, and right wing extremist 
Jean-Marie Le Pen, who at 78 years old, is making his last 
run at the Presidency. Each currently enjoys the support of 
about 15 percent of the electorate (about half of Royal\'s and 
Sarkozy\'s). Le Pen\'s support appears stable; Bayrou\'s has 
been growing. In France\'s two-round presidential election 
system, in which well over a dozen candidates can be on the 
ballot in the first round, small differences in first-round 

vote tallies can make a big difference in which two 
candidates make it into the second round. That said, the 
electoral base and organizational strength provided by the 
two main parties continue to strongly favor Sarkozy\'s and 
Royal\'s chances. A continuing steady rise of Bayrou, and a 
poll-hidden reservoir of support for Le Pen could still 
conceivably put one or the other over the top -- but only if 
one of the two leading candidates should suffer an 
unforeseeable tanking of his or her electability. End 
Summary. 


BLIZZARD OF POLLS OBSCURING THE BASICS? 

2. (U) The French addiction to incessant polling, along with 
a media-saturated environment that whips every micro-movement 
in polling results into a major news story, has recently 
given the French public the impression of vertiginous 
movement in the prospects of their presidential candidates, 
when in fact the relative standing of the candidates remains 
anchored in well-established features of the political 
landscape. The strength of French voters\' identification of 
themselves as \"left\" or \"right\" has eroded during the past 
decade, but it still structures the electorate into two 
contending political sensibilities, to the benefit of 

France\'s only two relatively large political parties, the 
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center-left Socialist Party (PS) and the center-right Union 
for a Popular Movement (UMP) party. 


3. (U) Both these parties are riven by ideological 

factionalism and leadership rivalries; but, the necessity of 
unity, if their candidate is not to risk elimination in the 

first round, is a trumping antidote. The candidates of these 
two parties, respectively, Poitou-Charentes Region President 
Segolene Royal and Interior Minister Nicolas Sarkozy continue 
to tower over the field, and to benefit from the much greater 
financial strength and organizational depth of their parties. 


4. (U) Any other result April 22 than a second-round face-off 
between the candidate of the center-left and that of the 
center-right would be a big surprise -- requiring either a 
recrudescence of the \"anomaly\" of Jean-Marie Le Pen, leader 
of the extremist, right-wing National Front (FN), in the 

second round (as in 2002), or a tectonic restructuring of the 
French electorate to the benefit of the centrist, Union for 
French Democracy (UDF) party and its maverick leader Francois 
Bayrou. Currently, campaign coverage is giving prominent 
play to both Le Pen\'s persisting strength at about 15 percent 
of first-round voters, and to Bayrou\'s current spike in the 

polls to over double the nearly 7 percent he garnered in the 
first round in 2002. Le Pen has not yet collected the 500 
signatures from elected officials needed to get on ballot; 
should he fail do so (very unlikely in the view of most 
observers) by the March 16 deadline, this would put a 
significant bloc of potential swing voters up for grabs. 


5. (U) In some polls, Bayrou has surpassed Le Pen, and is 
within sight of the 20 percent mark; Bayrou himself has 
confidently predicted, Within a month, I\'ll be ahead of 
Segolene.\" Le Pen has taken about 15 percent of the first 
round vote in the last three presidential elections (2002, 

1995, and 1988); most observers expect he will again put on a 
similar showing in 2007. Ironically, should Le Pen again 
make it into the second round, he is again certain to lose 
against any other leading candidate; whereas, should Bayrou 
make it into the second round, he has a good chance of 
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winning against any other leading candidate. 


6. (U) But the determination of the election\'s two \"third 
men\" to reach the second round and upset the apple cart of 
the two leaders, and the press coverage that suspensefully 
presents their respective strategies for doing so, minimizes 
both voters\' wariness of repeating the fluke that catapulted 
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Le Pen into a run-off against President Chirac in 2002, as 

well as the campaign clout in coming weeks of the two leading 
partiesY dense and nationwide political organizations. As 
campaign organizations, the UDF and the FN are not in the 
same league as the PS and UMP. According to experienced 
observers of French presidential races, this should make a 
big difference in the final weeks of the campaign when a 

large number of voters will at last make up their minds. 


7. (U) That Royal and Sarkozy are being tested by the rigors 
of presidential campaign for the first time has prompted some 
-- Bayrou, for one -- to question if one or the other will 

not break under the pressure. Bayrou, like Le Pen, has run 
for president before (in 2002). He has been through what he 
calls the \"the wringer\" of a presidential race and its 

invasive scrutiny, but Royal and Sarkozy have not. Indeed, 
the newness of Royal and Sarkozy to presidential politics is 
part of the reason they have been successful in epitomizing 
change. They remain the dominant candidates for now, and 
they hold the high cards of organizational wherewithal for 
staying there. Though neither has a track record of holding 
up through what is the long and grueling, and brutally 
revealing, race for the French presidency, there is no reason 
now to believe that both will not hold up all the way through 
to their long-expected, second-round face-off May 6. 

Please visit ParisW Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 
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TAGS: PGOV, PHUM, PREL, KZ 
SUBJECT: KAZAKHSTAN: ALMATY NOTES, FEBRUARY 2007 


1. The \"Almaty Notes\" series is intended to maintain focus on 
developments in civil society, the media, and the opposition in 
Kazakhstan\'s \"southern capital" following the move of the Embassy to 
Astana. 


Trial of True Ak Zhol Leader Bulat Abilov 


2. On February 14, the Almalinskiy district court resumed the trial 
of Bulat Abilov and his two business partners, Baurzhan Karabekov 
and Ualikhan Baybosyn. Pol FSN attended the hearing. All three 
defendants pled not guilty. Karabekov\'s lawyer requested an 
adjournment until March 10 to allow time to scrutinize the evidence 
in the case. The judge denied the request, prompting the lawyer to 
move to exclude the judge on the grounds of bias toward the 
prosecution. The district court chairman rejected the motion. 


3. After considering motions, the court questioned two plaintiffs 

out of the twelve present. The first plaintiff, an 81-year old 

woman, presented documents showing that she was actually a 
shareholder in a different investment fund. The second plaintiff, 
Aleksander Bogachyev, testified that Almaty Financial Police 
officers had encouraged him to file a claim against Abilov. 
According to Bogachev, they said \"Don\'t you think it would not be a 
bad idea to get 50,000 tenge ($400) by mail. Otherwise, while you 
will are working hard, Abilov will be relaxing in the Bahamas.\" 

Both plaintiffs renounced their claims. The judge and procurators 
appeared confused, and the hearing was suspended until February 20. 


Events in Memory of Sarsenbaiuly 


4. The opposition in Almaty organized a number of events in memory 
of murdered True Ak Zhol leader Altynbek Sarsenbaiuly around the 
one-year anniversary of his February 2006 murder. Pol FSN attended 
a February 6 hearing of the Public Committee set up a year ago to 
follow the murder investigation. At the hearing, opposition 

leaders, the lawyers for the victims, and Sarsenbaiuly\'s brother 
stressed that the crime had not been properly investigated and 
solved and those who organized the assassination had not been 
identified. The hearing concluded that the case should be 
categorized as an act of terrorism and re-investigated because \"the 
crime was aimed at undermining public security and intimidating the 
population.\" 


5. On February 10, a mass gathering in memory of Sarsenbaiuly was 
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held in Almaty in front of the Academy of Sciences. The city 
administration sanctioned the gathering. Pol FSN attended the 

rally, which was organized by the opposition and attracted about 

1,000 participants. The opposition leaders and public figures who 
addressed the meeting included Zharmakhan Tuyakbay, Bulat Abilov, 
Oraz Zhandosov, Tulegen Zhukeyev, Tolen Tokhtasynov, Asylbek 
Kozhakhmetov, Rysbek Sarsenbayev, Yevgeniy Zhovtis, and Irina 
Savostina. Rysbek Sarsenbayev stated \"I suspect President 
Nazarbayev and members of his family, Rakhat and Dariga, as well as 
Nurtay Abykayev of being involved in the assassination.\" None in 

the crowd appeared shocked by the statement. Several policemen were 
observing the rally, which proceeded peacefully. Participants 
approved a resolution demanding the re-investigation of the case, 

the dismissal of the Procurator General and Minister of Interior for 
failing to solve the crime, the disbanding of the \"Arystan\" special 
National Security Committee unit, and re-naming a street in Almaty 
after Altynbek Sarsenbaiuly. 


Trial of the \"Shanyrak Defenders" 


6. The trial of the \"Shanyrak Defenders\" continues in the Almaty 
city court. At a hearing of the case on February 8, the lawyers for 
the defense filed a motion asking the court to call the mayor of 
Almaty City as a witness. They also asked for the video recorded 
during the riots to be played. Both motions were rejected. (TV 
Channel-31, February 8) 


Two Young Uighurs of Chilik Convicted of Hooliganism 


7. On February 8, the court in the settlement of Chilik found two 

young residents guilty of inciting a November 2006 fight between 

young Kazakhs and Uighurs. Last year some press reports described 
the fight as an interethnic conflict. However, the court found it 

was hooliganism and sentenced each defendant to 18 months in prison. 
According to a press report, some residents of the settlement were 

not satisfied with the ruling, saying it was too light. (TV 
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Channel-31, February 8) 


Academicians on Kazakhstan-Russia Relations 


8. \"Sometimes the Russian elite and the journalists get the 
impression that the Kazakhstani elite is not really interested in 
developing and strengthening our integration relations,\" said 
Professor Vlasov of Moscow University at a round table on 
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Kazakhstan-Russia relations held in Almaty on February 7. Vlasov 
also raised the issue of ethnic Russians in Kazakhstan. Burikhan 
Nurmukhamedov of Ak Zhol party responded by saying that W Russia is 
currently impeding Kazakhstan\'s development.\" Nurmukhamedov cited 
the energy sector as an example. WKazakhstan failed to answer the 
German Chancellor\'s question about our readiness to diversify energy 
flows going to the European Union, because of the fear of damaging 
relations with its northern neighborA" A journalist reporting on 

the event wrote that the harsh reaction was triggered by the fact 

that Professor Vlasov raised the issue of Russians in Kazakhstan. 
(Panorama, February 9) 


Almaty District Akim Accused of Bribery 


9. On February 7, the Turksib district court in Almaty examined the 
case of the former akim of the district, Vladimir Vasilyev. In 
September 2006 Vasilyev was accused of bribery under Article 311 of 
the Criminal Code. The procurator in the case asked the court to 
sentence Vasilyev to nine years in prison with confiscation of his 
property. However, the court found Vasilyev guilty of only abuse 

of power (Article 307 of the Criminal Code) and gave him a 
three-year suspended sentence. (Rakhat TV channel, February 7) 


New Monthly Newspaper 


10. Respublika weekly has launched a new project called \"Respublika 
in the Regions,\" a monthly newspaper that will focus on events and 
developments in the regions. It is believed that Turan-Alem Bank 
chairman Mukhtar Ablyazov, a former opposition leader, is behind 
Respublika. 


Centers for Teaching Kazakh Language 


11. Central Asian University in Almaty has set up a center for free 
teaching of the Kazakh language. In the future there will be a net 
of 16 centers all over the country. (Yuridicheskaya Gazeta daily, 
February 8) 


Suspended Sentence for Hizb ut Tahrir Member 


12. On February 8, the city court in Almaty handed down a one-year 
suspended sentence to accused Hizb ut Tahrir member Rustem 
Masimbayev . Masimbayev was detained in September last year while 
distributing leaflets at the central market. (TV Channel-31, 

February 8) 


Two Well-known Public Figures Pass Away 
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13. On February 20, two well-known public figures, Sabit Zhusupov 
and Bolatkhan Tayzhan, passed away of heart attack. Zhusupov was 60 
years old. He was a sociologist, political scientist and the 

president of Kazakhstan Institute of Social-Economic Information and 
Prognostication founded in 1998. From 1997 to 1998 he was the 
deputy director of the Presidential Institute for Strategic Studies. 
Previously, he worked for Information-Analytical Center at the 
Presidential Administration headed by Marat Tazhin. Tayzhan, 66 
years old, was a retired career diplomat who served as Kazakhstan\'s 
ambassador to a number of countries: Egypt, Morocco, Tunisia, 
Algeria, Syria, Libya and Malaysia. Since 2005, Tayzhan had headed 
a patriotic-nationalist movement, \"Ult Tagdyry - Yel Tagdyry\" 

(Future of the Nation - Future of the Country). 
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Classified By: Poloff Dean Tidwell for Reasons 1.4 (b) and (d) 


1. (C) SUMMARY: A recent visit to Hsipaw revealed that 

recent Chinese migrants have changed the demographics and the 
economy of this former Shan principality. Family members of 

two Hsipaw political prisoners described their sentences and 
prison life. The regime maintains a watchful eye on 

potential dissent while this historic backwater slowly 

becomes a tourist mecca. END SUMMARY. 


2. (C) Poloff recently visited Hsipaw, home to a Shan prince 
whom the Ne Win regime detained and murdered in 1962. Inge 
Sargeant recounted his story in \"Twilight Over Burma: My Life 
as a Shan Princess." Today, Hsipaw\'s approximately 10,000 
residents live in a district with a population of 80,000. 

The town is a thriving agriculture center and a major stop 

for trucks transporting goods from Muse on the China border 

to Mandalay. 


CHINESE MIGRANTS BRING CHANGE 


3. (C) The demographics of this once predominantly Shan town 
have changed dramatically in recent years due to a large 
inward migration of Chinese. According to a Hsipaw-born 
ethnic Burman tour guide, only about five percent of the 
population was Chinese in the early 1960s. He estimated that 
30 percent of the town\'s population is now Chinese. Most 
have migrated in the past decade and obtained National 
Registration Cards by bribing Burmese officials approximately 
$100 per card. The Chinese dominate trade and, most locals 
admit, have helped improve the local economy. The Chinese 
taught Shan farmers modern methods to grow watermelons, which 
the Chinese buy and ship back to China together with fruit 

and vegetable crops. Hsipaw farmers also ship rice to China, 
after paying bribes to local authorities to export it outside 

of Burma. 


4. (C) Several Chinese schools have opened in Hsipaw and are 
popular with the town\'s youth and children from outlying 
villages. Some of these children are ethnic Chinese, but 

others are Shan whose parents want their children to study 
Chinese to open up more economic opportunities for them in 
the future. 


RELIGIOUS DIVERSITY 


5. (C) A local Muslim merchant said over 200 Muslim families 


Column 3 

live in Hsipaw town with local roots going back to the 1880s. 
The more than 2,000 Muslims (20 percent of the town\'s 
population) worship in a large, new, attractive mosque, and 
according to the merchant, face no overt religious 
discrimination from the authorities. There are six different 
Christian denominations represented in Hsipaw, as well as a 
Hindu temple, a Sikh temple, and many Shan and Chinese 
Buddhist monasteries. According to several sources, Hsipaw\'s 
diverse religious and ethnic communities live together in 
harmony. 


TOURISM GROWING 


6. (C) Hsipaw has recently become a popular tourist 
destination, especially with European and Asian tourists. 

Mr. Charles\' Guesthouse is the largest and best run tourist 
accommodation in town and offers maps and daily tours to 
local villages and scenic spots. It also has the only fax 
machine in town, so the staff are frequently asked to deliver 
fax messages to the police and other government offices. 
This helps provide locals with news they might not otherwise 
hear. For example, when the regime recently carried out a 
prisoner release on Independence Day (January 4), Mr. Charles 
was the first in Hsipaw to learn (via fax) that 15 prisoners 

at Lashio prison were released. 


PRISONS BULGING 
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7. (C) Ethnic Burman residents of the town are primarily 
government officials or military. Last year authorities 
reopened the old prison in Hsipaw to relieve the crowded 
regime prison in Lashio, about an hour to the northwest. 
Locals estimate the prison population in Hsipaw \"in the 
hundreds.\" Poloff observed more than 20 prisoners working on 
the riverbank sifting sand for sale to construction 

companies. Local residents said the prisoners receive 60-80 
cents (800 - 1000 kyat) per day for their labor. Only those 
about to complete their prison sentences are allowed to work 
outside. Nevertheless, residents said two prisoners recently 
escaped from their riverside work site. 


HSIPAW\'S POLITICAL PRISONERS 


8. (C) Poloff spoke to the partners of two political 

prisoners from Hsipaw who are now serving sentences in 
Mandalay Prison. Maureen Mahoney, an Australian national, 
(PROTECT) runs a riverside coffee shop named Black House 
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Cafe. Authorities ordered her Shan partner, Sai Ba, tobe a 
witness at the trial of a robbery suspect, but assured him 

that he would be allowed to return to Hsipaw after the trial. 
After the trial, authorities sentenced Sai Ba in January 

2006 to three years in Mandalay prison. Mahoney thought the 
authorities imprisoned her partner because of his past 
political party affiliations. 


9. (C) Poloff also visited Sao Sarm Hpong (Fern), who lives 

at the palace of the former Prince of Hsipaw. She was afraid 
to allow poloff inside the compound, but spoke to him at a 
side gate of the estate for 15 minutes. She said police 
arrested her husband, Sao Oo Kya, nephew of the last Hsipaw 
prince, in mid-2005. The police searched their home for 
foreign currency that he allegedly accepted from tourists for 
tours of the old palace. The police could not find any 

foreign currency, so they charged Sao Oo Kya for acting as a 
guide without an official guide license and for telling 

tourists information that defamed the state. The authorities 
sentenced Sao Oo Kya to 13 years imprisonment in Mandalay. 
Fern said the real reason the regime imprisoned him was 
because he was invited to attend the Shan State Council 
meeting at Taunggyi in February 2005, after which the regime 
arrested and imprisoned General Hso Ten and other key Shan 
leaders. Although Sao Oo Kya declined to attend the event, 
she said the authorities still considered him a dangerous 

Shan nationalist. 


LIFE IN MANDALAY PRISON 


10. (C) Authorities allow the children of the two political 
prisoners to visit them biweekly. Fern claimed that it costs 
her son about $80 (100,000 kyat) each time he travels from 
Lashio to Mandalay to visit his father. She said the ICRC 
formerly paid the full cost of the trips, but recently had 
reduced assistance to only $8 (10,000 kyat), citing budget 
constraints. The prisonersV families usually take dried meat 
and other food provisions that do not require refrigeration 
plus medicines. They are not allowed to give the prisoners 
money, but they leave money with the wardens to pass on to 
their relatives. Fern and Maureen both said that their 
partners have confirmed they received the money. Maureen 
said her partner used the money to bribe the warden to move 
him to a smaller, less crowded cell, vice a large room with 
200 other prisoners. She claimed the warden also allowed him 
occasional buckets of hot water for bathing. To fight 
boredom, Sai Ba has started Shan literacy classes for other 
Shan prisoners in Mandalay. 


11. (C) COMMENT: Hsipaw remains an historic, idyllic 
backwater in northern Shan State with a religiously and 
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ethnically diverse population. Its residents benefit from 

its proximity to China and fertile land, as food flows north 

and Chinese migrants flow south into Burma. Hsipaw\'s past is 
also a source of behind-the-scenes repression. The regime 
mistrusts the Shan people, so moves quickly to squash any 
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hint of resurgent nationalism or expression of Shan culture 
in the home of its traditional monarchs. At the same time, 
they profit from the influx of Chinese. END COMMENT. 
VILLAROSA 
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Classified By: Poloff Menaka M. Nayyar, Reason 1.4 (b and d) 


1. (C) Omar Jallow, commonly known as \"O.J.,\" a prominent 
figure in the opposition National Alliance for Democracy and 
Development (NADD) coalition, met with Ambassador and Poloff 
to discuss his view of the Gambian political scene. He 

blamed the divided opposition for their poor showing in both 

the September 2006 presidential election and the January 25 
National Assembly elections, while judging those results -- 
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i.e. President Jammeh\'s and his APRC party\'s landslide 
victories -- to be credible. He characterized the electorate 
as disillusioned with the fractured opposition parties, and 
cited the need for a strategic partnership between his NADD 
coalition and the leading opposition alliance led by the 
United Democratic Party (UDP). Jallow also indicated that 
civil disorder could not be ruled out should the restrictive 
political environment and lack of economic opportunity for 
youths in The Gambia continue unabated. END SUMMARY 


2. (C) On February 21, Ambassador and Poloff met with Omar 
Jallow, a.k.a. O.J., a veteran politician, senior NADD 

official and former GOTG cabinet member prior to the 1994 
coup. He recently returned to The Gambia from a lengthy 
convalescence in the U.K. which kept him out of the country 
during the September 22, 2006 presidential contest and much 
of the run-up to the January 25 National Assembly elections, 
for which he was present. O.J. said that he accepted the 
results of the elections -- both President Jammeh\'s September 
victory and his ruling party Alliance for Patriotic 

Reorientation and Construction (APRC)\'s dominance in the 
National Assembly contest -- as credible. He went beyond 
targeting the APRC\'s wrongdoings in the elections by faulting 
the opposition parties for their own defeats after the 

umbrella NADD coalition splintered into separate NADD and UDP 
alliances in early 2006. Jallow noted that in The Gambia\'s 
nationwide elections prior to this latest National Assembly 
contest, voter turnout in the country had never been below 65 
percent, and he interpreted the turnout rate for the January 
elections (42 percent) as, in large part, a protest by the 
electorate against the opposition parties for their inability 

to move past divisions among themselves to maintain a united 
front against the APRC. O.J. estimated that a united 
opposition could have garnered over 20 seats (out of a total 

of 48 elected seats) in the recent National Assembly election. 


3. (SBU) In his discussion of the way forward for both NADD 
and the opposition as a whole, O.J. lamented what he saw as a 
reversion of the democratic process, with power increasingly 
centralized in the executive. He cited the need for the UDP 
and NADD to consolidate their gains in the National Assembly 
elections -- the two parties carried 5 seats between them, 

with a sixth going to an independent candidate (ref A). He 
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stated that NADD is soon to issue a press release to invite 
discussion amongst the opposition parties with the aspiration 
to form an understanding to work together. Atthe same time, 
O.J. stressed that NADD is not yet looking to restore its 
alliance with the UDP coalition, but for now would like a 

small committee from both alliances to negotiate acommon 
strategy for the next five years with an eye to the 2011 
presidential election. 


4. (SBU) O.J. said he felt that the Commonwealth-brokered 
Memorandum of Understanding (MOU) establishing a \"code of 
conduct\" among the three contesting parties -- the UDP 
alliance, NADD coalition, and ruling APRC -- signed in 
February 2006 had not had an adequate opportunity to be 
effective, with the opposition divided. During the 

elections, he claimed, there was no respect of the MOU, but 
again, he placed the blame mostly on what he called the 
opposition\'s \"irresponsible behavior, explaining that their 
disunity meant that the parties were not as respected or as 
credible nationally or internationally, and that they had 

lost popular support accordingly. Jallow emphasized that the 
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MOU remained an important document, and noted that he had 
spoken with the Commonwealth Secretariat in London about 
working further to facilitate interparty dialog and, for 

example, get the parties to send unified requests to NGOs for 
training for all parties, including the APRC. He also cited 

the National Council for Civil Education (NCCE) as a target 
for improvement, highlighting the need for it to be an 
independent body to foster a culture of democracy and 
reinforce the necessary structures to uphold \"the pillars of 
democracy." 


5. (C) An old hand in Gambian politics, O.J. noted that he 
has maintained strong contacts with individuals in the senior 
ranks of the APRC, including Vice-President, Isatou 
Njie-Saidy, senior APRC official and Secretary of State for 
Fisheries and Natural Resources, Yankuba Touray, and 
Secretary of State for Forestry and the Environment, Edward 
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SIPDIS 

Singhatey, as well as the new head of the National 

Intelligence Agency, Pa Jallow. He said that while these 
officials were favorably inclined toward the idea of 

discussions with NADD, they feared the authoritarian 

instincts of President Jammeh and his expected opposition to 
such discussions made them unlikely. O.J. went on to assert 
that as Jammeh\'s power has increased, these key figures have 
downplayed their relationship with Jallow. O.J. did not 

dismiss the possibility of another coup attempt, though he 

said he would never condone it. He also categorized JammehYs 
latest role as a healer (ref B) as a diversion to mask the 
growing economic hardships and reduced political space facing 
Gambians, and worried that they could be potentially 
dangerous for the country as well as catastrophic for 

tourism, a key industry in The Gambia. 


6. (C) Elaborating, Jallow did not rule out prospects for 
turmoil in the country, characterizing the Gambian public, 
and youths in particular, as increasingly disenchanted. He 
did not rule out the possibility of negative public 

sentiments boiling over and degenerating into civil disorder, 
citing the bloody uprising surrounding the 1981 failed coup 
attempt, which, he recalled, resulted in some 250 deaths. 


7. (C) Itis noteworthy that O.J., as a seasoned political 
veteran formerly opposed to the government, accepts as 
credible the election results from both the September 2006 
presidential race and the January National Assembly 
elections. Also noteworthy is his placement of the blame on 
the opposition more than the APRC\'s and GOTG\'s irregularities 
during the elections as reasons for the APRC\'s dominance. 
His warning about the prospects of disorder cannot be 
dismissed, though there are no visible signs at present that 
itis on the horizon. His mention of the 1981 violence among 
the peace-loving Gambians is a reminder that the country has 
not been immune from unrest. END COMMENT 
STAFFORD 
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Classified By: Poloff Dean Tidwell for Reasons 1.4 (b) and (d) 


1. (C) SUMMARY: Confusion continues to surround the reported 
cease-fire agreement between the SPDC and a breakaway faction 
of the KNU. Unlike earlier cease-fire agreements between the 
regime and other armed ethnic groups, the latest deal does 

not require the Karen faction to surrender their arms for 

peace. The regime continues to allow Karen peacemakers to 
travel back and forth across the Thai border to convince 

others to join them inside Burma. END SUMMARY. 


Column 3 


2. (C) Following January peace talks in Rangoon with Chief of 
Military Security Affairs (MSA), Major General Ye Myint, the 
former head of the Karen National Liberation Army\'s (KNLA) 

7th Brigade, Major General Htay Maung, led his supporters to 
Hto Kaw Koe, a new settlement site provided by the regime in 
Karen State. The Burmese media highlighted the Karen group\'s 
February 11 welcome ceremony. 


A CEASE-FIRE WITH A TWIST 


3. (C) It is still unclear whether Htay Maung and the SPDC 
signed a written agreement, or just reached an oral agreement 
similar to the one made with the late General Bo Mya in 2004. 
The agreement significantly differs from those the regime 
reached with seventeen other insurgent groups in the 1990s 
because it does not require the Karen group to surrender any 
weapons. In its media, the regime calls the latest ceremony 

a Y victory for peace." 


4. (C) Rangoon-based Karen contacts Drs. Simon Tha and 
Rebecca Tin (PROTECT) described the behind-the-scenes drama 
just before the welcome ceremony. Local Burmese officers 
wanted the returning Karen soldiers to set aside their 
weapons for the welcome ceremony, but Ye Myint overruled 
them, explaining that this was not the usual surrender of 
\"arms for peace. The Burmese officers then requested that 
the Karen unload their weapons before the ceremony, but Ye 
Myint again vetoed the idea. The Karen soldiers participated 
in the ceremony in full battle gear while carrying their 

arms, including RPGs and mortars. 


HTAY MAUNGYS SHUTTLE DIPLOMACY 


5. (C) According to Dr. Simon, only 178 Karen attended the 
welcome ceremony on February 11. Since then, he said, Karen 
returnees had increased to 321. Exile media reports claim as 
many as 70 more soldiers have left the 7th Brigade since 
February 11 to join Htay Maung. Dr. Simon claimed that other 
Karen also want to join Htay Maung\'s group, but under its new 
commander, Brigadier General Johnny, the 7th Brigade has 
planted landmines and deployed troops to block access routes. 
The families of many of the returning Karen fighters live in 
Bae Klaw (Mae La) refugee camp in Thailand; the Karen 
National Union (KNU) has reportedly forbidden the refugees to 
leave the camps to return to Burma. 


6. (C) During the peace talks, we were told that Htay Maung 
demanded the Burmese Army withdraw from certain areas of 
Karen State (ref F). According to Dr. Simon, the Burmese 

Army immediately complied. However, when newly appointed 7th 
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Brigade commander Johnny threatened to cut off Htay Maung\'s 
group from access to the Thai border, Htay Maung requested 
that the Burmese Army return to keep a travel corridor open. 

In an unusual move, the regime now permits Htay Maung and Ler 
Mu, his son-in-law and deputy, to shuttle back and forth 
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between Hto Kaw Koe and their base on the Thai border at Maw 
Pah Thoo, presumably to try to convince additional Karen 
fighters to join their peace group. Dr. Rebecca also said 

that when schools in Bae Klaw camp close in March, more 
families of the returned soldiers might try to join the group 

inside Burma. 


HUMANITARIAN ASSISTANCE 


7. (C) According to Dr. Rebecca, Htay Maung sought the right 
for NGOs to assist his group to establish itself at Hto Kaw 

Koe. During the negotiations in Rangoon, Ye Myint granted 
Htay Maung\'s request to attend services at the local 
Seventh-day Adventist Church, where Htay Maung reportedly 
asked the Adventist Development and Relief Agency (ADRA) to 
assist his group when they moved back to Burma. Teddy Din, 
Director of ADRA Myanmar, told us he has already traveled to 
Hpa-an to meet Karen State leaders who want ADRA to expand 
its activities to their region. ADRA has since delivered 

clothing to the new returnees. Dr. Simon\'s Karen Development 
Committee also plans to provide medical assistance to the 
returnees. If true, the New Mon State Party and other 
cease-fire groups might also demand that the regime allow 
INGOs to resume work in their territories. The regime forced 
INGOs Medecins Sans Frontieres France and the ICRC to stop 
their activities in Mon State in 2006. 


THE HAND THAT ROCKED THE CRADLE 


8. (C) According to Dr. Simon, Htay Maung and the KNU 
leadership never sat down to communicate their differences 
face-to-face, but instead aired their grievances against each 
other through international media. Htay Maung complained to 
Dr. Simon that Bo Mya\'s second son, Col. Ner Dah, initiated 
the recent peace discussions with the regime, but at the last 
moment, he and Brigadier General Johnny backed out (refs C & 
E). Htay Maung, who is known to be indecisive, then became 
unusually courageous and decided to make peace. Dr. Simon 
claimed that the KNU leaders and Htay Maung both jostle for 
the support of the late Bo Mya\'s wife (ref A). In the end, 

she committed her support to the organization her husband 
founded -- the KNU -- and told her sons not to join Htay 
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Maung\'s Peace Council. Dr. Simon stated that Ner Dah 
abandoned Htay Maung at the last minute, out of a mixture of 
respect for his mother and a deep-rooted mistrust of the 
Burmese regime. 


A CONVOLUTED PATH TO PEACE 


9. (C) Dr. Simon also told us that DKBA delegates to Burma\'s 
National Convention were called away on urgent business in 

late December (ref D) as part of secret peace negotiations. 
Convinced that KNLA commander Nay Kaw, eldest son of Bo Mya, 
supported a peace deal, the SPDC ordered the DKBA to withdraw 
its troops from General Bo Mya\'s former redoubt at Maner Plaw 
and turn the base over to him. When it appeared that other 
troops, still loyal to the KNU, might occupy it, the Burmese 

Army rushed its own soldiers to Maner Plaw to hold it. When 

Nay Kaw\'s battalion finally arrived, they handed it over. 

Nay Kaw then backed out of Htay Maung\'s peace deal, but 
continued to occupy Maner Plaw. Through this SPDC 
miscalculation, forces loyal to the KNU now control Maner 

Plaw for the first time since the Burmese Army overran it a 
decade ago. 


10. (C) COMMENT: These latest events are part of a chain 
reaction of political and military changes triggered by Bo 

Mya\'s death. We expect most Karen soldiers and families will 
probably wait to see how well the SPDC treats Htay Maung and 
his followers before deciding whether to join the peace group 

or remain with the KNU. Nevertheless, the Burmese regime\'s 
success at driving another wedge between the KNLA and the KNU 
was a major propaganda victory, even if it has not yet 
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succeeded in its larger plan to woo back a majority of Karen 
soldiers. Should most Karen soldiers later opt to join Htay 
Maung and settle in Burma, the KNU central committee would 
become not only leaders without a country, but also without 
an army. END COMMENT. 

VILLAROSA 


98028 
Dianne Wampler 02/26/2007 10:58:23 PM From DB/Inbox: Dianne Wampler 
Cable 
Text: 


CONFIDENTIAL ANKARA 00408 
SIPDIS 
CX: 


Column 3 
ACTION: ECON 
INFO: CONS PA RAO FAS MGT PMA FCS POL DCM AMB 
DISSEMINATION: ECON /1 
CHARGE: PROG 
APPROVED: AMB:RWILSON 
DRAFTED: ECON:ASNOW 
CLEARED: ECON:TGOLDBERGER, DCM:NMCELDOWNEY, POL:JCOLLINS 
VZCZCAYI151 
RR RUEHC RUCNMEM RUEHIT RUEATRS 
DE RUEHAK 0408/01 0571110 
ZNY CCCCC ZZH 
R 261110Z FEB 07 
FM AMEMBASSY ANKARA 
TO RUEHC/SECSTATE WASHDC 1084 
INFO RUCNMEM/EU MEMBER STATES COLLECTIVE 
RUEHIT/AMCONSUL ISTANBUL 2193 
RUEATRS/DEPT OF TREASURY WASHDC""CONFIDENTIA L SECTION 01 OF 03 ANKARA 000408 


SIPDIS 
SIPDIS 
TREASURY FOR INTERNATIONAL AFFAIRS KMATHIASEN AND JROSE 


E.O. 12958: DECL: 02/26/2012 
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REF: ANKARA 378 


Classified By: Ambassador Ross Wilson for reasons 1.4(b) and (d). 


1. (C) Summary: Turkish Minister of Economy and EU Negotiator 
Ali Babacan described the profound transformation of Turkey as a 
more transparent, globally-interconnected country to visiting 

EEB A/S Sullivan on February 10. Following the EU\'s December 
suspension of negotiations over eight chapters, Turkey would 
sequence reform based on its own priorities and continue to 
move forward in all areas. Babacan said that under the German 
Presidency Turkey\'s accession process seems to be going better 
than expected. On the macroeconomic situation, Babacan asserted 
that the composition of the current account deficit and how it 

was being financed mitigated to some extent the risk of a sharp 
adjustment, as did Turkey\'s reduced public debt and banking 
sector vulnerabilities. Babacan admitted the Government might 
go slower on things like privatization during this election year 

in order to return as a single-party government and achieve more 
reforms in over the long term. End Summary. 
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2. (C) Minister of Economy and EU Negotiator Ali Babacan met 
with A/S Sullivan, Ambassador and Treasury\'s Karen Mathiasen 
February 10 on the margins of the U.S.-Turkey Economic 
Partnership Commission (EPC) meetings. After A/S Sullivan 
briefed on the EPC and his trip to the region, Babacan launched 
into an analysis of the profound changes currently under way in 
Turkey. The large number of legislative reforms require a 
changed mindset but this has come more slowly, particularly for 
the judiciary and police whom he characterized as \"inward-looking.\" 
He said after some judicial exchange programs with EU countries, 
Turkish judges are increasingly acting in accordance with rulings 
of the European Court of Human Rights. 


3. (C) Babacan said Turkey had become more transparent and more 
connected with the outside world which made the changes more 
irreversible. The explosion of radio and tv channels and the 

growth of the internet were key. He said the government had put 
600,000 computers into Turkish schools, and the goal is to have 
internet access in every school in Turkey. As a result, even 

young children are following the news. He linked the public 
reaction to the Dink assassination to these changes, saying ten 
years ago it would have been different. Moreover, in the 1960\'s 

or 70\'s events were not immediately reflected in financial markets. 
Seventy percent of the value of shares traded on the Istanbul Stock 
Exchange is held by foreigners. With the markets vulnerable to 
radical changes, \"no one wants to be the reason things go wrong in 
the market." 


4. (C) Babacan described Turkey\'s latest thinking on how to 
approach the EU accession process since the EU froze 
negotiations on eight chapters over the Ankara Protocol 
issue. Babacan said it is now clear that Turkey will be 

ready for the EU before the EU is ready for Turkey. The 
Government attributes the recent problems in Turkey\'s 
accession process to matters internal to the EU: problems 
digesting recent members, the constitution impasse, low 
economic growth, energy security, etc. In addition, Turkey 
is not like any other accession country. By the time it 

joins, it will be the largest country by population and area, 

it will have the largest single-country bloc in the European 
Parliament, and it will be the region\'s sixth largest economy. 
Babacan said the Turkish public\'s support for EU accession 
peaked at 75% in October 2005 but now was around 55%. He 
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attributed the fall to a feeling that the EU doesn\'t want 

Turkey. Though other accession countries had also experienced 
declines in support for accession, in the other countries the 
support fell later in the process as difficult reforms were 
implemented. 


5. (C) Babacan said that since December, Turkey can no longer 
justify measures to the Turkish parliament or people by saying 
the EU required them. Reforms would have to be justified on 

the basis of being good for Turkey on their own merits. In 
January the Government decided to prepare its own timetable for 
enactment of the EU acquis. Since Turkey will not need to have 
implemented the acquis until it becomes a member, before that 
time the sequencing will depend on Turkey\'s priorities. Babacan 
used the example of the chapter on Environment, implementation 
of which is expected to cost betwee 50 and 80 billion Euros 
(public and private sectors combined), a cost that Turkey can 

not afford to bear over a period as short as5 to 7 years. 


6.(C) But Babacan emphasized that the Government continued to 
believe the accession process was beneficial for Turkey, and he 
insisted that work was continuing on all chapters. The Government 
message to the public is that \"We are doing this for ourselves, 
because it is good for Turkey.\" When it seemed Cyprus would block 
chapters aside from the eight chapters suspended over the Ankara 
Protocol issue, Babacan said Turkey had told the EU they could not 
continue. Under the German Presidency, however, things are turning 
out better than expected, with invitations to open chapters. The 
EU\'s movement on reducing the isolation of northern Cyprus was also 
positive. He said Turkey targets closing one chapter by the end of 
March and two more by the end of June. 


7. (SBU) Babacan acknowledged the importance of public opinion in EU 
countries, especially France, which will have to hold a referendum 

on Turkish accession. Babacan said even a single visit to Turkey 
tends to have an impact on Europeans\' perceptions. Turkey now 
receives 22 million Euros in grants for people-to-people exchanges 
including local government and youth exchange programs, and the 
funding will increase. Forty thousand students have already gone on 
exchange programs and a total of three hundred eighty thousand are 
expected by 2013. In addition, EU tourism to Turkey is increasing, 

as are EU-origin individual real estate investors. Total real 

estate investment by foreigners (mostly from EU countries) grew 

from $800 million in 2004 to $1.5 billion in 2005 to $3 billion in 

2006. Babacan repeated his contention that other Muslim countries 
are watching Turkey\'s EU process as an important sign of the West\'s 
attitude toward Islam. A/S Sullivan thanked Babacan for his 
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analysis and reiterated U.S. support for Turkey\'s EU accession 
process. 


8. (SBU) Babacan downplayed Turkey\'s vulnerabilities and the 
current account deficit (CAD) problem. He said people are coming 
to understand the importance of the composition of the high CAD: 
\"we are importing machines, not chocolates. Energy imports shot 
up from $9 billion in 2002 to $29 billion in 2006, almost entirely 
due to price increases. At constant prices, 2006 energy imports 
would have cost $13 billion. Babacan said the other mitigating 
factor is the availability of financing and its composition. 

Whereas foreign direct investment (FDI) used to average about $1 
billion a year, Turkey attracted $9.5 billion in 2005 and around 

$20 billion in 2006, 85-90% of EU origin. Babacan said total 
long-term flows in the Capital Account are larger than the CAD. 
Finally, Babacan pointed to the importance of a floating exchange 
rate regime as a shock absorber. 


9. (SBU) The Government nevertheless continued to monitor the CAD 
closely, according to Babacan. Public debt ratios have improved, 

and the banking sector is far stronger. The Bank regulatory agency 
(BRSA) tells him that banks do not take significant foreign exchange 
risk positions. The explosive growth of credit card and housing 

loans has now stabilized while bank credit to corporations is taking 

off -- a healthy sign of private sector investment. Babacan also 

linked the Government\'s continued adherence to fiscal austerity to 
prudence arising from the large CAD. 


10.(C) Despite Presidential and Parliamentary elections in 2007, 
Babacan asserted that Turkey would continue strong fiscal and 
monetary policies and would push forward as much reform as possible. 
He effectively admitted, however, that with parliament distracted 

by politics, the Government\'s would opt not to push too hard on 
difficult issues (such as privatization) before elections, the 

better to return to power with a single-party government that will 

be able to achieve more reform in the long run. 


A/S Sullivan has cleared this cable. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SUBJECT: CHINA\'S BLOGS: NATIONALISM, SEX AND ONLINE 
VIGILANTES 


REF: A. 05 BEIJING 15837 
B. 05 BEIJING 17896 
C. 06 BEIJING 2682 


Classified By: Political Section Internal Unit Chief Susan A. Thornton. 
Reasons 1.4 (b/d). 


Summary 


1. (C) The blossoming world of blogs, ranging from 
patriotic to religious to racy, is captivating China\'s 
surging population of Internet users, with some 
unexpected results. 


-- A blog petition launched by a popular television 
anchor calling for the Forbidden City Palace Museum to 
boot Starbucks from its premises in January has 

incited intense debate in media, academic and policy 
circles. 


-- A famous sexologist\'s blog post on wife-swapping 
touched off an online skirmish with a Christian 
blogger. 


-- Awoman who crushed a kitten on video was exposed 


by bloggers and forced to publicly apologize. 


Beyond these notable cases, the proliferation of blogs 
trumpeting patriotic causes poses a conundrum for the 
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authorities, who want to foster national pride but 

also fear the emergence of online mass movements that 
could harm social stability or threaten Party rule. 

Despite extensive official efforts aimed at 

controlling Internet content, no consensus has emerged 
about who should be responsible for keeping blogs 
within the bounds of what the Government deems 
appropriate. In this context, although traditional 

redlines apply, blogs offer the broadest space of any 
media for airing (sometimes sensitive) views, contacts 
told us. As such, blogs are bolstering one of the 

biggest social changes of the last generation: The 
unprecedented ability of Chinese people to communicate 
with one another. End Summary. 


China Blogs by the Numbers 


2. (C) More than 20 million Chinese have launched 
their own web logs on the Internet as of the end of 
2006, official statistics indicate. Year-end figures 
also show that the country has more than 137 million 
netizens (although the true number is almost certainly 
higher), a rise of 23.4 percent over the previous 

year, according to the state-run China Internet 
Network Information Center. In the blogosphere, the 
vast majority of sites are personal journals meant for 
consumption by a small circle of friends and 

relatives, said Zhao Mu (protect), the head of 

Internet portal Sohu.com\'s blog hosting service. He 
added that Sohu.com, home to approximately 5 million 
personal sites, is among the three most popular 
portals in China, with Sina.com and BlogChina also 
hosting millions of blogs. 


Forbidden Starbucks: Thanks a Latte (But No Thanks) 


3. (C) Blogging in China made international headlines 
in January when popular China Central Television 
anchor Rui Chenggang used his personal site to call on 
the Forbidden City Palace Museum to evict its 
Starbucks outlet. The message struck a chord among 
netizens, attracting half a million supporters to sign 

an online petition. In addition, dozens of domestic 
newspapers ran articles about the petition. The 
museum responded by promising to review the situation 
and make a decision about StarbucksY presence by June, 
the official Xinhua news service reported. (Note: As 

of February 26, the cafe is still there.) In 

statements to the media, Rui, who has traveled 
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repeatedly to the United States and spent one year at 
Yale University on a fellowship, has denied any intent 
to fan nationalist fervor. Instead, his online 

activism was meant to inspire others to safeguard 
China\'s historical elics, Rui has told the press. In 

a recent conversation with Emboff, Rui commented that 
he enjoys Starbucks himself but does not feel it 

should be located in a national heritage site, 

equating it to putting \"a foreign cafe in the White 
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House Other contacts surmised that less noble goals 
motivated Rui\'s campaign, suggesting that as a 
celebrity, he is most interested in attracting 

attention to himself. \"It was a clever bit of 
showmanship,\" said Zhao. 


Seeds of Cyber-Nationalism 


4. (C) Zhao added, however, that the anti-Starbucks 
campaign underscores the power nationalist messages 
can carry in today\'s China -- and the quickness and 
efficiency with which blogs can disseminate them. In 
fact, blog content that spurs extremist passions is 
precisely the kind of material the Government would 

like to control. Zhao recalled the anti-Japan rallies 

in April 2005 (ref B), noting that planning for the 

protests spread mainly via web sites, e-mails and cell 
phone text messages. The Government is not 
necessarily afraid of isolated cases of individuals 
posting contrarian or sensitive material on their 

blogs, Zhao said. Instead, the paramount concern that 
a mass movement might emerge, born on blogs or through 
another electronic medium, to reduce the Government\'s 
maneuvering room on a sensitive issue or challenge 
Party authority. 


5. (C) Nationalistic blogs remain among the most 
popular sites for China\'s netizens. The blog of 

Beijing University literature professor Kong Qingdong, 
who is widely known for his nationalistic views on 
foreign policy issues, particularly Japan, is a 

regular feature on China Daily\'s weekly lineup of 
most-visited Chinese blogs. Blogger and China Youth 
Daily editor Qiu Haiping launched a cyberstorm 
recently when he urged Chinese netizens to view an on- 
line video clip called The Rape Of Nanking\" and to be 
sure to share it with their children. 
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6. (C) Yun Jie, a scholar at the Chinese Academy of 
Social Sciences Institute of Political Science who 
focuses on Internet issues, downplayed the notion that 
blogs themselves are stoking nationalism in China. 
Other important influences are at work, from how 
history is taught in schools to China\'s new economic 
clout. Blogs are, however, a fast, convenient and 
unfiltered outlet for communicating strong views, 
including about Chinal's rising status on the world 
stage, Yun maintained. 


Who Should Implement Controls? 


7. (C) Against this backdrop, blogs are China\'s most 
open forum for freewheeling discourse. Internet 
service providers, many of which have blog hosting 
services, constitute the country\'s first private media 
and sit in a gray zone of propaganda control (ref A). 
For a Government that does not view a genuinely free 
media, including the Internet, as conducive to social 
stability, how to regulate blogs has become a central 
question, our contacts said. Some say the State 
Council Information Office or the Ministry of Culture 
should take the lead. Others, including Yun of CASS, 
contend that Internet portals themselves should be 
answerable for content that crosses censors\' red 
lines. For now, it appears that the State Council 
Information Office (SCIO) is nominally in charge, said 
Zhao of Sohu, adding that Sohu\'s service allows 
bloggers to post whatever they want. Zhao related 
that the SCIO employs hundreds of censors who monitor 
Sohu and other blog hosting services for inappropriate 
content. When cybersleuths hit upon such topics, they 
have the technical ability to block access or \"erase\" 

a page. But sensitive content inevitably slips 

through. \"There are not enough people to check every 
blog out there,\" said Yun of CASS. 


8. (C) To help officials more easily discern who is 
writing what, the Government is considering 

instituting a rule requiring netizens to register 

their blogs using real names, even if they sign their 
entries with a pseudonym, the Xinhua News Service has 
reported. Yun and other contacts told us such a rule 
would be impossible to enforce for technical reasons. 
Determined Internet users are generally able to find 
ways to mask their identities online. Moreover, such 

a measure misses the point, said He Jiangtao, the web- 
savvy Beijing bureau chief of Citizen Magazine. He 
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stressed that the people who are willing to go public 
with the most controversial views are usually 
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Classified By: Political Counselor Ted Osius for reasons 1.4 (B,D) 


1. (U) On March 23, the Delhi State Election Commission 
announced that the city will hold municipal elections on 

April 5, with the results tabulated on April 7. The city 

recently increased its municipal wards from 134 to 272. Each 
of these much smaller bodies will elect a Municipal 
Counselor. Of the 272 seats, 46 are reserved for Scheduled 
Castes and 92 for women. Delhi is both a city and a Union 
Territory, and the Indian Constitution mandates that it hold 
elections and seat the new government before April 10. There 
will be 10,500 polling stations established across the city 

to handle the 9.9 million registered voters, and electronic 
voting machines will be used for the first time. 


2. (C) The Delhi contest is between the ruling Congress and 
the opposition BJP. Both parties are badly divided and 
apparently incapable of running a unified campaign. Congress 
faces a growing wave of \"anti-incumbent\" sentiment, 
compounded by the controversial \"sealing\" of illegal 
businesses, which have angered both the powerful shopkeeper 
community and residents who resent the presence of illegal 
commercial development in residential areas. The rising 
inflation rate has also cut into the earning power of Delhi 
residents and the BJP has been quick to capitalize on this 
issue. Although the situation seems tailor made for a BUP 
victory, the party cannot seem to resolve its internal 
differences. On February 25, Lal Bihari Tiwari, one of the 
party\'s senior leaders in Delhi, resigned to protest his 
exclusion from the BJP election committee. Tiwari\'s 
departure follows on the heels of that of Madanlal Khurana. 

A former Chief Minister of Delhi, Khurana is now campaigning 
against the BJP. Tiwari has a large personal following in 

Delhi and the loss of these two leaders is a major setback to 
the BUP campaign. 


3. (C) Congress morale is also at a low ebb. The inflation 
wave, corruption allegations, the anti-incumbency factor and 

a general lack of organization and unity have convinced many 

in the Congress camp that 2007 could be an electoral 

disaster. There are growing fears that 2007 could see the 
ouster of Congress governments in Uttarakhand and Punjab and 
a poor electoral showing in Uttar Pradesh, where the party 
cannot seem to break out of last place. A BJP victory in 

Delhi would compound the damage and further weaken the UPA 
coalition. Let's see if April will be the cruelest month. 


4. (U) Visit New Delhi\'s Classified Website: 
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(http://www.state.sgov.gov/p/sa/newdelhi/) 
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C. TUNIS 139 

D. SECSTATE 10683 
E. TUNIS 65 

F. 06 TUNIS 02814 


Classified By: Ambassador Robert F. Godec for reasons 1.4 
(b) and (d) 


1. (S/NF) On February 26, Post received a MFA diplomatic note 
responding to Embassy\'s note of February 5 requesting 
specific assurances regarding the proposed transfer of 
Tunisian detainees at Guantanamo Bay and information 
regarding detainee Lotfi Bin Swei Lagha. The MFA reiterated 
the position conveyed in its January diplomatic note (Ref E) 
regarding assurances and access, noted that detainee Lagha 
faces charges in Tunisia, confirmed none of the detainees 
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have been sentenced to death, and names a GOT POC at the 
Ministry of Interior for the proposed transfer. 


2. (U) Post\'s unofficial translation of the note follows: 
Begin Text: 
Tunis, February 22, 2007 


The Ministry of Foreign Affairs presents its compliments to 

the Embassy of the United States of America in Tunis, and in 
reference to the Embassy,s Note Verbale No. 258 of February 
5, 2007 regarding Tunisian detainees currently held at the 
Guantanamo Bay Naval Base in Cuba, as well as in reference to 
discussions that have take place between Tunisian officials 

and their American counterparts, has the honor to inform that 
(the Ministry): 


1. Reiterates its position stated in its January 11, 2007 
Note Verbale D.C.T. No. 1157/07 relative to the treatment 
that will be given to Tunisian detainees and 
access/visitation to them. 


2. Informs the Embassy, in response to its question as to 
whether sentences have been pronounced against Lotfi Ben 
Souii Lagha, that a rogatory commission was ordered by the 
dean of examining magistrates attached to the tribunal of the 
first magistrates court (Court of First Instance) of Tunis, 

and listed under the number 6486 dated November 16, 2006, 
that Lofti Ben Souii Lagha is the object of judicial 
proceedings in the case number 1/7053 currently in process 
for Wincitement to commit terrorist offenses, or adhesion to 
an organization or entity linked to terrorist offenses.\" 


3. Informs the Embassy that no death sentence has been 
pronounced against the Tunisian detainees. However, 
sentences of 10 to 40 years of imprisonment have been 
pronounced against them by the permanent military tribunal or 
the Court of First Instance of Tunis. 


4. Informs the Embassy that Mr. Tahar Fellous Refai, Director 
General of External Relations and International Cooperation 
at the Ministry of Interior and Local Development, has been 
designated as point of contact on the Tunisian side for the 
logistical arrangements related to the operations of the 
transfer to Tunisia of Tunisian detainees of the Guantanamo 
Base. 


Honorary Closing. 


End Text. 
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3. (S/NF) COMMENT: Based on this diplomatic note and other 
comments made by GOT officials, Post believes that the 
transfered detainees will enter Ministry of Interior custody 
upon their return to Tunisia. Post will seek a meeting with 
Fellous to try to seek specific details about how the GOT, 
and MOI in particular, intends to process the detainees upon 
their return. If necessary, Ambassador will seek a meeting 
with Minister of Interior Rafik Belhaj Kacem to press for 

oral assurances regarding access and treatment. However, 
given ICRC information (Ref A), Post believes there is a 
significant likelihood (i.e., more likely than not) that the 
detainees would be mistreated during the period they are in 
MOI custody. Post also notes the ICRC reported it does not 
have access to MOI facilities. END COMMENT. 
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SUBJECT: ISRAEL MEDIA REACTION 


1. Mideast 
2. US-Israel Relations 


3. Israel-Europe Relations 


Israel Radio cited the Saudi newspaper Okaz as saying that 

preparations for a trilateral meeting between President Bush, PM 

Ehud Olmert, and PA Chairman [President] Mahmoud Abbas are underway 
in Jordan. 


Maariv reported that the moderate Arab states Egypt, Jordan, Saudi 
Arabia, and the UAE have been secretly meeting to build an 
anti-Iranian alliance. HaVaretz reported that on Sunday IDF 
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Intelligence chief Amos Yadlin conveyed a similar message to the 
cabinet. HaVaretz quoted Yadlin as saying that Iran is determined 
to pursue the development of its nuclear program despite 
technological hardships and the threat of sanctions. 


The Jerusalem Post reported that on Sunday Olmert instructed the 
defense establishment to prepare for the possibility of an all-out 
war with Syria in 2007. Such a possibility is deemed low by 
Israel\'s top intelligence officials. 


Major media reported that Erez Levanon, a 42-year old Israeli, was 
stabbed to death between the settlement of Bat Ayin, where he 
resided, and the Palestinian village of Beit Omar, in the Hebron 
area. The radio said that the murderers acted out of nationalistic 
motives. 


The media reported that on Sunday, the IDF began its broadest arrest 
operation in the past six months, seeking wanted men and weapons in 
Nablus. In the operation, which involved four IDF battalions and a 
large contingent of Border Police, the forces raided the city\'s old 
market and uncovered an explosives laboratory, the second in 24 
hours. A full curfew was imposed on tens of thousands of residents 

of the market area. 

On Sunday HaVaretz reported that Israeli security sources confirmed 
over the weekend that some progress had been made toward a prisoner 
swap for the release of Cpl. Gilad Shalit. But the defense 
establishment said a deal with Hamas, which is holding Shalit in 
cooperation with other organizations, had not yet been clinched and 
the soldier\'s release was not imminent. HaVaretz wrote that the 
Israeli negotiator for prisoners and missing soldiers, Ofer Dekel, 

was in Cairo more than a week ago and made progress in talks with 
senior Egyptian officials. Channel 2-TV said on Friday that between 
400 and 500 prisoners are to be exchanged for Shalit. HaVaretz 
wrote that agreement also appears close on the structure of the 

swap, with groups of prisoners to be freed in exchange for 

Palestinian and Egyptian assurances of Shalit\'s release before his 
return to Israel, near the end of the process. The identity of the 
prisoners to be released is still a matter of contention. Hamas 

wants a large number of senior figures freed, among them those 
serving sentences for the murder of Israelis. HaVaretz quoted 

Israeli sources close to the process as saying that Egyptian 

pressure is having an effect on senior Hamas officials and that 
Hamas has shown \"signs of pragmatism\" in recent weeks with regard to 
Shalit\'s release. Channel 10-TV and The Jerusalem Post also saw 
signs of cautious optimism regarding Shalit\'s possible release. 


HaVaretz reported that Deputy Defense Minister Ephraim Sneh denied 
on Saturday that Israel was in talks with the US to use Iraqi 

airspace as part of possible plans to attack Iranian nuclear sites. 
Britain\'s Daily Telegraph, citing an unnamed senior Israeli defense 
official, had said on Saturday that Israel had sought permission 
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from the Pentagon to use an \"air corridor\" in Iraq in the event that 
it decided to launch air strikes on Iranian nuclear facilities. 


HaVaretz reported that the European Commission has created a plan to 
renew financial assistance to the PA if and when a unity government 
is formed that receives international recognition. According to the 
plan, the details of which Jerusalem has been informed, the EU will 
channel its aid to a temporary mechanism to be used among other 
things to build up governmental and institutional capabilities for 

the future Palestinian state, to build a judicial system and to 

assist the PA\'s regular police force. The mechanism for 

distributing the aid, which at present \"bypasses\" Hamas to meet 
humanitarian needs in the PA, will return to working with the 
Palestinian government when the decision is made to renew aid. The 
initiative, known as the Temporary International Mechanism, was 
presented last week in a meeting of the Quartet in Berlin. The EU\'s 
Commissioner for External Relations, Benita Ferrero-Waldner, did not 
give a total figure for 2007 but said 35 million euros were in the 
pipeline, and that it would be an expanded version of what the EU 

had done so far. 


HaVaretz wrote that the head of the Civil Administration, who is 
subordinate to Defense Minister Amir Peretz, must sign the 
development plan for the Matityahu East neighborhood of the 
settlement of ModiVin Illit for it to be legal. The newspaper 

quoted Defense Ministry officials as saying on Sunday that Peretz 
was not asked to involve himself in the decision by the Supreme 
Planning Council for Judea and Samaria [i.e. the West Bank] to 
legalize the project, and that in any event he was not partner to 

the \"laundering\" of the plan, which was frozen by the High Court of 
Justice over a year ago. HaVaretz reported that, following the 
report in Sunday\'s Ha\aretz on the council's decision, the American 
Embassy in Tel Aviv launched an investigation into its legality, 
including an examination of claims by residents of the adjacent 
Palestinian village of Bil'in that the course of the separation 

barrier was coordinated with the construction plan. 


HaVaretz reported that, at their meeting in Cairo on Sunday, 
Egyptian President Hosni Mubarak and King Abdullah II of Jordan 
called for stopping Israel\'s excavations at the Mugrabi Ascent in 
the Old City of Jerusalem, saying that they represent a threat to 
regional stability. 


The Jerusalem Post reported that, as Fatah and Hamas representatives 
continue their efforts to form a unity government in keeping with 

the Mecca Agreement reached earlier this month, a row has erupted 
between former PS finance minister Salam Fayad, who heads the Third 
Way list, and his No. 2, former education minister Hanan Ashrawi. 


HaVaretz cited a new Peace Now report according to which 21 
settlements have encroached on the territory of natural reserves. 
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Yediot and Maariv reported that the police are investigating 

suspicions that two Israeli companies from Ramat Gan have served as 
conduits for the transfer of goods to a Palestinian that funded 

terrorist activities against Israel. 


Leading media cited an announcement made by Iran that it launched a 
rocket to a height of 150 kilometers on Sunday. The Jerusalem Post 
quoted Israeli space expert Tal Inbar as saying that Iran\'s 

successful test should serve as a \"wake-up call" for the defense 
establishment concerning Tehran\'s potential to use ballistic 

missiles to destroy satellites. 

Israel Radio reported that the US has convinced Egypt not to develop 
nuclear energy. 


The media reported that controversial Yisrael Beiteinu Knesset 
Member Esterina Tartman is slated to become tourism minister in the 
reshuffle of the Olmert government. Strategic Affairs Avigdor 
Lieberman chose her, his closest ally in the party, to become the 
party\'s second cabinet minister. Tartman is well-known for her 

fight against the appointment of Israeli Arab MK Raleb Majadele to a 
post of cabinet minister. Israel Radio said that Majadele will 
eventually get the science, technology, culture, and sports 

portfolio, which he had originally been offered. 


Leading media reported that, during the upcoming official visit to 
the US of Knesset Speaker and Acting President of Israel\'s Dalia 
Itzik, Druze MK Majalli Wahbee (Kadima), will be the acting 
president. 


Yediot reported that a team of archaeologists have found the 
sarcophagi of W Jesus and his son.\" The findings will be shown in 
New York tonight. The newspaper quoted Israeli archaeologist Amos 
Kloner as saying that there is no scientific evidence supporting the 
claims. 


Israel Radio reported that last night West Bank Story,\" a musical 
comedy set in the fast-paced, fast-food world of competing falafel 
stands on the West Bank, which was directed by Israel-born Ari 
Sandel, won an Academy Award in the category \"Best Short Film, Live 
Action. Y 


The Jerusalem Post cited an analysis of Gallup polls conducted since 
2005 released over the weekend by The Gallup Organization, according 
to which Jews are more strongly opposed to the Iraq War -- and have 
been since before it began -- than any other American religious 

group. Asked if \"the VUS made a mistake in sending troops to Iraq," 
77 percent of American Jews said it had, while only 21 percent 

believed the deployment was not a mistake. This figure is in marked 
contrast to the American average, where only 52 percent indicated 
opposition to the war and 46 percent indicated support. 
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The independent, left-leaning HaVaretz editorialized: \"\'Our failure 
is your failure, and vice versa,\' our neighbor the King concluded in 
[a] January interview [with Ha\aretz].\" 


The conservative, independent Jerusalem Post editorialized: \"The 
international community stands ready to help if [the Fatah-Hamas] 
partnership produces more peace and less terror. What is even more 
necessary to demonstrate, however, is that a continuation of chaos 
and belligerency will be met with a sharp reduction in aid.\" 


Senior op-ed writer Akiva Eldar commented in HaVaretz: \"If the 
Israeli government were to treat the peace process like the grand 
prize instead of a threat, it would not stop at exploratory talks.\" 


Block Quotes: 


|. \"Hear Ye, the King Speaks\" 


The independent, left-leaning HaVaretz editorialized (2/25): \"Like 
other pragmatic Arab leaders in the Middle East, particularly the 
Egyptian President and the Saudi King, the plight of the 

Palestinians is not the sole -- or even the main -- issue troubling 
Jordan\'s King Abdullah. The Arab perception that Israel ended the 
last war at a disadvantage is emboldening radical Islamic elements 
to try their luck once more. These elements are no less of a threat 
to secular Arab regimes than they are to Israel.... VOur failure is 
your failure, and vice versa,\' our neighbor the King concluded in 

[a] January interview [with Ha\aretz]..... When will Israel\'s 

leaders discuss the implication of the deterioration in the West 

Bank and the Gaza Strip for the stability of the friendly regimes in 
Amman and Cairo? It is only right that the King\'s impassioned cry 
be heard by the members of the Quartet as well, particularly the US. 
The Roadmap expired more than a year ago. In place of the map are 
fruitless visits by the US Secretary of State and lip service by the 
Quartet members about a \'political horizon The impotence of the 
body that purports to lead the regional peace process was expressed 
by Javier Solana. After yet another meeting with Palestinian 
Authority Chairman Mahmoud Abbas on Friday, the European Union 
foreign policy chief said that Abbas was a \'good guy,\' and sent him 
home empty-handed.\" 


Il. \"Blind Aid\" 
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The conservative, independent Jerusalem Post editorialized (2/25): 
\"Given the international indifference to the inverse relationship 
between financial assistance and the actual well-being of 
Palestinians, it is hard to avoid the conclusion that donor nations 
care little how their money is spent. Ifthey did, international 
assistance would be strictly linked to the establishment of the rule 
of law that is a critical prerequisite to real democratization, and 

to dismantling the roving militias dedicated to attacking Israel and 
each other. Had all the PAVs wherewithal been spent on improving 
the lot of its people, things would have been very different. 

Nothing obliges the Palestinian government to concentrate on 
infighting and terrorist reinforcements. It knows, as do all its 
solicitous overseas well-wishers, that Israel has no offensive 
intentions towards the PA and would like nothing better than 
peaceful coexistence with it. Fatah and Hamas are both calling for 
giving their partnership a chance. The international community 
stands ready to help if this partnership produces more peace and 
less terror. What is even more necessary to demonstrate, however, 
is that a continuation of chaos and belligerency will be met with a 
sharp reduction in aid." 


III. \"Closed-Door Policy" 


Senior op-ed writer Akiva Eldar commented in HaVaretz (2/26): 
\"Instead of wasting time on arguing over the demand that the unity 
government recognize interim agreements that have passed their 
sell-by date, the only formula for a permanent agreement that earned 
the support of all 22 Arab League members could have been submitted 
to that government. This simple logic also holds for the Syrians. 
Tehran and Hizbullah are not grieving over Jerusalem\'s welcome 
acceptance of Washington\'s prohibition against reopening 
communication lines to Damascus, even covertly. If the Israeli 
government were to treat the peace process like the grand prize 
instead of a threat, it would not stop at exploratory talks. It 

would use its connections in Washington to persuade the President of 
the US to renew negotiations with Syria immediately. As with the 
Palestinians, there is no other way to assess Syria\'s intentions and 
force it to choose its partner. If Bashar Assad is bluffing, that 

will become obvious within a few months, if not weeks, and he will 
lose the brass ring. Time, as Jordan\'s King Abdullah said recently, 

is not on the side of peoples whose leaders know what they do not 
want but have no idea what they do want.\" 


Liberal op-ed writer Yael Gewirtz commented in an editorial of the 
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mass-circulation, pluralist Yediot Aharonot: \"The Israeli leadership 
is allowing its ally to force it to toe the line down to the very 

most sensitive areas.\" 


Block Quotes: 


\"Pardon Me, Madam\" 


Liberal op-ed writer Yael Gewirtz commented in an editorial of the 
mass-circulation, pluralist Yediot Aharonot (2/25): \"It is no secret 
that Israel is dependent on the United States down to its very 
underwear. Just as money has a scent, so the respectable American 
aid has a price. What is new here is that the Israeli leadership is 
allowing its ally to force it to toe the line down to the very most 
sensitive areas. The surrender to Condoleezza Rice\'s dictated terms 
that Israel will refrain even from feeling out the seriousness of 
SyriaQs intentions to negotiate is nothing less than a scandal. 

With all due respect to the US, the supreme duty of the Israeli 
leadership is to its citizens, to do everything possible to ensure 

that they will not be sent out to kill or be killed except in a war 

of no choice. And with all due respect to Israel\'s duty to be 

attentive to the US, there are levels of independence that a 
sovereign state must keep for itself. A responsible Israeli leader 
cannot settle for assessments about Syrian intentions. It must 
examine them. A strong leader would understand that this is 
precisely the matter about which he must deal with the United 

States. In our instance, this is a strong \'case\' and a weak 

leader.\" 


Benita Ferrero-Waldner, the European Union\'s Commissioner for 
External Relations, wrote in the independent, left-leaning HaVaretz: 
\"Israel will have to decide where it wants to go, and whether it is 
willing to really embark on a European path.\" 

Block Quotes: 


\"The European Path For Israel?\" 


Benita Ferrero-Waldner, the European Union\'s Commissioner for 
External Relations, wrote in the independent, left-leaning HaVaretz 
(2/26): \"Israel will have to decide where it wants to go, and 
whether it is willing to really embark on a European path.... Europe 
is not only an economic bloc with profitable trading opportunities, 
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but also a group of nations sharing common ideas and values. Israel 
can be associated with this group, but at some point it will have to 
make the strategic decision of whether this is what it really 

wants.... If the chances for peace are not to fade away, the 

international community must stay fully engaged. The Palestinian 

side will require support -- but how much Europe can offer will 

depend on the new government\'s program and actions. President Abbas 
is a true partner for peace. Ifthe new government is also to be a 
partner, it must respond to the principles of peace set out by 

President Mahmoud Abbas and the Quartet. So, Israel should keep the 
door open. Recent weeks have brought small shoots of hope, and we 
should all work to keep them alive." 


JONES 
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TAGS: PREL, PGOV, KDEM, KCRM, PA 

SUBJECT: PARAGUAY: PRESIDENT LOOKING AT \"OVIEDO\" OPTION 
REF: ASUNCION 01279 

Classified By: PolCouns James P. Merz; Reasons 1.4(b),(d) 

1. (C) Summary. Paraguay\'s Presidential election in May 

2008 dominates the political scene. Leftist priest Fernando 

Lugo is outpolling both of his closest competitors ) 


imprisoned coup-plotter Lino Oviedo and current President 
Duarte ) by a two to one margin. Ironically, all three face 
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Constitutional hurdles. President Duarte has not given up 

his own reelection aspirations. Rumors have surfaced that he 
is even considering releasing Oviedo to acquire the 
congressional votes he needs for a constitutional amendment 
allowing him to pursue reelection and for Oviedo to toss his 
hat into the ring. To release Oviedo, however, Duarte would 
have to overcome fierce opposition within his own party. 
Oviedo\'s release with his conviction expunged would provoke a 
firestorm of controversy and set back Paraguay\'s fledgling 
attempts to build strong democratic institutions and respect 
for rule of law. End Summary. 


Lugo Polling High, Drawing Concern of Colorados 


2. (U) A 2/20 poll commissioned by left of center daily 

\"Ultima Hora\" showed former bishop Fernando Lugo drawing 39.4 
percent of the vote compared to 16.4 percent for former 

General Lino Oviedo and 14.9 percent for current President 
Nicanor Duarte. Presently, Lugo is making the rounds of 
Paraguay\'s interior drawing good press in delivering 

relatively moderate speeches condemning corruption and 
poverty. The DCM represented the Ambassador on February 20 
at the latest in a series of dinners hosted by Liberal 

Senator Juan Manuel Marcos for Lugo to meet several members 
of the diplomatic community. 


3. (U) The opposition parties have not yet agreed formally 
to throw their support behind Lugo. Liberal Party Senator 
Carlos Mateo Balmelli(running his own campaign for President) 
has been insistent the Constitution leaves the opposition no 
choice but to select its candidate in an open election only 
after each Party identifies its nominee in a primary 90 to 

135 days before the May 2008 Presidential election. Lugo, 
however, does not want to wait until then and has signaled 

his preference the opposition forge an agreement at the 
political level regarding who it will support. A 

demonstration scheduled for March 29, calling for the removal 
of Colorado judges on the Supreme Court and the Colorado 
President of the Electoral Tribunal (TSJE), should serve 
another gauge of Lugo\'s support. (NOTE: Lugo led last 
March\'s successful rally drawing a surprising 40,000 
protesters and should headline this year\'s demonstration as 
well. END NOTE.) 


4. (C) Colorado Party leaders see in Lugo a genuine threat 
to their sixty year hold on power. Party President Jose 
Alberto Alderete, himself a potential aspirant for the 
Presidency, has warned TSJE representatives will face legal 
repercussions if they do not find Lugo ineligible to run for 
President noting the Constitution\'s bar against \"ministers\" 
running for the Presidency. (NOTE: Lugo renounced his 
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priesthood on December 21. However, some Church officials 
have suggested that Lugo cannot renounce his status as 
bishop, maintaining that according to Catholic doctrine once 
ordained a bishop by the Church one is a bishop for life. 

END NOTE.) Alderete and other Lugo detractors maintain Lugo 
remains a minister and as such ineligible. Should the 

Colorado leadership determine Lugo could defeat them at the 
polls, it is quite conceivable they would appeal first to the 

TSJE and ultimately the Supreme Court -- both of which 


SIPDIS 
presently answer to the Colorados -- for a decision to find 
Lugo ineligible to run. 


Duarte: Considering the \"Nuclear\" Option 


5. (C) Meanwhile, President Duarte remains singularly 
focused on his own reelection ambitions. He needs a majority 
of votes in both Houses of Congress to pass an amendment to 
the Constitution to overcome the present bar against 
reelection. The Colorados are in the minority in Senate 

(they control only 17 of 45 votes). Opposition parties have 
been steadfast in denying Duarte the votes he needs for 
reelection. Under increasing pressure from Colorado 
politicians who believe further delay is damaging their 

chance to identify a successor, Duarte recently announced 
March as the deadline for reaching closure on his reelection 
bid. Of course, he had announced prior he wanted to reach a 
decision by February. 


6. (C) The Supreme Court\'s decision February 20 to review 
the 1998 conviction against former General Lino Oviedo for 
plotting a coup has given rise to rumors of a possible deal 
between Duarte and Oviedo\'s supporters that would condition 
Oviedo\'s release in exchange for the votes Duarte needs to 
pursue reelection. VP advisor Juan Facetti told PolCouns 
2/21 a deal is in the works for the Supreme Court to expunge 
Oviedo\'s conviction based on a recommendation from the 
Attorney General. Attorney General Candia expects to review 
the testimony of some 35 witnesses that we understand will 
include a retired general claiming he was pressured to 

testify falsely against Oviedo. Candia signaled to PolCouns 
February 22 that he did not consider releasing Oviedo beyond 
the pale ) a remarkable assertion considering the political 
stakes,(and the legal issues given his responsibilities as 
Attorney General). The decision would then fall to the 
Supreme Court\'s 3-judge Penal Panel to rule on the Attorney 
General\'s recommendation. In exchange for a favorable 
ruling, Oviedo\'s party UNACE with its 5 senators complemented 
by several additional Oviedo supporters within the opposition 
Liberal Party would vote in support of the amendment the 
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President needs to pursue reelection. 


7. (C) This is hardly a done deal. According to Facetti, 

the President is waiting on results from his own poll due in 
early March on how he would fare in a race with Oviedo and 
leftist aspirant Fernando Lugo before deciding whether to 
green light Oviedo\'s release. Ardent Colorado opponents of 
Oviedo, including Sen. Nelson Argana, the son of former 
Vice-President Luis Maria Argana assassinated in plot 
allegedly led by Oviedo, have condemned any possible deal on 
Oviedo. Duarte himself hails from the \"Argana\" wing of the 
Colorado Party and publicly has been insistent he would never 
a countenance a deal on Oviedo\'s release. Oviedo\'s 
supporters have told us that Colorados have approached them 
in the past about releasing Oviedo on house arrest. Oviedo, 
however, has reportedly always insisted on his conviction 
being expunged as otherwise he is constitutionally barred 

from running for President. According to Facetti, 
Vice-President Castiglioni, anxious to announce formally his 
own candidacy for the Presidency, is distraught over this 

plan and contemplating resignation should it come to pass. 


8. (C) COMMENT. Lugo remains in the drivers\' seat in the 
current race for President unless or until the Colorados 
conspire to take away his license by asking the Courts to 

rule against him. The opposition parties have yet to 
coalesce formally behind Lugo but they are desperate to kick 
out the Colorados and increasingly see in Lugo their best 
hope. A deal to release Oviedo in exchange for the votes 
Duarte needs to pursue reelection would convert Paraguay\'s 
political scene into a complete circus with the potential for 
some serious fireworks. Oviedo was convicted almost 10 years 
ago of plotting a coup; charges against him for involvement 
in the assassination of Argana in 1999 are still pending. 
While he enjoys wide support amongst Paraguay\'s rural 
community, he also has virulent opponents within political 
and military circles, not to mention civil society, and his 
release could provoke violence and unrest. Oviedo is a 
populist by nature with demagogic tendencies and a long track 
record for involvement in criminal activity including drug 
trafficking. His release in connection with a pact to allow 
Duarte to pursue reelection would represent a severe blow to 
Paraguay\'s attempt to build democratic institutions and 
respect for rule of law. End Comment. 


FITZPATRICK 


98034 

PP RUEHWEB 

DE RUEHYN #0300 0571157 
ZNR UUUUU ZZH 


Column 3 

P 261157Z FEB 07 

FM AMEMBASSY SANAA 

TO RUEHC/SECSTATE WASHDC PRIORITY 6426 
INFO RUEKJCS/JOINT STAFF WASHINGTON DC 
RHMFIUU/HQ USCENTCOM MACDILL AFB FL 
RHMFISS/CJTF HOA 


SIPDIS 
SIPDIS 
DEPARTMENT FOR NEA/ARP, PM, DRL, H, INR, L, INL 


E.O. 12958: N/A 
TAGS: PREL, MASS, PHUM, MOPS 
SUBJECT: HUMAN RIGHTS VETTING APPROVAL FOR AL ASADI FOR IMET 


1. The following statement is provided to verify the human 
rights vetting process: at this time the Embassy verified 

that Post possesses no credible information of gross human 
rights violations by: 


Major Ahmed Ali Saleh AL ASADI, Yemen Air Force, DOB: 01 Feb 
1964 


2. Additionally the following human rights vetting 
information is provided: 


A. Specific assistance: Asadi will be attending an English 
language course at Lackland Air Force Base, TX (February 27 - 
May 4). Asadi will then attend aircraft maintenance training 

at Sheppard AFB, Texas (May 5 - September 27). 


B. Certifying country team official: Pol/Econ Chief Joey 
Hood. 


C. Current threat assessment: High. 


D. This message grants country team approval on human rights 
vetting requirements for Asadi. 
KRAJESKI 
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E.O. 12958: DECL: 01/19/2016 

TAGS: PK, PREL, PTER 

SUBJECT: PAKISTAN PUSHES MIDDLE-EAST PEACE INITIATIVE 
FORWARD 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 


1. (C) Summary and comment. Pakistani Foreign Minister 
Khurshid Kasuri convened a meeting in Islamabad of the 
Foreign Ministers from Saudi Arabia, Egypt, Jordan, Turkey, 
Indonesia and Malaysia. The session was billed as a 
continuation of President Musharraf\'s efforts to work with 
like-minded Muslim states to resolve the Israel-Arab dispute, 
to stem violence in Iraq, to stabilize Lebanon, and to 
de-escalate tensions over Iran\'s nuclear program. 

The fact that the Foreign Ministers of Egypt and Saudi Arabia 
agreed to attend a Mideast-focused event hastily organized by 
a non-Arab state seems to indicate that, like the Pakistanis, 
other Muslim nations are deeply worried that sectarianism and 
militancy could spill out of Iraq at a dangerous rate. 


Column 3 

Paragraph 3 contains an action request: Post asks the 
Department to request action adressees to provide feedback on 
what attendees are saying about the meeting and about plans 
for a like-minded summit in Saudi Arabia. End summary and 
comment. 


Pakistan Urges FM\'s to Solve Middle East\'s Problems 

2. (C) On February 24, Pakistani Foreign Minister Kasuri 
called together fellow Foreign Ministers from key Islamic 
capitals to drive forward the Middle-East peace initiative 
President Musharraf initiated in January (Reftel). The 
Pakistani Foreign Ministry described the meeting as a \"one 
day consultation\" designed to prepare for a summit in Saudi 
Arabia. A joint-statement issued by Pakistan\'s Ministry of 
Foreign Affairs, and several editorial accounts of the 
meeting indicate that the Foreign Ministers of Egypt, Jordan, 
Saudi Arabia, Turkey, Indonesia, and Malaysia \"viewed with 
deep distress the conflict in lraq,\" fear that sectarian 
tensions will spill across Iraq\'s borders, and worry about a 
\"festering\" Palestinian dispute, violence in Lebanon, and 
rising tensions over Iran\'s nuclear program. The Foreign 
Ministers agreed--in principle--on the need for a Muslim 
world peace initiative to solve Palestinian conflict and the 
other crises in the region. 


3. (C) This is an action request. We would appreciate any 
feedback from action addressees as to what the Foreign 
Ministers in attendance thought of the meeting and of 
Musharraf\'s initiative. We are also interested in hearing 
about a planned summit in Saudi Arabia, an idea Musharraf 
says he broached during his recent visit to Mecca. 
CROCKER 
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DEPARTMENT FOR SCA/INS 
MCC FOR S GROFF, D NASSIRY, E BURKE AND F REID 


E.O. 12958: DECL: 01/12/2017 

TAGS: PGOV, PREL, PTER, PHUM, MOPS, CE 

SUBJECT: SRI LANKA: FORMIN PROMISES DEVOLUTION PROPOSAL; 
DOWNPLAYS HUMAN RIGHTS SITUATION 


Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b,d). 


1. (C) SUMMARY: Ambassador called on Foreign Minister 
Rohitha Bogollagama and Foreign Secretary Palitha Kohona on 
February 23 at their request. Bogollagama assured us that 

the All Party Representative Committee (APRC) devolution 
proposal would be ready soon, perhaps before Bogollagama\'s 
proposed trip to Washington in mid-March. Ambassador urged 
the Government of Sri Lanka (GSL) to take advantage of its 
current majority in parliament to press forward on a 

political solution. Kohona expressed concern about the 
number of letters from the U.S. Congress on the humanitarian 
situation in Sri Lanka. He argued that they reflect out of 

date information and Liberation Tigers of Tamil Eelam (LTTE) 
propaganda. Ambassador pointed out that the LTTE-breakaway 
Karuna group is becoming increasingly brazen in the East and 
that there seem to be no restraints on its actions. 

Bogollagama admitted that Sri Lanka has a history of law 
enforcement engaging in extrajudicial activity, but said the 

GSL is currently trying to establish transparency in this 

area. End Summary. 


Devolution Proposal Coming Soon 


2. (C) The Ambassador, accompanied by PolOff, called on 
Foreign Minister Rohitha Bogollagama on February 23 at the 
Minister\'s request. Foreign Secretary Palitha Kohona was 

also present. Bogollagama opened by assuring the Ambassador 
that the APRC devolution report would be coming out soon, 
hopefully before Bogollagama\'s proposed trip to Washington in 
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mid-March. The Minister stressed the importance of the 
report and acknowledged that \"everyone\" is eager to see a 
legitimate political proposal put forward. He noted 

President Rajapaksa\'s desire to have a final report within 8 
weeks. Ambassador urged the GSL to take advantage of the 
current majority in parliament to press forward on a 

political solution to the conflict. 


Busy Schedule 


3. (C) Bogollagama reported that his recent visit to 

Pakistan went well and updated the Ambassador on his upcoming 
travel plans. The Minister will be in the United Kingdom 

from March 7-9, and in India on March 18, leaving a window in 
mid-March for his proposed travel to Washington to meet 
Secretary Rice. (We will advise the MFA that Secretary Rice 


SIPDIS 
is not available March 11-14.) 


Congressional Letters Causing Concern 


4. (C) Kohona expressed concern that he, Bogollagama, and 
President Rajapaksa have all received letters from members of 
the U.S. Congress on the humanitarian situation in Sri Lanka. 
Kohona argued that the letters are based on out of date 
information and reflect LTTE propaganda. For example, he 
said, the humanitarian crisis in the East has been resolved 
now that the Government controls the area. He told us that 
the GSL had already addressed the humanitarian crisis in 
Jaffna. One letter called for the opening of the A-9 

highway, which Kohona stated was closed to prevent the LTTE 
from forcibly recruiting Jaffna\'s inhabitants. Ambassador 
emphasized the international community\'s focus on seeing 
internally displaced persons from all communities resettled 

and commended the GSLVs efforts to address the humanitarian 
issues in Jaffna. He noted, however, that human rights 

issues are still a problem and GSL action is needed to stem 
the abuses. 


Government Committed to Resolving Human Rights Cases 
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5. (C) Kohona assured the Ambassador that the GSL does not 
condone human rights abuses and pointed out that even 
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Government officials have been victims. The Commission of 
Inquiry (COI) and the International Independent Group of 
Imminent Persons (IIGEP) were set up to demonstrate the GSL\'s 
commitment to solving human rights cases. The GSL is proud 
to be setting a precedent of having an independent group of 
investigators with international observers looking into these 
abuses. He said the GSL has been unable to crack the cases 
so far because the perpetrators often escape to 
LTTE-controlled areas where the GSL can not reach them. 
Another limitation, according to Kohona, was the GSL\'s 
determination that the investigating security forces act 

within the law. Ambassador expressed satisfaction that the 
COI and IIGEP are, in general, off to a good start, noting 

that the U.S. representative to the IIGEP was pleased with 

the initial meetings the week of February 12. He underlined 
the importance of taking action on human rights cases that 
leads to actual prosecutions and punishments. He cited the 
perception among Sri Lankans that the Government is working 
with groups such as the Eelam People\'s Democratic Party and 
the LTTE-breakaway Karuna group, and he urged the GSL to 
address that situation honestly. Bogollagama acknowledged 
that Sri Lanka has a history of law enforcement engaging in 
extrajudicial activity, but said that the GSL is currently 

trying to establish transparency in this area. He said the 

GSL will investigate human rights cases as quickly as 

possible and is working to exercise its writ in the newly 

cleared areas in the East. 


Dealing with Karuna 


6. (C) Ambassador pointed out that the Karuna group is 
becoming increasingly brazen in the East and that there seem 
to be no restraints on its actions. He noted the importance 
of reinforcing rule of law in the East with uniformed 

officers, not with masked men. He explained that if Karuna 
wants to become a leader in the East, he must abide by the 
law. The GSL must be careful not to create a monster that 
will later become an embarrassment. Kohona claimed that 
Karuna is not a huge factor; he has only 400 or so members. 
Moreover, Karuna has given assurances that he wants to join 
the political mainstream and has promised not to recruit 

child soldiers. The GSL will deal with him politically 

because it does not want to open up a second military front, 
he said. 


7. (C) COMMENT: Bogollagama seemed confident that the GSL 
could deliver a devolution proposal within a few weeks. 

Kohona, relaxed and friendly, nevertheless energetically 
defended the GSL\'s humanitarian and human rights records. 
Although Kohona dominated the conversation, Bogollagama 


Column 3 

seemed the more willing to acknowledge the need for greater 
accountability within the GSL\'s security forces. 
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1. SUMMARY: The Independent Electoral Commission (IEC) has 
released the final results of the February 17, 2007 Lesotho 
National Assembly election, with a controlling share of seats 
going to the governing Lesotho Congress for Democracy (LCD). 
Voter turnout was 49 percent, and participation by young voters 
seems to have been limited (especially in the rural areas). The 
All Basotho Convention (ABC) won most of the non-LCD 
constituencies, while the Alliance of Congress Parties (ACP) 
picked up one constituency. Major opposition parties have filed 
complaints with the IEC regarding electoral irregularities, and 
court cases stemming from the election will unfold over the 
coming weeks and months. Smaller parties without alliances with 
the LCD or ABC posted only modest returns. END SUMMARY. 
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2. Parliamentary seats were allocated as follows: 


Constituency Proportional 


Party name Seats Seats 
Total 
All Basotho Convention 17 0 17 


Lesotho Congress for Democracy 61 0 61 


Alliance of Congress Parties 1 1 2 
Basotho Batho Democratic Party 0 1 1 
Basutoland Congress Party 0 1 1 


Basotho Democratic National Party O 1 1 


Basotho National Party 0 3 8 
Lesotho Workers Party 0 10 10 
Marematlou Freedom Party 0 1 1 


National Independent Party 0 21 21 


New Lesotho Freedom Party 0 0 0 
Popular Front For Democracy 0 1 1 
TOTALS 79* 40 119* 


(*) - One LCD Candidate died after the printing of ballots but 
before the elections, necessitating a bi-election. 
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3. The results reflect a rural/urban split, with the ABC\'s 
support coming almost exclusively from urban areas, while rural 
areas remained LCD strongholds. The ABC and the Basotho 
National Party (BNP) indicated that they intend to take legal 
action regarding claimed irregularities prior to and during 
polling day. Two of the alleged issues are the alleged use of 
official vehicles by ministers to ferry voters to polling 

stations and the donation of school equipment to certain 
constituencies on the eve of the election, after the end of the 
official campaign period. 


Local vs. International Opinion 
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4. Domestic election monitors tended to see Lesotho\'s election 
conditions in a harsher light than international observers. In 

their interim statements, international observers such as 

Southern African Development Community (SADC), African Union 
(AU), SADC-Parliamentary Forum, the Commonwealth, and the 
Electoral Institute of Southern Africa (EISA) generally stated 

that the elections were free and fair. Local observers, 

including the Lesotho Council of NGOs (LCN), the Crossroads 
Youth Organization (supported by the German Diplomatic Service), 
and the Christian Council of Lesotho (CCL) each stressed that 
the fairness of the elections has yet to be determined. 


5. International and local observers both criticized the use by 

major parties of smaller parties as \"surrogates\" to claim larger 
portions of the proportional representation seats (see REFTEL 

for a fuller explanation of the allocation of constituency and 
proportional representation parliamentary seats under the Mixed 
Member Proportional\" (MMP) system). Most observers saw the use 
of \"surrogates\" (the National Independent Party (NIP) for the 

LCD and the Lesotho Workers Party (LWP) for the ABC) as a 
subversion of the intent of the MMP system. 
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6. COMMENT: It is still unclear what the composition of the 
new cabinet will look like, as five LCD Ministers failed in 

their re-election bids (though they may retain seats, and 
possibly be reappointed to Ministerial posts, due to their 
inclusion in the NIP party list or through appointments to the 
Senate). During a recent press conference, Prime Minister and 
LCD Party Leader Pakalitha Mosisili stated that he is under no 
obligation to include members of the allied NIP party in his new 
cabinet. It is also worthy of note that the opposition is 

making political hay of the fact that the 2006 census, due out 

in December 2006, has still not been made public. Sensing a 
conspiracy (not unusual in such a spread-out, mountainous 
country with poor communications), opposition figures state that 
the census would prove fraud with regard to the large number of 
voters reported in certain rural areas. Regardless of the 
accuracy of this claim, it is clear that arguments concerning 

the 2007 National Assembly election will predictably dominate 
Lesotho\'s political landscape for some time to come. We should 
note, however, that despite numerous rallies, roundtables, and 
the like, on the whole there is a commitment to set parameters 
through legislative reforms or court cases in this burgeoning 
democracy. END COMMENT. 

PERRY 


98038 

OO RUEHPA 

DE RUEHRY #0238/01 0571224 

ZNY CCCCC ZZH 

O 261224Z FEB 07 

FM AMEMBASSY CONAKRY 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 0735 

INFO RUEHZK/ECOWAS COLLECTIVE IMMEDIATE 

RUEATRS/DEPT OF TREASURY WASHINGTON DC IMMEDIATE 
RUEHFT/GOLFCO MSGBN AMCONGEN FRANKFURT GE IMMEDIATE 
RHMFISS/HQ USEUCOM VAIHINGEN GE//POLAD/J2/J5// IMMEDIATE""CONFIDENTIAL SECTION 


SIPDIS 
SIPDIS 


FOR GUINEA TASK FORCE, AF/W, AF/EX, CA/OCS, DS/IP/AF 
PLEASE ALSO PASS TO AID/AFR, PEACE CORPS 


Column 3 

E.O. 12958: DECL: 02/26/2017 

TAGS: PGOV, PREL, ELAB, PINS, ASEC, CASC, AEMR, GV 

SUBJECT: TFGV01: CONTE AGREES TO APPOINT A NEW PM, STRIKE 
SUSPENDED 


REF: CONAKRY 236 AND PREVIOUS 


Classified By: PolOff Jessica Davis Ba, Reason 1.4 (b,d) 


1. (C) ECOWAS envoy and former Nigerian President Ibrahim 
Babangida announced February 25 that President Lansana Conte 
has agreed to appoint a new consensus prime minister from a 
short list of names proposed by the unions and civil society. 

The inter-union coalition suspended the general strike 

effective at midnight February 26, designating the day of the 

26th as a national day of prayer. Babangida offered himself 

as \"moral guarantor\" of this agreement and will return to 
Conakry on March 2 to assess progress. 


2. (C) Babangida\'s intervention has yielded a necessary 
next step but whether it will be sufficient remains to be 

seen, even if it is fully implemented -- and the individual 
selected agrees to serve. The public event at which the 
ECOWAS delegation declared success was not attended by any 
government or military officials, although national 

television and radio broadcast the speeches. We will be 
closely watching the formation of the new government to 
determine how balanced and broad-based it actually is. As 
long as Conte and his circle remain in place, any government, 
no matter how well intentioned, is likely to be 

dysfunctional. End Summary. 


3. (C) Following intensive meetings with all sectors of 

Guinean society February 22-24 (Conakry 235, 236), the ECOWAS 
delegation led by former Nigerian President Ibrahim Babangida 
met on the afternoon of February 24 with President Lansana 
Conte. Meeting at his village home in Wawa, they informed 

him that the people would accept nothing less than for Conte 

to appoint a new prime minister, to serve as head of a 

government of broad consensus. Conte reportedly agreed to do 
so. 


4. (C) The morning of February 25, Babangida and ECOWAS 
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Executive Secretary Mohammed Ibn Chambas asked unions and 
civil society to propose specific names of individuals they 

would accept as a prime minister. The ECOWAS delegation 
promised that Conte had agreed to accept to name a candidate 
from the proposed list. The unions were asked to put forth 

three names and civil society was asked to propose two 
individuals who fit the criteria outlined in the tripartite 

agreement of January 27. 


5. (C) Unions and civil society leaders told us that they 
wanted their short list to include all ethnicities and all 
regions. However, they did not directly consult with these 
individuals before proposing them. The candidates put forth 
are: 


-- Mohammed Beauvogui, the only person proposed by both the 
unions and civil society, is Director General for Central and 
West African Affairs at the United Nations International Fund 
for Agricultural Development, based in Rome. There since 
2000, Beauvogui works closely with African heads of state, 
the U.N., World Bank and the IMF to implement agricultural 
development projects. Prior to this position, he worked for 
the U.N. Office for Project Services implementing U.N. 
initiatives, mostly in Sub-Saharan Africa. Beauvogui is a 
young, fast-rising star within the U.N. system and the 
international community. With a Peuhl mother and a father 
from the Forest Region, he cuts across two ethnicities, but 
he is not readily identified with either -- an important 

asset at this critical juncture. Many of our interlocutors 
believe if chosen, Beauvogui will not accept. 


-- Lansana Kouyate was one of the union candidates. Based in 
Abidjan, he is currently the Special Representative of the 
International Organization of \"la Francophonie,\" working on 
elections and transparency issues. Kouyate served as ECOWAS 
Executive Secretary from 1997 until Chambas assumed this 
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position in 2002. Prior to ECOWAS, Kouyate was U.N. 
Assistant Secretary General for Political Affairs focusing on 
West African issues and Vice President of the U.N. Economic 
and Social Council. A former Guinean diplomat, he served as 
ambassador to Egypt, Sudan, Turkey, Jordan, Syria, and 
Lebanon. Kouyate\'s mother is a Soussou from Conte\'s village, 
but he is of the lower griot caste, a disadvantage here. 
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Kouyate has been asked several times in the past to accept 
the prime ministership and has declined each time. Kouyate 
was in Guinea for several days during the strike for 
consultations. 


-- Kabinet Komara was the second candidate proposed by civil 
society. Komara is the Director of Projects and 

Administrative Services for the African Export-Import Bank 
based in Cairo, Egypt. He seems to have been associated with 
the bank since its founding in 1993. A journalist by 

training, in 1990 he was appointed to the Transitional 
Committee for National Redressment (CTRN), the entity that 
drafted and refined Guineal's constitution. Komara, an ethnic 
Malinke, is revered in Kankan where he and his wife 
consistently provide the local hospital with basic supplies. 


-- Saidou Diallo was the final union proposition. Diallo is 
currently the General Director of the Guinean Social Security 
system. He is an economist by training and was a former Vice 
Governor of the Central Bank during the 1980s. Diallo was 
the Director of Integration at the Ministry of Foreign 

Affairs and Ambassador to Nigeria in the 1990s. He is Peuhl. 


-- A fifth candidate, the head of the Guinean Red Cross, was 
generally rejected due to political baggage from the Sekou 
Toure regime. 


6. (C) Contacts in the unions, civil society, and religious 
communities indicate that Beauvogui is a clear front runner 
forthem. He is young, of mixed ethnic heritage, and from 
the underrepresented Forest Region. Our contacts at the 
presidency believe that if Conte were to name a new prime 
minister, he might favor Saidou Diallo, a \"Guineo-Guinean\" 
who has worked most of his life within the country in various 
administrative positions. Babangida told the representatives 
that Conte promised to name the new prime minister before 
March 2. 


7. (C) Representatives from Guinean society and the 
international community gathered at the Palais du Peuple for 

the February 25 press conference. Notably absent were the 
Guinean government and the military. Not even the National 
Assembly President, Aboubacar Sompare, attended, even though 
the event took place in the National Assembly\'s meeting hall. 

As the press conference was delayed a couple of hours, many 
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in the crowd wondered if Conte had had a change of heart. 
When Babangida returned and opened the press conference, he 
allayed these fears. 


8. (SBU) Babangida expressed gratitude for the honor to 
serve as special envoy to \"this beautiful country that is 

held in high esteem throughout Africa for its special place 

in history.\" He thanked Conte for his warm reception and 
support for his work, demonstrating that Conte is truly \"the 
father of the country". Babangida remarked on the patriotism 
and commitment of his interlocutors. 


9. (SBU) Chambas read out the communique, declaring that 
following consultations, all actors agreed to the 

propositions set forth and that Conte agreed to name a new 
prime minister. The crowd responded with resounding applause 
and cheers. The communique stated that the unions would 
suspend the strike on February 26, with workers due back to 
work on February 27. Babangida would be the moral guarantor 
of this accord and return to Guinea on March 2 to assure that 

it has been implemented. Chambas also called on the 
international community to mobilize resources for Guinea\'s 
development. 
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10. (SBU) Rabiatou Serah Diallo, CNTG General Secretary, 
thanked both Babangida and Conte for their contributions to 

the resolution. Ibrahima Fofana, USTG General Secretary, 
congratulated Guinea\'s workers on their achievements and said 
that February 26 should be dedicated to the memory of all the 
victims. He asked for the immediate and unconditional 
liberation of all detainees arrested during the strike and 

state of siege. He announced that the unions would suspend 
the strike at midnight February 26. 


11. (SBU) National Council of Civil Society Organizations of 
Guinea President Ben Sekou Sylla remarked that Guineans are 
ripe for change. \"No longer would they accept corruption, 
embezzlement, and misery,\" he said. He thanked Guineans in 
the Diaspora for their support and the international 

community for assistance in caring for the victims of 

violence. 
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Initial Public Reaction Appears Positive 


12. (C) Guinean national radio broadcast the statements in 
their entirety on the February 25 evening news, summarizing 
the general content in all of Guinea\'s major languages. 

Initial feedback has been positive. Union and civil society 
representatives told us they plan to meet over the next few 
days to propose additional candidates to comprise a new 
government. On February 26, Rabiatou Diallo called Poloff to 
express sincere thanks to the Embassy, the Ambassador, and 
other officers, and for the support of the American people in 
keeping attention focused on Guinea\'s crisis. Diallo said 
that she feels good about the progress made to date, but 
emphasized that now the real work begins. 


13. (C) People were overjoyed with the ECOWAS-facilitated 
accord; many leaders left the Palais du Peuple singing the 

Guinean national anthem. The involvement of ECOWAS meant the 
crisis was no longer isolated as a Guinean problem. They 
underscored that Babangida\'s shrewd negotiations forced each 
side to see their shortcomings, making them amenable to 
compromise. Most felt assured that Conte will have to\" 

appoint a new prime minister. Others were far more hesitant 

and said that celebration was premature -- Conte has made 

this promise before and has yet to keep his word. 


14. (C) The military leadership has made no public 
statements since General Kerfalla\'s February 23 order that 
all workers should return on the 26th. Union leaders and 
others emphasized that Kerfalla had no authority to issue 

this order and expressed doubt that anyone would obey it. 
They set their own suspension purposefully in contradiction 

of Kerfalla\'s date. The presidents of the National Assembly, 
Supreme Court, and Economic and Social Council have been 
conspicuously absent since the resounding defeat of Conte\'s 
proposal to extend the state of siege (although Sompare got 
credit among some local observers for allowing the assembly 
session to play out as it did). The religious leaders are 

now recognized by most to have taken their place as the key 
Guinean mediators. Current members of Conte\'s cabinet have 
kept a low profile for last few weeks, and many expect that 
they will soon lose their positions. Other government 
contacts have expressed their excitement about a \"new era.\" 


15. (SBU) At present, there is moderate traffic in Conakry 

and some smaller shops resumed normal business. The larger 
stores remained closed, awaiting the official suspension of 

the strike at midnight. The mood in the streets is calm and 
does not reflect the tension of previous days. There was no 
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presence of military, gendarmes, or police in neighborhoods 
throughout the capital. The conditions are similar in the 
interior, where most citizens are preparing to resume normal 
activities. 


16. (C) The ECOWAS-brokered deal constitutes an important 
step forward to the extent that it resolves the immediate, 
acute crisis. Authoritarian regimes seldom die, however, 
without putting up a fight. Even if President Conte appoints 
anew, more consensual prime minister this week, one can 
expect a battle royal over ministerial positions when the new 
prime minister begins to form his government. 
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17. (C) Moreover, as long as President Conte remains in 
office, certain greedy members of his family, his corrupt 
civilian and military subordinates, and his business cronies 
will continue to be in a position to exert negative influence 
and to inhibit normal governance. Guinea appears to have 
overcome its immediate crisis, but government operations will 
likely remain dysfunctional as long as Conte is President of 
the Republic. 
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E.O. 12958: DECL: 02/20/2017 

TAGS: PK, PREL, PTER 

SUBJECT: MOSQUE DESTRUCTION STANDOFF CONTINUES TO CHALLENGE 
GOVERNMENT 


REF: A. ISLAMABAD 0625 
B. ISLAMABD 22512 
C. ISLAMABAD 189 


Classified By: Ambassador Ryan Crocker, Reasons 1.4 (b) and (d) 


1. (C) Summary. Four weeks in, approximately 200 female 
students of the Madrassa Hafza continue to occupy a 
children\'s library to protest the Islamabad Capital 
Development Authority\'s initiative to raze and relocate 
illegally constructed mosques. Reporters who have visited 
the girls and women occupying the library tell us that the 
rooms surrounding the sit-in area are staffed by heavily 
armed male militants, including some with known ties to 
al-QaVida. (Note: According to press reports, the Lal 
Mosque, which adjoins the madrassa, has in the past 
frequently broadcast al-Qa\'ida propaganda over its 
loudspeakers. End note.) Ongoing negotiations with 
\"representatives\" of the girls/women -- and significant 
government concessions that include empowering a 12-member 
committee of ulema with making the final decision on mosque 
destruction -- have not swayed the leadership of the 
Madrassa. A desire to avoid actions that would injure or kill 
young girls, along with political sensitivities this election 
year, have motivated the government to act with extreme 
caution, despite growing public sentiment that the standoff 
poses a direct challenge to the government\'s writ and to its 
anti-militancy rhetoric. The Interior Ministry and Islamabad 
Capital Territory (ICT) Police have prepared for an operation 
to end the sit-in, bringing 700 female police officers and 
extra riot gear to the capital two weeks ago, but sources say 
senior government officials remain reticent about authorizing 
the action. End summary. 
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Girls\' Sit-in, Into Week 4, Becomes Talk Of The Town 

2. (SBU) Roughly 200 female students of the Jamia Hafza 
Madrassa continue their four-week-old sit-in at a government 
owned children\'s library adjacent to the Lal Mosque (ref A). 
The girls and women are protesting the Capital Development 
Authority (CDA)\'s initiative to demolish and relocate 

illegally constructed mosques and madrassas, including a 
portion of their own institution. Government officials, in 

an attempt to settle the standoff peacefully, have engaged in 
a series of protracted negotiations and made significant 
concessions. On February 12, the Minister of Religious 
Affairs, negotiating on behalf of the government, announced a 
settlement: the girls would leave the library if the CDA 

would cease issuing demolition notices to illegally 

constructed mosques. The government has authorized a 
12-member committee of ulema to decide which mosques were 
impinging on government road or development projects and to 
negotiate alternate sites to relocate such facilities. The 
government also agreed to rebuild one of the mosques the CDA 
demolished earlier in February. 


3. (SBU) The concessions did not end the standoff. In 
subsequent days the girls escalated their redlines, demanding 
the government legalize all 81 mosques the development 
authority previously cited as \"illegally built on government 
land,\" as well as to legalize the sections of their madrassa 
that the government recently announced it would demolish 
because it exceeded the size limits allowed in the original 
building permit. The students also demand the enforcement of 
sharia in Pakistan. 


Operation Iminent...For Two Weeks 

4. (C) Government officials from the CDA, Interior Ministry, 
and Capital Police tell poloffs that they have been planning 
an \"operation\" against the girls at the madrassa since 
February 2nd. On February 5, Interior Minister Sherpao was 
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quoted as saying, \"we have utilized all options for a 

peaceful solution...we are left with no other option but 

using our authority to end the illegal occupation.\" A few 

days later, the Interior Minister ordered 700 female police 

from across Punjab to come to Islamabad with riot-gear; they 
were to form the back-bone of the operation against the 
students. As of this week, no operation has been launched, 
but Interior Minister Sherpao told the Ambassador on February 
28rd that the Ministry \"knows who the bad guys are\" among 
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those occupying the library and is working carefully get 
women and girls out before engaging the heavily armed 
militants. Contacts tell post that only President Musharraf 
and Prime Minister Aziz can authorize the politically 
sensitive operation. 


5. (C) Comment. The government\'s inaction against the 
occupation --and its eagerness to negotiate away government 
prerogatives -- has been the talk of Islamabad\'s 

intelligencia for weeks. Ruling party, opposition, and media 
contacts all say the government looks weak, torn between 
enforcing the law and kow-towing to religious parties. The 
same contacts also note, though, that police actions leading 
to the deaths of teenage girls would be morally unacceptable, 
not to mention politically disasterous. In the end, the 

entire episode underscores the moral depravity of the 
militants who are using girls as human shields--and the 
imperative that the government continue its fight against 
such extremism. End comment. 

CROCKER 
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SUBJECT: MOSQUE DESTRUCTION STANDOFF CONTINUES TO CHALLENGE 
GOVERNMENT 


REF: A. ISLAMABAD 0625 
B. ISLAMABD 22512 
C. ISLAMABAD 189 


Classified By: Ambassador Ryan Crocker, Reasons 1.4 (b) and (d) 


1. (C) Summary. Four weeks in, approximately 200 female 
students of the Madrassa Hafza continue to occupy a 
children\'s library to protest the Islamabad Capital 
Development Authority\'s initiative to raze and relocate 
illegally constructed mosques. Reporters who have visited 
the girls and women occupying the library tell us that the 
rooms surrounding the sit-in area are staffed by heavily 
armed male militants, including some with known ties to 
al-QaVida. (Note: According to press reports, the Lal 
Mosque, which adjoins the madrassa, has in the past 
frequently broadcast al-Qa\'ida propaganda over its 
loudspeakers. End note.) Ongoing negotiations with 
\"representatives\" of the girls/women -- and significant 
government concessions that include empowering a 12-member 
committee of ulema with making the final decision on mosque 
destruction -- have not swayed the leadership of the 
Madrassa. A desire to avoid actions that would injure or kill 
young girls, along with political sensitivities this election 
year, have motivated the government to act with extreme 
caution, despite growing public sentiment that the standoff 
poses a direct challenge to the government\'s writ and to its 
anti-militancy rhetoric. The Interior Ministry and Islamabad 
Capital Territory (ICT) Police have prepared for an operation 
to end the sit-in, bringing 700 female police officers and 
extra riot gear to the capital two weeks ago, but sources say 
senior government officials remain reticent about authorizing 
the action. End summary. 


Girls\' Sit-in, Into Week 4, Becomes Talk Of The Town 

2. (SBU) Roughly 200 female students of the Jamia Hafza 
Madrassa continue their four-week-old sit-in at a government 
owned children\'s library adjacent to the Lal Mosque (ref A). 
The girls and women are protesting the Capital Development 
Authority (CDA)\'s initiative to demolish and relocate 

illegally constructed mosques and madrassas, including a 
portion of their own institution. Government officials, in 

an attempt to settle the standoff peacefully, have engaged in 
a series of protracted negotiations and made significant 
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concessions. On February 12, the Minister of Religious 

Affairs, negotiating on behalf of the government, announced a 
settlement: the girls would leave the library if the CDA 

would cease issuing demolition notices to illegally 

constructed mosques. The government has authorized a 
12-member committee of ulema to decide which mosques were 
impinging on government road or development projects and to 
negotiate alternate sites to relocate such facilities. The 
government also agreed to rebuild one of the mosques the CDA 
demolished earlier in February. 


3. (SBU) The concessions did not end the standoff. In 
subsequent days the girls escalated their redlines, demanding 
the government legalize all 81 mosques the development 
authority previously cited as \"illegally built on government 
land,\" as well as to legalize the sections of their madrassa 
that the government recently announced it would demolish 
because it exceeded the size limits allowed in the original 
building permit. The students also demand the enforcement of 
sharia in Pakistan. 


Operation Iminent...For Two Weeks 

4. (C) Government officials from the CDA, Interior Ministry, 
and Capital Police tell poloffs that they have been planning 
an \"operation\" against the girls at the madrassa since 
February 2nd. On February 5, Interior Minister Sherpao was 
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quoted as saying, \"we have utilized all options for a 

peaceful solution...we are left with no other option but 

using our authority to end the illegal occupation." A few 
days later, the Interior Minister ordered 700 female police 
from across Punjab to come to Islamabad with riot-gear; they 
were to form the back-bone of the operation against the 
students. As of this week, no operation has been launched, 
but Interior Minister Sherpao told the Ambassador on February 
23rd that the Ministry knows who the bad guys are\" among 
those occupying the library and is working carefully get 
women and girls out before engaging the heavily armed 
militants. Contacts tell post that only President Musharraf 
and Prime Minister Aziz can authorize the politically 

sensitive operation. 


5. (C) Comment. The government\'s inaction against the 
occupation --and its eagerness to negotiate away government 
prerogatives -- has been the talk of Islamabad\'s 

intelligentsia for weeks. Ruling party, opposition, and media 
contacts all say the government looks weak, torn between 
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enforcing the law and kow-towing to religious parties. The 
same contacts also note, though, that police actions leading 
to the deaths of teenage girls would be morally unacceptable, 
not to mention politically disasterous. In the end, the 

entire episode underscores the moral depravity of the 
militants who are using girls as human shields--and the 
imperative that the government continue its fight against 
such extremism. End comment. 

CROCKER 
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SUBJECT: ZAMBIA POLITICAL ROUNDUP 


Refs: A) 06 Lusaka 688 B) 06 Lusaka 1694 and previous; C) Lusaka 155 
D) 06 Lusaka 1518 
1. (U) Topics Covered: 


-- United Party for National Development Seeks Pact with MMD 
-- Hakainde Hichilmema to Join MMD? 

-- Trouble in the UDA 

-- Mwanawasa and MMD Look to the Future 

-- ULP\'s Bob Sichinga Quits 

-- Defiance in Patriotic Front 

-- Parliamentary Election Petition Update 


UPND Seeks Pact with MMD 


1. (SBU) Zambian political parties continue to maneuver to 
consolidate strengths, repair damage, and prepare for the future in 
the aftermath of the September 2006 presidential and parliamentary 
elections. Political commentators speculate that the United Party 
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for National Development (UPND) is seeking a political pact with the 
ruling Movement for Multi-party Democracy (MMD) as MPs looks to 
shore up their flagging prospects for re-election on the party 

ticket. The UPND suffered a severe blow when its founder and 
president Anderson Mazoka died in May 2006 (Ref A) and was further 
weakened during the presidential campaign, when members of the 
party\'s leadership defected after alleging tribalism in the party 

ranks. Most recently, UPND Vice President Patrick Chisanga quit the 
party (Ref B). UPND MPs are said to be seeking an agreement that 
would allow them to stand for election on the MMD ticket in 2011. 


Hichilema to Join MMD? 


2. (SBU) UPND president Hakainde Hichilema may also be looking to 
improve his national political prospects. Although Hichilema 

received more than 25 percent of the vote in the presidential 

election, many believe that he irreparably damaged his prospects for 
office during the last campaign, when he closely identified himself 
with the Tonga tribe that forms the UPND\'s base. Sebastian 
Kopulande, former Special Advisor to President Mwanwasa, recently 
told PolOff that, because of his perceived tribal leanings, 

Hichilema does not stand a chance of gaining a national following in 
Zambia. UNZA Professor of Political Science Neo Simutanyi agreed, 
and told PolOff that he would not rule out the possibility that 
Hichilema may try to jump ship to the MMD in order to take advantage 
of the party\'s national organization. As discussed below in 

paragraph 6, President Mwanawasa may be agreeable to a Hichilema 
candidacy on the MMD ticket--though other party stalwarts might be 
less enthusiastic. 


3. (SBU) Not surprisingly, the UPND denies that it is pursuing a 

pact with the MMD. UPND Chairman spokesperson, Charles Kakoma 
emphasized that Hichilema, has not consulted with the MMD, adding 

that the National Management Committee (NMC) -- the party\'s policy 
making body -- has not discussed the matter. Despite Kokoma\'s 
denials, at least ten UPND MPs (led by Mbabala and Kalomo MPs 
Emmanuel Hachipuka and Request Muntanga), were recently reported to 
have been pushing for a pact with the ruling party. MMD spokesman 

and Deputy Minister of Works and Supply, Ben Tetamashimba confirmed 
to media sources that some UPND MPs had approached him over a 
possible pact with the MMD. 


Trouble in the UDA 


4. (SBU) To add to the UPNDVs difficulties, the United Democratic 
Alliance, the three-party alliance anchored by the UPND, (the other 
two participating parties are the Forum for Democratic Development 
(FDD) and the United National Independence Party (UNIP)) could be 
nearing an end. As has always been the case in the UDA, the 
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question of leadership is at the center of the alliance\'s crisis, 

which was sparked by FDD President Edith Nawakwi\'s announcement in 
November that she intended to contest the 2011 presidential 

elections on the UDA ticket. Nawakwi\'s announcement displeased 
Hichilema, who had previously indicated that he would be UDA\'s 
presidential candidate in 2011. Not to be left out of the family 

feud, UNIP Vice President Njekwa Anamela sharply criticized the UPND 
and its leadership for attempting to recruit UNIP members to join 

the party. The developments are likely to create big, possibly 

fatal, cracks in the alliance. 


Mwanawasa and MMD Look to the Future 


5. (SBU) The MMD has also been focusing on its political future. At 

the party\'s National Executive Committee (NEC) meeting held on 
February 11, 2007, President Mwanawasa informed the NEC that he will 
not re-contest the MMD presidency when his term of office expires at 
the party\'s next convention, scheduled for 2009 or 2010. 
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Consequently, the posts of MMD President and MMD Vice President 
(currently vacant) will be filled at that convention. The President 

made clear that he would not select his successor, but would leave 

that task to MMD leaders and members. Mwanawasa encouraged members 
to look within and outside the party for a candidate with integrity 

and high morals. 


6. (SBU) Although the President did not name any potential 
candidates, commentators took his statement that the MMD should look 
outside the party for its next leader to be an implicit endorsement 

of Hichilema. Mwanawasa appears to favor Hichilema -- the UPND 
leader has recently been seen visiting State House and he was a 
prominent presence at the state dinner in honor of Chinese President 
Hu Jintao (Ref C). Moreover, Hichilema has been publicly supportive 
of Mwanawasa and the MMD and the two leaders appear to have few 
differences. In contrast, Mwanawasa is reportedly unhappy with MMD 
National Secretary, Katele Kalumba, whom he has accused of secretly 
campaigning for the MMD presidency. Kulumba recently appeared in 
court on corruption charges and many perceived the President\'s 
statement that the next MMD leader should be a person of high morals 
and integrity to be a direct rebuff to the National Secretary. 


United Liberal Party\'s Bob Sichenga Quits 


7. (SBU) United Liberal Party (ULP) Vice President, Robert \"Bob\" 
Sichinga resigned from the ULP and formally retired from politics. 
In announcing his retirement, Sichinga said at a press briefing that 
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he would set up a Trust -- which will be a non-partisan institution 
-- to provide political, social, and economic and governance 
consultancy services. 


Defiance in Patriotic Front 


8. (SBU) In an extension of his strategy to direct national politics 
from the city and local government level, Patriotic Front (PF) 
President, Michael Sata, recently directed that PF Mayors and 
Councilors would not be allowed to attend state functions or even 
receive President Mwanawasa when he travel to their towns. Sata\'s 
directive breaks with tradition; historically mayors and councilors 
have been non-partisan and participated in all state functions. The 
new policy created a divide within the PF when, during the February 
3-5 visit of Chinese President Hu Jintao, Lusaka Mayor, Susan 
Nakazwe, and other PF Councilors defiantly attended State functions 
that involved the Chinese leader. Sata threatened to discipline the 
rebellious officials, but has not taken any action. 


Parliamentary Election Petitions 


9. (SBU) Losing candidates in the September 28 parliamentary 
elections filed election petitions in 18 constituencies (Ref D). 
Most of the petitions contain similar allegations of electoral 
malpractice and irregularities, including that winning candidates 
improperly influenced voters with food, money and clothing 
materials, ferried voters to polling stations on polling day, and 
caused traditional rulers to issues threats against opponents. 
Several of the petitions have been resolved: 


-- Lukashya Constituency: Former Vice President Lupando Mwape, who 
petitioned the election of PF\'s Alfredah Mwamba, withdrew his 

petition -- to take up his new appointment as Zambia\'s Ambassador to 
the People\'s Republic of China. 


-- Malole Contituency: The Lusaka High Court dismissed PF candidate 
Matildah Mutale\'s petition of the election of independent candidate 
Emmanuel Munaile. Although the Electoral Commission of Zambia (ECZ) 
agreed that it erroneously declared Munaile the winner of the Malole 

seat, although he received 6,616 votes to Mutale\'s 7,214 votes, the 

court dismissed Mutale\'s petition, finding that he had not signed 

the affidavit in support of the petition, as required by law. 

Mutale appealed the decision to the Supreme Court. 


-- Kabushi Constituency: MMD\'s Geoffrey Mukala petitioned the 
election of PF\'s Lombani Msichili. However, the case became moot 
when Mukala died in January, 2007. 


-- Milanzi Constituency : MMD\'s Rosemary Banda (former Minister of 
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Gender in Development in 2006) petitioned the election of UDA\'s Dr. 
Chosani Njovu. The High Court dismissed the petition, finding that 

it was not filed within the 30-day deadline. 


-- lsoka West Constituency: ULP\'s Bob Sichinga petitioned the 
election of MMD\'s Paul Sichamba. Sichinga later resigned from the 
ULP (see para 7) and withdrew the petition, saying that he did not 
want to divide the people of Isoka West. 


MARTINEZ 
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E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Spain, Lavrov, Palestinian Territories, Arab League, 
Lebanon, Iraq (2/22) 


1. Summary: Syrian papers on Feb. 22 reported FM Walid 
al-Mouallem\'s visit to Madrid and his meeting with his Spanish FM 
Miguel Angel Moratinos on Feb. 21. Talks focused on bilateral 
relations, regional issues, most importantly the situation in the 
occupied territories following the Mecca Accord, and the situation 
in Iraq. Both sides stressed the importance of achieving stability 
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and security in Iraq and maintaining its unity, territorial 

integrity, independence and sovereignty. FM Mouallem briefed his 
Spanish counterpart on Syria\'s efforts to boost stability and 
security in Iraq to reach national reconciliation that will 

guarantee its unity and regional safety. 


Papers also reported Russian FM Sergey Lavrov\'s interview with 
\"al-Watan al-Arabi\" magazine published in Moscow on Feb. 21 in which 
he emphasized that solving Mideast issues requires holding a 
positive dialogue with all parties concerned, including Syria and 

Iran, which are important and effective parties in the region. 

\"Russia calls for including Syria in the Mideast peace process and 
solving the Iraqi issue,\" Lavrov said. \"Russia positively evaluates 
communications between Syria and Iraq, as well as the resumption of 
diplomatic relations,\" Lavrov said. He added that Russia is linked 

by traditional friendly relations with Iran and Syria, expressing 
concern over attempts by some foreign sides to direct baseless and 
incorrect accusations against these two countries. 


On the issue of Israeli excavations around the al-Aqsa Mosque, 
papers reported that Mohammed Sa\'eed Bkhitan, Regional Assistant 
Secretary of the Ba\'ath Party, said in a meeting on Feb. 21 with a 
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Palestinian delegation concerned with Jerusalem affairs, that the 
Israeli occupation of Arab territories is the main reason behind 
problems in the region. \"Israel has been rejecting international 
resolutions and hindering the peace process in the region,\" Bkhitan 
said, reiterating the importance of facing every Israeli attempt to 
change the Arab Islamic identity of Jerusalem. He confirmed that 
the Israeli excavations around the al-Aqsa mosque and Jerusalem 
constitute an obvious violation of Jerusalem\'s Arab and Islamic 
identity that provokes Arab and Moslem feelings across the world. 


Papers also cited a statement by Arab League Assistant Secretary 
General Ahmad Bin Hilito Tunisian \"al-Chourouk\" newspaper, 
published Feb. 21, stressing that the AL General Assembly has not 
received any request from any country to modify the Arab Peace 
Initiative of the 2002 Beirut Summit. Bin Hili said that 
\"modification of the Arab Peace Initiative is not scheduled for the 
forthcoming Arab summit.\" He added that the peace initiative 
reflects the Arab strategic vision for a just settlement of the 
Arab-Israeli conflict, calling for marketing this initiative on the 
international level. 


End of summary. 
2. Selected Headlines: 


\"Foreign Minister Mouallem holds official talks with Spanish FM 
Miguel Angel Moratinos on bilateral relations and latest 
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developments in the Palestinian and Iraqi arenas\" (Government-owned 
Tishreen, 2/22) 


\"Russian FM Sergey Lavrov expresses astonishment at haste atthe 
Security Council to form and endorse the international tribunal: 

Syria and Iran must be included in Middle East peace and Iraq." 
(Government-owned Al-Ba\'th, 2/22) 


\"Regional Assistant Secretary of the BaVath Party Mohammed Said 
Bkhitan calls for facing Israeli attempts to Judaize Jerusalem and 
jeopardize the 

al-Aqsa Mosque\" (Government-owned Tishreen, 2/22) 


\"Fleeing the Hell of Iraq, withdrawal of British, Danish and 
Lithuanian troops from Iraq has already been scheduled\" 
(Government-owned Tishreen, 2/22) 


\"British PM Tony Blair calls his forces to return to London. 
Senator Biden calls on Bush to follow Blair\'s steps. Denmark 
completes withdrawal of its troops from Iraq\" (Government-owned 
Al-Thawra, 2/22) 


\"The Lebanese army\'s anti-aircraft batteries fire at Israeli 
warplanes violating Lebanese airspace. The Lebanese opposition 
warns against US intentions\" (Government-owned Tishreen, 2/22) 


\"The Quartet awaits formation of the Palestinian government. Russia 
and the UN call for removing ban on Hamas\" (Government-owned 
Al-Ba\'th, 2/22) 


\"Israel steps up provocations against Palestinians and makes hasty 
progress towards building 3,000 settlement units in the West Bank\" 
(Government-owned Tishreen, 2/22) 


\"The Arab League prepares agenda for the upcoming Ministerial 
meeting. Bin Hili: No one requested modification of the Arab peace 
initiative\" (Government-owned Al-Bal'th, 2/22) 


3. Editorial Block Quotes: 


Isam Dari, Chief Editor of government-owned Tishrin, said (2/22): 
\"Americans come from oversees to give us lessons in freedom, 
democracy, and human rights. They love us so much that they bring 
us gifts of warships, aircraft carriers, and cruise missiles capable 
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of distributing death equally and without discrimination between one 
group and another.... 


\"Americans not only want to educate us; they also want to 

discipline troublemakers.... For the American master, the 
troublemaker is everyone who rejects Washington\'s orders; everyone 
who opposes the policy of diktats and makes a free, independent, and 
sovereign decision, uninfluenced by the hegemony of the Zionists in 
the Bush administration; and everyone who engages in resistance to 
regain his land and rights... 


\"The American policy is characterized by full disdain for peoples\' 
right to live, by perpetration of mass massacres worldwide, and by 
flagrant hostility toward humanity.... Americans are exporting 
death and hatred to us, promoting sedition, wars, and chaos, and 
inventing racist and chauvinist theories of which \'the clash of 
civilizations\' is not the most dangerous.\" 


Khalid al-Ashhab, a commentator in government-owned Al-Thawra, wrote 
(2/22): \"In US Secretary of State Condoleezza Rice\'s recent remark, 
that Fouad al-Saniora\'s government in Lebanon is the spearhead of US 
plans in the region, is a full and indirect declaration of political 

and diplomatic bankruptcy. The remark also shows the ideological 
bankruptcy of neoconservatives, the futility of their mentality and 

their failure to implement any of the US plans in the Arab region. 


\"Perhaps Rice\'s characterization of the March 14 team in Lebanon, in 
addition to the assurances it must have received through undeclared 
channels, might have pushed this team to the level of political 
obscenity and vulgar practices... 


\"Naturally, President Bush\'s policies and strategies have failed on 
the level of both the United States and the world, but their failure 

will be even more resounding and they will have no glimpse of hope 
as long as their agents and distributors are people like those who 

are entrenched in Lebanese authority from the March 14 team, people 
who fell, and with them their US commodity, into the abyss of 
obscenity, abuse, and vilification....\" 


Column 3 


Umar Jaftali, acommentator in government-owned Tishrin, wrote 
(2/22): \"It was clear from the very beginning that the meeting 

among Palestinian President Mahmud Abbas, Israeli Prime Minister 
Ehud Olmert, and US Secretary of State Condoleezza Rice was nothing 
but a media bubble to show that the political process on the 
Palestinian-Israeli track is still alive. 


\"US and Israeli statements before, during, and after the meeting 
showed that the United States and Israel only want to abort the 
Palestinian agreement, hinder the effort to form a Palestinian 
national unity government, and bring the situation in the occupied 
Palestinian territories back to the square of domestic fighting on 
the pretext that Palestinians have not met international demands.... 


\"The US Administration deals with the Palestinian problem with the 
logic of boycott, isolation, and evasion of UN resolutions and even 
of the few positive points in the Quartet\'s plan. This drives 

Israelis toward further intransigence and paves the way for them to 
further swallow Palestinian rights and avoid the issues of a 
permanent solution, namely, Jerusalem, the border, and the 
refugees. \" 


Corbin 
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DEPARTMENT FOR EUR/SE 

E.O. 12958: DECL: 02/26/2017 

TAGS: PGOV, PREL, PHUM, TU 

SUBJECT: REP HARMAN DISCUSSES ARMENIAN GENOCIDE RESOLUTION 
WITH LEADING TURKS 

Classified By: Ambassador Ross Wilson for reasons 1.4 (b) and (d). 

1. (C) Summary. Rep. Jane Harman (D-CA) met February 21 


with Turkish PM Erdogan, Armenian Patriarch Mesrob Il, and 
reform-minded NGO leaders Can Paker and Etyen Mahcupyan to 
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hear Turkish views on the Armenian genocide resolution 
pending in the House. PM Erdogan highlighted Turkey,s close 
work with the US on regional issues and urged against passage 
of the resolution. Rep. Harman expressed appreciation for 
Turkey,s role on key issues, said she would try to be 

helpful on difficult issues facing US-Turkish relations, and 
suggested changes to Article 301 that criminalizes \"insulting 
Turkishness\". Mesrob also strongly cautioned against passage 
of a US Congressional resolution and feared what might follow 
for this country,s Armenians and other minorities. Paker 
similarly expressed anxiety that a resolution would aggravate 
extreme nationalism that would be used to turn back 
democratic gains Turkey has made in recent years. End 
summary. 


PM Erdogan 


2. (C) Erdogan reviewed the regional priorities that the 
United States and Turkey share. He described Turkey,s 
unique position in the region as an asset for the U.S. We 

are strategic partners, Turkey will do what it can, and it 

can be \"hands, feet, eyes and ears\" in support of common 
objectives. This applies to pursuit of Israeli-Palestinian 
peace, promoting democracy in the Broader Middle East and 
North Africa (BMENA) initiative, helping the Iraqis, Iran, 

and even Darfur, on which Erdogan spoke emotionally of his 
impressions from having visited last year. He touched on his 
talks the week before with Israeli PM Olmert. The Quartet,s 
principles are important and Turkey will encourage HAMAS to 
accept them, but Erdogan had also told Olmert not to rush and 
that matters would improve with time. President Abbas needs 
support if work on the peace process is to start, and backing 
his efforts to form a national unity government will be part 

of this. 


3. (C) Harman expressed appreciation for Erdogan,s 
comments, Turkey,s long-term relationship with Israel, and 
its work with the US in the Middle East and elsewhere. PM 
Olmert had asked her to convey greetings to Erdogan and 
clearly had appreciated his productive talks in Ankara. She 
regretted that the Mecca accords did not reflect the Quartet 
principles that Turkey also embraces, but she agreed on the 
need to bolster Abbas. 


4. (C) Turning to the Armenian genocide resolution, Rep. 
Harman observed that the resolution before the House 
reflected the vigorous efforts of interested 
Armenian-Americans with US legislators on the issue. No one 
had heard from the Turkish community in the US on the issue 
until very recently. Rep. Harman said she understands some 
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of the problems the resolution poses for Turkey and had come 
to listen to the views of people in this country. 


5. (C) Erdogan reviewed his government,s efforts to deal 
more sensibly with the history Turks and Armenians share. 
Since becoming Prime Minister, he had discussed this with 
many leaders, including Armenian President Kocharian. Turkey 
proposed establishing a joint commission to study the issue, 
which properly belongs to historians and scholars who could 
work together to review all the records. All of Turkey,s 
relevant archives are open now for study. Other countries, 
archives could also be studied, and third parties could be 
included in the commission. Historians should reach some 
conclusions, and then politicians should sit down and talk. 


6. (C) Erdogan pointed to two Ottoman-era documents on the 
wall of his office that were directives from the Sultan 

regarding the treatment of Greek and Armenian minorities as 
evidence of Ottoman benevolence to Armenians. One decree 
asked Muslims to help their Armenian neighbors in the event 
of earthquakes or other catastrophes, and another provided 
government funds for Armenian hospitals in Istanbul. 


7. (C) Rep. Harman expressed appreciation for Turkey,s 
initiative. She highlighted the importance of reconciliation 
and mutual understanding. She pointed out that a change in 
Article 301 -- a law many view as very anti-minority -- would 
send a good signal, including on relations with Armenia and 
Armenians. She said that some ethnic minorities view the 
term \"Turkishness\" in Article 301 as hostile. The term 
\"genocide\" was also provocative. Both are the kinds of 
unhelpful things that hold back reconciliation. Erdogan 
interjected that Article 301 is based on language used by 
other Copenhagen Criteria countries to protect national 
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symbols, and he said it has nothing to do with minorities. 
Citizens of Turkey are Turks just as all citizens of the US 

are Americans. Harman acknowledged the point Was a lawyer\" 
but repeated that the emphasis on \"Turkishness\" is seen as a 
wedge by some and is unhelpful. 


8. (C) Harman and Erdogan had a debate about the events of 
1915. She urged Turkish recognition that something very bad 
had happened. Erdogan replied that he could not say that. 
Harman referred to the Turkish commission proposal, whose 
intent would be to find out what had happened. The sides 
should work past the problems, and Harman pledged to try to 
be helpful toward that end. She asked the Prime Minister to 
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keep working on dialogue with Armenians who want to live in 
freedom, not in the past. The Prime Minister said he 
couldn\'t shout out loud that he is doing this, but that this 

is exactly what he had done. 


9. (C) As the meeting closed and in a brief private aside 

with Erdogan and PM advisor Saban Disli, Ambassador seconded 
Harman,s appeal for action on Article 301, which would help 
address for many, including some of Turkey,s strongest 
supporters in the US, one of the largest concerns arising out 
of Hrant Dink,s murder in January. He said that his and 

other US discussions with Republic of Armenia representatives 
have highlighted the importance leaders there attach to 
normalizing relations with Turkey. While Turkish leaders may 
think they have taken steps, these are not well-perceived in 
Yerevan; in fact, leaders there basically feel Armenia has 
nothing to lose in its relations with Turkey. 


10. (C) Ambassador said that Turkish diplomacy should focus 
on establishing with Yerevan more trust and an understanding 
that Erdogan,s government is sincere about its good 
intentions. He urged that Erdogan consider sending a 
high-level envoy to meet with the Armenians in Yerevan or 
elsewhere. The PM, who apparently misunderstood this appeal 
when made during U/S Burns, visit to Ankara in January, 
listened carefully as his advisor Disli translated the 
Ambassador,s remarks and elaborated on them, referring to 
his own visit to the US and the fact that Armenian FM 
Oskanian will be there at the same time. 


CAN PAKER AND ETYEN MACHUPYAN 


11. (C) Turkish Economic and Social Studies Foundation 
(TESEV) founder Can Paker, accompanied by TESEV staffer and 
and newly named Agos editor-in-chief Etyen Mahcupyan, 
stressed to Rep. Harman the negative impact an Armenian 
genocide resolution passed by Congress would have for 
minorities here and for this country,s democratic 
development. Rising extremist nationalism would get a large 
additional boost. It would feed the most authoritarian 
tendencies arising from Turkey,s past. Paker and Mahcupyan 
said that the so-called deep state, which has been much 
discussed in Turkish media in recent weeks, needed only a 
hostile act from the EU or US to create a reaction that would 
turn back the democracy clock for decades. A resolution 
would be that act. 


12. (C) Mahcupyan also noted the questions Turkish-Armenians 
are already asking about their long-term safety and security 
in this country. He worried about attacks on them by extreme 
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nationalists. This, too, would feed the worst 
anti-democratic tendencies and reinforce the remnants of 
\"military state\" that has dominated this country,s history 
and the remains strong. 


Armenian Patriarch 


13. (C) Rep. Harman told Armenian Patriarch Mesrob Il that 
her priority is a peaceful world where all problems could be 
solved amicably, and she solicited his views on the situation 
Armenians face here and the genocide resolution. The 
Patriarch cautioned strongly against any resolution. He said 
that Turkey and Armenia share the same geography and are 
badly in need of dialogue. This will not happen if one side 

is labeled a murderer from the outset. Of course, there had 
been wrongs committed by both sides that led to a huge death 
toll. During World War I, Armenian community leaders had 
badly led their people, and the Patriarch cited inflammatory 
advice by his predecessor of the time urging Istanbul 
parishioners to arm their kinsmen in the East to fight 

against the Ottomans. In Mesrob,s view, Turkey should say 
itis sorry. This would be sufficient to heal the wounds 

within this country,s Armenian community. 


14. (C) The Patriarch worried about the fate of his flock in 
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this country. \"How will people look at us" the day after a 
resolution in the US passes, he wondered, and he 
distinguished this concern from the views of Diaspora 
Armenians unconcerned with the fate of their brethren here. 
When Rep. Harman suggested that the Patriarch come to the US 
so that legislators considering the genocide resolution could 
hear his views, the Patriarch said that he would not be 
comfortable doing so. He did not want his words recounted in 
any way attributable to him. He said his delicate position 

here and threats against him from Diaspora Armenians mean 
that the most helpful thing would be to say nothing about his 
views. 


15. (U) Codel Harman did not have the opportunity to clear 
this cable. 


JONES 
JONES 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PREL, PGOV, MARR, BU 

SUBJECT: BULGARIA: RESPONDING TO RUSSIAN THREATS AGAINST 
MISSILE DEFENSE 


REF: STATE 21640 
Classified By: Amb. John Beyrle for reasons 1.4 (b) and (d). 


(C) Ambassador raised Russian action at meetings with 
President Parvanov and Foreign Minister Kalfin on February 
22. He stressed our extensive engagement with Russia on this 
issue, and encouraged the GoB to support the Czech Republic 
and Poland. FM Kalfin suggested the Russian stance was 
mostly about domestic politics, which the Ambassador 
dismissed -- threats against NATO allies are not acceptable. 


BEYRLE 
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DEPT FOR WHA/EPSC/DSILVERMAN, RSCHWARTZ 
COMMERCE FOR ITA/MAC/AWILSON, MSIEGELMAN 


E.O. 12958: N/A 
TAGS: ECON, ETRD, ELAB, SOCI, OAS, KSUM, NU 
SUBJECT: NICARAGUA: AMERICAYS COMPETITIVENESS FORUM 


REF: A. SECSTATE 198999 
B. MANAGUA 0355 


1. (U) At the earliest opportunity after the inauguration of 

the new president and the seating of a new cabinet, the 
Ambassador met the new Minister of Trade, Industry and 
Development Horacio Brenes Icabalceta about attending the 
Americas Competitiveness Forum in Atlanta on June 11-13 (refs 
A and B). In follow-up to this meeting, the Ambassador 
supplied additional information to Minister Brenes about the 
forum and asked for his suggestions as to who might attend 
from his government. Econoff also contacted his staff, but 

have not yet received a response. 


2. (SBU) We believe the situation is complicated by the fact 
that the Ministry of Finance has requested that all 

ministries and government agencies pass budgeted funding for 
travel and public relations to a central account to be 

managed by the Presidency, specifically the person of the 
Coordinator for Public Communications and Citizenship, First 
Lady Rosario Murillo. These funds appear destined for 
Peoples, Councils, an experiment in direct democracy. 

Brenes, office has inquired as to whether funding to attend 

the conference from the USG. We are examining whether post 
funds might be available. 


3. (SBU) Post apologizes for taking longer than the time 
allotted, and would like to suggest that invitations be sent 
to the following GON officials (Note: mailing addresses in 
Spanish follow names and titles in English). 


Ministers: 


-- Horacio Brenes Icabalceta 
Minister of Trade, Industry and Development 


Horacio Brenes Icabalceta 

Ministro de Fomento, Industria y Comercio 
Km 6 Carretera a Masaya 

Managua, Nicaragua 


-- Jeannette Chavez 
Minister of Labor 
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Jeannette Chavez 
Ministra del Trabajo 
Estado Nacional 2c Norte 


Alternate or Additional Minister: 


-- Fernando Martinez Espinoza 
Minister of Transportation and Infrastructure 


Fernando Martinez Espinoza 
Ministro de Transportacion e Infraestructura 
Frente al Estado Nacional 


Other GON Officials: 


-- Roberto Bendana McEwan 
Executive Secretary 
Presidential Competitiveness Commission 


Roberto Bendana McEwan 

Secretario Ejecutivo 

Comision Presidencial de Competitividad 
Edificio Zoila, Esquina Sur 

Edificio Delta 1c Este, 1/2c Norte 


Julio Cesar Bendana J. 
Director General, Market Competition and Transparency 
Ministry of Trade, Industry and Development 


Lic. Julio Cesar Bendana J. 

Director General 

Direccion General Competencia y Transparencia 
de Mercados 

Ministerio de Fomento, Industria, y Comercio 

Km 6 Carretera Masaya (Edificio MIFIC) 


4. (U) Invitations may also be sent to the following 
individuals who represent important organizations in the 
private sector. 


-- Cesar Zamora 
President 
American Chamber of Commerce of Nicaragua 
Cesar Zamora 
Presidente 
Camara de Comercio American de Nicaragua 
Bancentro Carretera a Masaya 1 cuadra abajo 
P.O. Box 2720, Managua Nicaragua 


-- Erwin J. Kruger 
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President 
Superior Council for Private Enterprise 


Erwin J. Kruger 

Presidente 

Consejo Superior de la Empresa Privada 
Clinica Las Palmas 1c Oeste 


-- Jose Adan Aguerri Ch. 
President 
Chamber of Commerce of Nicaragua 


Jose Adan Aguerri Ch. 

Presidente 

Camara de Comercio de Nicaragua 
Apartado Postal 135 

Edificio Aval Caro Bolonia 


Alejandro Martinez Cuenca 

President 

International Foundation for the Global Economic 
Challenge 


Alejandro Martinez Cuenca 
Presidente 
Fundacion Internacional para el Desafio 
Economico Global 
Bolonia Hospital Retiro 2 c al lago 
BRENNAN 


98046 

PP RUEHWEB 

DE RUEHAMA #0873 0571251 

ZNY CCCCC ZZH ZUI RUEWMCE7163 0571403 
P 261251Z FEB 07 

FM AMEMBASSY AMMAN 

TO RUEHC/SECSTATE WASHDC 0000 

INFO ARAB ISRAELI COLLECTIVE 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 02/27/2017 

TAGS: PREL, PTER, IR, JO, IS, KPAL 

SUBJECT: APHSCT TOWNSENDYS VISIT TO JORDAN, FEBRUARY 3-5 
REF: 06 AMMAN 7737 


CLASSIFIED BY: AMBASSADOR DAVID HALE FOR REASONS 1.4 (B) AND (D). 
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1. (C) SUMMARY: ASSISTANT TO THE PRESIDENT FOR HOMELAND 
SECURITY AND COUNTERTERRORISM (APHSCT) FRANCES FRAGOS 
TOWNSEND AND HER DELEGATION MET SEPARATELY WITH PRIME 
MINISTER BAKHIT, PRINCE FAISAL, GENERAL INTELLIGENCE DIRECTOR 
DAHABI, MAJOR GENERAL JAMAL SHAWABKAH (COMMANDER OF SPECIAL 
OPERATIONS COMMAND), AND ABDUL FATAH SALAH, MINISTER OF AWQAF 
ON FEBRUARY 4. PRIME MINISTER BAKHIT STRESSED THAT LACK OF 
PROGRESS ON THE ISRAELI-PALESTINIAN PEACE PROCESS IS THE ROOT 
OF EXTREMISM IN THE REGION. PRINCE FAISAL NOTED THAT SETTLING 
THE PALESTINIAN QUESTION WOULD REMOVE ONE OF THE CARDS THAT 
IRAN COULD PLAY. BOTH BAKHIT AND FAISAL PROMISED TO \"DO WHAT 
THEY COULD WHEN QUESTIONED BY APHSCT TOWNSEND ON JORDANYS 
DRAFT ANTI-MONEY LAUNDERING LAW. GENERAL DAHABI, MAJOR 
GENERAL JAMAL SHAWABKAH, AND MINISTER SALAH THANKED APHSCT 
TOWNSEND FOR USG SUPPORT AND PLEDGED THEIR CONTINUED 
ASSISTANCE. AMBASSADOR HALE, MICHELE MALVESTI, JOHN PEARSON, 
ADNAN KIFAYAT, AND POLOFF (NOTE-TAKER) ACCOMPANIED APHSCT 
TOWNSEND IN THE MEETINGS. END SUMMARY. 


PRIME MINISTER BAKHIT 


2. (C) PRIME MINISTER BAKHIT TOLD APHSCT TOWNSEND THAT 
TERRORISM AND INSTABILITY IN THE REGION WERE DIRECTLY 
ASSOCIATED WITH A STAGNATED PEACE PROCESS, AND THAT ANY 
POSITIVE DEVELOPMENT BETWEEN PALESTINIANS AND ISRAELIS WOULD 
WEAKEN EXTREMISTS BY REMOVING ONE OF THEIR KEY PRETEXTS FOR 
DESTABILIZING THE REGION. APHSCT TOWNSEND TOLD THE PRIME 
MINISTER THAT SECRETARY RICE HAD INVESTED PERSONAL AND 
POLITICAL CAPITAL ON THE ISSUE, AND THAT PROGRESS TOWARDS A 
LASTING SETTLEMENT WAS A KEY OBJECTIVE OF THE ADMINISTRATION. 
SHE NOTED THAT EVEN IF PEACE WERE ATTAINED, COUNTRIES LIKE 
IRAN WOULD STILL FIND REASON TO DESTABILIZE THE REGION. 


3. (C) TURNING TO JORDAN\'S DRAFT ANTI-MONEY LAUNDERING LAW 
(AML), APHSCT TOWNSEND ASKED BAKHIT IF, IN HIS OPINION, THE 

AML WOULD PASS DURING THE CURRENT SESSION OF PARLIAMENT. 
BAKHIT RESPONDED THAT THE CURRENT PARLIAMENT HAD A NUMBER OF 
IMPORTANT BILLS BEFORE IT, INCLUDING ON THE MUNICIPALITY LAW 

FOR ELECTIONS AND THE PARTY LAW, AND THAT THESE WERE THE 
PARLIAMENT\'S PRIORITY. HE NOTED THAT THE AML WAS SOMETHING 
THE ELITE AND BANKERS WERE INTERESTED IN, NOT THE GENERAL 
PUBLIC, AND SO SHOULD NOT BE PUBLICLY PROMOTED TO AVOID 
NEGATIVE MEDIA COVERAGE. HE CLAIMED THAT CURRENT REGULATIONS 
AT THE CENTRAL BANK ENSURED JORDANS FULL COMPLIANCE WITH 
EXISTING UN CONVENTIONS AND INTERNATIONAL BANKING LAWS. 
ALTHOUGH PROMISING TO DO ALL HE COULD TO PUSH THE AML, BAKHIT 
SPECULATED THAT KING ABDULLAH WOULD CALL FOR A SPECIAL 
PARLIAMENTARY SESSION LATER THIS YEAR AND THAT PARLIAMENT 
COULD THEN DELIBERATE ON THE AML. APHSCT TOWNSEND CAUTIONED 
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BAKHIT THAT THE ENEMIES OF PEACE WILL USE WEAK FINANCIAL 
SYSTEMS TO ACHIEVE THEIR GOALS. 


4. (C) PM BAKHIT NOTED THAT JORDANVS APPROACH TO FIGHTING 
TERRORISM WAS VSLIGHTLY DIFFERENTY FROM THAT OF THE US. HE 
SAID JORDAN USED ECONOMIC, SOCIA, AND MILITARY MEANS TO 

FIGHT EXTREMISM. HE SAID THE AMMAN MESSAGE WAS ONE EXAMPLE OF 
JORDAN'S EFFORTS AND THAT THE GOJ WAS WORKING TO PROMOTE A 
MESSAGE OF CO-EXISTENCE AND TOLERANCE THROUGH THE SCHOOLS, 
MOSQUES, AND MEDIA OUTLETS. HE SAID THE KING\'S REFORM 

EFFORTS, INCLUDING PROMOTING DEMOCRACY, IMPROVING HUMAN 
RIGHTS, AND EVENTUALLY ELIMINATING THE DEATH PENALTY, WOULD 
HELP BUILD A STABLE SOCIETY. 


5. (C) ON IRAQ, PM BAKHIT COMPLAINED ABOUT THE IRAQI 

GOVERNMENT NOT DELIVERING ON ITS MEMORANDUM OF UNDERSTANDING. 
HE THEN NOTED THAT HE UNDERSTOOD IRAQ\'S PRIMARY CONCERN WAS 
SECURITY-RELATED AND THAT THEY WERE PREOCCUPIED WITH 
STABILIZING THE COUNTRY. HE NOTED THAT IRAQ\'S MULTIETHNIC 

MAKEUP HAS ALWAYS BEEN DIFFICULT TO DEAL WITH AND THAT THE 
COUNTRY\'S VARIOUS FACTIONS WERE USED TO FIGHTING EACH OTHER 
THROUGHOUT HISTORY. TO MAKE HIS POINT, HE NOTED THAT IRAQ\'S 
POPULATION HAD NOT REALLY INCREASED MUCH SINCE THE TIME OF 
HARUN AL RASHEED. 


6. (C) COMMENT: BAKHIT DOES NOT REFLECT THE OPINION OF THE 
DECISION MAKERS IN JORDAN WHEN HE SPEAKS ON FOREIGN POLICY 
AND SECURITY ISSUES. END COMMENT. 


PRINCE FAISAL 


7. (C) APHSCT OPENED HER MEETING WITH PRINCE FAISAL (THE 

KING\'S FULL BROTHER, AND OFTEN REGENT IN HIS ABSENCE) BY 
THANKING HIM FOR HIS ASSISTANCE AND PRAISING THE DEPTH OF THE 
JORDAN - U.S. RELATIONSHIP. APHSCT ALSO TOLD FAISAL THAT HIS 
AND KING ABDULLAH\'S MODERATE MESSAGE AND VISITS TO THE U.S. 
WERE KEY TO EXPLAINING JORDAN AND ITS UNIQUE SITUATION TO THE 
U.S. CONGRESS AND THE AMERICAN TAXPAYER. FAISAL EXPRESSED 
HIS APPRECIATION FOR CONGRESS\' SUPPORT, BUT STRESSED JORDAN 
WILL NEED CONTINUED ASSISTANCE TO FACE REGIONAL CHALLENGES. 


8. (C) PRINCE FAISAL REQUESTED U.S. ASSISTANCE IN MOVING 
FORWARD TOWARD PALESTINIAN STATEHOOD. FAISAL SAID THAT THE 
GOJ NEEDED A FIRM COMMITMENT FROM ISRAEL - A CLEAR 
UNDERSTANDING IF UNSCR 242 IS SOMETHING ISRAEL CAN LIVE WITH. 
FAISAL COMMENTED THAT THE U.S. SHOULD WORK ON THE ISRAELIS, 
AND THAT KING ABDULLAH WOULD WORK ON CONVINCING THE SAUDIS, 
THE EMIRATIS, AND THE KUWAITIS TO MOVE THE PEACE PROCESS 
FORWARD; HOWEVER, HE CAUTIONED THAT THERE WAS NO POINT IN 
PUSHING FOR PROGRESS WITHOUT COMMITMENT FROM ISRAEL. FAISAL 
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NOTED THAT A SETTLEMENT BETWEEN THE PALESTINIANS AND THE 
ISRAELIS WOULD CHANGE THE DYNAMICS IN THE REGION AND ALLOW 
JORDAN AND OTHER ARAB STATES TO DEAL WITH THE LARGER IRANIAN 
THREAT. \"THE PALESTINIAN DISTRACTION IS ONE OF IRAN\S BEST 
CARDS, THEY ARE LOOKING FOR CARDS TO PLAY, AND WE NEED TO 
REMOVE THEM, HE SAID. APHSCT TOWNSEND ASSURED THE PRINCE 
THAT ACHIEVING PROGRESS ON ISRAELI-PALESTINIAN ISSUES WAS A 
PRIORITY FOR THE ADMINISTRATION. 


9. (C) DESCRIBING IRAN AS THE REGION\'S LONG-TERM THREAT, 
PRINCE FAISAL SAID THAT PUBLIC ADMIRATION FOR IRAN - WHICH 
ROSE SIGNIFICANTLY AFTER THE ISRAEL-HIZBALLAH CONFLICT LAST 
SUMMER - ERODED AFTER SADDAM'S EXECUTION, WITH MANY 
JORDANIANS CALLING FOR THE IRANIAN EMBASSY TO BE CLOSED AND 
RELATIONS TO BE SEVERED. \"SADDAM\'S EXECUTION PUT IRAN INA 
BAD LIGHT THROUGHOUT THE ARAB WORLD, AND WED LIKE TO KEEP 
THEM THERE,\" HE SAID. HE CAUTIONED THE USG TO BE CAREFUL TO 
NOT DO ANYTHING TO BOLSTER IRANYS IMAGE IN THE REGION. 


10. (C) TURNING THE CONVERSATION TO SYRIAN INFLUENCE IN THE 
REGION, APHSCT TOWNSEND ASKED THE PRINCE TO COMMENT ON 
PRESIDENT ASAD. THE PRINCE RESPONDED THAT ASAD DOES NOT 
FULLY EXERCISE PRESIDENTIAL POWER, IS EASILY RATTLED, AND 

RELIES ON THE IRANIANS WHEN HE FEELS PRESSURE. FAISAL STATED 
THAT CONTINUED MILITARY ASSISTANCE WAS IMPORTANT IF JORDAN 
WAS TO DETER AND PRESSURE SYRIA, AND THAT ASSAD WOULD BE VERY 
NERVOUS IF HIZBALLAH WERE WEAKENED AND THE SITUATION IN 
LEBANON STABILIZED. FAISAL CLAIMED THAT MOST PEOPLE SAID 

ASAD IS BEYOND HOPE, BUT FAISAL FELT THAT HE COULD BE BROUGHT 
BACK INTO THE ARAB FOLD IF THE TIDE WERE TO TURN AGAINST 

IRAN. HE SAID IT WAS IMPORTANT TO REMAIN FOCUSED ON THE 
\PERSIAN THREAT.\ PRINCE FAISAL COMMENTED THAT IRAN\'S 
INFLUENCE ON SYRIA IS SIMILAR TO ITS HOLD ON QATAR. THE 

PRINCE SAID THAT THE QATARIS HAD DECIDED THAT IRAN WILL 

BECOME THE BIG POWER IN THE REGION AND ARE ALLYING THEMSELVES 
WITH IT - THUS THE QATARI \"ANTI-ARAB\" STANCE. THAT, COMBINED 
WITH QATARS SUPPORT FOR AL JAZEERA AND ITS SUPPORT FOR HAMAS 
HAS LED TO SOME GRUMBLINGS ABOUT PUSHING QATAR OUT OF THE 
GCC. 


11. (C) MS. TOWNSEND ENDED THE MEETING BY ASKING FOR PRINCE 
FAISAL\'S SUPPORT ON THE AML. SHE OBSERVED THAT THE LAW WAS 
IMPORTANT TO JORDAN'S ECONOMIC DEVELOPMENT, AND WOULD 
STRENGTHEN JORDANVS LEADERSHIP ROLE IN MENA/FATF. FAISAL 

SAID THAT THE GOJ WAS COMMITTED TO AN AML, AND THAT IF THE 

LAW DIDN\'T MAKE IT THROUGH THE CURRENT PARLIAMENT THERE WAS 
THE POSSIBILITY OF A \"TEMPORARY LAW." NOTE: THE KING HAS THE 
CONSTITUTIONAL AUTHORITY TO ENACT \"TEMPORARY LAWS\" BY DECREE. 
PARLIAMENT WOULD STILL NEED TO APPROVE A TEMPORARY LAW AT A 
LATER DATE TO MAKE IT PERMANENT. END NOTE. 


Column 3 
MINISTER OF AWQAF ABDUL FATAH SALAH 


12. (C) APHSCT TOWNSEND THANKED MINISTER SALAH FOR THE 

MEETING, AND FOR UPDATING HER ON HIS EFFORTS SAYING THAT 
SALAH\'S MESSAGE OF MODERATION AND RELIGIOUS TOLERANCE IS VERY 
IMPORTANT. SALAH, USING THE KINGS AMMAN MESSAGE AS AN 

EXAMPLE, SAID THAT HIS MINISTRY WAS WORKING TO STOP 

EXTREMISM, WHICH HE REFERRED TO AS A SICKNESS - LIKE THE 
BIRD-FLU THAT PENETRATES BORDERS WITH IMPUNITY. SALAH SAID 
THAT THE KING\'S AMMAN MESSAGE WAS WELL RECEIVED, AND THANKED 
THE U.S. FOR ITS ASSISTANCE IN DISTRIBUTING THE MESSAGE AND 
GIVING REAL ISLAM A VOICE. HE CITED THE KING OF THAILAND\'S 
TRANSLATION AND DISTRIBUTION OF THE AMMAN MESSAGE AS EVIDENCE 
OF ITS WIDE ACCEPTANCE. SALAH TOLD APHSCT TOWNSEND THAT 
NEWSPAPERS, TV, AND RADIO BROADCASTS WERE USEFUL IN THE FIGHT 
AGAINST EXTREMISM, BUT THAT JORDAN'S IMAMS AND MOSQUES WERE 
POWERFUL TOOLS THAT SHOULD NOT BE OVERLOOKED. LAMENTING THAT 
FINANCIAL CONSTRAINTS HAD MADE IT IMPOSSIBLE FOR HIS MINISTRY 

TO TRAIN AND VET ENOUGH IMAMS, SALAH SAID THAT LAST YEAR SOME 
MOSQUES OPERATED WITHOUT IMAMS; HOWEVER, WITH THE KING\'S 
ASSISTANCE, APPROXIMATELY 1,900 NEW IMAMS WERE RECENTLY 
APPOINTED. 


13. (C) RESPONDING TO APHSCT TOWNSEND\'S QUESTION REGARDING 
THE SCREENING OF SERMONS, SALAH NOTED THAT JORDANS NEW 
LEGISLATION ON MOSQUE SERMONS (REF A) ENABLED THE GOJ TO MORE 
CLOSELY MONITOR PREACHING. HE ALSO HIGHLIGHTED HIS 

MINISTRY\'S WORK ON EDUCATION DESCRIBING COURSES FOR IMAMS ON 
MODERATION, ENGLISH LANGUAGE, AND COMPUTERS. SALAH TOLD 
APHSCT TOWNSEND THAT IMAMS WERE INITIALLY HESITANT TO ATTEND 
COURSES ON RELIGIOUS MODERATION OFFERED IN CONJUNCTION WITH 
THE JAF\'S WAR COLLEGE, BUT THAT THE COURSES WERE NOW QUITE 
POPULAR. HE SAID THAT THE MINISTRY HAD RECEIVED OVER 500 
PAPERS ON RELIGIOUS TOLERANCE WRITTEN BY IMAMS WHO HAD 
ENROLLED IN THE COURSES, AND THAT THE MINISTRY DISTRIBUTES 

THE PAPERS ELECTRONICALLY VIA THE INTERNET. 


14. (U) APHSCT TOWNSEND REVIEWED THIS MESSAGE. 
HALE 
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STATE PASS TO WHA/CEN, WHA/ESPC, EB/TPP, EB/CBA 
CENT AM POSTS ALSO FOR FCS 

USDOC FOR 4332/ITA/MAC/WH/MSIEGELMAN and for 
3134/ITA/USFCS/OIO/W H/MKESHISHIAN, BARTHUR 


E.O. 12958: N/A 
TAGS: ETRD, EAGR, EINV, ECIN, ECON, BEXP, NU 
SUBJECT: NICARAGUA: CAFTA Update 


REF: Managua 01990 


1. (U) Summary: Nicaraguan exports to the United 
States during the first year of CAFTA performed 
extremely well. Total exports to the United States 
increased 29.2%, growing from $1.18 billion in 2005 to 
$1.53 billion in 2006. The Nicaraguan government 
separates free trade zone exports and general exports, 
which explains why its statistics are quite different 

from those we report. Top Nicaraguan exports to the 
United States fell into three product categories: knit 
apparel, woven apparel, and automobile wiring 
harnesses Q all manufactured primarily in free trade 
zones. Other Nicaraguan exports to the United States 
showing the strongest performance on the year included 
coffee, sugar, vegetables, tobacco products, and gold. 
Reflecting changing patterns of trade, both the number 
of products exported and number of Nicaraguan 
companies engaged in export to the United States 
increased. 


2. (U) Nicaragua imported almost 21% more from the 
United States in 2006 than it did in 2005. Leading 
imports include machinery, cereals, electrical 
machinery, vehicles, optical equipment, fats and oils, 
and plastic products. Most of these imports are going 
into production of some kind. According to the 
Ministry of Trade, Industry and Development (MIFIC), 
imports of capital goods accounted for 22% of total 
imports from the United States in 2006, intermediate 


goods almost 29%, and petroleum products 13%. 
3. (U) At least $235 million in new investments have 


been Qhighly influencedQ by NicaraguaQs membership in 
CAFTA. Investments on another $233 million in this 
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same category are currently under consideration. 
These Qhighly influencedQ investments are 
predominantly in textiles and apparel industries. End 
Summary. 


Exports to the United States 

4. (U) Nicaraguan exports to the United States during 
the first year of CAFTA performed extremely well. 
Total exports to the United States increased 29.2%, 
growing from $1.18 billion in 2005 to $1.53 billion in 
2006. Since CAFTA entered into force on April 1, 
2006, exports to the United States grew 28.5% compared 
to the same period in 2005. Top exports to the United 
States fell into three broad product categories: knit 
apparel, woven apparel, and automobile wiring 
harnesses Q all manufactured primarily in free trade 
zones. These three categories accounted for 
approximately $1 billion in trade with the United 
States, up 20% from 2005. 


5. (U) Other exports to the United States showing 
strong performances in 2006 were as follows: 


-- coffee and spices, up 82% to $67 million, largely 
because of high coffee prices; 


-- sugar, up 62% to $26 million, largely because of a 
second tariff rate quota afforded to Nicaragua 
under CAFTA; 


-- vegetables, up 55% to $11 million, largely 
because of the export of new products to the 
United States under CAFTA; 


-- tobacco products, up 18% to $26 million, largely a 
reflection of growing U.S. consumer demand for 
Nicaraguan cigars; and 


-- gold and precious stones registered an increase of 
12% to $ $23 million, largely a reflection of high 
gold prices in 2006. 


Statistical Discrepancies 

6. (U) We must note that for national income and 
accounting purposes, the Government of Nicaragua draws 
a clear distinction between free trade zone exports 

and general exports, tracking the two as if they were 
separate statistics. Additionally, there are other 
discrepancies with the way Nicaragua collects data on 
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exports. As the following paragraph demonstrates, 
U.S. officials should be careful to state that our 
trade figures are based on U.S. Customs data, and 
include free trade zone exports to the United States. 


7. (U) The Ministry of Trade, Industry and Development 
(MIFIC) reports trade statistics on the impact of 
CAFTA that are quite different from those of the 

United States International Trade Commission (USITC). 
For example, since CAFTA entered into force on April 
1, 2006, MIFIC reports that exports to the United 
States rose 10.1%, to $239 million, while imports from 
the United States rose 28.5%, to $498 million. For 
MIFIC, these flows translate into a bilateral trade 

deficit with the United States of $259 million, 52% 
more than in 2005. The report notes that major 
Nicaraguan exports to the United States include 
coffee, seafood, beef, sugar, tobacco products, gold, 
and vegetables. The difference between MIFIC and 
USITC statistics is mostly, but not completely, 
explained by MIFICQs exclusion of free trade zone 
imports and exports. 


A Look at CAFTA Quotas 

8. (U) CAFTA established a series of tariff quotas for 
Nicaragua for some strategic agricultural products, 
including beef, sugar, peanuts, peanut oil, cheeses, 
dairy products, ice-cream, milk and cream. Indeed, 
these products are among NicaraguaQs leading exports 
to the United States. Nicaragua fully utilized its 
cheese and sugar quotas under CAFTA in 2006, but 
underutilized its quotas on peanut butter, ice-cream, 
milk and cream. Nicaragua did not utilize its CAFTA 
beef quota because it had not first exhausted its 
quota provided by the United States under the World 
Trade Organization. 


9. (U) While Nicaraguan peanut production has rapidly 
grown in recent years, local producers managed to fill 
only 14.9% of their quota under CAFTA. Nicaraguan 
officials have told us that this is because U.S. 
producers of peanuts are very competitive in their 
home market. The Government of Nicaragua believes 
that its producers can compete with U.S. producers in 
third country markets, particularly Mexico, but that 
U.S. credit guarantees give U.S. peanut exporters an 
unfair advantage. For this reason, Nicaragua joined 
Canada, Argentina, Australia and others in a recent 
request for WTO consultations on the application of 
U.S. agricultural subsidies. 
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Changing Trade Patterns 

10. (U) One of the most important CAFTA developments 
may at first seem insignificant because the export 
quantities are so small. MIFIC reports that since 
CAFTA entered into force, Nicaragua exported 274 
products to the United States for the first time, 
including cotton underwear and nightgowns, chili 
peppers, billiard accessories, razor blades, 

ornamental fish, papaya, and plantains. Some of these 
products, or groups of products, promise to become 
significant export categories for Nicaragua in the 

future and, thus, greatly diversify Nicaraguan exports 
to the United States and the rest of the World. 


11. (U) A look at which companies are exporting also 
reflects changing trade patterns. MIFIC reported that 
372 Nicaraguan companies exported during April- 
December of 2006, the nine-month period after which 
CAFTA took effect. While 10 leading companies 
accounted for slightly more than 46% of total exports 

to the United States, 235 companies exported less than 
$100,000. The number of companies exporting more than 
$100,000 grew 15%, to 126. The total number of 
companies exporting to the United States grew by 4% 
over that of 2005, while the average exported by each 
company grew by 6%. In short, more companies are 
exporting more product, and more types of products, to 
the United States than before CAFTA. Again, while 
these movements are small, they point to changing 
trade patterns for Nicaragua. 


Imports from the United States 

12. (U) Using USITC statistics, Nicaragua imported 
almost 21% more from the United States in 2006 than it 
did in 2005, growing to $755 million from $625 

million. Since CAFTA entered into force, Nicaraguan 
imports from the United States increased almost 17% 
when compared to same period in 2005. Leading imports 
from the United States include machinery, cereals, 
electrical machinery, vehicles, optical equipment, 

fats and oils, and plastic products. Most of these 

imports are going into production of some kind. MIFIC 
trade statistics for 2006 show that imports of capital 
goods accounted for 22% of total imports from the 

United States in 2006, intermediate goods almost 29%, 
and petroleum products 13%. Consumer goods accounted 
for 35% of total imports from the United States in 

2006. Reflecting the depth of the U.S. economy, 
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imports are more evenly distributed over a wider range 
of products than are Nicaraguan exports to the United 
States. 


Investment 

13. (U) ProNicaragua, the governmentQs investment 
promotion agency, reports that at least $235 million 

in new and active investments were Qhighly influenced 
by NicaraguaQs membership in CAFTA. The largest of 
these is U.S.-based ITG Cone DenimQs new $100 million 
textile plant currently under construction in Ciudad 
Sandino. Half of the fifteen enterprises involved are 
already operating -- all but one are manufacturers of 
textiles or apparel. Together, these companies will 
directly employ more than 13,000 Nicaraguans. Another 
sixteen enterprises, mostly in textiles and apparel, 

are considering investing another $233 million as a 
result of NicaraguaQs membership in CAFTA. Ifthese 
new investments materialize, they would directly 

employ another 9500 Nicaraguans. NicaraguaQs 
membership in CAFTA has also inspired a number of 
companies to re-invest in existing operations and the 
expansion production. 


Conclusion 

14. (SBU) Though still early days, Nicaragua is 

clearly benefiting from CAFTA. Exports are up and 
more companies are trading a growing variety of goods. 
Once companies begin to export, they become more 
confident in their abilities to do business in new 
markets and with new products. Anecdotal evidence 
suggests that a growing number of small- and medium- 
sized businesses are borrowing to invest in the 
manufacture of components and other items for export. 


15. (SBU) USITC trade statistics reveal that no 
country has benefited more from CAFTA at this early 
juncture than Nicaragua. This partially reflects the 
fact that Nicaragua started from a lower base than its 
Central American neighbors, with fewer industries 
enjoying effective tariff protection. It partially 

reflects the fact that NicaraguaQs clothing and 
apparel industry was not well integrated into regional 
supply chains that experienced disruption when fellow 
countries implemented CAFTA on different dates. It 
also may reflect certain competitive advantages for 
Nicaragua. For example, the country has plenty of 
arable land and water for agriculture. Nicaragua 
offers textile and apparel manufacturers the lowest 
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labor wages in Central America. Nicaragua has the 
only Trade Preference Level (TPL) among CAFTA 
countries, allowing it to import low cost third 
country fabric for the manufacture and export of 
apparel to the United States. Nicaragua also has the 
lowest crime rate in Central America. Despite the 
lack of infrastructure and irregularities in the legal 
system, these factors make the country a relatively 
attractive place to invest, particularly in 

agriculture and light manufacturing. 


16. (SBU) Equally significant is that the 

administration of former President Enrique Bolanos 
worked hard to improve customs, tax collections, and 
reduce red tape for investors. Bolanos stabilized 
inflation, reduced foreign debt, grew foreign exchange 
reserves, and stabilized foreign exchange rates. In 
addition, his administration successfully marketed the 
country to investors, providing tax and investment 
incentives when necessary. On January 10, Bolanos 
handed power over to newly elected President Daniel 
Ortega, and left the job of promoting Nicaragua to a 
new administration with a very different approach to 
government. The jury is out as to how hard OrtegaQs 
administration will work to fulfill the promise of 

private sector-led growth and development that 
membership in CAFTA holds for Nicaragua. 
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E.O. 12958: N/A 
TAGS: ETRD, EAGR, EINV, ECIN, ECON, BEXP, NU 
SUBJECT: NICARAGUA: CAFTA Update 


REF: Managua 01990 


1. (U) Summary: Nicaraguan exports to the United 
States during the first year of CAFTA performed 
extremely well. Total exports to the United States 
increased 29.2%, growing from $1.18 billion in 2005 to 
$1.53 billion in 2006. The Nicaraguan government 
separates free trade zone exports and general exports, 
which explains why its statistics are quite different 

from those we report. Top Nicaraguan exports to the 
United States fell into three product categories: knit 
apparel, woven apparel, and automobile wiring 
harnesses Q all manufactured primarily in free trade 
zones. Other Nicaraguan exports to the United States 
showing the strongest performance on the year included 
coffee, sugar, vegetables, tobacco products, and gold. 
Reflecting changing patterns of trade, both the number 
of products exported and number of Nicaraguan 
companies engaged in export to the United States 
increased. 


2. (U) Nicaragua imported almost 21% more from the 
United States in 2006 than it did in 2005. Leading 
imports include machinery, cereals, electrical 
machinery, vehicles, optical equipment, fats and oils, 
and plastic products. Most of these imports are going 
into production of some kind. According to the 
Ministry of Trade, Industry and Development (MIFIC), 
imports of capital goods accounted for 22% of total 
imports from the United States in 2006, intermediate 
goods almost 29%, and petroleum products 13%. 


3. (U) At least $235 million in new investments have 

been Qhighly influencedQ by NicaraguaQs membership in 
CAFTA. Investments on another $233 million in this 
same category are currently under consideration. 

These Qhighly influencedQ investments are 
predominantly in textiles and apparel industries. End 
Summary. 


Exports to the United States 

4. (U) Nicaraguan exports to the United States during 
the first year of CAFTA performed extremely well. 
Total exports to the United States increased 29.2%, 
growing from $1.18 billion in 2005 to $1.53 billion in 
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2006. Since CAFTA entered into force on April 1, 

2006, exports to the United States grew 28.5% compared 
to the same period in 2005. Top exports to the United 
States fell into three broad product categories: knit 
apparel, woven apparel, and automobile wiring 
harnesses Q all manufactured primarily in free trade 
zones. These three categories accounted for 
approximately $1 billion in trade with the United 

States, up 20% from 2005. 


5. (U) Other exports to the United States showing 
strong performances in 2006 were as follows: 


coffee and spices, up 82% to $67 million, largely 
because of high coffee prices; 


-- sugar, up 62% to $26 million, largely because of a 
second tariff rate quota afforded to Nicaragua 
under CAFTA; 


-- vegetables, up 55% to $11 million, largely 
because of the export of new products to the 
United States under CAFTA; 


-- tobacco products, up 18% to $26 million, largely a 
reflection of growing U.S. consumer demand for 
Nicaraguan cigars; and 


gold and precious stones registered an increase of 
12% to $ $23 million, largely a reflection of high 
gold prices in 2006. 


Statistical Discrepancies 

6. (U) We must note that for national income and 
accounting purposes, the Government of Nicaragua draws 
a clear distinction between free trade zone exports 

and general exports, tracking the two as if they were 
separate statistics. Additionally, there are other 


discrepancies with the way Nicaragua collects data on 
exports. As the following paragraph demonstrates, 
U.S. officials should be careful to state that our 

trade figures are based on U.S. Customs data, and 
include free trade zone exports to the United States. 


7. (U) The Ministry of Trade, Industry and Development 
(MIFIC) reports trade statistics on the impact of 

CAFTA that are quite different from those of the 

United States International Trade Commission (USITC). 
For example, since CAFTA entered into force on April 
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1, 2006, MIFIC reports that exports to the United 
States rose 10.1%, to $239 million, while imports from 
the United States rose 28.5%, to $498 million. For 
MIFIC, these flows translate into a bilateral trade 
deficit with the United States of $259 million, 52% 
more than in 2005. The report notes that major 
Nicaraguan exports to the United States include 
coffee, seafood, beef, sugar, tobacco products, gold, 
and vegetables. The difference between MIFIC and 
USITC statistics is mostly, but not completely, 
explained by MIFICQs exclusion of free trade zone 
imports and exports. 


A Look at CAFTA Quotas 

8. (U) CAFTA established a series of tariff quotas for 
Nicaragua for some strategic agricultural products, 
including beef, sugar, peanuts, peanut oil, cheeses, 
dairy products, ice-cream, milk and cream. Indeed, 
these products are among NicaraguaQs leading exports 
to the United States. Nicaragua fully utilized its 
cheese and sugar quotas under CAFTA in 2006, but 
underutilized its quotas on peanut butter, ice-cream, 
milk and cream. Nicaragua did not utilize its CAFTA 
beef quota because it had not first exhausted its 
quota provided by the United States under the World 
Trade Organization. 


9. (U) While Nicaraguan peanut production has rapidly 
grown in recent years, local producers managed to fill 
only 14.9% of their quota under CAFTA. Nicaraguan 
officials have told us that this is because U.S. 
producers of peanuts are very competitive in their 
home market. The Government of Nicaragua believes 
that its producers can compete with U.S. producers in 
third country markets, particularly Mexico, but that 
U.S. credit guarantees give U.S. peanut exporters an 
unfair advantage. For this reason, Nicaragua joined 
Canada, Argentina, Australia and others in a recent 
request for WTO consultations on the application of 
U.S. agricultural subsidies. 


Changing Trade Patterns 

10. (U) One of the most important CAFTA developments 
may at first seem insignificant because the export 
quantities are so small. MIFIC reports that since 
CAFTA entered into force, Nicaragua exported 274 
products to the United States for the first time, 

including cotton underwear and nightgowns, chili 
peppers, billiard accessories, razor blades, 
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ornamental fish, papaya, and plantains. Some of these 
products, or groups of products, promise to become 
significant export categories for Nicaragua in the 

future and, thus, greatly diversify Nicaraguan exports 
to the United States and the rest of the World. 


11. (U) A look at which companies are exporting also 
reflects changing trade patterns. MIFIC reported that 
372 Nicaraguan companies exported during April- 
December of 2006, the nine-month period after which 
CAFTA took effect. While 10 leading companies 
accounted for slightly more than 46% of total exports 

to the United States, 235 companies exported less than 
$100,000. The number of companies exporting more than 
$100,000 grew 15%, to 126. The total number of 
companies exporting to the United States grew by 4% 
over that of 2005, while the average exported by each 
company grew by 6%. In short, more companies are 
exporting more product, and more types of products, to 
the United States than before CAFTA. Again, while 
these movements are small, they point to changing 
trade patterns for Nicaragua. 

Imports from the United States 

12. (U) Using USITC statistics, Nicaragua imported 
almost 21% more from the United States in 2006 than it 
did in 2005, growing to $755 million from $625 

million. Since CAFTA entered into force, Nicaraguan 
imports from the United States increased almost 17% 
when compared to same period in 2005. Leading imports 
from the United States include machinery, cereals, 
electrical machinery, vehicles, optical equipment, 

fats and oils, and plastic products. Most of these 
imports are going into production of some kind. MIFIC 
trade statistics for 2006 show that imports of capital 
goods accounted for 22% of total imports from the 
United States in 2006, intermediate goods almost 29%, 
and petroleum products 13%. Consumer goods accounted 
for 35% of total imports from the United States in 

2006. Reflecting the depth of the U.S. economy, 
imports are more evenly distributed over a wider range 
of products than are Nicaraguan exports to the United 
States. 


Investment 

13. (U) ProNicaragua, the governmentQs investment 
promotion agency, reports that at least $235 million 

in new and active investments were Qhighly influenced 
by NicaraguaQs membership in CAFTA. The largest of 
these is U.S.-based ITG Cone DenimQs new $100 million 
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textile plant currently under construction in Ciudad 
Sandino. Half of the fifteen enterprises involved are 
already operating -- all but one are manufacturers of 
textiles or apparel. Together, these companies will 
directly employ more than 13,000 Nicaraguans. Another 
sixteen enterprises, mostly in textiles and apparel, 

are considering investing another $233 million as a 
result of NicaraguaQs membership in CAFTA. Ifthese 
new investments materialize, they would directly 
employ another 9500 Nicaraguans. NicaraguaQs 
membership in CAFTA has also inspired a number of 
companies to re-invest in existing operations and the 
expansion production. 


Conclusion 

14. (SBU) Though still early days, Nicaragua is 

clearly benefiting from CAFTA. Exports are up and 
more companies are trading a growing variety of goods. 
Once companies begin to export, they become more 
confident in their abilities to do business in new 
markets and with new products. Anecdotal evidence 
suggests that a growing number of small- and medium- 
sized businesses are borrowing to invest in the 
manufacture of components and other items for export. 


15. (SBU) USITC trade statistics reveal that no 
country has benefited more from CAFTA at this early 
juncture than Nicaragua. This partially reflects the 
fact that Nicaragua started from a lower base than its 
Central American neighbors, with fewer industries 
enjoying effective tariff protection. It partially 

reflects the fact that NicaraguaQs clothing and 
apparel industry was not well integrated into regional 
supply chains that experienced disruption when fellow 
countries implemented CAFTA on different dates. It 
also may reflect certain competitive advantages for 
Nicaragua. For example, the country has plenty of 
arable land and water for agriculture. Nicaragua 
offers textile and apparel manufacturers the lowest 
labor wages in Central America. Nicaragua has the 
only Trade Preference Level (TPL) among CAFTA 
countries, allowing it to import low cost third 

country fabric for the manufacture and export of 
apparel to the United States. Nicaragua also has the 
lowest crime rate in Central America. Despite the 
lack of infrastructure and irregularities in the legal 
system, these factors make the country a relatively 
attractive place to invest, particularly in 

agriculture and light manufacturing. 
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16. (SBU) Equally significant is that the 

administration of former President Enrique Bolanos 
worked hard to improve customs, tax collections, and 
reduce red tape for investors. Bolanos stabilized 
inflation, reduced foreign debt, grew foreign exchange 


reserves, and stabilized foreign exchange rates. In 
addition, his administration successfully marketed the 
country to investors, providing tax and investment 
incentives when necessary. On January 10, Bolanos 
handed power over to newly elected President Daniel 
Ortega, and left the job of promoting Nicaragua to a 
new administration with a very different approach to 
government. The jury is out as to how hard OrtegaQs 
administration will work to fulfill the promise of 

private sector-led growth and development that 
membership in CAFTA holds for Nicaragua. 
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E.O 12958: N/A 

TAGS: ECON, ETRD, WTO, CE 

SUBJECT: SRI LANKA: NO DECISION YET ON U.S. WTO TAFT GOODS 
NEGOTIATING TEXT DEMARCHE 


REF: STATE 20817 


1. Summary: The Government of Sri Lanka (GSL) will not make 
a decision on the U.S. WTO textiles, apparel, footwear and 
travel goods (TAFT) negotiating text until it meets with 

apparel producers later this week. End summary. 


2. Econoff delivered the TAFT negotiating text to senior 
government officials dealing with WTO matters in the Sri 
Lanka Department of Commerce and the Ministry of Foreign 
Affairs on February 26. They requested time to get back to 
us with their position. 


3. Department of Commerce Director of Multilateral Trade 
Affairs Gomi Senadheera was familiar with the U.S. proposal 
on TAFT goods, and said that he considered it \"very much in 
our interest." The Department of Commerce had the lead on 
the issue for Sri Lanka, but Senadheera said that he would 
need to consult with Sri Lanka\'s Joint Apparel Associations 
Forum (JAAF), which represents the apparel industry, before 
deciding whether to co-sponsor the proposal. He would meet 
with JAAF on Friday, March 2, which was the earliest that 
key JAAF members were available to discuss the matter. He 
promised a reply soon after that meeting. (Note: 
Senadheera recently returned from Sri Lanka\'s mission to 
Geneva, and was familiar with this and other WTO issues.) 


4. Ministry of Foreign Affairs Economic Division officials 
Sashikala Premawardhane and B. Kandeepan reiterated that 
the Department of Commerce had the lead on this issue, but 
agreed that they saw no reason why Sri Lanka would not 
support it. 


5. Post will follow up with the Department of Commerce 
next week and will report Sri Lanka\'s position as soon as 
it is established. 
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E.O. 12958: N/A 

TAGS: KMDR, OPRC, OIIP, ETRD, BR 

SUBJECT: MEDIA REACTION: SOUTH AND CENTRAL ASIA: IRAN\'S NUCLEAR 
PROGRAM; SAO PAULO 


\"All Against AIN" 


Liberal, largest national circulation daily Folha de S. Paulo (2/14) 
editorialized: \"The fact that Iran simply ignored the UN Security 
Council order to suspend its uranium enrichment program was not a 
surprise.... According to information available, lran is at least 

five years away from producing some nuclear arsenal due to 
technological and industrial deficiencies. This fact should be taken 
into consideration by the representatives of the UNSC permanent 
members who will begin discussing on Monday another resolution 
against Tehran. There has been speculation about supposed plans by 
the Bush administration to attack Iran. Israel would also be 
increasingly inclined to carry out a \'preventive attack\' such as the 
bombing that destroyed Iraq\'s nuclear reactor in 1981. Few actions 
would be capable of worsening the situation in the Middle East. One 
of them would be a military attack against Iran, which would 
transform the region into a war stageinvolving all against all. 
Dissuading Israel fro attacking Iran and at the same time 

increasing iplomatic sanctions against Tehran is the most prudnt 
path to follow.\" 

McMullen 
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DEPT ALSO FOR H; PLEASE PASS TO STAFFDEL FARKAS 

E.O. 12958: DECL: 02/23/2012 

TAGS: PREL, PGOV, MARR, ETRD, IN 

SUBJECT: MOD ASSURES STAFFDEL FARKAS INDIA WILL CHOOSE 
\"ONLY THE BEST\" DEFENSE PROCUREMENTS 

Classified By: PolCouns Ted Osius for Reasons 1.4 (B, D) 

1.(C) Summary. On February 23, MOD Acting Joint Secretary 


for Planning and International 
Cooperation Kiran Chadha, Chacha told Steffdel Farkas: 
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-- India\'s procurement policy is guided by the Defense 
Procurement Policy of 2006; 

-- promised that in upcoming procurements India will be 
\"choosing only the best\" equipment; 

-- described U.S. defense companies operating in India as 
competitive; 

-- offered to meet with American officials and companies 
anytime to explain India\'s defense procurement procedures; 
-- stated the Defense Minister has said MOD should spend more 
on research and development; and 

-- encouraged more military-to-military exercises with the 
U.S. 


End Summary. 


DPP \'06: \"The Bible for All Procurements\" 


2.(C) Ina February 23 meeting between Ministry of Defense 
Acting Joint Secretary for Planning and 

International Cooperation, Dr. Kiran Chadha, and 
Congressional Staff Delegation consisting of Dr. Evelyn 
Farkas (Senate Armed Services Committee) and Aileen Alexander 
(House Committee on Armed Services), Dr. Chadha described 
India\'s defense procurement policy as being predicated on the 
Defense Procurement Policy (DPP) of 2006, calling it \"the 
Bible for all procurements.\" DPP \'06 provides a transparent, 
level playing field for all bidders, she said, and provides 

an offset policy with a goal, in the long term, of providing 

India with a completely indigenous production capability. 

India is being wooed by the world\'s arms suppliers, she said, 
who are seeking a share of the \"very attractive and lucrative 
$100 billion market\" India intends to offer over the next 
decade. In determining which products to procure, Chadha 
claimed India will be \"choosing only the best." giving equal 
importance to major suppliers like the U.S., Russia and 

Israel. As an example of the ministry\'s fairness, Chadha 

said it made a conscious decision not to visit any country\'s 
planes at the recent Aero India air show, so as not to show 
any favoritism. 


3. (C) In implementing DPP \'06, Chadha promised her ministry 
would be open to all, noting that at Aero India she had 
arranged for Defense Minister Antony to meet with both U.S. 
officials, in this case Ambassador Mulford, and American 
business, when he met with the U.S.-India Business Council. 
\"There is no end,\" she promised, \"I will meet with as many 
people and cooperate with as many people as possible." She 
was especially grateful for recent briefings by Boeing and 
Lockheed Martin on the capabilities of F-18 and F-16, 
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respectively. 


American Companies Competitive 


4. (C) In response to a question from Staff Member Farkas, 
Chadha described U.S. companies as being competitive in the 
Indian market already, adding \"They are big supporters of our 
goal of technology gains.\" She praised American companies 
for setting up offices in India, despite having no contracts 

yet in many instances, and said she believes the companies 
are here for the long term, not just for procurement but also 
for joint projects, co-production, and joint research and 
development (R&D). She emphasized that R&D is a priority for 
India, and that DefMin Antony had said India must spend more 
on R&D in collaboration with the U.S., Europe, and Russia. 


More Mil-Mil Exercises, Please 


5. (C) Responding to Staff Member Alexander\'s inquiry, Chadha 
said India is eager to participate in more 

military-to-military exercises with the United States. India 
has the desire and capability to operate in its immediate 
region, but the U.S., she said, had the capability and budget 
to go anywhere in the world. India hopes to extend its reach 
and would like to learn from America\'s experiences. In 
return, she suggested, the U.S. could learn from India how to 
operate with minimal resources. She pointed to maritime 
security and disaster relief as two specific areas which 

India would be most interested in collaborating with the U.S. 


6. (C) In a telling conclusion, Chadha noted that India is 
“happy with its reputation for having a bureaucracy fraught 
with red tape, suggesting its cumbersome decision making 
process had its benefits. \"We know we take long,\" she said, 
\"but once we take a decision, we\'re happy with it.\" COMMENT: 
Numerous reviews to minimize corruption also add to the 

Indian decision-making timeline. END COMMENT. 

MULFORD 
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E.O. 12958: DECL: 02/25/2017 
TAGS: PGOV, AF, PK, PREL 
SUBJECT: JIRGA INVITATION UPDATE 


REF: A. MARTIN/GRENCIK E-MAIL OF 23 FEBRUARY 2007 


B. ISLAMABAD 608 
C. KABUL 528 


Classified By: Ambassador Ryan Crocker, Reasons 1.4 (b), (d) 


1. (C) On February 21, Mark Pont, the UNAMA representative in 
Islamabad, told us he had heard \"rumors\" that President 
Karzai had instructed Pir Gilani not to respond to an 

invitation to visit Islamabad to discuss cross-border or 

parallel jirgas. Pont, who is friends with some of Gilani\'s 
relatives, was attempting to confirm or put down the rumor. 

On February 23, Minister of Interior (and Pakistan Jirga 
Commission Chairman) Sherpao informed the Ambassador that he 
had indeed invited Gilani to Islamabad some weeks before but 
had not received a reply. He said he intended to call Gilani 

on February 23 or 24 to reiterate the invitation. 


2. (C) After the Ambassador\'s meeting, Embassy Islamabad 
contacted Embassy Kabul to advise them of the pending phone 
call. Per ref A, it appears subsequent enquiries by Embassy 
Kabul ascertained that Pakistan\'s invitation had been 
delivered to -- and held up in -- Afghanistan\'s Ministry of 
Foreign Affairs and only forwarded to Gilani in late 

February. 
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3. (C) Comment: Whether it was Sherpao\'s intervention or 
Embassy Kabul\'s, we are happy to see the Government of 
Afghanistan\'s 25 February press release indicating that 
Afghanistan has accepted Pakistan\'s invitation to travel to 
Pakistan to discuss the cross-border jirgas. End Comment. 
CROCKER 
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STATE FOR WHA/EX AND WHA/CAR 
S/CRS 

SOUTHCOM ALSO FOR POLAD 
STATE PASS AID FOR LAC/CAR 
INR/IAA (BEN-YEHUDA) 

WHA/EX PLEASE PASS USOAS 


E.O. 12958: DECL: 02/23/2017 
TAGS: ASEC, EAID, HA, KCRM, MARR, MOPS, PGOV 
SUBJECT: CITE SOLEIL: GANGS SCURRY FOR COVER 


REF: PORT AU PRINCE 297 


PORT AU PR 00000365 001.2 OF 002 


Classified By: Ambassador Janet A. Sanderson for reasons 1.4 (b) and (d 


). 


1. (U) Summary: MINUSTAH is continuing operations in the 
Port-au-Prince neighborhood of Cite Soleil. Recent successes 
include the arrest of 17 suspected gang members, the 

take-over of a major base of operations for gang leader 

Amaral Duclonat, and the arrest of an Evans deputy named \"Ti 
Bazil\". MINUSTAH has also made progress initiating community 
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projects in the neighborhood. The most notorious gang 
members, though not yet in custody, have been hiding and 
unable to operate, so MINUSTAH considers their latest 
operations a success. MINUSTAH officials insist that they 
will continue operations until they have complete control of 
Cite Soleil. End Summary. 


2. (C) On February 20, MINUSTAH coordinated with the Haitian 
National Police to arrest 17 suspected gang members in the 
Belecourt neighborhood of Cite Soleil, and took control of 

gang leader Amaral\'s base of operations. MINUSTAH troops took 
no fire during the operation which MINUSTAH refers to as 
\"Operation Nazca\". MINUSTAH Civil Affairs deputy Lizbeth 
Cullity (strictly protect) referred to this operation as 

\"very successful\". 


3. (U) On February 18, MINUSTAH arrested prominent Cite 
Soleil gang leader and Evans deputy, Johnny Pierre Louis, 
known as \"Ti Bazil,\" in the Brooklyn area of the 
Port-au-Prince slum. MINUSTAH believes Ti Bazil is 
responsible for numerous murders and other violent crimes, 
including the killings of two families of participants in the 
GoH\'s disarmament program (DDR). 


4. (U) MINUSTAH has turned the old headquarters of Evans 
known as Base Jamaica, into a clinic and distribution point 

for aid. The building, located in Cite Soleil\'s Boston 
neighborhood, was taken over by MINUSTAH earlier in February 
(ref A). Brazilian doctors and dentists are using the 

building to offer free consultations to Cite Soleil 

residents. UN troops are using the building to distribute 

soup and water. The transformation is part of MINUSTAH\'s 
plan to turn former gang bases into community centers. 


5. (C) Many in Port-au-Prince have expressed anxiety over 
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MINUSTAH\"s failure, thus far, to capture any of the three 
most notorious gang leaders - Evans, Amaral and Belony. 
MINUSTAH\"s intelligence unit (JMAC) deputy, Mike Center 
(strictly protect), told Poloff that the intent of their 
operations - to remove the gang leaders! ability to operate - 
is often misunderstood by the public. He asserted that by 
taking control of the gangs\' bases of operations, they have 
the leaders on the run and unable to carry out kidnapping and 
other crimes. By Center\'s definition, the inablility, to 

date, to capture the gang leaders is not a failure. Center 
stated that gang activity has been minimal in other slums 
like Martissant in recent days and he hoped that the 
operations in Cite Soleil had sent a signal to gangs 
throughout Port-au-Prince that \"playtime is over." 
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6. (C) According to Cullity, MINUSTAHVs goal is complete 
control of the Cite Soleil neighborhood. Troops are now 
positioned in Cite Soleil 24 hours a day, and operations will 
continue until their goal is accomplished. Now that the 

military has successfully entered the most dangerous 
neighborhoods, MINUSTAH is starting to turn to targeted 
police operations to find and arrest gang members. Locating 
targeted individuals is not an easy task in the maze-like 

streets of Cite Soleil, which is why MINUSTAH is relying more 
and more on their police and intelligence divisions to 
accomplish their goals. Cullity also stated that \"everyone\" 

at MINUSTAH knows they would have more success capturing the 
major gang leaders if they offered cash rewards, but this is 
outside their authority. \"Overall,\" she said \"the arrests 

are adding up and MINUSTAH is very close to having complete 
control of the neighborhood." 


7.(C) Comment: The Ambassador on February 21 and February 
22 had contrasting meetings with President Preval amd Prime 
Minister Alexis. Preval complained that MINUSTAH\'s lack of 
success in capturing the gang leaders constituted failure of 

their operations, and brooked no argument that MINUSTAH had 
made progress otherwise. The Prime Minister, on the other 

hand, was optimistic that Cite Soleil would soon be under 
MINUSTAH and GOH control and was anxious to coordinate a 
full-scale development effort on the ground. While we 

withhold judgement regarding how soon Cite Soleil will be 
completely safe for development workers, we share MINUSTAH\'s 
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and the Prime Minister\'s optimism and find Preval\'s attitude 
overly petulant. End Comment. 

SANDERSON 
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SIPDIS 
SIPDIS 
ISN/RA, lO, AND NEA/ARP, NEA/IR, NEA/I 


E.O. 12958: DECL: 02/25/2017 

TAGS: KNNP, IR, AE 

SUBJECT: IAEA REPORT ON IRANIAN COMPLIANCE WITH UNSCR 1737 
- UAE RESPONSE 


REF: A. STATE 23001 
B. ABU DHABI 302 
Classified By: DCM MARTIN QUINN, REASONS 1.4 B & D. 


1.(C) On February 25, DCM raised reftel points on Iran,s 
noncompliance with UNSCR 1737 with MFA Acting U/S Tariq Al 
Haidan, who gave strong assurances that the UAE Government is 
\"all the way with you on this.\" Al Haidan said the UAE has 
repeatedly talked to the Iranians, but characterized their 

whole response as \"illogical.\" He commented that in his 

view, given the high stakes in the matter, there should be no 
other course for Iran than cooperation with the international 
community. Previously, Al Haidan had told the Ambassador 

that the head of the UAE,s non-proliferation and commodity 
control committees, BG Mohammed Al Qamzi, had chaired a UNSCR 
1737 meeting on February 18 at the MFA (Ref B). 


UAE MFA Official,s advice on dealing with Iran in Iraq 


2. (S) Later the same day, at Kuwait National Day reception, 

Al Haidan (UAE senior diplomat with service in Iran and 

Syria) pulled DCM aside to talk more passionately about Iran. 
He declared: &We want you to succeed,8 and urged the US to 
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attempt to infiltrate Arab Shiites into the Iranian ranks in 

Iraq. He expressed profound distrust for the Maliki 
government and suggested that elements of the Iraqi security 
forces are tipping off insurgents about American moves in 
advance. Referring scornfully to a remark allegedly 
attributed to Maliki that he had done enough for his country 
by hanging Saddam Hussein, Al Haidan commented that Iraq 
desperately needs a strong leader like lyad Allawi. He said 

it was a good thing for the US to keep Iran off balance by 
from time to time seizing their operatives in Iraq. 

SISON 
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DEPT FOR AF/E AND A/S FRAZER 


E.O. 12958: DECL: 02/26/2017 
TAGS: PGOV, PREL, PTER, ASEC, MOPS, SO, ET 
SUBJECT: Somali Insurgents Attack Ethiopians 


1. Somali insurgents attacked Ethiopian forces camped at the former 
Defense Ministry building in Mogadishu on February 23 between 1730 
and 1800 local time. In what sources describe as a well-planned 
attack, insurgents caught the Ethiopians off guard with mortars and 
automatic weapons fire. The attackers escaped. 


2. There are no reports of casualties among either the Ethiopians or 
the attackers. However, according to news reports 10 civilians - 
including four children - were killed and at least 15 were injured by 
Ethiopian artillery fired in retaliation. 


3. The attack came as the Ugandan Minister of Defense led a 
delegation to Mogadishu in preparation for the deployment of 1,500 
Ugandan peacekeeping troops as part of the AU/UN approved AMISOM. 
Initial telephonic reports indicated that the Ugandan minister was at 

the Ethiopian compound at the time of the attack and that an 

Ethiopian general had been killed, but neither assertion appears 
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true. 


4. Sources report that Mogadishu was calm on Saturday and Sunday but 
that unknown numbers of residents continued to evacuate the city. 
RANNEBERGER 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PREL, PARM, ENRG, KNNP, EG, IR, NK 

SUBJECT: U/S JOSEPH AND EGYPTIAN MINISTER FOR FOREIGN 
AFFAIRS DISCUSS NUCLEAR ISSUES, IRAN 


Classified By: DCM Stuart Jones for reasons 1.4 (b) and (d). 


1. (S) SUMMARY: U/S Joseph met with Egyptian Foreign 
Minister Aboul Gheit on February 3. He was accompanied by 
A/S Rood, Ambassador, DOE-NNSA Deputy Administrator Will 
Tobey, T Senior Advisor Jim Timbie, and econ counselor 
(notetaker). U/S Joseph described his recent discussions in 
Moscow, including the initiative to combat nuclear terrorism, 
and urged Egyptian participation. He also mentioned a second 
initiative to provide access to fuel for countries 

considering nuclear power that would obviate any need to 
acquire fuel enrichment and processing technology. Aboul 
Gheit said Egypt has not made a final decision about nuclear 
energy but asked for a detailed paper about the U.S. 

proposal. The minister stressed that the behavior of 

countries surrounding Egypt and \"the Iranian situation" will 
\"frame our decisionW on nuclear energy. Aboul Gheit asked 
about North Korean and Russian behavior toward Iran and 
missile defense. On Iran, Aboul Gheit believes Tehran is 
determined \"to pursue the process to the end,\" adding that 
they would \"not have gone to all this trouble in 
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confrontation with everyone, unless they were determined to 
go through with it.\" U/S Joseph raised the question of 
recent Egyptian Section 3 violations; Aboul Gheit advised 
that the issue was best dealt with in military channels. END 
SUMMARY. 


2. (C) U/S Joseph met with Egyptian Foreign Minister Aboul 
Gheit on February 3. He was accompanied by A/S Rood, 
Ambassador, DOE-NNSA Deputy Administrator Will Tobey, T 
Senior Advisor Jim Timbie, and econ counselor (notetaker). 
U/S Joseph opened by saying that the U.S. would like to see 
the use of nuclear power expanded beyond industrialized 
countries and China and India, to developing nations like 
Egypt. He described his discussions in Moscow, including the 
initiative to combat nuclear terrorism, in which thirteen 
countries are now participating. He described it as similar 

in structure to the Proliferation Security Initiative (PSI). 
Participating countries will commit to taking certain 

measures against nuclear terrorism. U/S Joseph explained 
that there will be a meeting of participating countries in 
Turkey in February, after which the group will open up to 
wider international participation. He urged Egypt to 

consider participating in the initiative. About Gheit asked 
about the other members, but did not comment on the prospect 
of Egyptian participation. 


Nuclear Energy Initiative 

3. (C) U/S Joseph then described a second initiative, which 
we are working with the Russians, to support an expansion of 
the use of nuclear energy worldwide. He said the U.S. and 
Russia will eventually work with other major nuclear energy 
states to put this together, and are talking to countries 

that currently play a role in the fuel cycle: uranium 
production, enrichment, fuel processing, etc. The goal is to 
help countries considering nuclear power acquire reactors, as 
well provide access to an attractive fuel supply arrangement 
that would obviate any need to acquire fuel enrichment and 
processing technology. Beyond that, he told Aboul Gheit, 
Russian President Putin is creating a fuel center in Russia 
open to participation by other states. This might include 

fuel leasing, and takeback of spent fuel for use in advanced 
reactors. 


4. (C) Aboul Gheit asked about USG arrangements for spent 
fuel, and U/S Joseph explained the ongoing development of a 
storage site at Yucca Mountain, acknowledging that this 
remained an open issue for the U.S. Problems in implementing 
the Yucca Mountain program were an impetus for the GNEP 
initiative. While GNEP is the future, given the predicted 
expansion of nuclear energy worldwide, the U.S. has decided 
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to work with Russia and other suppliers on a near-term 
solution. U/S Joseph explained the proposed fuel supply 
arrangement would support increased use of nuclear energy, 
thereby improving the international energy situation, and 
providing environmental benefits. It would also reduce the 
risk of proliferation by stopping the spread of enrichment 
and processing technology. Countries would be offered an 
attractive alternative, so they would have no need to acquire 
fuel cycle technology themselves. In his presentation, U/S 
Joseph underlined that the U.S. hopes Egypt will play a 
regional leadership role in encouraging and promoting 
widespread acceptance of this proposed fuel supply 
arrangement. 


5. (C) Aboul Gheit said he appreciated this, but added that 


Egypt could not have a response until they make their own 
decisions about nuclear energy. In that context, he also 
cautioned that Egypt has not yet finally decided to go ahead 
with nuclear energy. The minister explained that a 
Berlin-based Egyptian scientist, who has worked in the German 
nuclear industry for many years, has made a strong case 
against Egypt\'s proposed nuclear power program. This 
scientist, he said, predicts a significant increase in 

nuclear production worldwide, projects that the supply of 
uranium will run out in forty years, and says that Egypt will 
not recover its nuclear investment before the supply runs 

out. Inthe meantime, Aboul Gheit asked for a detailed paper 
about the proposal that he can use in internal GOE 
discussions. U/S Joseph said that at this point there is 
nothing in writing that can be shared, but that the USG hoped 
to consult with Egypt while the proposal is still in the 
formative state. 


6. (C) The other factor in Egypt\'s thinking on nuclear 

energy, Aboul Gheit said, is the behavior of countries 
surrounding Egypt, and \"how the Iranian situation will end." 
This, he said, will frame our decision on nuclear energy. 
Alluding to recent opposition calls in the Parliament for 

Egypt to begin a nuclear weapons program, Aboul Gheit said 
Egypt would \"absolutely\" be a peaceful nuclear power \"unless 
| am threatened by more than one player in the region.\" If 
everyone else is going to be \"macho,\" he said, then \"we will 
have to be macho.\" \"But that is not our intention, nor our 
desire. No one wants to waste the resources for things that 
will never be used.\" But, he added, \"we have to neutralize 
the region. Please help me not to find myself squeezed in a 
corner.\" 


Japan and North Korea 


Column 3 

7.(C) Aboul Gheit asked about the status of discussions with 
North Korea. U/S Joseph described North Korea as a danger, 
but not as complex and dangerous as Iran. He noted, however, 
that if the international community fails in North Korea, 

then it may affect Japan\'s thinking on its nuclear program, 
which would be a major strategic change in that region. U/S 
Joseph said that on her most recent visit to Japan, the 
Secretary publicly reaffirmed U.S. security and nuclear 
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guarantees for Japan. This, he said, appears to have had a 
positive effect on the domestic debate over nuclear weapons 
in Japan, and noted the Chinese thanked the Secretary for her 
comments. 


8. (C) U/S Joseph underlined the importance of the full and 
effective implementation of UNSCR 1718 on North Korea. Aboul 
Gheit asked about the likelihood of a second series of North 
Korean nuclear tests; U/S Joseph replied the US has not seen 
any indications that there will be more tests, but that there 

is no way to know for certain what the North Koreans will do. 
He predicted progress at the next round of the six party 

talks, due to the effectiveness to date of the implementation 
of the 1718 sanctions. This, U/S Joseph observed, is why it 

is so important to impose consequences on Iran for its 
actions. He emphasized that if Iran fully suspends its 
enrichment program, the U.S. will participate in future 

talks. 


Iran 

9. (C) Aboul Gheit asked U/S Joseph about Russian behavior 
towards Iran. U/S Joseph responded that Russia would 
continue to act in what it saw as its national interest, and 

that it is important to make clear that Iran must not acquire 
nuclear weapons. Right now, he said, Iran is \"our greatest 
strategic challenge." U/S Joseph expressed his concern about 
the visit of the NAM troika, including Egypt\'s IAEA 
Ambassador Ramzi, to Tehran, cautioned that the Iranians 
would try to manipulate the visitors, and that he hoped the 
ambassador would not participate in any ceremonies or sign 
any documents. Aboul Gheit assured him that Ramzy would not. 
Aboul Gheit underlined that \"we do not want to see nuclear 
weapons in Iran,\" as it would add to an already very 
complicated situation. 


10. (C) Aboul Gheit asked about IAEA Secretary General 
ElBaradei\'s proposal; U/S Joseph responded that the UNSC 
resolution calls for full and verifiable suspension of their 
enrichment activity. \"If they don\'t suspend,\" he commented, 
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\"and there is no reason to believe that they will, we must 
think about ratcheting up the pressure so that diplomacy will 
work.\" Aboul Gheit said \"embassies\" (NFI) in Tehran are 
saying that the upper echelon of the mullahs is not happy 


with Ahmedinejad, and that the results of recent local 
elections have affected his ability to maneuver. In Aboul 
Gheit\'s view Tehran is determined \"to pursue the process to 
the end.\" He believed the Iranian goal is to obtain the full 
potential to become a nuclear state, and that they would aim 
to be in a position to have nuclear weapons within nine 
months. He argued that they would \"not have gone to all this 
trouble in confrontation with everyone, unless they were 
determined to go through with it." Aboul Gheit suggested 
Ahmedinejad is a stupid guy\" whom the mullahs see as acting 
in a way that is harming Iran and their nuclear project. In 
Aboul Gheit\'s view, their criticism of Ahmedinejad is based 
on his \"clumsiness\" in managing the situation, and not the 
nuclear program itself. 


11. (C) Aboul Gheit also mentioned missile defense. U/S 
Joseph explained that the goal of the U.S. program is to 
defend against an attack with a handful of missiles, not 
hundreds, and in that context it was not aimed at the 
Russians, but at other actors, including, for example, Iran. 
He described Russian concerns as based on Cold War-era 
thinking. Interceptors in Poland, for example, would counter 
a few missiles from Iran, but not the hundreds that the 
Russians still have deployed under the terms of the Treaty of 
Moscow. He noted that there are reports that Iran is working 
on a long range missile, with a 2500 km range, with North 
Korea. 


Section Three Violations 

12. (S/NF) U/S Joseph raised the question of Egypt\'s recent 
Section (3) violation, and the notification the 

Administration has made to Congress. He commented that these 
notifications must take place when there has been a 
\"substantial end-use violation.\" He said there have been 
several recent cases in Egypt, and noted particularly the 
Bodyguard testing issue. He described USG concerns as 
important, and said the incident \"will affect the 

Congressional debate" over military assistance to Egypt. He 
emphasized that the USG needs the test information we have 
requested, and that \"we need to work together" on this issue. 


13. (S) Aboul Gheit responded that he understood the issue 
has been discussed between the U.S. and Egyptian military 
establishments. He cited the letter that Minister of Defense 


Column 3 

Field Marshall Tantawi sent, and described it as Wan answer 
to the issue.\" He suggested that the way forward would be 
for the two militaries to \"get in touch." Aboul Gheit 

advised the U.S. side to \"sit with the Egyptian military and 
explain to them all the details of the arrangements and 
understandings that we are committed to and that we are bound 
to so that we do not annoy you.\" He pointed to the long 
history of the program, and Tantawi\'s equally long 
involvement in it. 
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JACKSON); CENTCOM-J4-E (COL GREY); JOINT STAFF J-4 (MR 
MACKIE), J-5 (LTC SEAMON) 


E.O. 12958: DECL: 01/01/2011 

TAGS: AORC, MARR, NATO 

SUBJECT: RFG: SOURCE OF THE INFRASTRUCTURE COMMITTEE CHAIR 
REF: A. C-M(2007)0010 


B. SG(2006)0515 
C. SG(2006)0655 


Classified By: DEFAD EVAN GALBRAITH. REASON 1.4.(B/D) 


1. (C) SUMMARY AND REQUEST FOR GUIDANCE. When agreeing the 
establishment of the NATO Office of Resources (NOR), the NAC 


Column 3 

tasked the Senior Resource Board (SRB) to review the source 
of the Infrastructure Committee (IC) chairman. Mission 
recommends agreement to a national chair, in lieu of the 
current International Staff (IS) chair, on the condition that 

the resource committee\'s secretariat support is reduced. The 
SRB held informal discussions on this matter on February 22, 
prior to further consideration at the March 5 preparatory 
session. Mission requests guidance NLT COB March 2. END 
SUMMARY. 


2. (U) On February 14, the NAC agreed to the establishment of 
the NOR, the revised terms of reference (TOR) for the three 
resource committees, and tasked the SRB to review the source 
of the IC Chair (Ref A). All nations, except the U.S. and 
Portugal, favor a national chair. MISSION NOTE: The Deputy 
Assistant Secretary General (DASG) for Defense Investment, 
currently Ken Peltier (U.S.), chairs the IC. END MISSION 
NOTE. Our efforts to maintain the International Staff (IS) 
chair no doubt delayed agreement to the NOR by several 
months. The language in the approved IC TOR reads, Y... upon 
approval of the TOR, as a temporary arrangement, the Director 
NOR will also chair the IC. Within three months following 

the approval of the TOR, the SRB will review this temporary 
arrangement, seeking IC advice, and will then recommend to 
the NAC the source of the future Chairman, as agreed by the 
nations. Thereafter, the TOR will be amended appropriately.\" 


3. (C) Now that the NOR is agreed, Mission has no further 
objection to a national IC chair, since a national IC chair 

is compatible with other resource committees, eg. SRB, 
Military Budget Committee (MBC), Civil Budget Committee 
(CBC), and because the U.S. retains the 1.S. position as the 
Director of the NOR, thus ensuring continued U.S. influence 
and support. Agreement to a national IC Chair also enables 
the U.S. to now compete for three chairman positions (SRB, 
IC, MBC/CBC) in the future, although there is no reason to do 
so at this time. 


4. (C) Mission does not support the proposed secretariat 
support for each of the resource committee chairmen, one 

staff officer and one secretary, since these personnel will 
absorb resources from the NOR. Mission recommends instead, 
that our agreement to a national IC Chair be with the 
understanding that the resource committee Chairmen,s staff 
support be limited to one secretary each. 
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E.O. 12958: DECL: 02/25/2017 

TAGS: ECON, ENIV, PREL, RO 

SUBJECT: AMBASSADORYS MEETING WITH TRANSPORTATION MINISTER 
REGARDING BECHTEL HIGHWAY CONTRACT: SAME OPERA, DIFFERENT 
SINGERS 


REF: BUCHAREST 0144 


Classified By: John Rodgers, Economic Chief, for reasons 
1.5 (b) and (d) 


1. (C) Summary: Bechtel\'s efforts to build a highway in 
Romania are still plagued by Romanian government 
obstructionism and inability (or unwillingness) to understand 
the basics of the contract. The Ambassador\'s most recent 
meeting with the Minister of Transportation revealed that 
some of the Romanian complaints against Bechtel may exist 
only in his mind and in that of the Prime Minister. We fear 
Bechtel may continue to suffer the slings and arrows of 
outrageous governmental \"oversight.\" The Embassy, too, may 
be in danger of becoming a punching bag, furthering the 
tactical political ends of the Prime Minister in showing his 
\"toughness\" on a contract with a U.S. company, or 
ingratiating himself to the European Union, which has always 
opposed the Bechtel contract. End Summary. 


2. (C) After a very blunt statement by PM Tariceanu to the 
Ambassador last week (see Reftel) that the GOR was 
contemplating breaking the multi-billion dollar highway 
construction deal with Bechtel because of the American 
company\'s non-fulfillment of the contract, the Ambassador, 
with Bechtel\'s concurrence, sought a meeting with 
Transportation Minister Berceanu to elicit his views on the 
problems related to the construction project and seek a 
resolution of the outstanding disagreements between the GOR 
and Bechtel. Embassy notes that the PM later went public 
with his dissatisfaction about the Bechtel contract, citing 

his conversation about Bechtel with the Ambassador, which the 
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Embassy had assumed was confidential in nature. 


3. (C) Bechtel representatives and Econ Chief accompanied the 
Ambassador to the meeting on February 16, and Minister 
Berceanu convened his ministry advisors and staff, including 
officials of the National Road Authority, which is the 
\"contracting party and main GOR partner for Bechtel. 
Minister Berceanu began the discussion by commenting that he 
has put a lot of emphasis on developing plans for building 
highways in Romania. This includes using EU funds. He has 
an ambitious agenda for construction. He wants roads built 

in Romania. Minister Berceanu then launched into a criticism 
of the slow pace of work on the Bechtel project. He said 

that, while it was understandable that there had been some 
change in the schedules due to the re-negotiation of the 
contract last year, he was concerned that the agreed-upon 
completion date of 2013 was now unattainable. Berceanu 
continued his rather lengthy exposition of the roadway,s 
problems by claiming that Bechtel had not spent all the money 
budgeted in 2006, and he therefore doubted that the company 
could spend all the money budgeted for 2007 (Euro 120 
million). Berceanu asked how, at this pace, could the road 
possibly be finished by 2013? He said that the GOR needs to 
know in advance, even a year in advance, how much work will 
be done so that the GOR can come up with the funding. His 
basic demand appeared to be that Bechtel should assure him in 
writing that it could finish the project on time in 2013, 

while Romania would guarantee the funding for the work. 


4. (C) The Ambassador, after coordinating his message with 
Bechtel representatives, succinctly laid out the reasons for 
coming to see the Minister with the Bechtel representatives: 

- He noted that he had received a rather sharp message from 
the Prime Minister and had committed to the PM to meet with 
Berceanu to understand the specific problems that the GOR has 
with the Bechtel highway contract. 

- Although he was not a negotiator for Bechtel, he wanted to 
find a way forward to get the deal on track. 

- He wanted to get the two sides together to work through the 
problems. 

- He also noted, however, that the GOR must give Bechtel what 
it needs to complete the work, and this included material, 

land and money. 

- Finally, the Ambassador noted that Bechtel has told him the 
work for this year was well ahead of the work plan and that 
Bechtel was very confident of its ability to finish the 

project on time. 


5. (C) In the following back and forth between Minister 
Berceanu and the Ambassador and Bechtel representatives, it 
became quickly apparent that Minister Berceanu was not well 
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informed about the contract or its actual contents or 
obligations. Conversation among the Romanian government 
representatives and Berceanu (in Romanian) to clarify points 
of arguments and provide basic information among themselves 
about the contract actually took as much time in the meeting 
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as the exchanges between the Romanians and the Americans. 
Minister Berceanu was visibly (and audibly) impatient with 
his staff and seemed confused. 


6. (C) At this point, Bechtel did not need to go on the 
attack, since the Romanians had already punched holes in 
their own arguments and complaints. Bechtel graciously 
offered to review the plans for the roadway, in particular to 
revise the schedule of completion of specific sections of the 
roadway, in order to meet the concerns of the Romanians. 
Bechtel told the Minister that it was only doing what the 
revised contract had stipulated. Bechtel also reminded the 
Romanians that they had taken from Bechtel the responsibility 
for designing the highway in the last revision and without 
plans, Bechtel couldn,t work. 


7. (C) At the end of the meeting, a seemingly embarrassed 
Minister Berceanu apologized for the confusion on his part 
and among his staff regarding the contract. He said he 
wanted to be &personally and directly8 involved in the 

project. Saying in English what he had told his staff in 
Romanian, Berceanu said that he was responsible for making 
the project work. He offered to meet with Bechtel soon to 
discuss more technical issues. The Ambassador concluded the 
meeting by asking Berceanu to come to him if there were 
problems with the contract so that they could work them out 
without letting them fester into resentment (or messages of 
discontent from the PM). 


8. (C) Although Embassy had perceived the meeting as a 
positive step forward, a subsequent phone call between the 
Ambassador and the Prime Minister revealed that the PM 
remained dissatisfied with the Bechtel contract and the GOR 
was continuing to demand that Bechtel revise its contract and 
agree to pay penalties for late fulfillment of the contract. 

The PM asked that the Ambassador meet with the PM and 
Minister Berceanu without Bechtel in the room as early as 
possible. A Bechtel representative told Embassy on February 
23 that a high-level Liberal Party (PNL - PM\'s party) member 
had warned him that the PM was going to use the next meeting 
with the Ambassador to criticize the project yet again and to 
impose \"severe measures." 
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9. (U) In the past couple of days, the real intentions and 
thinking of the GOR toward the contract have become even 
murkier through further public utterances of Minister of 
Transportation Berceanu. Press has quoted the Minister as 
reiterating earlier statements that he realizes the GOR 

cannot get out of the contract, but that it is still bad for 
Romania. Other press items mention that Bechtel is 
negotiating with the GOR to realign the work schedule and 
make proposals for the funding needed. Meanwhile, the Deputy 
Minister of Transportation this week told the press that the 
highway would be delayed by a year (until 2014) and Bechtel 
was to produce plans to reorganize the construction schedule. 


Comment 

10. (C) The meetings with the Prime Minister and Minister of 
Transportation, the subsequent telephone conversation between 
the PM and the Ambassador and the rumors circulating about 
the PM\'s continuing anger at the contract could simply be 
construed as more examples of how disorganized and 
ill-informed the GOR decision-makers are in their approach to 
project management. If this were truly the case, the 
Ambassador might be able to help Bechtel to work through the 
misunderstandings and mitigate the effects on the Bechtel 
project of the typical \"stove-piped\" management within the 
GOR, in which one ministry does not communicate with another 
at the mid-level. The GOR, however, has not taken repeated 
advice from Bechtel and the Embassy to create an integrated 
team of professionals to manage the project. Unfortunately 

for Bechtel, this makes it, at best, the \"guinea pig\" for 
large-scale contracts in Romania and it will continue to 

suffer through the experiment. 


11. (C) Unfortunately, other forces may be at work to make 
Bechtel and the highway project stumble. The Prime 
Minister\'s decision to go public with his latest criticisms 
about the Bechtel contract and his request to meet yet again 
privately with the Ambassador about the contract appear to be 
an effort to put the onus on the U.S. side to come up with 
solutions that seem mostly to be fabricated by the GOR. The 
PM may also be using the issue to punish his coalition 
partners (Democrat Party - PD) which supports the highway 
since it goes through the PD political stronghold of Cluj, 
whose mayor, Emil Boc, is the head of the PD. Given the 
level of infighting and skullduggery in Romanian politics at 
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the moment, Embassy cannot rule out these darker scenarios. 
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In addition, the pro-EU faction inside the GOR may want to 
demonstrate its fealty to the EU on this contract issue, 

perhaps even scheming to reopen the bidding on the highway to 
allow European companies to bid. 


12. (C) Bechtel is still concerned about money flow from the 
GOR (the project must be financed per GOR decision solely 
with external credits). Unless the issues of money and 

timely payments can be worked out, Bechtel may soon be forced 
to stop work yet again. Another deadline is looming for the 

GOR to pay a substantial sum to Bechtel (early March). If 

the money doesn,t come, then the machines will stop. This 
would provide yet another (unjustified) excuse for the GOR to 
snipe at Bechtel, or even worse, to abrogate the contract. 


13. (C) Embassy will continue to monitor the situation 
closely and will provide all appropriate assistance to 
Bechtel to ensure that the contract is successful. Embassy 
is inclined, however, to decline any meetings with GOR 
officials unless Bechtel officials are also in the room so 
that we can reinforce the message that the GOR must negotiate 
directly with its business partner, Bechtel. Embassy will 
also reiterate, in public if necessary, that it is not a 

party to this contract, but the USG firmly supports the 
sanctity of legal contracts as a bedrock of the free market 
system. 

TAUBMAN 
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E.O. 12958: DECL: 02/26/2017 
TAGS: PREL, PHUM, KPAL, IS 
SUBJECT: MFA: NO CURRENT PLANS FOR DEMOLITIONS IN GREATER 
JERUSALEM 
REF: A. STATE 15177 
B. SIEVERS-SHAMPAINE 2/14 E-MAIL 


Classified By: DCM Gene A. Cretz, Reason 1.4 (b) (d) 
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1. (C) Following up on PolCouns\' delivery of Ref A demarche 
regarding reports of a GOI decision to demolish 41 homes in 
the Beit Sahour area, MFA Director for North America Dan 
Arbell informed PolCouns February 26 that the GOI has no 
plans for such demolitions Wat this time.\" Arbell said he 

had raised USG concerns with Civil Administration officials, 
who confirmed that while there were ongoing issues regarding 
Villegal construction in the Beit Sahour area, the Civil 
Administration had no current plans to demolish the houses. 
Arbell said he thought some demolitions would eventually be 
carried out, butin much smaller numbers. 


2. (C) Asked specifically about the Greek Orthodox 
Patriarchate\'s housing project, Arbell said the Patriarchate 
was discussing the building permit issue directly with the 
Civil Administration. PolCouns asked that Arbell keep the 
Embassy apprised of new developments, and stressed the 
importance of the GOI avoiding actions in the Greater 
Jerusalem area that could inflame the situation at a very 
delicate time. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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SENSITIVE 

SIPDIS 

STATE FOR SCA/CEN (PERRY), SCA/PPD, EUR/ACE 


E.O. 12958: N/A 

TAGS: PGOV, PREL, SOCI, EAID, TX, US 

SUBJECT: IN TURKMENISTAN TOP SECURITY FIGURES RE-CONFIRMED; NEW 
JUSTICE MINISTER AND TRANSPORT DEPUTY CHAIRMAN APPOINTED 


REFS: 


A) Ashgabat 230, B) Ashgabat 226, C) Ashgabat 221, 
D) Ashgabat 201, E) Ashgabat 146 


Summary 


1. (U) Turkmenistan\'s President Berdimuhammedov has reappointed his 
entire inherited power ministries\" team to serve in his own 

government, though without reappointing Defense Minister 
Mammetgeldiyev to his previous dual role as Secretary of the 

National Security Council. The new president also named a 

32-year-old to be the new Deputy Chairman of the Cabinet of 

Ministers for Transport, brought in another fresh face, Mejlis 

(Parliament) Human Rights Committee head Myrat Garryev, to be 
Turkmenistan\'s new Justice Minister, and confirmed Akdja 

Nurberdiyeva as Mejlis Speaker. The main outstanding question is 

how many more Cabinet Deputy Chairmen he may name. END SUMMARY. 


The Old Guard is the New Guard 


2. (SBU) Over the weekend, President Berdimuhammedov signed a number 
of decrees reappointing, as was universally expected, all 

Turkmenistan\'s top security and law-enforcement officials to their 

existing jobs: 

-- Agageldi Mammetgeldiyev as Minister of Defense; 


-- Geldimuhammet Ashyrmuhammedov as Minister of National Security; 


-- Bayram Alovov as chairman of the State Border Service, Commander 
of Border Troops; 


-- Akmammet Rahmanov as Interior Minister; 
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-- Yagshygeldi Esenov as Chairman of the Supreme Court; 
-- Muhammetguly Ogshukov as Prosecutor General. 


3. (U) Other security appointments in the latest batch of 
presidential decrees: 


-- Lieutenant Colonel Muhammetberdi Gulyev, who until recently 
served as chairman of the Ahal province department of the Ministry 
of National Security, was appointed rector of Turkmenistan\'s 
military academy; 


-- Jora Hudayberdiyev was appointed rector of Turkmenistan\'s police 
academy; 


-- Atamyrat Gurdov was appointed rector of the Military Institute of 
the Ministry of Defense. Earlier, he worked as vice rector, first in 
the police academy and then in the military institute. 


-- Agamyrat Geldiyev was appointed editor-in-chief of the Esger 
(Soldier) newspaper. 


4. (SBU) Absent without explanation in this latest list of decrees 

was any mention of the overarching position of Secretary of the 
National Security Council, encumbered since 2003 by Defense Minister 
Mammetgeldiyev. The National Security Council, hitherto 
little-publicized, emerged to publicly play a key role in the brief 

interval after Niyazov\'s death. Additionally, the appointments of 

the new rectors at the police academy and military insitute depart 

from recent practice, in that the ministers no longer will also head 

the respective educational institutions related to their line of 

work. 


Deputy Chairman (Transport) of the Cabinet 


5. (U) Another February 23 decree named Gurbannazar Ashyrov new 
Deputy Chairman of the Cabinet of Ministers, simultaneously 
releasing him from his job as head of the \"Turkmendenizderyayellari\" 
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(State Sea and River Transportation Company), to which he had been 
appointed only last week. The 32-year-old Ashyrov thereby vaults 
over the much older long-time Transport Minister Orazberdi 
Hudayberdiyev, who until now had himself combined his ministerial 
post with the Deputy Chairmanship for the sector. Ashyrov studied 
mathematics and computer technology, thereafter working in a series 
of consultancy/specialist occupations, including in the State 
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Committee for Emergency (Crisis) Situations and, from 2000-2005, as 
head of the Transport and Communications Department of the Cabinet 
of Ministers. 


New Mejlis Speaker and Committee Heads 


6. (U) Other Berdimuhammedov decrees on February 23 selected Akja 
Nurberdiyeva as Chairman of the Mejlis, and Kasymkuly Babayev as 
Mejlis Deputy Chairman -- the position which Nurberdiyeva had 
technically continued to hold since she was elevated to the function 

of acting Chairman after the abrupt removal and arrest of former 
Speaker Atayev following Niyazov\'s death on December 21. 
Simultaneously published on February 24, over Nurberdiyeva\'s name, 
were five \"Resolutions of the MejlisW naming new heads to the 

Mejlis\'s five standing committees: 


-- Dzuma Dzumayev as head of the Committee for Human Rights (i.e., 
replacing new Justice Minister Garryev; see below); 


-- Maral Poltayeva as head of the Committee for Economy and Social 
Policy; 


-- Ahmet Charyev as head of the Committee for Coordination with 
Local Government; 


-- Ahmukammet Shamuhammedov as head of the Commiteee for 
International and InterParliamentary Affairs; 


-- Baymyrat Babayev as head of the committee for science, education 
and culture. 


7. (SBU) Comment: Dzuma Dzumayev, the new head of the Human Rights 
Committee, has a record of provocative comments as a committee 

member in past meetings on human-rights issues with embassy or 
working-level Washington visitors. Conversely, in three recent 

substantive meetings with high-level Washington visitors and the 

embassy, Chairman Nuberdiyeva has made a distinctively positive 
impression of professional competence and energy. Her openness to 
suggestions of expanded contacts and joint programs has seemed to 
blossom with each of our successive contacts (Refs D, E). End 

Comment. 


NEW JUSTICE MINISTER: BIO NOTE 


8. (U) Together with the law-enforcement ministers, 
Berdimuhammedows latest edicts appointed a new Minister of Justice: 
Myrat Garryev, who most recently chaired the Mejlis\'s Committee on 
Human Rights. Garryev was born in 1962 in Mytishchi City of Moscow 
Oblast in the Russian Federation. His nationality is Turkmen. In 
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1979, he graduated from secondary school number 7 in Ashgabat and 
entered the Law Department of Turkmen State University named after 
Maxim Gorky. He graduated from the University in 1984 with a legal 
specialization and began his professional career in 1984 as a senior 
laboratory assistant at the Philosophy and Law Institute of the 
Academy of Sciences. Later, he worked at this organization as a 
junior research officer and a research officer. In 1987-1989, he 
participated at the staff development training course at the State 

and Law Institute of the Academy of Sciences, Moscow. In 1997-2001, 
Garryev worked as senior research officer and chief research officer 
at the National Institute of Democracy and Human Rights under the 
President of Turkmenistan. He authored 15 academci articles. 
Starting in 2001, he worked as Chief of the Sector on Law 
Enforcement Bodies at the Cabinet of Ministers and at the 
Presidential Apparatus. In the 2003 parliamentary by-elections, he 
was elected as a deputy and appointed Head of the Mejlis Legislation 
Committee, one of only five standing committees in the Mejlis, which 
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was renamed the Committee on Protection of Human Rights and Freedoms 
on February 1, 2005. He is married and has three children. Garryev 
travelled to the U.S. as part of an OSCE interparliamentary 

delegation in summer 2005, spending July 4 in Washington D.C. He 
attended the January 31 embassy reception for visiting EUR/ACE 
Coordinator Adams, and has been a guest of Charge\'s at a working 

lunch on parliamentary cooperation. 


COMMENT 


9. (SBU) Now that Berdimuhammedov has reconfirmed across the board 
the power ministries\" team already in place, the sole major unknown 
is how many more Deputy Chairmen of the Cabinet of Ministers -- with 
their notionally overarching powers -- he may appoint. To date, he 

has named three: for International Affairs, Oil and Gas, and 

Transport. Five other such positions nominally exist on the 
Turkmenistan government chart, for: Agriculture; Trade/Commerce and 
Textiles; Economy, Finance and Banking; Education, Health, Science 
and Culture; and Energy, Industry and Construction. The agriculture 
position has been vacant for several years, and Agriculture Minister 
Orazgeldiyev was reappointed as minister last week, so perhaps there 
will be no change in the status quo. Conversely, a new Deputy Chair 
could be appointed in conjunction with the new directions for the 

sector that the upcoming March 20 session of the Halk Maslahaty 
(National People\'s Council) is supposed to enact. The Education and 
Economy/Finance Deputy Chair slots likewise remain vacant, even 
though Ministers have been reappointed. For Energy and Industry, 
Berdimuhammedov reappointed Yusup Dawudov as Minister but 
discontinued Dawudov\'s previous dual function as Deputy Chair. He 
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could still elevate some new figure over Dawudov, analogous to what 
occurred with the Deputy Chairmanship for Oil and Gas. Nor has the 
new president filled his old slot as Deputy Chairman for Education 
and Health. He may feel that unnecessary. End Comment. 
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DEPARTMENT FOR NEA/ARP, EEB/TRA/ATP 

E.O. 12958: N/A 

TAGS: EAIR, PREL, ECON, AE 

SUBJECT: ABU DHABI AIRPORT AND SEAPORT EXPANSION PROJECTS 


1. (U) Summary. During the recent Abu Dhabi Economic Forum Khalifa 
Al Mazroui, CEO of Abu Dhabi Airports Company, and Ahmed Al Calili, 
CEO of Abu Dhabi Ports Company, outlined the expansion plans for the 
Abu Dhabi airport and Abu Dhabi seaport respectively. Both Al 

Mazroui and Al Calili presented the physical expansion plans of the 
airport and port and also discussed the potential opportunities for 
industrial investment in the transportation sector. End summary. 


2. (U) Khalifa Al Mazroui, CEO of Abu Dhabi Airports Company, said 
that a second runway is under construction at the Abu Dhabi airport 
and should be ready by March 2008. He also explained that a new 
midfield terminal and control tower will be built between the two 
runways. The new control tower will be fully operational in June 
2008 and the midfield terminal should be finished in 2010. Al 
Mazroui also stated that the Abu Dhabi airport will double its cargo 
capacity in the coming months. 


3. (U) Al Mazroui said the Airports Company is responsible for the 
following areas: 1) safety, 2) security, 3) customer service, 4) 
profitability, and 5) the midfield terminal. Opportunities for the 
private sector to invest include: 1) the new cargo terminal, 2) 
in-flight catering services, 3) an independent power plant for the 
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airport, and 4) an independent cooling facility. 


4. (U) Ahmed Al Calili, CEO of Abu Dhabi Ports Company, also spoke 
about the expansion of the Abu Dhabi seaport, Mina Zayed, and 
outlined potential investment opportunities. Al Calili said in 2006 

the rate of container movement had increased from 16 to 25 an hour. 
Since Mina Zayed is surrounded by the city of Abu Dhabi, the area of 
the old port will be re-developed for commercial use and Abu Dhabi 
will begin constructing a new port in Taweela called Khalifa port. 
Khalifa port will be an offshore island 4.5 kilometers away from the 
coast in order to protect the marine ecology, according to Al Calili. 
The port will be 2.2 square kilometers, with the first vessel 

expected to arrive in August 2009. A free zone will be established 

at Khalifa port and an unnamed aluminum company has already committed 
to establishing a manufacturing plant at the port. 


5. (U) Al Calili noted that Khalifa port is a $1.5 billion project 

and eight companies are currently bidding for the reclamation work to 
build the port. There will also be opportunities for the private 

sector to invest in the zone\'s infrastructure, including utilities 

and real estate development. 
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SUBJECT: Somalia Security: A Stagnant Insurgency 
REF: A) Nairobi 660 B) Nairobi 762 


Classified by PolOff John OVLeary. Reasons 1.4 (b) and (d) 


Column 3 
Summary 


1. (C) The Somali insurgency in Mogadishu remains deadly but does 
not appear to be spreading significantly throughout the country. 
Perpetrators include Islamic Courts remnants, marginalized Hawiye 
clan members, disaffected warlords, and common criminals; and they 
continue to terrorize the city\'s population. More neighborhoods are 
establishing armed watch groups to keep insurgents from launching 
attacks that invite Ethiopian retaliation, which lately tends to be 
indiscriminate artillery fire. Mogadishu residents are rearming to 
protect themselves from the insurgency and rising crime. Prime 
Minister Gedi attributes the relative calm of the last three nights 

to more aggressive patrolling by the TFG and the Ethiopians. End 
summary. 


2. (U) Between January 28 and February 23, there were approximately 
53 security incidents in Mogadishu aimed at destabilizing the 
Transitional Federal Government (TFG). These incidents included 
mortar fire, rocket propelled grenade (RPG) attacks, and use of 
personal weapons (AK-47, pistol, grenade) on TFG government and 
security installations, the port, Ethiopian encampments, and various 
individuals related to the pacification process. Press reporting 
indicates approximately 67 Somalis killed and something in excess of 
220 wounded; mostly innocent civilian men, women, and children. 
Ethiopian and TFG counterattacks are said to account for at least 21 
of the dead and more than 47 of the wounded. These figures do not 
include criminal activity or inter-clan clashes which are not 

evidently aimed at the demise of the TFG. 


3. (U) Despite persistent government claims that remnants of the 
Islamic Courts are behind the continual stream of attacks and despite 
the claim by a Courts-affiliated group that it is indeed responsible 

for the violence (Reftels), the perpetrators remain unknown. 
Observers posit four categories of groups involved in the anti-TFG 
resistance: 

--Islamic Courts remnants; 


--Hawiye Clan members who feel marginalized under the TFG; 


--Warlords who feel marginalized by the TFG and see in the current 
strife an opportunity to enhance their positions; and 


--Thugs. 


How these groups might be organized or whether they cooperate is 
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unknown. They all stand to benefit, however, from a weakened or 
disrupted TFG. 


4. (U) Despite calls from al-Qaida\'s al-Zawahiri for the insurgents 

to wage a jihad against the TFG and the Ethiopians, there have been 

no suicide attacks since the attempt to kill TFG President Yusuf last 
September. (Comment: The Popular Resistance Movement in the Land of 
the Two Migrations (Reftel B) has stated on the Courts-affiliated 

website \"Qaadisiya\" that it will use suicide attacks against Ugandan 

and other AU peacekeepers. End Comment.) 


5. (C) The attackers tend to target military and TFG facilities, 

including the port. They often miss, however. The patterns of 

attack indicate that the attacking groups are few in number and that 

the weapons types are not used in concert. As the primary attack 
weapon, mortars tend to be used against Ethiopian/TFG encampments, 
Villa Somalia, and the port. RPGs are used against moving vehicles, 
police stations, and hotels. Small arms are used against individuals 
and groups. 


6. (C) The attackers are insensitive to Ethiopian retaliation 

against the neighborhoods from which they launch. There is a report, 
for instance, that on the night of February 19-20 a clan elder saw an 
attack group enter his area and asked them to leave. The group 
refused until after they had launched their mortars, and 10 innocent 
civilians died and 36 to 100 were wounded in the Ethiopian 
retaliation. Some observers believe that the insurgents choose to 
attack from certain areas in order to punish the inhabitants for not 
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supporting their cause. 


7. (U) In response, neighborhoods are forming their own armed 
\"neighborhood watch\" groups (Reftel B) to keep potential attackers 
out of their areas. In a conversation with Poloffs on February 23, 

Prime Minister Gedi stated that the TFG is actively encouraging 
neighborhood elders to form these groups. Watch members reportedly 
have set up roadblocks and searched vehicles at night in the Waaberi, 
Wardhiigleey, Gubta, Hodan, Siinaay, and al-Baraka neighborhoods; and 
other neighborhoods are following suit. An armed watch reportedly 
prevented insurgents from launching mortar rounds from a Mogadishu 
market in Hodan district on February 22. Although there appears to 
have been at least one success, it is too early to assess the 
effectiveness of these neighborhood watch groups. Gedi attributes 

the relative calm in Mogadishu the past three nights to more 
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aggressive patrolling bythe TFG and the Ethiopians. 


8. (U) The fighting on the night of February 19-20 (para 6) was the 
most brutal since the insurgency began after the expulsion of the 
Islamic Courts from Mogadishu. Nonetheless, the insurgent attacks 
that began the killing were loud and frightening but caused little 
damage. Observers agree that the casualties resulted almost 
exclusively from Ethiopian artillery retaliation. 


9. (U) Unknown attacker(s) tossed a hand grenade at the residence 
of the TFG\'s Trade minister in Mogadishu on February 13 - to no 
effect. Unknown gunmen then attacked the hotel where he was staying 
in Kismaayo on February 17. The second attack may be a coincidence 
since a trade minister is not normally a prime target. 


10. (U) Unknown attacker(s) lobbed a hand grenade into the 
residence compound of Ayr sub-clan politician Dr. Mohamud Uluso in 
Mogadishu on February 17. (Uluso had led an Ayr delegation to Addis 
Ababa in early February and had participated in a civil society 
roundtable with A/S Frazer in Nairobi in January.) There were no 
injuries and no significant damage. 


11. (U) Acar carrying four passengers exploded on a street in 
Mogadishu on February 18, and the occupants were burned beyond 
recognition. The consensus is that the car was transporting 
explosives. No other details are available. 


12. (U) Unknown gunmen murdered radio journalist Ali Omar in Baidoa 
on February 16. According to press reporting, three assailants 

ordered him to stop, then killed him when he attempted to flee. The 
circumstances suggest robbery as a motive rather than politics. 


13. (U) Unknown gunmen in Mogadishu killed a district commissioner 
and a deputy district commissioner in separate incidents on February 
21. Prime Minister Gedi told Poloffs on February 23 that these were 
assignations. 


14. (C) On the whole, these insurgent attacks have succeeded in 
spooking the population of Mogadishu, provoking the Ethiopians into 
indiscriminate counterattacks, and instilling doubts about the TFG\'s 
ability to establish control over the city. Crime, independent of 
insurgent attacks, is on the rise. There are reports that the city\'s 
inhabitants are rearming to protect themselves. The neighborhood 
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watches may provide needed relief from the nightly fighting, but 
there is a risk that they could develop into new militias answerable 
to new warlords. 

RANNEBERGER 
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E.O. 12958: N/A 
TAGS: OVIP, PGOV, PREL, RW 
SUBJECT: RWANDA SCENESETTER FOR A/S POWELL 


1. (SBU) Post warmly welcomes the visit of Assistant 
Secretary of State for Educational and Cultural Affairs Dina 


SIPDIS 

Powell. Rwanda is a nation still struggling to overcome the 
legacy of the devastating 1994 genocide, and reconcile 
populations at odds for most of Rwanda\'s modern history. 
Upwards of one million Rwandans lost their lives, and the 
nation\'s infrastructure, economy and society were terribly 
damaged in the genocide. Today, the economy has been largely 
rebuilt, and great strides have been made in restoring 
security and establishing the underpinnings of a developing 
democracy. Yet much remains to be done. Below the mission 
reviews keys issues for your visit. 


2. (SBU) Political Pluralism: In 2003, President Kagame was 
elected to a seven-year term with 95 percent of the votes, 
and members of Parliament were also elected. In February 
2006, local officials were elected to five-year terms in 

local elections, and in early March 2006 the new mayor of 
Kigali City was elected. The next legislative elections will 
be held in 2008, presidential elections in 2010, and local 
elections in 2011. The 2003 presidential and legislative 
elections were peaceful but marred by irregularities. 
Constitutional and regulatory restrictions on political party 
operations remain in place, and use of broadly-worded 
criminal statutes sanctioning divisionism and \"genocide 
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ideology\" are a concern for the human rights community. Other 
human rights concerns include lingering restrictions on a 

free press, a judicial system still hampered by capacity 
limitations, and a developing civil society that must satisfy 
extensive licensing requirements. 


3. (SBU) Press Freedom: Press freedom remains the subject of 
much debate and action in Rwanda. 2006 began with public 
criticism of Rwanda\'s media by President Kagame and of 
individual reporters by other officials. Later that year, we 

saw clear signs that senior GOR officials recognized the 
importance of a free, effective free press to the development 
of Rwanda\'s democracy and to international perceptions of the 
country. In spite of some reports of harassment, occasional 
run-ins with the police and other government authorities, and 

a worrisome physical attack on one journalist on February 9 
this year, Rwanda\'s media appears considerably freer than it 
was two or three years ago. The number of independent media 
outlets continues to grow: nine radio stations are now on the 
air, and 37 newspapers are being published. Last year the 
New Times became the first daily paper. Newspapers such as 
Focus, Umuseso, Newsline, and Umuvugizi regularly publish 
articles critical of senior government officials and 

institutions and the ruling Rwanda Patriotic Front without 
government sanction. In fact, local journalists, who do 

admit to self-censoring on occasion, often tell us that the 
over-riding concern for them is the day-to-day economic 
obstacles to making journalism profitable. 


4. (SBU) Justice and the Genocide: Over 800,000 suspected 
\"genocidaires\" (those who participated in the 1994 genocide) 
are the subject of judicial inquiry by the gacaca courts, a 
traditional system modernized and expanded by the GOR. Over 
51,000 cases had been adjudicated by 1545 gacaca courts by 
the end of 2006. Many of those so judged return to prison 
with lengthy sentences, and the prison population has been 
rising at a worrisome rate. The GOR just released over 9,000 
gacaca suspects and regular convicts from the nation\'s 16 
prisons, and plans additional releases, providing temporary 
reductions in the prison population. While the most serious 
genocide offenders will be judged by the regular courts, the 
gacaca courts represent the principal attempt by the GOR to 
achieve justice and reconciliation, a difficult policy 

balance, given Rwanda\'s history of ethnic animosities. 


5. (SBU) Economic Development: Rwanda\'s main challenges 
remain its small economy, relative isolation, poor 
infrastructure, energy insecurity, and poorly developed human 
capital. Rwanda\'s economy remains largely dependent upon 
foreign aid, while its population remains overwhelmingly 

rural with over 90 percent of families earning a living 
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through subsistence agriculture and 56.9 percent of 
households living below the poverty line of 250 Rwandan 

francs a day (about $0.45). However, Rwanda has achieved an 
average GDP growth rate of 6 percent over the past six years 
and increased the total value of exports by 23 percent in 

2005. The government has established important policy 
benchmarks for overhauling the economy, and establishing 
Rwanda as a regional crossroads bridging the Francophone west 
and Anglophone east. It has achieved major improvements in 
the areas of tax collection, banking, trade agreements, 
anti-corruption, and fiscal policy. It has improved road 
condition throughout the country, and maintaine 

d a low corruption rate relative to neighboring countries. 

In 1996, there were a total of 91 parastatal enterprises, and 
over 50 of those enterprises had been privatized by the end 

of 2006. Privatization of the telecommunications and banking 
sectors has largely been completed and Electrogaz is 
scheduled to be privatized in FY 2008. 


6. (SBU) Poverty Reduction: The government has made 
efforts, with measurable results, to reduce poverty and to 
improve access to health care and education, despite its 
severely limited resources. Under its national policy of 
universal primary education, the GOR provides free primary 
education to all children. A joint GOR-donor task force is 
focusing on improvement of girls\' education. The GOR is also 
attempting to improve access to health care through greater 
decentralization to ensure inadequate health services at the 
local level. In addition, it has implemented plans for the 
prevention, protection, and reintegration of street children 
(currently 7,000 out of 4.2 million children), including 
vocational training to promote self-reliance through 
development of income-generating skills. Rwanda is revising 
its Economic Development and Poverty Reduction Strategy in 
2007. Rwanda had completed the Highly Indebted Poor Country 
(HIPC) debt relief initiative and the Multilateral Debt 

Relief Initiative by the en 

d of 2006. Completion of these two debt initiatives 
significantly reduced its overall debt. Anticipated GDP 
growth for the immediate future should continue at 5-6 
percent, while inflation may rise given high energy costs and 
large donor inflows. Rwanda does face challenges to food 
security from cyclic rainfall shortages. 


7. (SBU) Global Health: Rwanda is one of the most 
severely HIV-affected countries of 123 countries receiving 
USG funding under PEPFAR, a $15 billion, five-year, 
multi-agency global plan to combat HIV/AIDS. Rwanda was 
selected as one of the 15 focus countries for its level of 
infection, the severity of its health situation, and the 
leadership demonstrated by the Rwandan government and its 
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people in fighting the epidemic. Recent results of a 2005 
demographic and health survey, officially released by the 

GOR, indicate a national HIV prevalence rate of 3.0 percent 

(3.6 percent for women, 2.3 percent for men). The survey 
suggests that women are contracting HIV/AIDS at a younger age 
than men, and that for both sexes prevalence in urban areas 

is approximately three times higher than in rural areas. By 

the end of FY 2008 the USG\'s PEPFAR program in Rwanda will 
provide at least 50,000 persons with ARV treatment, prevent 
158,000 new HIV infections, and provide care and support to 
250,000 persons affected by HIV 

/AIDS, including orphans and vulnerable children. FY06 
PEPFAR funding for Rwanda was approximately $72 million. The 
funding for FY07 is expected to be $94 million. DOD PEPFAR 
funds will result in the testing of all RDF troops each year. 


8. (SBU) In addition, Rwanda is a phase ll country for the 
President\'s Malaria Initiative. This program will work to 
dramatically reduce the incidence of malaria through new 
treatments, indoor residual spraying, home based management 
of fever in children and increased bed net use. PMI funding 

for the first year of the program is $20 million. The 

Mission also implements successful programs in child 

survival, maternal and child health, reproductive health and 
family planning. These programs have annual budgets of 
approximately $8 million. 


9. (SBU) Democracy and Governance: The Mission program, led 
by USAID, focuses on three areas: local government, civil 
society, and reconciliation. The agency supports 
decentralized governance through an innovative program in 
which health and governance objectives combine to ensure 
local management and delivery of high quality health 

services. The program is intended to demonstrate ability for 
local governments to manage and fund public services. The 
program is complemented by a civil society program that will 
give over 400 small grants to local organizations that 

provide services, income generation, or other economic 
development opportunities. The agency also supports a series 
of smaller projects related to reconciliation, such as 

activities in women\'s micro-finance, women\'s legal rights, 
land policy and law, and youth trauma therapy. 


10. (SBU) Specialty Coffee: In 2001 when USAID spearheaded 
the development of the specialty coffee sector in Rwanda, the 
country produced only low-grade commercial quality beans for 
export despite coffee being the traditional number one export 
earner. Over the past six years, USAID has invested an 
estimated USD 10 million in promoting and developing the 
Rwandan coffee industry, building and rehabilitating coffee 
washing station, training farmers and \"cuppers\" (coffee 
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tasters), organizing cooperatives, encouraging banks to lend 
to Rwandan investors to build coffee washing stations, and 
improving rural infrastructure. Today, Rwandan coffee has 
become known as one of the \"best of the best" coffees in the 
world. Rwanda exported 1,100 tons of high quality specialty 
coffee in 2005, and 2,000 tons in 2006. While still a small 
proportion of overall coffee exports, these crops earn top 
prices for the coffee growers, and have resulted in better 
health care, education, and housing in coffee farming 
communities. In 2006, Starbucks launched a promotional 
campaign featuring the best of Rwandan coffee, a program seen 
by an estimated 19 million customers per week in over 5,000 
Starbucks retail stores throughout the US. 


11. (SBU) Regional Security: Overall trends are increasingly 
positive throughout the region. Successful 2006 elections in 
the DRC have brought hope of a stabilizing neighbor to the 
east, and greater cooperation between the two governments. 
Uganda and Rwanda enjoy the most positive relations in years, 
and the simmering internal political problems in Burundi show 
signs of improvement. However the Forces Dmocratiques de 
Liberation du Rwanda (FDLR) (an armed group of Rwandan 
origin formed from the remnants of the former armed forces of 
Rwanda and the Interahamwe militias, some of whom bear 
responsibility for the 1994 genocide), continues to operate 

in North and south Kivu provinces of eastern DRC. The FDLR 
conducted an insurgency in northwest Rwanda in 1997 and 1998, 
prompting the RDF to re-enter eastern Congo to pursue and, 
eventually, put down the insurgency. The RDF left eastern 
Congo in 2002 and, despite causing continued instability in 

the Kivus, the FDLR has not threatened Rwanda militarily 
since t 

hen. Recent cooperation with the DRC government and armed 
forces in encouraging the reintegration of militia forces, 
including those of rwandaphone General Nkunda, shows progress 
can be made in eastern Congo. However, the FDLR, currently 
estimated at between eight to ten thousand combatants, 
remains an unresolved worry for the GOR and the international 
community. 


12. (SBU) Tripartite Plus: In 2004, the USG facilitated the 
formation of the Tripartite forum for Rwanda, Uganda, and the 
DRC (with Burundi added in 2006) to discuss regional security 
issues. The USG last facilitated meetings on the margins of 
the UNGA in New York in September 2006. The next meeting has 
been set for the middle of March in Kigali. In December 

2005, the Tripartite Fusion Cell (TFC) started operations in 
Kisangani, DRC, with the primary function of sharing 
information on the foreign-armed groups in eastern Congo. The 
GOR usually has two representatives on the TFC. Much work 
has been done on the four Focal Points, located in the 
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capital cities, with the ultimate view of closing the TFC and 
relying upon direct communication and information-sharing 
among the governments. A principal focus of the March 
meeting will be on ending regional security threats by 
\"negative forces.\" 


13. (SBU) AU Mission: The Rwandan Defense Forces (RDF), one 
of the most competent and professional militaries in 
sub-Saharan Africa, has approximately 2,500 troops deployed 
in Darfur attached to the African Union Mission in Sudan 
(AMIS). In addition to RDF soldiers and officers serving in 
six-month rotations as force protection and military 

observers, there are 50 civilian police officers serving 

under AMIS and 250 RDF troops in Khartoum in support of the 
United Nations Mission in Sudan (UNMIS). The USG has been 
providing logistical and training support for the Rwandan 
contribution to AMIS since initial deployment in August 2004. 
The US Air Force and US-funded contract airlines have 
provided transport for all troop deployments (except the 

recent deployment of one battalion by Algerian aircraft), and 
US contractors have conducted training for seven battalions 

in preparation for the Darfur deployments. An additional 
battalion, the 14th, is currently being trained. Rwanda 
became a full ACOTA partner in Ju 

ne, 2006, and ACOTA now provides a full nine-week Peace 
Support Operation training by US contractors (MPRI. One 
current bilateral issue is the application of the Leahy 
Amendment to the currently-training battalion and its 
commander. 
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E.O. 12958: DECL: 02/26/2017 
TAGS: PGOV, PREL, SU, US 
SUBJECT: SPLM: PLAN \"B\"ACKFIRE 


KHARTOUM 00000290 001.2 OF 002 


Classified By: CDA Cameron Hume, Reason: Sections 1.4 (b) and (d) 


1. (C) In a February 23 conversation with USAID Mission 
Director and Poloff, Sudan People\'s Liberation Movement 
(SPLM) Deputy Secretary General for the Northern Sector 
Yasser Arman described a crack in the National Congress 
Party\'s (NCP) control of Sudan, comparing it to 
\"perestroika.\" He said that this crack presented the USG 
with an opportunity to box Sudan within a constructive 
political process. By contrast, moving ahead with Plan B 
would provide the hard-line elements of the regime with the 
excuse they wanted to declare a state of emergency, dissolve 
the Comprehensive Peace Agreement (CPA), block elections, and 
stall the country's nascent political evolution. He 
emphasized that change in Sudan should come through 
international support for the \"development of internal 
structures,\" i.e. opposition parties, democratic 

institutions, and civil society. As an example of a positive 
step, he cited the SPLM\'s recent re-organization to be a more 
effective player on the national level. Arman acknowledged 
that a methodical political process would take time but said 

it would be more successful in changing Sudan\'s political 
landscape in the long-term than punitive measures. He 
recommended a strategic approach to the resolution of the 
Darfur conflict and stated that the SPLM leadership had 
endorsed the Party taking a more active role in this effort 
during their recent Politburo meeting in Yei. 


2. (C) Arman had traveled to Tripoli on February 20 with 
President Bashir, National Security and Intelligence (NISS) 
head Salah Ghosh, Presidential Advisor Nafie Ali Nafie, and 
other NCP figures. Based on his discussions with the NCP 
leaders during this trip, Arman said they viewed Plan B as 
\"joke\" and that they were confident that the regime could 
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weather any of the punitive measures of Plan B, which must be 
weak or the U.S. would never have leaked its existence to the 
press. They dismissed the threat of military action, 

calculating that the USG is over-extended in Iraq and 
Afghanistan, and believe the USG would not risk the 

disruption of the international markets that would result 

from sanctioning oil companies that operate in Sudan. 

Instead, the NCP viewed Plan B as a mechanism to consolidate 
their grip on power. Arman noted that the regime had entered 
into negotiations on the CPA and the Darfur Peace Agreement 
(DPA) in order to normalize their relations with the U.S. 

Plan B would signify -- once and for all -- that this path 

was no longer viable, and without the continued incentive of 
international legitimacy, the NCP hard-liners would move to 
halt the evolution of democratic institutions by declaring a 

state of emergency. 


3. (C) Arman suggested an alternate path of strategic 
engagement with the NCP to advance the political process in 
Darfur. He said that Sudan\'s attendance at the summit in 
Tripoli was designed to give the international community the 
impression that they were interested in negotiation and to 
divide the European countries and China from the USG\'s more 
confrontational position. Arman said that the USG should \"be 
smarter than the NCP\" and use their interest in negotiation 

to contain them within a constructive process. He reiterated 
the SPLM\'s interest in organizing a conference of DPA 
non-signatory leaders, the Sudan Liberation Movement 
(SLM)/Minawi, and the Government to jump-start peace 
negotiations within the framework of the DPA. He urged that 
A/S Frazer or S/E Natsios discuss this idea with First Vice 
President Salva Kiir. Arman also said that the USG, in 
cooperation with the SPLM, should work to defuse bilateral 
tensions between Chad and Sudan by facilitating a 
staged-process of confidence-building measures between the 
two countries. (Note: Arman traveled to Nyala on February 24 
to highlight the SPLM\'s renewed interest in Darfur and 
advance an expected trip by Kiir to the region in the near 
future. End note.) 
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4. (S/NF) The recent trips of Defense Minister Abdulrahim 
Mohammed Hussein to Iran and Hamas political leader Khaled 
Meshaal to Khartoum, as well as the upcoming visit of Iranian 
President Ahmedinejad to Sudan, are indications of the 
friends that the Sudanese government will embrace if it views 
engagement with the West as dead. Based on Arman\'s 
assessment, the hard-liners in the NCP, who favor these 
alliances, would use even the first tier of Plan B options as 

an excuse to advance their agenda and scuttle the CPA. 
Sustained USG political engagement with specific 
benchmarks--such as subtle encouragement for democratic 
development, negotiation with the non-signatories, and the 
lessening of tensions with Chad-- would likely provide a 
result more in line with our policy goals. End comment. 


5. (C) Tripoli minimize considered. 
HUME 
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E.O. 12958: DECL: 02/25/2017 

TAGS: PGOV, PK 

SUBJECT: INTERIOR MINISTER SHERPAO SAYS PROACTIVE STEPS 
NECESSARY IN TRIBAL AREAS 


REF: A. ISLAMABAD 824 
B. KABUL 559 


Classified By: Ambassador Ryan Crocker, Reasons 1.4 (b), (d) 


1. (S/NF) Summary: In a 23 February meeting, Interior 
Minister Aftab Sherpao told the Ambassador that the North 
Waziristan Agreement must be reviewed because it is not 
working. Proactive leadership is necessary, he said, from the 
Governor down to the political agents. Northwest Frontier 
Province Governor Orakzai\'s recent statements to the press 
were not helpful; Sherpao intends to recommend to President 
Musharraf that Orakzai be removed as governor. Sherpao also 
thinks targeted strikes against militant leaders will 

increase the strength of the maliks (tribal leaders) in the 
Federally Administered Tribal Areas and bolster security in 
the region. End Summary. 


2. (S/NF) Minister Sherpao told the Ambassador that it is now 
time to review the North Waziristan Agreement, as it has not 
produced the hoped-for effect on security in the region. 
President Musharraf has tried to empower Tribal Area 
political agents to take steps against the insurgency, but 

his efforts have not borne adequate fruit. Musharraf told the 
political agents, for example, that the Frontier Corps is 

under their command and that they have an open invitation to 
call the President directly for support at any time, yet the 
political agents have not used either resource. Part of the 
problem, Sherpao said, is a failure of leadership by Governor 
Orakzai. Orakzai\'s recent statements to the press (ref B) are 
not helpful, and it is time for the President to relieve him 

of his position. Sherpao already has a recommendation for 
Orakzai\'s replacement: Chairman of the Joint Chiefs of Staff 
Ehsan ul Haq. He is familiar with the issues and, as an 

ethnic Pashtun, will bring the right leadership to an urgent 
issue, Sherpao said. 


3. (S/NF) Sherpao believes that directly targeting Taliban 
leadership in the tribal areas will boost the influence of 

the maliks. Primary targets, he said, are Jalaluddin Haqqani 
and his sons; Mullah Dadullah; Baitullah Mehsud; and three to 
five others. If these leaders are eliminated, Sherpao said, 
their supporters will lose momentum. 
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4. (S/NF) Sherpao also provided the Ambassador an update on 
the Government\'s crackdown on Al Rashid and Al Akhtar trusts, 
both designated as al Qaeda and Taliban-associated 
organizations by the UN 1267 sanctions committee. Sherpao 
provided the Ambassador with an internal government document 
accounting for 25 Al Rashid and 15 Al Akhtar offices that had 
been closed/sealed throughout the country. Sherpao added that 
government officials have identified 2 million Pk rupees 
(approximately USD 33,000) that had passed through al Akhtar 
from a man in Quetta to another unidentified person. The 
money subsequently went missing, Sherpao said, and the 
government is following up on it. (Note: Ref A reported on 

the initial closures and the surrounding media coverage. Post 
will report on the memo received 23 February septel. End 

Note.) 


5. (S/NF) Comment: Ehsan ul Haq is a former head of 
Inter-Services Intelligence and a member of Musharraf's inner 
circle. He could bring new energy to an extremely complex 
problem. Post is considering the implications of a possible 

ul Haq replacement, but if the President relieves Orakzai of 

his duties, his replacement would be the fourth NWFP governor 
in two years. End Comment. 
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DEPT. FOR WHA/CAR, ISN/WMDT, AND T:TIM KATSAPIS 

E.O. 12958: N/A 

TAGS: PTER, KNNP, PREL, XL 

SUBJECT: DEMARCHES DELIVERED ON GLOBAL INITIATIVE TO COMBAT 
NUCLEAR TERRORISM 


REF: STATE 021535 
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1. Per reftel instructions, talking points on \"Global 

Initiative to Combat Nuclear Terrorism: Request for States 

to Become Partner Nations were delivered under cover of 
Diplomatic Notes (Antigua #0167, Barbados #0168, Dominica 
#0169, St. Kitts #0170, St. Lucia #0171, and St. Vincent 
#0172) on February 23, 2007. The original Diplomatic Notes 
were also mailed on that date. 


2. Post will forward any responses. 
OURISMAN 
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STATE FOR NEA/ARP 
STATE PASS USTR FOR JBUNTIN 
COMMERCE FOR ITA COBERG 


E.O. 12958: DECL: 02/25/2017 
TAGS: PREL, ETRD, ECON, MU 
SUBJECT: FTA PROCESS WEARING ON FRUSTRATED COMMERCE MINISTER 


Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 
1. (U) This is an action request. Please see paragraph 6. 


2. (C) The Ambassador recently received information via Baker 
Donelson, Oman\'s counsel in Washington, that Commerce and 
Industry Minister Magbool bin Ali Sultan is tiring of the 

slow pace of the U.S.-Oman Free Trade Agreement 
implementation process. Days later, Ministry of Foreign 

Affairs Under Secretary (Deputy Minister equivalent) Sayyid 
Badr al-Busaidi phoned the Ambassador to inquire, \"What\'s 
wrong with the FTA?\" 


3. (C) The Minister had earlier expressed his frustration in 
dealing with U.S. government counterparts on implementation 
issues in a February 6 meeting with Commerce Department 
Deputy Secretary David Sampson. During that meeting, Maqbool 
stressed that his government was making a good faith effort 
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to amend its regulations and laws to comply with the FTA\'s 
provisions, in addition to taking the \"extraordinary\" step of 
issuing a Royal Decree that enabled FTA provisions to trump 

all existing Omani regulations that may run counter to it. 
Nevertheless, Magbool concluded, \"Some people don\'t want the 
FTA to happen.\" 


4. (C) Magbool echoed similar comments in a December 5 
meeting with Assistant USTR Shaun Donnelly. He voiced his 
perception that there was a \"one-way\" street in dealing with 
the USG, and noted that there appeared to be \"no end in 
sight\" to comments relating to revisions of Oman\'s 
intellectual property and labor regulations, among others. 
Compounding Maqbool\'s concerns, Embassy believes, is the 
amount of political capital he has expended in ushering the 
FTA through the Council of Ministers, especially with the 
Sultan and with the Ministers of Manpower and of Regional 
Municipalities, Environment and Water Resources. 


5. (C) Comment: Since Magbool\'s long-running frustration 
over the FTA is well-known, it is difficult to say whether 

what we are hearing is just more of the same, or some new 
irritant. Recently, he has complained about repeated 
requests to modify documents after earlier changes had been 
incorporated. This is putting some strain on his limited 

staff, who are beginning to work on FTAs with the EU, India, 
and others. He also asks why the FTA cannot be implemented 
now with a commitment by both sides to address remaining 
issues within an acceptable period of time following 
implementation. Ultimately, we believe that he is under 
increasing pressure and taking considerable criticism, 
especially from the cabinet, for having made significant 
concessions without delivering the goods. End comment. 


6. (C) Action request: Embassy is concerned that Maqbool\'s 
frustration may impact ultimate implementation of the FTA. 

He has told the Ambassador that he will not speak publicly 
about the FTA until it is implemented, which is undermining 
Embassy efforts to promote greater trade and investment under 
the Agreement. Without his strong support, reforms needed to 
comply with the FTA will not be completed in a timely way. 

To shore up the Minister\'s support and enthusiasm for the 
process, the Ambassador intends to meet with him at the 
earliest opportunity. In preparation for this meeting, 

Embassy requests guidance from the Department and from USTR 
in order to engage Maqbool. In particular, we want to give 

him a clear roadmap to FTA implementation, including the most 
significant milestones necessary from the USG point of view. 
End action request. 

GRAPPO 
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E.O. 12958: DECL: 2/26/2017 

TAGS: FR, IR, IS, KPAL, LE, PGOV, PREL, SY 

SUBJECT: CHIRAC ADVISOR PROVIDES READOUT ON PA PRESIDENT 
ABBAS VISIT 


Classified By: Political Minister-Counselor Josiah Rosenblatt, reasons 
1.4 (b) and (d). 


1. (C) Summary: In his February 24 meeting with President 
Chirac, Palestinian Authority (PA) President Mahmoud Abbas 
urged the French to support a resumption of international 
economic assistance to the PA, but also suggested a continued 
refusal to engage in political contact with the new 

government would help to put pressure on Hamas to accept the 
Quartet Principles. Dominique Boche, Chirac\'s Middle East 
advisor, said he was struck by the fact that Abbas refrained 
from any criticism of U.S. policy. To the contrary, the PA 
President lauded the Secretary\'s management of the first 
trilateral meeting between Abbas and Prime Minister Olmert. 
Boche also discussed Syria\'s latest tactics to block the UN 
tribunal on Lebanon and dismissed Iran\'s release of a French 
citizen as a transparent attempt to split the EU3. End 
summary. 


Abbas Asks Chirac for Support 


2. (C) According to Dominique Boche, President Chirac\'s 
Middle East advisor, PA President Mahmoud Abbas delivered a 
surprisingly \"ambiguous\" message to President Chirac during 
their meeting in Paris on February 24. WOn the one hand, 
Abbas appealed for Chirac to assist in lifting the embargo on 
economic assistance to the PA. On the other hand, he argued 
that a continued refusal to engage in political contact with 
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the new government would keep the pressure on Hamas to accept 
the Quartet Principles,\" said Boche. Moreover, Abbas was 
vague about the modalities of international economic 
assistance to the PA, leaving Boche with the impression that 
the PA leader would not be averse to a scenario in which 
international economic assistance were channeled in such a 
way (e.g., through the PA Presidents Office, or through the 
auspices of an independent Finance Minister) as to remain 
outside of Hamas\'s control. \"He said we should restart aid, 
but he didn\'t say exactly to whom." Boche summarized. 
(Comment: Abbas\'s message may have surprised the French, 
inasmuch as MFA officials seem to have envisioned a gradual 
restoration of political contacts with the unity government, 
followed by an eventual restoration of economic support. End 
comment.) 


3. (C) Boche said he was struck by the fact that Abbas 
refrained from any criticism of U.S. policy -- something 

Boche said was \"a first\" in his experience of dealing with 
Palestinian politicians. To the contrary, Abbas praised 
President Bush\'s determination to move the peace process 
forward, and lauded the Secretary\'s management of the 
February 19 meeting between Abbas and Prime Minister Olmert. 
Abbas said that Olmert was quite negative at the outset of 

the meeting and that his conduct toward the Secretary pushed 
the limits of propriety, but he credited the Secretary with 
bringing the Israeli PM around to a more constructive 

position by the end of their discussion. 


4. (C) Outlining next steps, Abbas told Chirac that he would 
focus on obtaining Gilad Shalit\'s release, preventing Qassam 
rocket attacks on Israel, and ending arms smuggling into 
Gaza. Boche said Abu Mazen \"seemed confident\" that Hamas 
would agree to release Shalit in conjunction with the 

creation of the National Unity Government. (According to 
Boche, Chirac revisited this theme during a February 25 phone 
call with Egyptian President Hosni Mubarak, in which Mubarak 
hoped that Fatah/Hamas would soon agree on the timing of 
Shalit\'s release, which Mubarak linked to Israel\'s release of 

a number of Hamas prisoners who might be tapped for cabinet 
positions in the national unity government. Boche said 
Marwan BargouthiVs name was not mentioned in either 
conversation.) 


5. (C) Summing up Abu Mazen\'s visit, Boche said he came away 
with the impression that Abbas does not trust Hamas -- \"why 
else would he say that his priorities are rebuilding the 

security services and Fatah?\" -- but noted that Abbas 

apparently made far tougher comments about Hamas to Olmert 
and during a recent visit to the UK. \"We\'ve heard echoes of 
what he told Olmert and the British, and he was much tougher 
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on Hamas . . . presumably because he thinks the UK is closer 

to the US approach whereas he thinks we are softer on Hamas,\" 
Boche sniffed. 


6. (C) As for France\'s policy, Boche reiterated the somewhat 
ambiguous line the Elysee promulgated following the 
Chirac-Abbas meeting: France will try to persuade its EU 
partners (at a March 8-9 European Council meeting) that the 
Mecca agreement represents a step in the right direction and 
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that Europe should support a unity government founded on that 
basis. However, Boche declined to specify what form such 
support might take, saying it was by no means certain that 

the Palestinians would succeed in forming a unity government. 


Lebanon/Syria/lran 


7.(C) Turning to the Levant, Boche said Syria has changed 
tactics, and is now using former Lebanese PM Salim Hoss as an 
intermediary to promote the idea of \"amending\" the GOL-UN 
agreement on the establishment of the international tribunal. 
Syria\'s strategy, however, remains the same: blocking the 
international tribunal at any cost. \"Meanwhile, each day 
moves us closer to the opening of the new (Lebanese) 
parliamentary session,\" said Boche, who added that if the 
Lebanese Parliament fails to act on the tribunal documents 
then we may need to discuss!" the possibility of a Chapter 
VII solution. As for Iran, Boche interpreted the February 25 
release of Stephane Lherbier (imprisoned in November 2005 for 
allegedly violating Iranian national waters) as a transparent 
attempt to split the EU-3 in advance of deliberations over a 
second UNSC sanctions resolution regarding the Iranian 
nuclear program. Boche noted that the Iranians failed to 
release Lherbier\'s German client, whose release they hope to 
trade for that of an Iranian serving a prison sentence in 
Germany for terrorism. Boche added that Lherbier\'s release 
has not earned the Iranians much gratitude at the Elysee, 
where the prevailing view is that he was a political hostage 
who never should have been sent to prison in the first place. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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CORRECTED COP Y (SUBJECT TEXT) 


E.O. 12958: N/A 

TAGS: ECON, ETRD, EAIR, PREL, PINR, AM 

SUBJECT: CUSTOMS GIANT FALLS AMID RUMORS OF SMUGGLING AND 
CORRUPTION 


REF: YEREVAN 65 


Sensitive but unclassified. Please protect accordingly. Not for 
Internet distribution. 


1. (SBU) On February 19, Head of Customs for Cargo at Zvartnots 
Airport Karen Janoyan was fired along with four colleagues 

reportedly for smuggling mobile phones into Armenia. The dismissal 
has sparked some speculation that it may herald a new era of customs 
reform in Armenia, but most observers remain skeptical, speculating 
that Janoyan overestimated his authority to cut side deals or failed 

to grease the right palms. 


2. (SBU) The position of head of customs for cargo at Zvatnots 
Airport, by far Armenia\'s largest international airport, is one of 

the most influential and potentially lucrative within Armenia\'s 
notoriously corrupt customs service. It is widely rumored that 
candidates are expected to pay large bribes to secure the position 
and have to make regular off-book payments to the Head of Armenian 
Customs to stay in the job. Top customs officials at large ports of 
entry are willing to make such payments because they are able to 
extort bribes from people seeking to bring goods across the border. 
Press reports state that Janoyan does indeed own a large house in an 
exclusive area of Yerevan which far exceeds what he could afford on 
his official government salary. 


3. (SBU) Janoyan is reported to have been caught importing cell 
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phones for someone other than the President\'s older son, Sedrak 
Kocharian, who controls the de facto monopoly on mobile phone 
imports. Officials are unwilling to comment publicly about the case 
on the grounds that it is currently under investigation, but have 
confirmed the basic details to us in private conversations. There 
was also a similar case in May 2006, in which one of the leading 
prosecutors in Armenia, Hamlet Hovsepyan, was dismissed in 
connection with an illegal attempt to import USD 70,000 worth of 
cell phones through Zvartnots Airport, adding credibility to the 
current reports. 


4. (SBU) According to the airport manager and USG assistance 
implementers who routinely clear large shipments through the 
airport, the change in customs personnel has not affected customs 
service. Another high-ranking customs official has replaced Janoyan 
and goods are still being cleared. Many speculate that there will 

be further personnel changes in the Zvartnots customs service 
because the new head will want to offer the potentially lucrative 
customs jobs at the airport to his friends and cronies. 


5. (SBU) COMMENT: President Kocharian has pledged on numerous 
occasions to clean up Armenia\'s notoriously corrupt customs service 
(reftel). At this point, however, it appears that Janoyan may be 

being punished for being overly ambitious in rent-seeking behavior 
rather than as part of a legitimate reform effort. 
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E.O. 12958: N/A 
TAGS: KISL, KPAL, KWBG, PREL, IS, XX, BL 
SUBJECT: DEMARCHE DELIVERED ON HAMAS FATAH GOVERNANCE PACT 


REF: STATE 16453 


(SBU) On February 22, Poloff met with the MFA\'s Director of 
International Organizations and delivered reftel demarche. 
The director responded that Bolivia supports a two state 
solution, views the recent agreement between Hamas and 
Fatah as a positive step, and that Bolivia\'s mission to the 
United Nations would continue following the situation. 

URS 
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E.O 12958: N/A 
TAGS: PREL, PGOV, GG 
SUBJECT: Georgia Update February 23 


1. This cable contains current items of political, economic, and 
social interest concerning Georgia during the weeks of February 
10-23. 


The 81 Richest Georgians? 

2. The newspaper Georgian Times stirred up considerable public 
interest with its February 15 list of Georgians with estimated 

wealth above USD 10 million. The list includes 81 persons living in 
or outside Georgia, many of them former or current members of the 
government. The biggest news was the appearance of the names of 
former Defense Minister Irakli Okruashvili and Prime Minister Zurab 
Noghaideli on the list, with USD 250 and USD 75 million dollar 
estimated wealth respectively. Several members of the parliament 
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also were alleged to be millionaires. The newspaper, whose 
credibility has often been questioned, did not explain the precise 
methodology that was used to compile the list, but said that the 
list was based on capital value owned by individuals and on 
information provided by independent experts and the individuals 
themselves. 


Parliament Debates Murder Cases 

3. On February 16, the opposition proposed creation of a special 
parliamentary commission to investigate the high-profile murders in 
2006 of Sandro Girgvliani and Amiran Robakidze. Opposition MPs and 
some human rights activists believe that high-level Interior 

Ministry officials were involved in both murders and have yet to be 
held responsible. The proposal failed, however, with many ruling 
party MPs arguing that such a commission would be a \"vote of no 
confidence in the Prosecutor\'s Office and the judiciary.\" Some 
lawmakers from the ruling party, mainly those with close links to 
Parliamentary Speaker Nino Burjanadze, voted for the commission. 
Burjanadze, who was visiting Canada at the time of the vote, had 
said in Parliament February 13 that Georgian courts should shed 
light on the Girgvliani murder case \"in a way expected by society." 


Parliament Focuses on Property Rights 

4. The opposition has called for a property rights protection bill, 
keeping the issue front-and-center since the opening of Parliament\'s 
spring session. Opposition factions have prepared a draft law that 
would require a court decision for any confiscation of private 
property, limit the time frame for challenging entries in the public 
register, and require the Prosecutor\'s Office to investigate every 
case of property confiscation. Responding to the opposition\'s call 
for a property rights protection bill, Parliamentary Speaker Nino 
Burjanadze suggested lawmakers set up an inter-faction group to look 
into reported cases of property rights\' abuse by the authorities and 
to elaborate a bill to provide additional protection. Opposition 

MPs welcomed this initiative. 


Raising Business Awareness of Parliamentarians 


and Parliament (IABP) opened in the Georgian Parliament on February 
13. The project, sponsored by EU and other donors, is designed to 
support good governance and economic development through building 
transparent and non-corrupt relationship between business and 
legislators. IABP is expected to facilitate dialogue between 

business and Parliamentarians on business-related issues. Speaker 
Burjanadze expressed hope that development of the Georgian model for 
business and Parliament could be transferred to other emerging 
economies. 
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German FM Visits Tbilisi 

6. German Foreign Minister Frank-Walter Steinmeier visited Tbilisi 
on February 19 and met President Saakashvili, Prime Minister 
Noghaideli and Foreign Minister Bezhuashvili. Talks focused on the 
role of the EU in the resolution of Georgia\'s separatist conflicts 

and Germany\'s stance on Georgia\'s accession to NATO, as well as 
Georgia\'s European Neighborhood Policy action plan, Georgian-Russian 
relations and issues related to energy security. Steinmeier said 
publicly that resolution of the conflicts should not be a 

precondition for the country's NATO membership, although he noted 
that the linkage between these two factors \"is a difficult issue." 
Steinmeier said any Kosovo precedent could not be considered 
applicable to the conflicts in Georgia, and added that Germany is 
ready to push for conflict resolution issues in Georgia as part of a 
German-Russia dialogue. 


Visits Highlight Investment from Kuwait, UAE 

7. Prime Minister Zurab Noghaideli visited Kuwait on February 17-19, 
saying afterward that the \"Kuwaiti government will invest in energy 
and infrastructure development in Georgia. The Economic 
Development Fund of Kuwait, which has provided USD 18 million for 
rehabilitation of Tbilisi roads this year, will provide an 

additional USD 720 million for construction of the Namaxvanhesi 
hydro power plant on the Rioni river in 2009-2014, the construction 
of a highway in eastern Georgia scheduled for 2008, and (with 
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co-financing from Turkish investors) the refurbishment of Batumi 
Airport. During his visit in the United Arab Emirates (UAE) on 
February 15-17, President Saakashvili reportedly discussed the UAE\'s 
potential investment of USD 817 million in real estate projects in 
Georgia. 


Landing Safely in Tbilisi 

8. Reviews of the new terminal of the Tbilisi International Airport, 
which opened February 7, have been generally positive but a leaky 
roof led to the resignation of the airport\'s director February 19. 
The new terminal, with an annual capacity of 2.5 million passengers 
and a total area of 24,000 square meters, was built by a Turkish 
consortium over the past year. In his opening speech, President 
Saakashvili described the airport as one of the best in Europe. 
Nevertheless, a light rain ten days later caused a leakage in the 
terminal\'s glass roof, which was followed quickly by the director\'s 
resignation. The Batumi Airport in western Georgia, being rebuilt 
by the same consortium, is scheduled to open in May 2007. 
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New Georgian-Turkish Airline to be Launched 

9. A new Georgian-Turkish airline is expected to start flights by 

the summer of 2007. The Georgian Industrial Group (GIG) and Pegasus 
Airlines have signed a memorandum to create a joint venture offering 
competitive prices and western-style services. GIG is a large 

industrial consortium, which owns cement factories, the Azoti 

fertilizer plant, coal mines, and gas infrastructure assets in 

Georgia. Pegasus is the oldest private airline in Turkey. It flies 

Boeing 737-400\'s and Boeing 737-800\'s to more than 70 countries. 


Prospects for Domestic Gas Production 

10. In February Canargo Energy Corporation began exploration of 
natural gas deposits near Kumisi lake south of Tbilisi. According 

to a memorandum of understanding signed by the Ministry of Energy 
and Canargo in March 2006, the government will buy the whole amount 
of gas discovered in Kumisi. Canargo, an oil and gas exploration 

and production company with operations in Georgia and Kazakhstan 
expects initial results of the exploration in the summer of 2007. 
Presently Georgia is net importer of gas, mainly from Russia. 
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1. (C) Summary: Peter Karim, leader of the Front for National 
Integration (FNI) militia in the DRCVs northeastern Ituri 
District, has promised to surrender a number of his fighters 
following several weeks of successful operations by the 
Congolese military (FARDC) which have left the FNI isolated 
and cut off from re-supply. GDRC officials are skeptical 
Karim will follow through. End summary. 


2. (C) FNI militia leader Peter Karim told MONUC-Bunia 
February 23 he planned to surrender 200 fighters for 
demobilization on February 27 at Doi, about 50 miles 
northeast of Bunia. According to a MONUC political affairs 
officer, Karim said he is willing to surrender provided the 
army withdraws from the area and does not threaten the 
surrendering fighters. The officer told us he advised Karim 

to surrender without any conditions, and promised him that 
MONUC would provide security for his forces in transit to Doi. 


3. (C) Karim has made similar promises in the past and 
Congolese officials are skeptical he will follow through. 

Ituri District Commissioner Petronille Vaweka told us 
February 24 she believed Karim is engaged in yet another 
attempt to buy time, reposition his militia, and purchase 
more weapons and ammunition. Outgoing Vice Minister of 
Defense Bernard Mena, who represented the government in 
negotiations with Ituri militias late last year, was equally 
doubtful. He told us February 22 that negotiations with Karim 
have proven ineffective and argued that only force would 
resolve the Karim problem. 


4. (C) Karim\'s latest promise follows several weeks of FARDC 
operations against his fighters. FARDC troops initiated 

attacks on FNI positions around Fataki, about 30 miles 
northeast of Bunia, beginning in late January, and captured 
several small towns and villages during the first two weeks 

of February. Mena told us the army was able to cut off Karim 
from his supply routes to Uganda, effectively cornering him 

in a small area of Djugu territory, located well to the north 

of Bunia. FARDC Ituri Operations Commander General Vainqueur 
Mayala suspended operations February 16 to allow Karim the 
opportunity to surrender and to consolidate FARDC positions 
for a potential second round of fighting. 


5. (C) Mena said that operations against Karim have been 
successful because of a revised strategy. In the past, Mena 
said, the FARDC typically departed recently-liberated areas 
after a day or two, only to have militia forces return. He 
explained the FARDC is now holding villages and towns for a 
longer period, which he said has denied the FNI the 
opportunity to re-supply and avoid further confrontation. 
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6. (C) Mena told us the recent fighting has decimated Karim\'s 
ranks. He claimed over 100 FNI fighters were killed, 

including nearly 80 in a three-day period in mid-February. 

The FNI is now believed to number approximately 500 armed 
fighters. MONUC officials have not been able to verify exact 
casualties, but reported that at least several dozen FNI 
fighters have been killed. 


7. (C) Karim has pledged at least twice before to surrender 

his militia and report for military integration. In July 2006 

he signed an agreement with the GDRC to integrate his forces 
into the FARDC in exchange for a military commission and the 
promise of amnesty. He agreed in November 2006 to a similar 
accord, also signed by Ituri militia leaders Cobra Matata and 
Mathieu Ngudjolo. Matata and Ngudjolo have since surrendered 
several hundred fighters and ceased hostilities against the 
FARDC. Karim, although he was promised a commission as an 
army colonel, has refused to honor either agreement and 
continued attacks on the FARDC. 


8. (C) Comment: Karim has previously used promises to 
surrender in order to stall and emerge stronger. FARDC 
operations have significantly weakened his position. If he 
does not follow through, continued military pressure appears 
to be the only effective measure to deal with the threat 
posed by his militia. End comment. 
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1. (SBU) Summary: Prime Minister Jose Ramos-Horta, a political 
independent, officially announced his candidacy for president on 
February 25 in the eastern town of Laga. Ramos-Horta is widely 
known to be the candidate supported by President Xanana Gusmao 
and his newly established political party, but it is not clear 

how much of Gusmao\'s popularity can be transferred to electoral 
success for his chosen successor. Despite earlier discussions 
of Ramos-Horta as a possible Fretilin candidate, the ruling 

party ultimately decided against a \"compromise\" candidate and 
nominated its president, Francisco \"Lu\'olo\" Guterres. On the 
opposition side, Gusmao made strenuous efforts to gain the 
support of the three key opposition parties for Ramos-Horta, but 
they all ultimately rejected him and turned to nominating their 
own candidates. The most widely held view is that no candidate 
appears likely to win a straight up majority on the first round, 

and that a run off between Ramos-Horta and LuVolo is the most 
likely scenario. The question would then be whether Fretilin\'s 
national party structure or President Gusmao\'s national appeal 
will be the force to win out for their chosen candidates. 
Regardless of the result, the presidential election will 
dramatically set the stage and possibly even determine the 
outcome of the parliamentary elections to follow. End summary. 


2. (SBU) Prime Minister Jose Ramos-Horta, who has no party 
affiliation, officially announced his candidacy for president on 
February 25 in the eastern town of Laga at a ceremony hosted by 
former resistance fighter and President of opposition party 
UNDERTIM, Cornelio Gama ("Elle SetteW or \"L7\"). Approximately 
2,000 UNDERTIM members gathered for the ceremony. Joining 
Ramos-Horta and L7 on the podium were representatives of 
Fretilin Mudansa, the opposition faction within the ruling 

party. Also on the podium was Dionisio Babo Soares, highly 
respected lawyer and academic who co-chairs the bi-lateral Truth 
and Friendship Commission, who has reportedly come on board to 
manage the campaign. In his remarks Ramos-Horta presented 
himself as a national unity candidate, emphasizing his 
international standing and dedication to \"addressing the poverty 
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of the people\". Banners and other remarks emphasized his Nobel 
Peace Prize laureate status and long association with the 
resistance. 


3. (SBU) The Laga setting for this announcement was of note as 

it is located in the heart of the ruling Fretilin party\'s 

traditional base, as well as being a stronghold of resistance 
veterans, a key constituency. However, it may also reflect his 
weakness in that UNDERTIM is the only significant opposition 
party that has come out in his support. Even UNDERTIMYs support 
did not appear to be wholehearted. Cristiano da Costa, the 

party\'s Secretary General, declined to attend, reportedly 

because Ramos-Horta had not agreed to his request for 
consultations with the party to precede the public roll out. 
Questions have also been raised regarding Fretilin Mudansa\'s 
support for the candidacy. Foreign Minister and Mudansa\'s 
candidate for Secretary General Jose Luis Guterres has expressed 
support Ramos-Horta, but some Embassy contacts have reported 
divisions in Mudansa over this issue. 


4. (SBU) Ramos-Horta is widely known to be President Xanana 
Gusmao\'s candidate. Although no representatives of the 
President, or of his soon-to-be-registered new party, were 

evident on Sunday there is no doubt that Gusmao\'s support is the 
single most important thing that Ramos-Horta has going for him. 
Despite the fact that Gusmao\'s image has taken a beating during 
the crisis of the last year, he remains the single most popular 
figure in East Timor and there is broad consensus that he would 
win a second term if he were running, albeit without the same 
margin as in 2002. However, it is not clear how much of 
Gusmao\'s popularity can be transferred to electoral success for 
his chosen successor. Despite his international profile, 
Ramos-Horta has never enjoyed national renown on par with 
Gusmao\'s. Ramos-Horta also appears to be courting the support 
of the Catholic Church (he had dinner with the Bishop of Baucau 
the night before), although it is not yet clear if he has 

garnered it. 


5. (SBU) Ramos-Horta\'s candidacy is also notable for who is not 
on board. There had been discussion of Fretilin putting him 
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forward as their candidate. Despite his ties to Gusmao, 
Ramos-Horta has always emphasized that he leads a Fretilin 
government, has frequently consulted with former Prime Minister 
and Fretilin Secretary General Mari Alkatiri, and often referred 

to his roots as one of the founders of Fretilin. Ultimately, 

his ongoing closeness to Gusmao as well as a strong inclination 
on the part of Fretilin leadership to choose a candidate from 
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the inner circle seem to have won out instead. On February 21, 
Fretilin announced that they would nominate party president 
Francisco \"Lu\'olo\" Guterres. Lu\'olo can argue that he spent the 
entire Indonesian occupation in East Timor, primarily as a 
resistance fighter. But in reality he is not viewed as a strong 
candidate individually. Nonetheless, the Fretilin party 

structure and resources, surpassing any other party by far, as 
well as the historical and emotional appeal is still has, may be 
enough to secure electoral success. 


6. (SBU) Arguably more important than the Fretilin rejection is 
the fact that the three opposition parties with the largest 
representation in Parliament have all refused to support 
Ramos-Horta\'s candidacy and nominated their own candidates. 
(These include: the Democratic Party - PD, the Social 
Democratic Party - PSD, and the Timorese Social Democrat 
Association - ASDT.) Leaders of all three note that they were 
considering supporting Ramos-Horta, but changed their minds 
following his early February testimony at the trial of former 
Interior Minister, Rogerio Lobato, which they regarded as 
essentially defending both Lobato and Alkatiri, both of whom 
have been accused of illegal weapons distribution. It should be 
noted that their enthusiasm for Ramos-Horta was already limited 
prior to the testimony, as much of the opposition have come to 
regard Ramos-Horta as a weak Prime Minister who allowed Fretilin 
and former Prime Minister Alkatiri to control him. In addition, 

PD, the largest opposition party, is particularly upset with 
Gusmao for starting a new party, the soon to be registered 
National Council of Timorese Restoration - CNRT. In response to 
a mid-Feb meeting where Gusmao asked for PD support of 
Ramos-Horta, one PD leader reportedly described him as \"trying 
to sell a rotten fish." 


7. (SBU) So instead, each is fielding own candidate. PD has 
nominated party president Fernando \"Lasama\" Araujo; PSD has 
nominated Member of Parliament Lucia Lobato; and ASDT has 
nominated its president, Xavier do Amaral. Despite the parties\' 
professed confidence in their candidates, none are likely to 
emerge as front runners. Of the three, Lasama has the greatest 
chance of significant electoral gains due to the relative 

strength of his party and his roots as a leader of the student 
resistance organization Renetil. However, outside of his party 
he has a limited profile and is not widely regarded as a 
charismatic figure. Following the signing last week of a new 
coalition agreement among the three parties, whose main 
provisions apply to post-parliamentary election arrangements, 
they all note that if any coalition member candidate makes it to 
a second round of presidential elections, all three will support 
that person. None of them are ready to consider what they will 
do if Ramos-Horta goes to the second round against LuVolo. 
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8. (SBU) Overall, Ramos-Horta stands as one of the stronger in a 
field of candidates with no clear front runner and a splintered 
opposition. In addition to the three opposition candidates 

noted above, several other candidates have also emerged, such as 
Kota\'s Manuel Tilman and UDT\'s Joao Carrascalao. They are 
generally not regarded as serious candidates, but may still 

further split the vote. Lu\'olo and Ramos-Horta may be the 
strongest competitors, but neither appears to have the broad 
national appeal to win outright. The most likely scenario 
therefore is that no candidate will obtain the 50 percent plus 

one majority on the first round, leading to a second round 
standoff between these two. The question would then be whether 
Fretilin\'s national party structure or President Gusmao\'s 

national appeal will be the force to win out for their chosen 
candidates. 


9. (SBU) Comment: Although East Timor\'s presidential candidates 
run as individuals, not as party leaders, all candidates in this 
election have strong party affiliation or backing. The partisan 
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nature of this election contrasts greatly with the election five 

years ago in which Gusmao won with over 80 percent of the votes. 
There is a broad consensus that in addition to choosing an 
individual head of state it will essentially be an exercise to 
determine the relative strength of the various parties. As 

such, the presidential election will dramatically set the stage 

and possibly even determine the outcome of the parliamentary 
elections to follow. As one source put it, \"whoever wins the 
presidency wins the parliament.\" End comment. 
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1. (C) The MFA\'s Disarmament Office Director told poloff on 
February 22 that Egypt plans to submit a paper addressing 
Middle East issues at the upcoming NPT Preparatory Committee 
meeting for the 2010 Review Conference to focus the debate on 
Israel and the 1995 Resolution. Stressing that the paper is 

not yet complete, the office director said it may include 
proposals for: the suspension of nuclear cooperation with 
Israel; the establishment of a committee charged with 
interacting with Israel on its nuclear program, and the 

creation of a mechanism for regularly scheduled meetings to 
chart progress towards the implementation of the 1995 
resolution. He declined to provide any further information 

on the proposals (noting again that the ideas are still under 
discussion internally), but promised to provide an advance 

copy of the paper after it has been cleared in the Ministry. 


2. (C) While conceding that Iran\'s nuclear program and the 
absence of Middle East peace are critical impediments to 
Israel\'s accession to the NPT, the office director said Egypt 
objects to the U.S.\'s unwillingness to discuss even technical 
aspects of a Middle East Nuclear Weapons Free Zone. He 
complained that whenever Egypt asks to discuss Israel, the 
U.S. shifts the focus to Iran. \"We are speaking different 
languages,\" he said. A discussion of verification techniques 
and procedures for implementation of the \"Zone\" would show a 
good faith interest by the U.S. in keeping the issue on the 
agenda. An IAEA-hosted forum to discuss experiences relevant 
to the creation of a zone could be helpful, he said, but 

Israel is unlikely to agree to an agenda that focus on 

anything other than negative experiences and obstacles. 


3. (C) Comment: These comments, taken in the context of 
ref B discussions in Vienna, suggest that the GOE is gearing 
up to try to force a discussion of the Israel issue at the 
PrepComm meeting in late April. We will follow up for more 
detail on the proposals under consideration and report 
separately. 
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Classified By: PolCouns Ted Osius for Reasons 1.4 (B, D) 


Column 3 
Summary 


1. (C) On February 23, Senate/House Armed Services Committee 
staffdel Farkas met with Dilip Sinha, Ministry of External 
Affairs Joint Secretary for Pakistan, Afghanistan and Iran, 
then separately with Brigadier AS Nundal, MEA Director for 
Military Affairs, and Avinash Pandey, MEA Director for 
Counterterrorism. All three interlocutors described India,s 
reconstruction assistance to Afghanistan, including, 
highlighting constructing a power transmission line to 

Kabul, a major highway, a hydro-electric dam, and a new 
parliament building. External support for the Taliban and 
terrorist groups is putting these projects and the entire 
country at risk, however all three agreed. Afghanistan 

cannot withstand the Taliban without foreign troops and India 
wants them in Afghanistan until the Taliban is 

&eliminated.8 Any attempt to compromise with them will 
backfire, according to Sinha. Nundal and Pandey described 
the &widespread support8 among the Afghans that NATO still 
enjoys, and faulted Pakistan for allowing the Taliban to 
regroup in its territory. 


2. (C) India remained opposed to Iran possessing nuclear 
weapons and worried about its links to tne AQ Khan network, 
according to Sinha. Iran must abide by its IAEA obligations, 
he said. While Sinha would not directly comment on Iran,s 
support of Iraqi insurgents, he noted that during Minister of 
External Affairs Pranab Mukherjee,s past visits to Iran, the 
Iranian government expressly said that they supported the 
present government in Iraq. 


3. (C) The recent India-Pakistan dialogue was a confidence 
building measure and an important part of normalizing 
relations between the two countries, according to Sinha. On 
the other hand, there was not much ground for optimism on 
recent efforts to create an institutional mechanism for 

sharing counter-terrorism intelligence between India and 
Pakistan. Sinha questioned whether future US aid to Pakistan 
would be contingent on benchmarked efforts to fight 
terrorism. 


4. (C) Pandey and Nundal said that there were several reasons 
to be worried about Bangladesh, including extremism, growing 
terrorism, arms smuggling and border control problems. End 
summary. 


India spends $90 million a year on Afghan reconstruction 


5. (C) On February 23, Senate/House Armed Services Committee 
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staffdel Farkas met with Dilip Sinha, Ministry of External 
Affairs Joint Secretary for Pakistan, Afghanistan and Iran. 
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Later, the group met separately with Brigadier AS Nundal, MEA 
Director for Military Affairs, and Avinash Pandey, MEA 

Director for Counterterrorism. Sinha said India,s 

reconstruction assistance to Afghanistan was at the forefront 
of discussions, including its overall commitment of $750 
million. He explained that $260 million has already been 
allocated and that India has averaged $90 million a year on 
Afghan reconstruction. Most of India,s assistance has been 
directed toward several large projects: 


-- Construction of an electrical transmission line from 
Pul-e-Khumri to Kabul, scheduled for completion by early 2009 
for an estimated project cost of $111 million; 


-- Reconstruction of 218 km long Zaranj to Delaram highway, 
scheduled for completion by late 2008 for an estimated cost 
of $84 million; 


-- Reconstruction of 42 megawatt Salma Dam Power Project in 
Heart province, scheduled for completion by early 2009 for an 
estimated cost of $109 million; and 


-- Construction of anew Afghan Parliament building, 
scheduled for completion by 2010 for an estimated cost of $66 
million. 


PolCouns inquired whether India sought assistance to complete 
the Pul-e-Khumri transmission line. India would be willing 

to consider third country help in constructing two power 
substations along the transmission link, Sinha replied. 

Sinha stressed the gains that could be made by moving heavy 
equipment for the highway project overland through Pakistan, 
which would save over $20 million in project costs. 


6. (C) Pandey noted that NATO still enjoys &widespread 
support8 among the Afghans; many ethnic groups, such as the 
Hazaras, are grateful at the opportunity to participate in 

the government. He faulted Pakistani actions regarding 
Afghanistan, however, saying that Pakistan focused on 
combating Al-Qaeda while allowing the Taliban to regroup in 
its territory. & This distinction between the two groups 
cannot be made. There should be a clear message that no 
terrorism will be tolerated.8 He said that India has taken 
risks while conducting its activities in Afghanistan - about 
twenty Indian engineers have been attacked, and &lndia 
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expects more trouble8 in the coming year. Nundal 
highlighted Indian weariness about the Taliban,s lucrative 
connections with the narcotics industry, especially via 
Pashtun-run laboratories along the Afghanistan-Pakistan 
border. 


7.(C) Staff Member Aileen Alexander responded that the 
narcotics problem is &increasingly alarming8 to Congress, 
since violence is concentrated in those areas where the 
narcotics problem is the worst. Staff Member Evelyn Farkas 
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said that the U.S. had great appreciation for the problems of 
cross-border transit and crime, particularly as it directly 
affected American troops, presence in Afghanistan. She 
noted the &possibility of conditionality8 in aid levels to 
Pakistan as far as DoS and DoD funds are concerned. She 
added that Afghanistan was a problem that was around before 
Iraq and will remain a problem, but noted there is bipartisan 
and strong grassroots support in the U.S. for the American 
mission in Afghanistan. The U.S. and India are alike in 
their positions that Afghanistan needs ongoing assistance, 
she said. 


8. (C) In addition, India has committed one million tons of 
wheat as food assistance, Sinha explained, a part of which is 
being directed into the national school feeding program run 

by the Word Food Program in Afghanistan. Sinha also 
described India,s contribution to Afghan capacity building, 

both in job skills and entrepreneurship training as well as 
student and professional exchange initiatives. Other 

grassroots assistance was community based small development 
projects, as announced by Prime Minister Manmohan Singh 
during his August 2005 visit to Afghanistan. 


GOI worried about security situation in Afghanistan 


9. (C) India,s projects repeatedly have been threatened by 
Taliban and terrorist groups in Afghanistan, inflating 

project costs with increased security expenses. The primary 
source of insecurity, Sinha said, was outside help given to 
the Taliban and terrorist groups. Secondarily, official 
corruption and drug traffic contribute to the problem. 


10. (C) Afghanistan cannot withstand the Taliban without 
external support. India wants foreign troops in Afghanistan 
until the Taliban is &eliminated.8 India has strong views 

on this matter, according to Sinha, and is of the opinion 
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that any attempt to compromise with either the Taliban or 
terrorist groups will backfire. This situation has been 
exacerbated by the rising popularity of fundamentalist 
parties in Afghanistan and the lack of quality leadership 
among the country,s mainstream politicians. 


11. (C) Fighting drug production in Afghanistan is a 
long-haul issue with no easy answers, Sinha said. Farmers 
need alternatives to growing lucrative opium crops, and 
developing those will take a great deal of patience. 


Iranian nuclear program and role in Iraq 


12. (C) Sinha stated that India was opposed to Iran 
possessing nuclear weapons and remained concerned about 
Iran,s clandestine weapons production program, especially 
because of suspected links to the AQ Khan network. Iran must 
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abide by its IAEA obligations, he said. 


13. (C) There are different views in Iran, however. 

Hardliners are empowered by external threats and moderates by 
international dialogue, Sinha said, adding that India\'s 

policy is to support diplomacy and dialogue with Iran. He 

also linked his country,s relations with Iran to India,s 
Afghanistan policy, emphasizing that because Pakistan refuses 
ground transit access, Indian personnel and supplies must 
transit Iran on their way to Afghanistan, depriving 

Afghanistan of the extra shipping costs that could instead 

have gone directly as development aid and requiring India to 
maintain relations with lran on this issue that it would not 
otherwise have. 


14. (C) The staffdel questioned Sinha on Iran,s support of 
Iraqi insurgents. While not commenting directly, Sinha noted 
that during Minister of External Affairs Pranab Mukherjee,s 
past visits to Iran, the Iranian government told Mukherjee 
that they supported the present government in Iraq. 


Relations with Pakistan 


15. (C) The staffdel conveyed that many in Congress were 
heartened by the recent India-Pakistan dialogue and asked 
about its possible impact on resolving the long-standing 
Jammu and Kashmir dispute. The dialogue was a confidence 
building measure and an important part of normalizing 
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relations between the two countries, Sinha stated. 
Territorial disputes are a zero-sum game, however, so 
resolution of this matter also required strategies that 
lessen the importance of physical borders by allowing the 
free movement of people and normalizing the daily lives of 
area residents. In addition to the dialogue, both India and 
Pakistan have liberalized visa issuance, with India up to 
approximately ten-thousand a month to Pakistani citizens, 
according to Sinha. Other areas of cooperation that were 
being explored include regional trade agreements and 
cooperation on agriculture, health, and the environment. 


16. (C) On the other hand, Sinha said there was not much 
ground for optimism on recent efforts to create an 

institutional mechanism for sharing counter-terrorism 
intelligence between India and Pakistan. Nevertheless, a 
small team from each country will hold an exploratory meeting 
in March. India seeks to \"test\" Pakistan\'s sincerity via 

this mechanism, he said, concluding that further openings to 
Pakistan depend on \"how well Pakistan controls terrorism.\" 


17. (C) Sinha questioned the staffdel on whether future US 
aid to Pakistan would be contingent on its benchmarked 
efforts to fight terrorism. Congress was discussing 
President Musharaff,s determination to stop cross-border 
terrorism into Afghanistan, the staffdel replied. 
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&Conditionality,8 moreover, was now on the table, which 
reflects a rising concern and growing awareness in Congress 
about Pakistan,s links to terrorism in Afghanistan. 


Bangladesh: A Growing Terrorist Threat and Indian Solutions 


18. (C) Ina discussion with Nundal and Pandey regarding 
Bangladesh, Farkas inquired as to whether the U.S. should be 
concerned about a radicalized government or population. 
Pandey said that there were several reasons to be worried 
about Bangladesh. The last government of Khaleda Zia had 
brought extremist parties into politics, thus granting them 
&respect and access to the centers of power.8 Pandey 
alluded to seizures of illicit arms that had been linked to 
government officials. There is also a growing terrorist 
element with developing linkages with Al-Qaeda and Pakistani 
organizations as well as a hostile view toward India. The 
message sent by terrorists through the widespread 2005 
bombings was, ¿We are organized, sophisticated, and can 
cause trouble in Bangladesh too,8 according to Pandey. 


Column 3 

Bangladesh may be on its way to becoming a &mirror image of 
Pakistan,8 he said, which is of great concern to India 

because some terrorist groups active in northeastern Indian 
find sanctuary in Bangladesh. 


19. (C) Pandey added, however, that India is developing an 
&integrated approach to border management vis--vis 
Bangladesh. Nundal further elaborated that India is building 
a fence along the border with a series of &integrated check 
posts,8 which is expected to be complete within one year. 
Nundal concluded by saying India is also looking to bolster 
economic integration with Bangladesh, particularly in the 
form of rail and road connections, while still preserving its 
security.. 
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E.O. 12958: N/A 
TAGS: OTRA, PREL, AMGT, ASEC, SR, YI 
SUBJECT: COUNTRY CLEARANCE GRANTED TO JOHN JOHNSON 


REF: BELGRADE 235 


1. US Office Pristina welcomes and grants country clearance to 
Poloff John Johnson to visit Pristina February 28-March 2, 2007. 
Control Officer for this visit will be Political Officer, Heidi 

Barrachina, who can be reached at: office 381-38-549-516 ext. 3104; 
GSM 377-44-501-741; 381-63-1840-036 fax 381-38-549-890. 


2. Post will coordinate arrangements with Belgrade for ABL Merdere 
(Gate 3) transfer. Post will also make arrangements for 

transportation for official meetings during the visit. 

Accommodations have been confirmed in USOP/USAID TDY quarters. 


3. Kosovo is a cash (Euro) economy. There are a few operating 
ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
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precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOPYs RSO or your control officer. 
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SUBJECT: STAFFDEL FARKAS DISCUSSES AFGHANISTAN, IRAN, 
BANGLADESH AND PAKISTAN WITH INDIA,S MINISTRY OF EXTERNAL 
AFFAIRS 


Classified By: POLITICAL COUNSELOR TED OSIUS FOR REASONS 1.4 (B AND D) 


Summary 


1. (C) On February 23, Senate/House Armed Services Committee 
staffdel Farkas met with Dilip Sinha, Ministry of External 

Affairs Joint Secretary for Pakistan, Afghanistan and Iran, 

then separately with Brigadier AS Nundal, MEA Director for 
Military Affairs, and Avinash Pandey, MEA Director for 
Counterterrorism. All three interlocutors described India,s 
reconstruction assistance to Afghanistan, highlighting 
constructing a power transmission line to Kabul, a major 
highway, a hydro-electric dam, and a new parliament building. 
External support for the Taliban and terrorist groups is 

putting these projects and the entire country at risk 

however, all three agreed. Afghanistan cannot withstand the 
Taliban without foreign troops and India wants them in 
Afghanistan until the Taliban is &eliminated.8 Any attempt 

to compromise with them will backfire, according to Sinha. 
Nundal and Pandey described the &widespread support8 among 
the Afghans that NATO still enjoys, and faulted Pakistan for 
allowing the Taliban to regroup in its territory. 


2. (C) India remained opposed to Iran possessing nuclear 
weapons and worried about its links to the AQ Khan network, 
according to Sinha. Iran must abide by its IAEA obligations, 
he said. While Sinha would not directly comment on Iran,s 
support of Iraqi insurgents, he noted that during Minister of 
External Affairs Pranab Mukherjee,s past visits to Iran, the 
Iranian government expressly said that they supported the 
present government in Iraq. 


3. (C) The recent India-Pakistan dialogue was a confidence 


Column 3 

building measure and an important part of normalizing 
relations between the two countries, according to Sinha. On 
the other hand, there was not much ground for optimism on 
recent efforts to create an institutional mechanism for 

sharing counter-terrorism intelligence between India and 
Pakistan. Sinha questioned whether future US aid to Pakistan 
would be contingent on benchmarked efforts to fight 
terrorism. 


4. (C) Pandey and Nundal said that there were several 
reasons to be worried about Bangladesh, including extremism, 
growing terrorism, arms smuggling and border control 
problems. End summary. 


India spends $90 million a year on Afghan reconstruction 


5. (C) On February 23, Senate/House Armed Services Committee 
staffdel Farkas met with Dilip Sinha, Ministry of External 

Affairs Joint Secretary for Pakistan, Afghanistan and Iran. 
Later, the group met separately with Brigadier AS Nundal, MEA 
Director for Military Affairs, and Avinash Pandey, MEA 

Director for Counterterrorism. Sinha said India,s 

reconstruction assistance to Afghanistan was at the forefront 
of discussions, including its overall commitment of $750 
million. He explained that $260 million has already been 
allocated and that India has averaged $90 million a year on 
Afghan reconstruction. Most of India,s assistance has been 
directed toward several large projects: 


-- Construction of an electrical transmission line from 
Pul-e-Khumri to Kabul, scheduled for completion by early 2009 
for an estimated project cost of $111 million; 

-- Reconstruction of 218km long Zaranj to Delaram highway, 
scheduled for completion by late 2008 for an estimated cost 

of $84 million; 


-- Reconstruction of 42 megawatt Salma Dam Power Project in 
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Heart province, scheduled for completion by early 2009 for an 
estimated cost of $109 million; and 

-- Construction of a new Afghan Parliament building, 
scheduled for completion by 2010 for an estimated cost of $66 


million. 


PolCouns inquired whether India sought assistance to complete 
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the Pul-e-Khumri transmission line. India would be willing 

to consider third country help in constructing two power 
substations along the transmission link, Sinha replied. 

Sinha stressed the gains that could be made by moving heavy 
equipment for the highway project overland through Pakistan, 
which would save over $20 million in project costs. 


6. (C) Pandey noted that NATO still enjoys &widespread 
support8 among the Afghans; many ethnic groups, such as the 
Hazaras, are grateful for the opportunity to participate in 

the government. He faulted Pakistani actions regarding 
Afghanistan, however, saying that Pakistan focused on 
combating Al-Qaeda while allowing the Taliban to regroup in 
its territory. & This distinction between the two groups 
cannot be made. There should be a clear message that no 
terrorism will be tolerated.8 He said that India has taken 
risks while conducting its activities in Afghanistan * about 
twenty Indian engineers have been attacked, and &lndia 
expects more trouble8 in the coming year. Nundal 
highlighted Indian weariness about the Taliban,s lucrative 
connections with the narcotics industry, especially via 
Pashtun-run laboratories along the Afghanistan-Pakistan 
border. 


7. (C) Staff Member Aileen Alexander responded that the 
narcotics problem is &increasingly alarming8 to Congress, 
since violence is concentrated in those areas where the 
narcotics problem is the worst. Staff Member Evelyn Farkas 
said that the U.S. had great appreciation for the problems of 
cross-border transit and crime, particularly as it directly 
affected American troops, presence in Afghanistan. She 
noted the &possibility of conditionality8 in aid levels to 
Pakistan as far as DoS and DoD funds are concerned. She 
added that Afghanistan was a problem that was around before 
Iraq and will remain a problem, but noted there is bipartisan 
and strong grassroots support in the U.S. for the American 
mission in Afghanistan. The U.S. and India are alike in 

their positions that Afghanistan needs ongoing assistance, 
she said. 


8. (C) In addition, India has committed one million tons of 
wheat as food assistance, Sinha explained, a part of which is 
being directed into the national school feeding program run 

by the Word Food Program in Afghanistan. Sinha also 
described India,s contribution to Afghan capacity building, 

both in job skills and entrepreneurship training as well as 
student and professional exchange initiatives. Other 

grassroots assistance was community based small development 
projects, as announced by Prime Minister Manmohan Singh 
during his August 2005 visit to Afghanistan. 
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GOI worried about security situation in Afghanistan 


9. (C) India,s projects repeatedly have been threatened by 
Taliban and terrorist groups in Afghanistan, inflating 

project costs with increased security expenses. The primary 
source of insecurity, Sinha said, was outside help given to 
the Taliban and terrorist groups. Secondarily, official 
corruption and drug traffic contribute to the problem. 


10. (C) Afghanistan cannot withstand the Taliban without 
external support. India wants foreign troops in Afghanistan 
until the Taliban is &eliminated.8 India has strong views 

on this matter, according to Sinha, and is of the opinion 
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that any attempt to compromise with either the Taliban or 
terrorist groups will backfire. This situation has been 
exacerbated by the rising popularity of fundamentalist 
parties in Afghanistan and the lack of quality leadership 
among the country,s mainstream politicians. 


11. (C) Fighting drug production in Afghanistan is a 
long-haul issue with no easy answers, Sinha said. Farmers 
need alternatives to growing lucrative opium crops, and 
developing those will take a great deal of patience. 


Iranian nuclear program and role in Iraq 


12. (C) Sinha stated that India was opposed to Iran 

possessing nuclear weapons and remained concerned about 
Iran,s clandestine weapons production program, especially 
because of suspected links to the AQ Khan network. Iran must 
abide by its IAEA obligations, he said. 


13. (C) There are different views in Iran, however. 

Hardliners are empowered by external threats and moderates by 
international dialogue, Sinha said, adding that India\'s 

policy is to support diplomacy and dialogue with Iran. He 

also linked his country,s relations with Iran to India,s 
Afghanistan policy, emphasizing that because Pakistan refuses 
ground transit access, Indian personnel and supplies must 
transit Iran on their way to Afghanistan, depriving 

Afghanistan of the extra shipping costs that could instead 

have gone directly as development aid and requiring India to 
maintain relations with lran on this issue that it would not 
otherwise have. 
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14. (C) The staffdel questioned Sinha on Iran,s support of 
Iraqi insurgents. While not commenting directly, Sinha noted 
that during Minister of External Affairs Pranab Mukherjee,s 
past visits to Iran, the Iranian government told Mukherjee 
that they supported the present government in Iraq. 


Relations with Pakistan 


15. (C) The staffdel conveyed that many in Congress were 
heartened by the recent India-Pakistan dialogue and asked 
about its possible impact on resolving the long-standing 
Jammu and Kashmir dispute. The dialogue was a confidence 
building measure and an important part of normalizing 
relations between the two countries, Sinha stated. 
Territorial disputes are a zero-sum game, however, so 
resolution of this matter also required strategies that 
lessen the importance of physical borders by allowing the 
free movement of people and normalizing the daily lives of 
area residents. In addition to the dialogue, both India and 
Pakistan have liberalized visa issuance, with India up to 
approximately ten-thousand a month to Pakistani citizens, 
according to Sinha. Other areas of cooperation that were 
being explored include regional trade agreements and 
cooperation on agriculture, health, and the environment. 


16. (C) On the other hand, Sinha said there was not much 
ground for optimism on recent efforts to create an 

institutional mechanism for sharing counter-terrorism 
intelligence between India and Pakistan. Nevertheless, a 
small team from each country will hold an exploratory meeting 
in March. India seeks to \"test\" Pakistan\'s sincerity via 

this mechanism, he said, concluding that further openings to 
Pakistan depend on \"how well Pakistan controls terrorism.\" 


17. (C) Sinha questioned the staffdel on whether future US 
aid to Pakistan would be contingent on its benchmarked 
efforts to fight terrorism. Congress was discussing 
President Musharaff,s determination to stop cross-border 
terrorism into Afghanistan, the staffdel replied. 
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8 Conditionality,8 moreover, was now on the table, which 
reflects a rising concern and growing awareness in Congress 
about Pakistan,s links to terrorism in Afghanistan. 


Bangladesh: A Growing Terrorist Threat and Indian Solutions 
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18. (C) In a discussion with Nundal and Pandey regarding 
Bangladesh, Farkas inquired as to whether the U.S. should be 
concerned about a radicalized government or population. 
Pandey said that there were several reasons to be worried 
about Bangladesh. The last government of Khaleda Zia had 
brought extremist parties into politics, thus granting them 
&respect and access to the centers of power.8 Pandey 
alluded to seizures of illicit arms that had been linked to 
government officials. There is also a growing terrorist 
element with developing linkages with Al-Qaeda and Pakistani 
organizations as well as a hostile view toward India. The 
message sent by terrorists through the widespread 2005 
bombings was, ¿We are organized, sophisticated, and can 
cause trouble in Bangladesh too,8 according to Pandey. 
Bangladesh may be on its way to becoming a &mirror image of 
Pakistan,8 he said, which is of great concern to India 

because some terrorist groups active in northeastern Indian 
find sanctuary in Bangladesh. 


19. (C) Pandey added, however, that India is developing an 
&integrated approach to border management8 vis--vis 
Bangladesh. Nundal further elaborated that India is building 
a fence along the border with a series of &integrated check 
posts,8 which is expected to be complete within one year. 
Nundal concluded by saying India is also looking to bolster 
economic integration with Bangladesh, particularly in the 
form of rail and road connections, while still preserving its 
security. 
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E.O. 12958: N/A 

TAGS: AMER, CASC, ASEC, AFSI, KCOM, OTRA, KESS, JM 
SUBJECT: KINGSTON: LESSONS LEARNED - CRISIS MANAGEMENT 
EXERCISE (CME) 


REF: DIR FSINFATC 2/7/2007 
1. The following is keyed to Para 2, A-H, Reftel: 


(A) Almost all participants consider the form and conduct of 
the exercise to have been outstanding, and four hours to have 
been sufficient to meet the objectives. Understandably, some 
participants (RSO and CONS) would have welcomed the 
opportunity to fully play out in detail post\'s responses in 
certain of the scenarios, e.g., to have staged real time 
simulations involving family members actually conducting 
evacuation drills or working with offices of the Government 

of Jamaica (GoJ) in responding to an aircraft crash. 

However, post recognizes that the CME is designed as a 
table-top exercise. 


(B) Without exception, participants consider all of the 
scenarios played during the exercise to have been extremely 


valuable. Some participants believe that the number and 
rapidity of scenarios might be reduced to more realistic 
dimensions; however, all the scenarios were entirely 
plausible and quite useful. 


(C) Participants consider the intervention by the controller 
to have been just about right*- limited in frequency and 
duration, but insightful and quite useful. 


(D) The CME did not lead to any radical changes in postVs 
approach or overall ability to deal with various possible 
crises; however, as a result of CME post would be better 
prepared, in general. 


(E) Post has taken a number of lessons and best practices 
for crisis management from the CME: 


-- Having recently moved to its New Embassy Compound (NEC), 
post now needs to move forward as expeditiously as feasible 
with plans to install computers, telephones, and audio-visual 
equipment in the multi-purpose room in which the CME was 
staged, so that it can function effectively as a crisis 

control room. Post also must address questions about 

possible alternate crisis control centers. 


-- Post should establish a mobile communications system as 
soon as feasible. 
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-- Tripwires and policy on allowing AmCits inside chancery 
walls in emergency scenarios must be more clearly defined. 


(F) All participants found the stand-alone CMT Overview to 

have been extremely useful; indeed, some considered it the 

most valuable portion of the entire CME. CONS/ACS would have 
preferred a lengthier stand-alone session more closely 
resembling the CME, while RSO would have preferred several 
mini-stand-alone sessions with actual simulations of crisis 
scenarios. However, post recognizes that the CME is designed 
as a table-top exercise with constraints on time and 

resources. 


(G) Most participants considered the optimal frequency of 
CMEs for Kingston to be once every two years (present 
schedule). One participant suggested that, to allow for 
variations in personnel rotations, changing threat levels, 
and/or specific events, CMEs be held at post\'s request; 
another suggested multiple mini-CMEs held quarterly. 
However, post recognizes the constraints of time, funding, 
and resources. 


(H) Without exception, participants felt that the CME had 
been a valuable and instructive experience. Post appreciates 
CMT\'s detailed planning and professional conduct of a highly 
successful CME in Kingston. 

JOHNSON 
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TAGS: PTER, PGOV, PREL, FR 

SUBJECT: SECURITY OFFICIALS VIGILANT IN ADVANCE OF 
PRESIDENTIAL ELECTIONS 


REF: PARIS 308 


Classified By: POLITICAL MINISTER COUNSELOR JOSIAH ROSENBLATT 
FOR REASONS 1.4 (b) AND (d) 


1. (S) SUMMARY: Christophe Chaboud, Director of the Ministry 
of Interior,s Coordination Unit for the Fight Against 

Terrorism (UCLAT), told us February 21 that the terrorism 
threat in France remains elevated, and that security 

officials are especially vigilant in the run up to the French 
presidential elections. Chaboud discussed the key terrorist 
threats facing France, including networks of jihadists 
destined for Iraq, Afghanistan and Pakistan; the growing 
threat from the Salafist Group for Preaching and Combat 
(GSPC); radicalization of French Muslim youth; recent arrests 
of Islamic radicals in France; and the detention of several 
high-profile PKK members. He also noted that authorities 
were actively investigating the French passport found in 
Somalia after the U.S. air strike, and now believed it to be 
forged. END SUMMARY 


TERRORISM THREAT HIGH IN PRE-ELECTION PERIOD 


2. (S) Chaboud told us on February 21 that the terrorism 

threat in France remained elevated, particularly given the 
upcoming French presidential elections. At the same time, he 
said there was no credible evidence to suggest an attack was 
being planned. After Madrid and London, the possibility that 
terrorists might exploit the pre-election period in France 

worried some security experts and was enough to push security 
services to be more vigilant, but this had not led to an 

increase in the overall threat level. The threat level has 

been at red (the second highest level in a four-level system 
called VIGIPIRATE) since the London 2005 subway bombings. He 
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added that VIGIPIRATE was a difficult system to manage for 
French authorities--no one wanted to be held responsible for 
failing to predict the signs of an attack. 


PUBLIC OPINION AND THE THREAT LEVEL 


3. (S) Keeping the public vigilant and sensitizing them to 
possible attacks without excessively frightening them is a 
difficult task, Chaboud declared. The VIGIPIRATE system, is 
not particularly helpful for public awareness. Chaboud hoped 
that well placed leaks to the press about possible threats 

had been helpful, but he was uncertain how a terrorist attack 
at home would be perceived by the public. The Ministry of 
Interior was particularly impressed with British PM Blair,s 
reactions following the London bombings, in sharp contrast to 
the Spanish government,s response to the 2005 Madrid 
attacks. French officials, he said, hoped to mimic the 

British response in the event of an attack. Fortunately, 
Chaboud noted that a certain consensus between the left and 
right existed in France on counterterrorism strategy, and he 
hoped it would hold under the difficult circumstances of an 
attack. 


FEBRUARY 2007 ARRESTS OF ISLAMIC RADICALS 


4. (S) Chaboud offered observations on the Islamic radicals 
arrested in France in February 2007. He confirmed press 
reports that the network appeared to have links to an 

al-Qaida cell in Saudi Arabia that assisted jihadists in 

their travels to Iraq, Afghanistan, and Pakistan. The 
investigation that led to their arrest, he said, stemmed from 

two jihadists expelled to France from Syria in December 2006, 
as well as from the December expulsion of French Muslims from 
Egypt. The two men expelled from Syria had originally 


attempted to go to a Pakistani training camp, but found the 
network to Iraq more easily navigated. 


5. (S) Chaboud noted that several of the detainees are 
suspected of seeking to engage in suicide bombings. In 
addition to the \"young\" jihadists, police had arrested an 
older man, approximately age 60, who served as a religious 
figure for the group. He allegedly taught radical Islamic 
ideology, but may not have been directly involved in their 
jihad plans. In any case, he said, French law allowed 
prosecutors also to prosecute him on terrorism charges. With 
regards to the nine arrests made in Belgium in cooperation 
with the French case, Chaboud said they would not likely 
result in any prosecutions. He called the Belgium connection 
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\"far-fetched.\" 


RADICALIZATION 


6. (S) Chaboud talked at length about the radicalization of 
Muslim youth in France. Fortunately, he noted, it appeared 
that only small handfuls of French Muslims were actively 
interested in pursuing radical Islamic ideology. The path to 
radicalization, he mused, was not something anyone would ever 
truly understand. He called it a \"trans-generational\" 
problem that would plague the West for another two or three 
decades; it was an unconventional trend that would run its 
course. Of course, he noted, somewhat apologetically for 
having said it, the situation in Iraq gave a heightened sense 
of \"calling\" to Muslim youth--something to rally around. 


7. (S) French security officials, Chaboud said, were fully 
aware of the fact that radicalized young French Muslims could 
become terrorists at home and abroad. From his vantage 
point, Chaboud said that security officials were doing their 
best to infiltrate groups and use administrative and judicial 
actions to curb the rise of Islamic radicalization. If 

security officials could limit the influence of those 

preaching radical ideologies (whether in person or on the 
internet) then French youth, whose lives have nothing to do 
with \"the kind of desperation one sees in Gaza or Iraq,\" 
might never go down such a path. Chaboud said another key 
problem was that even moderate Muslims in France did not 
denounce the actions of terrorists. Their silence, he said, 
was Clearly interpreted as sympathy with the terrorists, 

cause. A more moderate Muslim clergy was important, but with 
the state,s limited role and the CFCM,s (French Council on 
the Muslim Religion, established in coordination within the 
Ministry of Interior) lack of street credibility, it was much 
easier said than done. Some Middle Eastern countries, he 
said, had proposed sending moderate Imams to France. 
Unfortunately, however, they don,t speak French. 


GSPC 


8. (S) The increase of GSPC-linked attacks in the Maghreb was 
worrying French security officials, according to Chaboud. 
Attacks in Algeria and Tunisia and operations in Mali and 
Mauritania all appeared to support the theory that 

al-Qaida,s officially announced union with GSPC in 2006 had 
served to reinvigorate the group. Having already identified 
France as a key target, French officials were also extremely 
concerned about attacks on French soil and against French 
interests in the Maghreb region. For the moment, they had 
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not detected any active cells in France, but Chaboud added 
that it might only be a matter of time. 


PKK ARRESTS 


9. (S) French police, Chaboud said proudly, had basically 
arrested all of the major European PKK figures during the 
February 5-6 raids. All but two remained in pre-trial 
detention as of February 21, and all of them would face 
charges for connections to a terrorist group. When asked 
about the motivation for police action, he confirmed media 
reports that the investigation had originated in the summer 
of 2006, when two PKK members were arrested in France for 
money laundering. From there, the anti-terrorism judicial 
police (SDAT) had followed the investigation where it led, 
while prosecutors acted as enablers. 


SOMALIA: FRENCH PASSPORT UPDATE 


10. (S) Chaboud apologized for the press leak of U.S. 
provided information on a French passport found in Somalia 
(see reftel). He attributed the leak to well-connected 
journalists, but said it was not intentional. He said French 
intelligence officials now believed that the passport was 
false, but were awaiting fingerprints from Kenyan authorities 
before they could have confirmation. They believe the false 
passport may have belonged to a Tunisian man (with the same 
name in the passport), well known by French authorities, and 
who had lived in France for a long period of time. Chaboud 
said that security officials hoped his case might lead them 

to conspirators in France who might have assisted him in his 
journey to Somalia, or could uncover other networks of 
Islamic radicals. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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PARIS AND LONDON FOR AFRICA WATCHER 


E.O. 12958: DECL: 02/23/2017 
TAGS: PGOV, PHUM, PREL, UNSC, SU, CD 
SUBJECT: EXPLAINING UN FORCE TO PRESIDENT DEBY:FRENCH ADVICE 


Classified By: DCM LUCY TAMLYN FOR REASONS 1.4(B) AND (D) 


1. (C) Summary. Chad\'s unqualified support for UN operation 

in eastern Chad should not be assumed, according to French 
Ambassador Foucher. In a meeting with the Ambassador, 
Foucher emphasized that the UN peacekeeping operation needed 
to be carefully explained to President Deby as humanitarian 

in nature, and not intended to legitimize the Chadian 

rebellion. According to Foucher, the Chadians are 

particularly sensitive to the need to avoid any presence 

which might appear \"hostile\" to Libya. End Summary 


2. (C) French Ambassador Bruno Foucher met with Ambassador 
Wall and DCM (notetaker) January 23 to discuss the recently 
issued report of the UN Secretary General laying out 

different peacekeeping options in eastern Chad. Foucher noted 
that the French position was very similar to that of the 

United States: the force must be robust and able to protect 
civilians (IDPs, refugees, humanitarian workers and the 
affected population.) However, the question of what role the 
force would play on the border and the extent to which the UN 
presence might elevate the stature of Chadian rebels was a 
sensitive one. 


3. (C) Foucher elaborated that, based on conversations with 
Foreign Minister Allam-mi, he understood that President Deby 
was still reticent and had two major concerns. First, the UN 
presence and the \"peace process\" referred to in the SYG\'s 
report must refer to the relations between Chad, Sudan and 
CAR, and not to a process between Chad and Chadian rebels. 
President Deby would never agree to UN pressure to talk to 
Chadian rebels; any operation with this mandate would be 
rejected. Secondly, President Deby was very sensitive to 
Libya\'s objection to a military presence in the region and 

any effort which would be seen as competing with Libya as the 
region\'s chief \"mediator.\" 


4. (C) Foucher cautioned that if President Deby did not see 
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his interests clearly spelled out in the force, he would 

reject the package. Therefore, the operation needed to be 
\"sold\" to Deby as a humanitarian activity, done in the 

context of improving overall Chad-Sudanese relations, and not 
intended to legitimize the Chadian rebellion. He urged the 
Ambassador to be aware of GOC concerns and bear in mind the 
need to consult closely with the Chadians on the mandate, the 
composition and the control of any proposed operation. 


5. (C) Foucher reported that Foreign Minister Allam-mi had 
told him that if Sudan took the first step - and if it was 

verifiable - to cease from supporting Chadian rebels, then 
Chad would stop support to Darfur rebels. Pressed by the 
Ambassador as to whether it was in President Deby\'s power to 
do so, Foucher acknowledged that there would be other 
entities in Chad who would still seek to supply the rebels 

(such as the President\'s half-brother, Daoussa Deby). But, 
Foucher noted that the President was finding the JEM presence 
to be a mixed blessing. Although the JEM had rendered 
important support to the Chadian National Army (ANT) in 
fighting in 2005 (Adre) and 2006 (Guereda), they were causing 
problems with ANT soldiers and had become a problematic 
presence. Foucher added that previously President Deby had 
truly needed JEM; with the current security situation better 
under control, he was not as needy. 


6. (C) Queried by the Ambassador as to how best to approach 
President Deby, Foucher warned against a joint approach by UN 
Security Council members in N\djamena. He pointed out that 
President Deby would see that as pressure and he never agreed 
under pressure. Rather, he needed to have the situation 
carefully explained to him. The humanitarian aspect needed 

to be highlighted, as well as the point that the operation 

was in the overall context of improving relations between 

Chad and Sudan. It also needed to be explained to him that 

the operation was not trying to impose a political settlement 
between Deby and the Chadian rebels. 


7. (C) Finally, Foucher noted that Foreign Minister Allam-mi 
needed to travel to New York to understand the issues at 
stake. He notedthat the Chadian Permanent Representative 
was no very good and failed to keep the GOC updated on 
vents in New York. 


COMMENT: 

8. (C Post agrees that we must not assume Chadian 
acgiescence to a UN operation here -- their December 
letter to the UN Security Council notwithstandig. They are 
still of the view that a civilian foce is preferred, and -- 
particularly after the recent summit in Tripoli -- are 


Column 3 


NDJAMENA 00000171 002 OF 002 


probably more concerned about Libyan reactions to the 
operation. We believe that a letter to President Deby from 
the Secretary laying out the mandate and rationale for a 
force would be helpful in addressing President Deby\'s 
concerns. 


9. (U) Tripoli minimize considered. 
WALL 
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1. (U) This message is sensitive but unclassified -- please 
protect accordingly. 
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2. (SBU) Summary: The justice sector in Haiti is in dire 
need of reform. Despite ongoing efforts by the international 
community, no single part of the apparatus functions 
properly, from arrest to trial. Having consulted 

international donors, Justice Minister Magloire is set to 
present new legislation to parliament to establish a judicial 
council to oversee the judiciary, define the role of 
magistrates (\"magistrates\" refers to investigators and 
district court judges), and re-open the school of 
magistrates. The judicial council would include a Judicial 
Inspection Unit (JIU) to conduct vetting (\"certification\") of 
the magistrates. Minister Magloire has also drafted an 
action plan that includes the establishment of specialized 
courts to handle cases of organized crime and gang-related 
violence. Among the most pressing needs for the justice 
system, experts identify better pay for the magistrates, 
additional penitentiaries, record keeping, refurbishment of 
courthouses, and increased mid-level capacity at the justice 
ministry to ensure continuity. Haiti\'s provinces especially 
suffer from a lack of capacity in the justice system. The 
draft laws and the justice minister\'s action plan are the 
GoH\'s first official attempts to implement justice reform. 
Many Haitian and international justice specialists wonder, 
however, whether the GoH and the justice minister 
specifically have the capacity and political will to 

implement lasting reforms. End Summary. 


Three New Laws for Parliament 


3. (SBU) Justice Minister Magloire drafted three new laws on 
justice reform which the executive will present to parliament 
as part of its \"legislative menu\" now that Carnival is over. 
The most ambitious of the three would establish a judicial 
council to oversee the magistrates, as well as protect their 

job security. The council would comprise four members of the 
supreme court and three members of the civil society, 
appointed by various elements of the judicial system. The 
interim government under former Justice Minister Henri 
Dorleans had issued a decree creating a judicial council, but 
Minister Magloire abolished the decree because it transferred 
authority for many administrative and financial powers from 
the ministry to the courts. According to Philippe Lamarche, 
country director of the National Council of State Courts 
(NCSC -- USAID\'s implementing partner for judicial reform), 
Minister Magloire opposes the truly independent judiciary 
called for in Haiti\'s 1987 constitution (known here as the 

Latin American system) because of his experience in Canada, 
where many judicial powers remain within the ministry. 


4. (SBU) MINUSTAH justice section officer Jean Luc Marx told 
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Poloff that the budget was a particular point of contention 
during the drafting of this law. Following a round-table 
discussion with international experts in September 2006, the 
Minister opted to give each of the five district appeals 
courts responsibility for financial management, but retained 
oversight by the finance ministry (effectively maintaining 
executive oversight of the judicial branch). According to 
former magistrate and justice program manager at USAID, 
Gerard Fontain, this law might not pass if members of 
parliament solicit input from the civil society, who oppose 
the law because it does not create a truly independent 
judiciary. MINUSTAH officers stressed the importance of 
passing this law in conjunction with the other two, and said 
that despite its flaws, this law would help move justice 
reform forward. 


5. (SBU) The judicial council would oversee the Judicial 
Inspection Unit (JIU), charged with \"certification,\" (UN 
parlance for vetting), of the magistrates. MINUSTAH\'s 
justice section director, Denis Racicot, told Poloff that in 
1994 when the international community first attempted justice 
reform, sitting magistrates protested the efforts as soon as 
reform changes (i.e. opening the school and replacing the 
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most-corrupt magistrates) started to take place. In order to 
avoid a similar backlash, the new law proposes a \"holistic 
approach\" including evaluation of the magistrates\' 
professional lives, collection of information on allegations 
of corruption, and job security for certified magistrates. 
The justice minister has expressed his support for 
certification, but told MINUSTAH officers that he does not 
have the backing of his staff. 


6. (SBU) The other two laws define the qualifications and 
requirements for magistrates and the re-opening of a public 
school for their training. Lamarche pointed out that the 

school (known by its French acronym, EMA) has not operated 
since 2003, but that NCSC and others have held workshops for 
magistrates under the school\'s name. Though these two laws 
are less controversial than the law establishing the judicial 
council, critics in the Haitian legal community complain that 

the drafts reflect too much foreign influence. NCSC and 

other organizations have held working-group sessions with 
members of parliament to explain and encourage backing of all 
three complimentary laws. 


The Minister\'s Action Plan 


Column 3 


7. (SBU) After abolishing the interim government\'s judicial 
decree, Minister Magloire presented his action plan for 
justice reform to the GoH. The action plan proposes to 
divide the West Department into smaller divisions to 
eliminate the bottlenecked caseload in Port-au-Prince. (Like 
most institutions, the justice system has not adjusted to the 
population growth in Port-au-Prince over the past decade.) 
The minister\'s plan would increase the number of justices of 
the peace country-wide and set up an ad-hoc working group to 
discuss the budget and administration of the new justice 
system. The plan calls for pre-trial detention committees to 
limit delays for suspects awaiting trials, emphasizes 

training, and would establish specialized magistrates and 
prosecutors who work alongside specialized units of police 
officers for crimes like kidnapping and organized crime. 
MINUSTAH officials Marx and Racicot pointed out that the 
action plan is a good start and that the government needs to 
institute immediate reforms. In a separate meeting, Fontain 
said the action plan is very ambitious and that with the 
justice ministry\'s minuscule budget -- and no mid-level 
employees at the ministry to ensure continuity of the plan 
should the minister be replaced -- few of the reforms will be 
realized. 


New Ideas: Specialized vs. Transnational Court 


8. (U) Justice sector contributors have heralded the idea of 
specialized courts to deal with Haiti\'s most pressing and 
serious crimes such as organized crime, corruption, drug 
dealing, kidnapping, and gang-related violence and rape. One 
current judge told Fontain that the conflict over the future 

of one of Haiti\'s failed banks, Socabank (to be reported 
septel), could never be disputed in court because of a lack 
of expertise amongst Haiti\'s judges. Reportedly, the idea 
has support from civil society and Haiti\'s top judges and 
prosecutors, but at this point the idea is in its nascent 
stages, and far from becoming a reality. 


9. (SBU) The Haitian press has reported on the concept of a 
hybrid, transnational court made up of Haitian and 
international elements, as proposed in the latest report by 
the International Crisis Group (ICG). Lamarche pointed out 
to Poloff that although the idea was relatively well-received 
by both the president of the judges association and the head 
of the supreme court in Haiti, a hybrid court would be a 
tough sell to other elements of Haitian society. 

Additionally, this hybrid court would require millions of 
dollars in investigations, equipment, operational fees, 
security and salaries that the international community is not 
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spending currently on the Haitian judicial system. One 
Haitian judge pointed out that if this funding and equipment 
were available to the local justice system, it might be 
capable of functioning like the proposed hybrid court. Some 
have questioned whether this court would also entail an 
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international police force as well to make the arrests and 
participate in the investigations. 


Better Pay, More Jail Cells and other Immediate Needs 


10. (SBU) The immediate needs of Haiti\'s judicial system are 
overwhelming; however there are several themes local and 
international players emphasize. The first is better pay and 
benefits for the magistrates. Largely due to low salaries 

and late paychecks, corruption is pervasive; magistrates are 
known universally for accepting bribes and retaining fees 
levied on the offenders. Court houses are not well-equipped 
and the magistrates do not have access to files, books or a 
law library. Fontain described the conditions at the 

district attorney\'s office in Port-au-Prince as utterly 
inadequate: overcrowded offices with no supplies or 
computers, where magistrates alternate shifts for lack of 
space, leading to prolonged detention time for detainees. 
Some observers commented that the magistrates needed more 
access to materials and supplies during trial; NCSC\'s 
Lamarche opined that since only three percent (a very low 
percentage) of arrests end in trial, the process by which 
offenders are brought to trial is more pressing at this 

moment than materials used in trial. 


11. (SBU) Racicot said that the justice system needs to 

start recording cases, perhaps linked to the national 

identity card, in order to move forward. Many of the 
offenders are in and out of prison on a regular basis either 
because they pay bribes or because their cases are dropped. 
Information on repeat offenders would strengthen the system. 
Also, the investigative capacity of the justice system is 
limited. Racicot told Poloff that as of 2007, the only case 

of forensic science being used to investigate a crime in 

Haiti occurred in the mid 1990s when robbers shot and killed 
local employees of the U.S. embassy while trying to steal 
cash being transported from the bank. Separately, Lamarche 
outlined the dismal conditions of Haiti\'s prisons. Fontain 
described a prison in Saint Marc, which was built by the 
French during the 18th century, and which is currently at 
double capacity. 
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Provinces Have it Worst 


12. (SBU) There are approximately 185 justices of the peace 
in Haiti, most of which are the first and only responders to 
arrests made in the provinces. They operate independently of 
the justice sector because of lack of communication between 
the justices of the peace and higher courts within the 
jurisdictions. By empowering (through training, better pay 
and equipment, and communication) the justices of the peace, 
the justice ministry could effectively extend its reform 

across Haiti. However, many of the judges and magistrates in 
the provinces are political appointees who are not qualified 

for their jobs. NCSC\'s project director Peggy Ochandarena 
inspected court houses in Port-au-Prince and outlying areas 
and said that substandard working conditions are particularly 
evident in Haiti\'s countryside. In many cases court houses 
are in total disrepair, lacking supplies, books, and files, 

not to mention computers and electricity. Overall, Fontain 
said that the justice system is inaccessible to those living 

in Haiti\'s countryside. 


Comment 


13. (SBU) With international efforts, led by the USG 
to reinforce and reform the Haitian National Police (HNP) 
beginning to show marked results, it is becoming increasingly 
apparent that the continuing non-performance of the justice 
system threatens the progress we have made in restoring 
public security on the streets. MINUSTAH and the GoH are 
re-focusing on justice reform, and we now have an opportunity 
to underscore our own support for the justice reform effort. 
The litmus test for the GoH\'s efforts will be their 
commitment to the vetting of magistrates, which will be the 
most contentious issue within the minister\'s legislative 
package. The Ambassador will shortly meet with the justice 
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minister to get a direct sense of how much fire the minister 
has in his belly to carry through his proposals. 
SANDERSON 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PHUM, PREL 

SUBJECT: UN DEMOCRACY FUND: ALLEGATIONS OF WASTE AND 
MISMANAGEMENT 


REF: 06 USUN 02248 


Classified By: USUN Acting Permrep Ambassador Wolff, Reasons 1.4 (b)/(d 
) 


1. (C) SUMMARY. As the UN Democracy Fund (UNDEF) Office 
claims to have commenced disbursements of donors\' funds to 
projects overseas, USUN has made repeated requests for 
transparent accounting and reports on project management. We 
have not yet received an adequate response. In the meantime, 
a well-placed informant who works in the UN (strictly 

protect) shared concerns on February 22 of waste in UNDEF 
headquarters operations and widespread mismanagement. 
Concerns addressed: lack of financial accounting; 

incompetence in grant management; and cronyism. Among other 
corrective measures, USUN intends to seek an immediate 
meeting with the UN Comptroller General and to request an 
OIOS audit of the UNDEF trust fund activities and operation. 

End Summary. 


2. (SBU) In the year that has elapsed since the first Board 
meeting of the UN Democracy Fund (UNDEF) in March 2006, the 
small UN Secretariat staff has made substantial progress in 
soliciting projects and facilitating Board consensus on the 
selection of some 125 projects to promote democratic 
governance around the world. Throughout this period, UNDEF 
has attracted more than $50 USD million in donations from 27 
nations, led by the U.S., India and Australia. Japan has 
recently pledged its first contribution of $10 USD million. 

While the UNDEF concept has thus gained positive traction, 

its small secretariat staff have unfortunately failed to 

respond to U.S. requests to provide any accounting of income 
and expenditures, including for project disbursements, the 
travel of UNDEF officials or evaluation of the projects 
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funded. 


3. (C) While we anticipated that UNDEF would require a 
substantial startup period, USUN initially became concerned 
about cost of some two months of overseas travel for UNDEF 
Acting Director Magdy Soliman-Martinez (Spain) and the 

official to whom he reports, Amir Dossal, Executive Director 

of the UN Fund for International Partnerships (UNFIP). 

Queries about travel funds, which the U.S., India and 

Australia raised privately with the Secretariat as well as at 
experts meetings, remained unanswered. Soliman-Martinez 
will depart next week for South Africa, a purported two-week 
sojourn, the funding for which might also come from trust 

fund donations. In addition to questions about travel, our 
inquiries about the flow of funds to field projects also 

failed to elicit any data. At the last UNDEF Board meeting 

in December 2006 (reftel), the U.S. proposed a transparent 
quarterly accounting schedule. Martinez-Soliman responded 
with a hedge (reflected in Board minute notes) that \"more 
frequent statements could be provided.\" He claimed that the 
administrative costs of the Fund represented 3.4% of the 
budget. However, no financial reports followed. In the 

absence of any reports, U.S. Acting Permrep Ambassador Wolff 
sent a letter to Dossal on February 13, 2007. The letter 
referenced the U.S. request at the December Board meeting and 
cited UN financial regulations that require the release of 
comprehensive records of the assets and liabilities of UN 

trust funds. Ambassador Wolff requested that UNDEF quarterly 
reports provide a current accounting of deposits, project 
expenditures and a breakdown of administrative expenses. 


4. (C) On February 22, a well-placed and credible UN 
employee (strictly protect) approached USUN confidentially to 
report that our requests for information had generated 
considerable anxiety in the UNDEF office. Source claimed 
accounting records had not been maintained, and that the two 
Directors may indeed have traveled extensively on UNDEF 
funds. Of further and more troubling concern, source 
described a chaotic situation attending the assessment and 
flow of funds to most of the democracy projects, which the 
UNDEF Secretariat staff had supposedly failed to manage and 
had recently offloaded onto a UN Development Program (UNDP) 
office. 


5. (C) Source described a situation in which a small UNDEF 
staff, lacking experience in grant management, had failed to 
carefully assess and verify the credentials of many of the 
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NGOs seeking money. Basic questions had not been posed, 
including size of the annual budgets of lesser known NGOs, 
their length of establishment, track records and the size of 
their staffs. Consequently, some fledgling field 


organizations with annual budgets of less than $20,000 USD 
were imprudently authorized disbursements of up to $350,000, 
for example. Finally, in response to U.S. inquiries and in 
acknowledgment of their inability to manage the projects, 
UNDEF had recently transferred most of the caseload to UNDP. 
(Note: At a meeting on February 21 to discuss a separate 
possible U.S. trust fund initiative to promote 

entrepreneurship, UNDP Deputy Director Bruce Jenks 
acknowledged serious management problems with UNDEF. 
However, he did not elaborate or reveal that project 
management had been transferred to his own organization.) 


6. (C) The informant showed USUN records of some 123 
projects; 80 of them appeared to be recently routed to UNDP 
as the Wexecuting agency, at an administrative cost of 5 
percent for each project in addition to what was described as 
a standard $25,000 USD fee to produce a monitoring/evaluation 
report on each one. According to source, none of this 
information was intended to be shared with donors, as the 
UNDEF secretariat itself was entrusted with these 
responsibilities. In the meantime, when UNDP unexpectedly 
called upon its overseas staff to confirm the activities of 
these far-flung organizations, Resident Coordinators reacted 
with a backlash of complaints about the requirement to 
suddenly locate and monitor many of the projects. Jenks 
reportedly had to mediate. 


7. (C) Source described a staffing situation inside the 

UNDEF office in which Soliman-Martinez had brought on board a 
close colleague from UNDP who had no background or proclivity 
for grant management to serve as the Senior Program Analyst 

in charge of all the project applications and processing. 

Source further alleged that the employee who currently serves 
as UNDEF Board Secretary has had little interest or knowledge 
of program activities - an allegation that unfortunately 

conforms with USUN impressions. This employee has been 
unable to answer substantive questions. 


8. (C) Soliman-Martinez has clearly sided with European 
special interests for UNDEF. He has advocated for the use of 
funds to support the travel of NGOs to European conferences 
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(atthe expense of field projects), backing down only when 
the U.S. persistently objected. He has maneuvered 
(unsuccessfully) to pave the way for EC participation on the 
Board that consists of country donors. The French and 
Hungarian missions are currently advocating for an extension 
of the tenure of Soliman-Martinez. The Director\'s position 
was belatedly advertised (several months behind schedule) 
only after intense U.S. and Australian urging. In the 
meantime, the wife ofthe French expert to UNDEF has 
supposedly accepted an (unsalaried) position as an intern in 
the UNDEF Secretariat, causing further demoralization among 
the staff members, according to source. The job search for a 
new UNDEF Director will provide a timely opportunity to 
address cronyism and other issues. 


9. (C) Indications of waste and mismanagement are 
unfortunately prevalent in many offices at UN headquarters. 

It is thus not entirely surprising that a culture of 

inaction, favoritism and incompetence may have begun to take 
root within UNDEF. The challenge we confront is to promptly 
effect course corrections for this otherwise worthy and 
innovative program, in concert with the Department\'s 
continuing support and guidance. USUN will seek an immediate 
meeting with UN Comptroller Warren Sach who is responsible 
for all Trust accounts of the UN, to discuss concerns and 
request a comprehensive programmatic as well as financial 
audit of the UNDEF by OIOS. 


10. (C) Timing of the job search for a new UNDEF Director 
is fortuitous. The UN Secretariat is currently reviewing job 
applications, and members of the Advisory Board will receive 
a chance to comment and participate in the selection process. 
We are aware of at least one candidate from outside the UN 
(an Australian) who appears to be dynamic and promising; we 
believe there are others who can successfully challenge the 
Soliman-Martinez incumbency. In the meantime, U.S. 
Ambassador Terry Miller plans to meet with his counterparts 
from the Australian and Indian Missions shortly to coordinate 
other remedial steps, including a strong request to Dossal to 
postpone ongoing placement activities to allow the future 
Director to select his own subordinates as the contracts of 
the incumbents expire. (Dossal is reportedly attempting to 
replace them all now with his own associates in advance of a 
possible change of Director.) 
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11. (C) In addition to seeking to build Board support for a 
critical review and overhaul of UNDEF staffing and 
management, USUN plans to revisit the Terms of Reference with 
a view to possibly recommending additional language (perhaps 
as an annex) to strengthen terms of accountability, 

reporting, and Board prerogatives. We will attempt to 

analyze lessons learned and their applicability to future 

trust fund initiatives. While UNDEF is currently lodged 

under the UNFIP umbrella, we may want to consider options for 
a possible transfer to a more appropriately staffed, 

alternative UN institution. 

WOLFF 
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E.O. 12958: DECL: 2/26/2017 

TAGS: PGOV, PHUM, ASEC, PREL, ECON, SOCI, IN 

SUBJECT: LEFT OBJECTS TO CONSUL GENERAL\'S MEETING WITH JAMIAT-E-ULEMA 
HIND LEADER 


REF: A) KOLKATA 0041 B) CALCUTTA 0011 C) 06 CALCUTTA 0578 


CLASSIFIED BY: Henry V. Jardine, Principal Officer, U.S. 
Consulate General Calcutta, STATE. 
REASON: 1.4 (d) 


1. (C) Summary: On February 24, ConGen met with West Bengal 
Jamiat-e-Ulema Hind (JUH) General Secretary Siddiqullah 
Chowdhury at the JUH offices to discuss Muslim issues and 
concerns in West Bengal. Chowdhury has come to local prominence 
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recently in leading Muslim opposition to development of a 

Special Economic Zone (SEZ) in the rural district of Nandigram, 
where there is a concentration of Muslim villagers. In January, 
opposition to the SEZ in Nandigram resulted in at least seven 
deaths in violent clashes between villagers, opposition groups 
and the state-ruling Leftists (Reftels). Chowdhury indicated 

that his organization and other Muslim groups plan to form a 
political party to contest the 2008 elections for village 

political committees, known as panchayat raj or panchayats, and 
to increase Muslim political activity. During the meeting, a 

group of approximately 150 Leftist demonstrators gathered on the 
narrow street in front of the JUH offices to protest the 

ConGen\'s presence, claiming U.S. interference in domestic 
matters and condemning USG policy in the Middle East. After the 
meeting, Kolkata police and Special Branch officers provided 
security, pushing back protestors so that ConGen and POL FSN 
could enter the vehicle and depart. Extensive media coverage 
the following day noted the objections of Leftist party 

officials, primarily the Communist Party of India of 

India-Marxist (CPM), but also published post\'s response that the 
visit was consistent with an extensive program of Muslim 
outreach conducted by the Consulate. The visit will likely 

result in CPM and other Leftists remaining hostile to U.S. 

officials; however, it did serve to highlight USG interest in 
understanding Muslim views and USG Muslim outreach in the 
region. No official action is expected as the West Bengal Chief 
Secretary commented publicly, \"We have no objections to foreign 
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diplomats meeting leaders of Indian organizations unless they 
are banned.\" End Summary. 


2. (C) ConGen met with Chowdhury at the JUH offices, located in 
the narrow streets and alleys of North Kolkata\'s old Muslim 

district. Chowdhury has come to prominence in the last month 

for his efforts at spearheading Muslim opposition to the 

Government of West Bengal\'s (GOWB) industrial development plans. 
The JUH\'s initial focus was on plans to create a large SEZ in 

the rural district of Nandigram, located 150 km southwest of 
Kolkata. According to Chowdhury, the area was predominantly 
Muslim and Muslims would see little benefit from the SEZ. 
Chowdhury said that \"We are not against industry but we oppose 
the setting-up of industries by destroying farmland, houses, 
educational institution and religious places.\" He added, if the 
\"Special Economic Zones come up in West Bengal, 70 percent 
Muslims, 25 percent OBC and 5 percent of other communities would 
be affected and at least 700 villages will be destroyed.\" 

(Note: On February 22, Chief Minister Buddhadeb Bhattcharjee 
said that development plans would shift from Nandigram to the 
already established Haldia Port Area SEZ. End Note.) 
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3. (C) ConGen also asked the JUH leader about perceptions of 
the Muslim experience in West Bengal in light of the Sachar 
Committee Report on Indian Muslims, which noted that the 
community has received very little support from the GOWB and 
experienced significant social disadvantage. Chowdhury and the 
other JUH members present felt that the CPM and its Left allies 
only gave lip service to advocating for Muslims and that JUH and 
other Muslim groups were planning to establish a new political 
party with some fringe Leftists, such as the Party for 

Democratic Socialism (PDS) and the Communist Party of Indian 
Marxist Leninist (CPIML), to contest the village-level panchayat 
elections in 2008. Chowdhury noted that JUH has an extensive 
network throughout India and in West Bengal it has 600,000 
members and runs 8,000 primary education centers, including 
Madrassas. ConGen asked what was taught in JUH\'s Madrassas. 
Chowdhury responded that the focus was on religious studies but 
other modern subjects were covered, like social sciences, 
languages and mathematics. 


4. (C) Soon after the discussion began, noise from a 

demonstration forming in the street in front of the JUH could be 

heard. Approximately 150 supporters from the CPM ally Rashtriya 
Janata Dal (RJD), led by RJD Member of the Legislative Assembly 
(MLA) Mohammed Sohrab with some CPM members and other Leftists, 
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loudly chanted slogans against President Bush, U.S. troops in 
Iraq and the ConGen\'s presence in JUH\'s office. The shouting 
reverberated in the second-storey meeting room, making 
conversation difficult. Police and Special Branch officers were 
present to control the crowd, but on his departure, ConGen was 
asked to wait while the police cleared access to his vehicle. 

As the vehicle with police escort departed, there was some 
pounding on the vehicle hood but no damage or serious violence. 


5. (SBU) Coverage in the press the following day noted that the 

Left and CPM were upset with the visit. English language daily, 

\"The Telegraph published a lead article entitled \"U.S. Steps on 
LandmineW and had comments from a CPM state committee member 
asking, \"How can the US interfere in our state\'s affairs? This 

is an attack on our sovereigntyA" However, on February 26 the 
newspaper published an article Y Angry with the U.S. but Hands 
Tied,\" quoting the West Bengal Chief Secretary A.K. Deb as 

saying, \"We have no objections to foreign diplomats meeting 

leaders of Indian organizations unless they are banned.\" In 

addition, most articles included comments by ConGen and 

Consulate spokespeople noting, that \"the visit was part of the 
Consulate\'s Muslim outreach program.\" The meeting created some 
confusion within the CPM organization. According to Bengali 
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daily \"Bartaman,\" state committee member and state government 
minister Rezzak Mollah asked, \"How does an Ulema leader meet 
with the diplomatic mission head of a country like America that 
considers Islam as an enemy of civilization and is about to 

pounce on Iran after the destruction of Afghanistan and Iraq?\" 


6. (C) Comment: Clearly, the CPM and Left supporters were 
indignant over the visit with Chowdhury and JUH leaders, seeing 
it at interference in domestic issues. However, the GOWB 
officials and Consulate statements deflected that charge as the 
meeting with local Muslim leaders was consistent with normal 
outreach efforts. The strong response from the Left reflected 
the awareness that the Sachar report and violence in Nandigram 
have raised serious questions among Muslims about the Left\'s 
support to the community. Historically, the Left has claimed to 
offer protection to Muslims from sectarian violence and 
oppression as experienced in Gujarat or elsewhere in India and 
they have used Muslims as a reliable vote bank in elections. 
Therefore, JUH\'s plan to create a Muslim party constitutes a 
potential challenge to the Left in West Bengal. 


7. (C) Comment Continued: A new Muslim political party also 
may be a reflection of the growing importance and sense of 
identity of the Muslim community in the states bordering 
Bangladesh. Bangladesh\'s high population density and growth 
will likely contribute to an increase in Muslim migration to 

India and Muslim political influence. Last year in Assam, a new 
Muslim party, Assam United Democratic Front (AUDF), split off 
from the Congress Party over the Congress\' perceived lack of 
support to the Muslim community. Anger within the CPM and Left 
may persist over the visit to Chowdhury but the Chief 
Secretary\'s comment to the media reaffirmed that no diplomatic 
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norm was violated. The Left\'s public irritation actually may 
have helped to highlight the Consulate\'s engagement with the 
Muslim community and willingness to listen to its concerns. 
JARDINE 
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E.O. 12958: DECL: 02/27/2017 

TAGS: ENRG, PREL, PGOV, AJ 

SUBJECT: AZERBAIJAN: SOCAR VP SAYS HE IS NOT NECESSARILY 
LOOKING TO REASSURE EUROPE RE GAS AVAILABILITY 


REF: A. A) ATHENS 364 
B. B) BUDAPEST 245 
Classified By: Ambassador Anne E. Derse, Reasons 1.4 (b,d) 


1. (C) SUMMARY: According to SOCAR VP Elshad Nassirov, his 
presentation at the February 13-14 IEA Caspian Energy 
Conference in Paris was designed not to reassure potential 
European gas customers but rather to disabuse them of the 
notion that Azerbaijani gas alone could fill their pipelines. 

His preferred message for these customers is that Europe, 

the US and Azerbaijan need to focus on building a 
Trans-Caspian pipeline as quickly as possible to transport 
Kazakh and/or Turkmen gas westwards. However, when asked 
what the official GOAJ position is, Nassirov said that it was 

that Azerbaijan has enough gas for from one to one and one 
half pipelines. He said that the GOAJ would likely approve 

of the idea proposed by DAS Bryza at the Paris conference 

that a joint working group be formed to work on issues 

relating to Kazakh and Turkmen gas, and said that SOCAR is 
ready to host a session of this working group in the near 

future in Baku. It is clear that there is daylight, or at 

least a difference in emphasis, between Nassirov\'s personal 
views and the official GOAJ policy on the availability of 
Azerbaijani gas 0/a 2012. The Ambassador will explore with 
President Aliyev in an upcoming meeting the exact message 
that the GOAJ wishes to send to the international community 
concerning the availability of Azerbaijani gas. END SUMMARY. 


2. (C) In a February 26 conversation with EnergyOff, SOCAR 
Vice-President Elshad Nassirov said that his impression of 
the February 13-14 IEA Caspian Energy conference, which he 
had attended on behalf of the GOAJ, was positive. He said 
that he thought that he had been successful in his goal, 

which was to convince European customers such as DEPA, 
Edison, OMV and others that it was essential that another 
source of gas, either Kazakh or Turkmen, be found for 
European customers, since Azerbaijani gas in and of itself 
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could not meet the projected demand. As such, Nassirov 
explained that in his opinion the GOAJ did not want to 

Vreassure European customers!" at the upcoming February 27-28 
Athens Economist Energy Conference about the availability of 
Azerbaijani gas starting o/a 2012. He said that there could 

not be enough Azerbaijani gas for two pipelines, saying that 
Nabucco would need 30 bcm/a and TGI 11 or 12 bcm/a (EnergyOff 
repeated OMV\'s contention that the GOAJ need only supply 
approximately 10 bcm/a to Nabucco to enable the project to 
commence). 


3. (C) Nassirov said that \"the Russians are not stupid\" and 
that as soon as it becomes clear that there is a possibility 

of a Trans-Caspian pipeline from either Kazakhstan or 
Turkmenistan, the Russians, faced with the prospect of losing 
this gas, will simply pay the source country in question \"a 

fair market price\" in order to kill the pipeline. He also 

said that if either of these countries finds a customer with 
money\" in South East Asia, the Trans-Caspian Project would 
also be doomed to failure. As such, Nassirov felt that if 

the GOAJ \"makes promises!" to Europe concerning Azerbaijani 
gas, Wwe will lose Kazakhstan and Turkmenistan." Rather, he 
thinks it far wiser to seek to convince European customers 
that there is not enough Azerbaijani gas for both two 

pipelines, so that Europe, Azerbaijan and the US can work 
together on getting a Trans-Caspian pipeline built as quickly 
as possible. 


4. (C) EnergyOff asked whether his opinions on the 
unavailability of sufficient Azerbaijani gas o/a 2012 were 

his opinions or official GOAJ policy. He said the former, 
adding that official GOAJ policy was that Azerbaijan would 
have enough gas for one to one and one half pipelines o/a 
2012. He added however that he thought that A/S Sullivan and 
DAS Bryza in Paris approved of his opinions re the need to 
mobilize forces as quickly as possible to get Kazakh and/or 
Turkmen gas westwards. 


5. (C) In response to EnergyOff\'s question, Nassirov said 

that Murat Heydarov, Advisor to the President at SOCAR, would 
be attending the conference on behalf of the GOAJ, 
accompanied by the GOAJ Ambassador to Greece. He said that 
Heydarov would be provided with the appropriate points to 

make at the conference (COMMENT: When later informed that 
Presidential Energy Advisor Ali Asadov had told the 

Ambassador that he, Nassirov, was going to Athens, Nassirov 
said that he had been slated to go to Bangkok on February 27, 
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but he would check again to see where he was being sent. END 
COMMENT). 


6.(C) Nassirov said he approved of the idea, floated by DAS 
Bryza in Paris, of a working group for getting Kazakh and 
Turkmen gas transiting westwards to Europe through 
Azerbaijan. This working group would have representation 

from the GOAJ, IEA, USG (State Department), OMV, Depa, 
Edison, Statoil and BP, among others. He said that it was 

likely that GOAJ/SOCAR would be ready to host a working group 
session in Baku in the near future. 


7. (C) COMMENT: Many thought that ambient European 
uncertainty and anxiety about the ability of Azerbaijan to 

deliver enough gas to fill pipelines starting o/a 2012 (see 

reftels) was primarily due to the GOAu\'s inability to 

adequately \"tell their story." However, it seems that at 

least part of this anxiety might well be due to Nassirov\'s 
unwillingness to alleviate such anxiety, given his belief 

that in so doing he will be weakening the prospects of a 
successful Trans-Caspian Gas pipeline. Nassirov is the 
GOAJWs spokesman of choice for regional and international 
energy fora, and as such his pronouncements tend to have an 
impact. ltis clear that there is daylight, or at least a 

difference in emphasis, between Nassirov\'s personal views and 
the official GOAJ policy on the availability of Azerbaijani 

gas o/a 2012. The Ambassador will explore with President 
Aliyev in an upcoming meeting the exact message that the GOAJ 
wishes to send to the international community concerning the 
availability of Azerbaijani gas. END COMMENT. 

DERSE 
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TAGS: PGOV, KDEM, KCOR, MI 
SUBJECT: POLITICAL RHETORIC HEATS UP IN MALAWI 


REF: A) LILONGWE 105, B) 06 LILONGWE 833 


1. (SBU) Summary: In another sign that the 2009 election campaign is 
in full swing, President Bingu wa Mutharika and his predecessor and 
presumptive presidential candidate Bakili Muluzi exchanged barbs 

over the weekend at competing public rallies. Mutharika also lashed 
out at Malawi Congress Party (MCP) leader and presidential candidate 
John Tembo, accusing him of accepting a bribe from one of the major 
tobacco companies. This came as the government enforced a new ban 
on opposition rallies at airports and stopped Muluzi supporters on 

their way to a rally. End Summary. 


2. (SBU) Declaring that, enough is enough,\" Mutharika accused 
Muluzi, who srved as president from 1994-2004, of trying to become 
a \"life-president.\" The President went on to threaten Muluzi, who 
still has a potential corruption case to answer, that Mutharika had 
\"been patient throughout but...l am warning him that | will soon 
act.\" Mutharika then turned to criticize MCP leader John Tembo, 
accusing him of accepting an 11 million kwacha ($80,000) bribe from 
Limbe Leaf Tobacco to stay silent over low tobacco prices. 


3. (SBU) Ex-President Muluzi, upon his return from a trip to Namibia 
on February 25, was refused entry to Blantyre\'s Chileka Airport 
V-VIP room. (Comment: This is a big deal because as a former 
President, he is automatically entitled to perks and special 

treatment of this nature. End comment.) At the same time, some of 
his supporters were stopped at police roadblocks on their way to 
meet him. This came in spite of a High Court injunction, issued 
earlier in the day, blocking police interference with a rally at the 
airport on Muluzi\'s return. Muluzi later held a rally at a venue 

near the airport, where he told his supporters that Mutharika was 
afraid to face him in the 2009 election. Muluzi also accused 
government of banning airport rallies because of the reception he 
had received at a previous rally in Lilongwe upon his arrival from 
London on February 18 (Comment: This part is true. But an Embassy 
officer who saw the February 18 rally first-hand is sympathetic to 

the idea of banning rallies of several thousand worked-up supporters 
in the passenger pickup/dropoff lanes at the airport terminal. End 
comment). 


4. (SBU) The government announced on February 22 that it would ban 
all public rallies at airports, citing airports as, \"restricted 

security areas in line with International Air Transport Association 
regulations.\" Muluzi has traditionally held an airport rally each 

time he entered or left the country, often drawing large crowds of 
supporters. Mutharika\'s Democratic Progressive Party (DPP) deputy 
spokesperson, however, said that the ban does not apply to the DPP 
because it is the party of government. \"DPP is Dr. Bingu wa 
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Mutharika, and Dr. Mutharika is government...you cannot compare DPP 
to opposition parties,\" said Chakale. 


5. (SBU) Comment: The truce, if there was one, is off between 
Mutharika and his predecessor. Increasingly, every public act and 
public statement by the senior members of the Malawian political 
class is focused on the 2009 election, and the resurgence of the 
Mutharika-Muluzi split is an example, emerging after a recent surge 

of press commentary about a possible Muluzi candidacy in 2009. This 
speculation was lauded by some (but not all) senior members of his 
UDF party but most importantly went unrebutted by the man himself. 
Similarly, Mutharika\'s swipe at Tembo further damages any 
relationship Mutharika\'s plurality government might have with the 
largest opposition party. If the President actually believes Limbe 

Leaf gave money to Tembo, that would also go a long distance toward 
explaining the vehement personal nature of the denial of a work 
permit and subsequent departure of the Limbe Leaf Managing Director. 
End comment. 


EASTHAM 
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DARDANIA\" 


REF: PRISTINA 29 


PRISTINA 00000141 001.2 OF 002 


Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: The break-away faction of the ruling 
Democratic League of Kosovo (LDK) held its first political 
convention on February 17, endorsing ex-Assembly Speaker 
Nexhat Daci as its leader and approving his hand-picked slate 

of deputy presidents. The party chose the name \"Democratic 
League of Dardania\" (LDD). The new group has not applied to 
register with the OSCE, but has already secured enough 
members in the Kosovo Assembly to form its own caucus. There 
was little outside participation at the convention, and the 

group\'s reception among the populace has been tepid, despite 
attempts to portray itself as heir to the mantle of the late 
President Rugova. USOP and USKFOR are helping manage the 
tensions that remain between LDD and LDK officials in the 
municipal governments in eastern Kosovo, USKFOR\'s area of 
responsibility and the area of greatest LDD support. END 
SUMMARY. 


DACI FORMS HIS NEW PARTY 


2. (SBU) On February 17, ex-Assembly Speaker Nexhat Daci and 
a core group of MPs and municipal leaders who defected with 
him from the ruling Democratic League of Kosovo (LDK) held a 
convention to formally adopt its new name -- the Democratic 
League of Dardania (LDD) -- and elect its leadership. (NOTE: 
The reference to \'Dardania\' is one of the group\'s continuing 
attempts to cast itself as the true successor to the LDK of 

the late President Ibrahim Rugova, who had promoted use of 

his Dardania flag as a future flag for an independent Kosovo. 
END NOTE.) 


3. (C) A total of 463 delegates from both Kosovo and diaspora 
branches attended the convention, though diaspora delegates 
dominated the speeches. The delegates approved a party 
platform and slate of officials, hand-picked by Daci, by 
acclamation rather than by secret ballot. There were no 

serious challenges. Five members of the 25-member presidency 
are deputy presidents: Besa Gaxherri, an MP from Peja and 
long-standing LDK activist; Adem Salihaj, removed as Deputy 
Prime Minister when Daci was removed as Assembly Speaker and 
currently holding the post of LDD-Ferizaj leader; Xhemajl 

Hyseni, mayor of Gjilan; and Berim Ramosaj, economic advisor 
to the late President Rugova. MP Lulzim Zeneli, a former LDK 
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spokesman and youth leader, was chosen as General Secretary. 
Delegates later approved a 115-member General Council on 
February 18. 


4. (SBU) Surprisingly, many who abandoned the LDK after being 
left out of party power structures fared no better in the 

LDD. These included Naser Rugova, the late President 
Rugova\'s cousin; Sejd Tolaj, who for a while had manipulated 
the LDK Youth Forum into Daci,s corner; Fadil and Gani Geci, 
who along with their band of brothers sparked the brawl at 

the LDK convention in December; and Pristina Deputy Mayor 
Shefki Gashi, who delivered Daci his only LDK-Pristina branch 
support. There were no untoward displays of dissent at the 
convention, but recent media reports indicate early 
dissatisfaction with Daci\'s \"autocratic\" leadership style. 

COOL RECEPTION FOR LDD, BUT STRENGTH IN MUNICIPALITIES 


5. (C) LDD has received a cool reception. Unlike the broad 
showing at the LDK convention, few observers attended the LDD 
event. After Daci told journalists he hoped the \"two 

brothers\" ) LDD and LDK ) could cordially divide LDK branch 
office properties, LDK acting President Eqrem Kryeziu made 
clear that coalition junior partner Alliance for the Future 

of Kosovo (AAK) party, not LDD, is its \"little brother." 

Among diplomatic offices, to our knowledge only the German 
Head of Office has visited Daci since LDD\'s formation. 


6. (C) USKFOR\'s strong presence has helped keep at a low 
simmer LDD-LDK turf battles in southeastern Kosovo 
municipalities, the U.S. military\'s area of operation. In 
Gjilan, the only municipality with an openly Daci-supporting 
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mayor, a January explosion outside the offices may have been 
related to a dispute over the disposition of LDK office 

space. USKFOR sharply condemned the explosion and pledged to 
take rigorous steps to curb such violence, including a Gjilan 

curfew if necessary. At USKFOR prodding, mayor Hyseni and 
LDK-Gjilan leader/deputy mayor Lirije Kajtazi appeared 

together on a local radio show to discuss security and final 

status. Although Hyseni and Kajtazi continue to vie for the 

support of Gjilan\'s LDK sub-branches, there have been no 

similar security incidents. 


7. (C) COMMENT: With at least six votes in the Assembly, the 
LDD may yet cause trouble for the ruling coalition. As its 

hold on branch leader positions in three key municipalities 
indicates, LDD also has some popular support. However, it is 
and likely will remain a vehicle for Daci\'s personal 
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ambitions, one that is run in accordance with his worst 

traits as a politician. We are confident that our and 

USKFOR\'s attention to LDD-LDK dynamics will continue to keep 
intra-municipal friction manageable. END COMMENT. 


8. (SBU) U.S. Office Pristina clears this cable in its 
entirety for release to U.N. Special Envoy Martti Ahtisaari. 
KAIDANOW 
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OO RUEHAG RUEHDF RUEHIK RUEHLZ RUEHROV 

DE RUEHVI #0492 0571449 

ZNR UUUUU ZZH 

O 261449Z FEB 07 

FM AMEMBASSY VIENNA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6447 

INFO RUCNMEM/EU MEMBER STATES COLLECTIVE IMMEDIATE 
RUEHVJ/AMEMBASSY SARAJEVO IMMEDIATE 0158 
RUEHGV/USMISSION GENEVA IMMEDIATE 1357 
RUCNDT/USMISSION USUN NEW YORK IMMEDIATE 0180", "UNCLAS VIENNA 000492 


SIPDIS 
SIPDIS 
DEPARTMENT FOR EUR/PGI, IO/RHS, DRL/MLGA, AND EUR/AGS. 


E.O. 12958: N/A 
TAGS: PHUM, PREL, UNHRC-1 
SUBJECT: AUSTRIAN SUPPORT FOR BOSNIA\'S UNHRC CANDIDACY 


REF: STATE 021984 


1. EconPolOff delivered reftel demarche regarding UNHRC EEG 
candidates on February 26 to Engelbert Theuermann, Director 
of the MFA\'s Human Rights Division. Theuermann agreed it was 
important to have strong democracies occupy as many seats as 
possible on the Council. Theuermann added that the GoA was 
only aware that two Eastern European countries--Slovenia and 
Belarus--are seeking UNHRC seats. Theuermann said Austria 
will support the Slovenian bid, because it is a model 

country\" in terms of democratic development, rule-of-law, 

etc. Moreover, Slovenia will assume the EU Presidency next 
year, thereby enhancing its role in the UNHRC. 


2. In regard to Belarus, Theuermann said, Austria had 

resigned itself to work with Belarus on the Council. 

However, with the prospect of a Bosnian candidacy, the GoA 
would instead strongly support Bosnia\'s bid for a seat on the 
UNHRC. Theuermann added that Bosnia is a strong democracy 
and would be a welcome addition to the Council. 
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4. Theuermann noted that normal coordination among the EU 
countries is difficult, because no formal mechanisms exist to 
coordinate members\' positions on elections. Nonetheless, 
Austria will raise the issue of Bosnia\'s candidacy in 

Brussels to garner support for it within the EU. However, 
Theuermann expressed concern that Bosnia might not have 
enough time to garner enough support for its candidacy. 
McCaw 
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RR RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHTL #0121 0571506 

ZNR UUUUU ZZH 

R 261506Z FEB 07 

FM AMEMBASSY TALLINN 

TO RUEHC/SECSTATE WASHDC 9562 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE","UNCLAS TALLINN 000121 


SIPDIS 


DEPT FOR EUR/NB AND EEB/ESC/TFS Katherine Leahy and Leanne Cannon 
S/CT Patty Hill, Anne Galer and Gary Novis 


SIPDIS 
SENSITIVE 


E.O. 12958: N/A 
TAGS: EFIN, ETTC, KTFN, LE, PREL, PTER, EN 
SUBJECT: ESTONIA\'S STANCE ON ILLEGAL CASH COURIERS 


REF: STATE 16120 


1. (U) Econoff delivered reftel points to Jaap Ora, Director of the 
1st 

Division of the MFA\'s Policy Planning Department - which is 
responsible for 

coordinating Terrorist Financing issues for the GOE. 


2. (U) Estonia\'s main legal instrument in the fight against 

terrorist financing 

and illegal cash transactions is the January 2004 Money Laundering 
and Terrorist 

Financing Prevention Act, as amended. According to the Act, credit 
and 

financial institutions are required to identify all individuals or 
representatives who carry out cash transactions above EEK 100,000 
(approximately 

$8,600) or non-cash transactions above EEK 200,000 (approximately 
$17,100). An 
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amendment to the MLTFPA that came into force in March 2005 required 


identification of all clients who use the services of any financial 
institution 

for the first time, while the method of identification should enable 
re- 

identification, Failure to comply with the identification 
requirement brings 

along criminal liabilities. 


3. (U) Beginning June 15, 2007, control over cash entering Estonia 
from outside 

the EU will be based on the adoption of EU Regulation (EC) No 
1889/2005 of 

October 26, 2005. When this regulation enters into force, fines 

will be 

assessed either for failing to declare, or illegally declaring cash. 

At the 

present time, the Estonian Tax and Customs Board (TCB) controls the 
external 

borders of the EU at the border with Russia and at the Tallinn 

Airport. All 

main border crossing points are controlled 24 hours a day. 

According to Mr. Ora 

at MFA, TCB staff at the border crossing points Y"... have been 

trained to uncover 

illegal items from vehicles, goods, passengers and their luggage.\" 
The TCB also 

employs a computer-based operational risk analysis system, assessing 
passengers 

crossing the borders. The border crossing points are supplied with 
detection 

technology such as x-ray machines, endoscopes and video surveillance 
to uncover 

illegal items. TCB expects an automatic number plate detection 
system to come 

on line in the near future. 


4. (U) Additionally, starting in May 2007, all private banks in 
Estonia will 

voluntarily adopt a security measure which mandates the use of an 
electronic ID 

card, or a PIN-password calculator, for wire transfers of cash 
cumulatively 

totaling over EEK 10,000 (USD 820) per day. Currently, each bank 
can set its 

own limits. Although Estonia\'s Citizenship and Immigration Board 
has issued 

over a million national ID cards, estimates are that only about 
40,000 people in 

the country regularly use them for electronic transactions. The 
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rest use them 
only for identification and travel within the EU. 


5. (U) The main agencies responsible for monitoring terrorist 
finance issues 

are the Financial Intelligence Unit of the Central Criminal Police, 
and the 

Customs Control Department of the Tax and Customs Board. 
Additionally, the 

Security Police Board is involved in terrorism-related matters. 


GOLDSTEIN 
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PP RUEHTRO 

DE RUEHTU #0263/01 0571509 

ZNR UUUUU ZZH 

P 261509Z FEB 07 

FM AMEMBASSY TUNIS 

TO RUEHC/SECSTATE WASHDC PRIORITY 2779 

INFO RUEHAD/AMEMBASSY ABU DHABI PRIORITY 0864 
RUEHAS/AMEMBASSY ALGIERS PRIORITY 7431 
RUEHLO/AMEMBASSY LONDON PRIORITY 1276 
RUEHNK/AMEMBASSY NOUAKCHOTT PRIORITY 0865 
RUEHFR/AMEMBASSY PARIS PRIORITY 1739 
RUEHRB/AMEMBASSY RABAT PRIORITY 8340 
RUEHTRO/AMEMBASSY TRIPOLI PRIORITY 0063 
RUEHCL/AMCONSUL CASABLANCA PRIORITY 4070 
RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUCPDOC/USDOC WASHDC PRIORITY" "UNCLAS SECTION 01 OF 02 TUNIS 000263 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR NEA/MAG (HOPKINS AND HARRIS) 

STATE PASS USTR (BELL), USPTO (ADLIN AND ADAMS), USAID (MCCLOUD) 

USDOC FOR ITA/MAC/ONE (NATHAN MASON), ADVOCACY CTR (JAMES), AND CLDP 
(TEJTEL) 

CASABLANCA FOR FCS (ORTIZ) 

LONDON AND PARIS FOR NEA WATCHER 

RABAT FOR FAS (FAY) 


E.O. 12958: N/A 
TAGS: ECON, ETRD, EAGR, EFIN, KFLU, ELAB, TS 
SUBJECT: TUNISIA ECONOMIC HIGHLIGHTS: Feb. 1 - Feb. 15 


REF: A. TUNIS 143 
B. 06 TUNIS 2749 
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1. (U) This cable contains highlights of recent economic 
developments in Tunisia on the following topics: 


A. AMU Considers Creation of Maghreb Debit Card 

B. GOT to Hire 12,000 Employees 

C. Avian Influenza: Tunisia Suspends Poultry Imports From Affected 
Countries 


2. (U) On February 8 and 9, representatives from Arab Maghreb Union 
(AMU) countries met in Tunisia to discuss harmonizing monetary 
regulations and, more specifically, the creation of a Maghreb debit 
card. Currently, 5 million bank cards are in use in the five AMU 
countries and due to non-convertibility of currencies, debit cards 

are not always honored outside the country in which they are issued. 
To promote Maghreb financial integration, the AMU goal is for 
Maghreb countries to double the number of cards in circulation -- to 
10 million -- by 2010. 


3. (SBU) Comment and Background: The increased use of credit cards 
in Tunisia reflects growth in the commercial banking sector. 

According to the Arab Tunisian Bank (ATB), there are roughly 1.1 
million bank cards currently in use in Tunisia, a 15 percent 

increase over 2005 figures. 

While this has facilitated a limited expansion in e-commerce, the 
non-convertibility of the Tunisian dinar continues to limit 

Tunisians\' ability to make purchases outside Tunisia, including in 

AMU countries. The GOT\'s recent decision to create a credit card 
(\"carte allocation touristique\") for use outside of Tunisia (Ref B) 

and to raise the yearly foreign exchange allowance will permit 
Tunisians a greater degree of flexibility in spending money while 
abroad. In addition, the upcoming implementation of reciprocal 
convertibility between Libyan and Tunisian dinars will facilitate 
economic integration between the two countries (Ref A). The 
development of a bank card for use throughout the Maghreb would be a 
welcome step to facilitate commerce, though it remains to be seen 

how this will impact currency convertibility between the countries. 

End Comment and Background. 


4. (U) On February 13, the Minister of Civil Service and 
Administrative Development announced that the GOT will hire 12,000 
employees in 2007 (a number corresponding to about 70 percent of 
this year\'s university graduates). Half of the new jobs will be 

created in the Ministries of Education and Training, Higher 
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Education and Scientific Research. 


5. (SBU) Comment: Lowering the unemployment rate and creating jobs 
for new graduates is a key priority for the GOT. Although the 

official unemployment rate is 14.2 percent, unemployment among 
university graduates is significantly higher. Creating jobs through 
public sector hiring provides a temporary solution that will not 

address the underlying issues behind Tunisia\'s high unemployment 
rate. Rather than stimulate private sector growth through economic 
reforms, the GOT has chosen to remain the employer of last resort. 
End Comment. 


Avian Influenza: Tunisia Suspends Poultry 
Imports from Affected Countries 


8. (U) On February 11, the National Avian Flu Commission decided to 
suspend import of poultry and poultry products from Hungary, United 
Kingdom, Egypt and Nigeria -- countries recently reporting H5N1 
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cases. 


9. (U) Comment and Background: This is not the first time the GOT 
has suspended poultry imports in response to avian influenza (Al). 
The GOT took similar measures in late 2005 following Al outbreaks in 
Europe and several African countries. Tunisia relies on imported 
poultry stock (one-day chicks and hatchery eggs) -- mainly from 
Europe-- to sustain the domestic poultry sector. End Comment and 
Background. 

GODEC 
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RR RUEHMR 

DE RUEHMR #0091/01 0571510 

ZNR UUUUU ZZH 

R 261510Z FEB 07 

FM AMEMBASSY MASERU 

TO RUEHOR/AMEMBASSY GABORONE 0311 

INFO RUEHMR/AMEMBASSY MASERU 3002 

RHMCSUU/FBI WASHINGTON DC 

RUEFHLC/DEPT OF HOMELAND SECURITY WASHINGTON DC 
RHMFIUU/DEPT OF JUSTICE WASHINGTON DC 

RHMFIUU/US CUSTOMS AND BORDER PROTECTION WASHINGTON DC 
RUEHC/SECSTATE WASHDC 2653","UNCLAS SECTION 01 OF 02 MASERU 000091 


SIPDIS 
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SIPDIS 


DOJ FOR FBI / ITAU - 1 (JGRANDERSON) DEA QUANTICO (DBRACCIO) 
ATF 

(APHOENIX AND IPIEPZAK) 

FOR DEPARTMENT OF TREASURY IRS (MBALAS) 

DS FOR TRAINING (DBENSON) 

E.O. 12958: N/A 

TAGS: ASEC, EAID, ECON, KCRM, KJUS, SNAR, LT 

SUBJECT: NOMINEES FOR ILEA GABORONE - PERSONNEL AND FACILITY SECURITY 
COURSE, APRIL 30 - MAY 11, 2007 

REF: STATE 9809 

1. Post submits the following information on the four 

candidates from Lesotho who are nominated to participate in 


REFTEL course. All candidates serve with the Lesotho Mounted 
Police Service (LMPS). 


a) Name: Tlala PHATELA 

Gender: Male 

Date of birth: 15 November, 1964 

Passport no.: RA 449975 

Date of issue: 02 March, 2005 

Date of expiry: 02 March, 2015 

Current assignment: Special Operations Unit 
Rank: Inspector 


Contact no.: (266) 22311795 


b) Name: Edward KHANARE 
Gender: Male 

Date of birth: 02 August, 1968 
Passport no.: RA 412828 


Date of issue: 12 August, 2004 
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Date of expiry: 12 August, 2014 

Current assignment: Special Operations Unit 
Rank: Inspector 


Contact no.: (266) 22311795 


c) Name: Mpho LEHLOKA 

Gender: Male 

Date of birth: 17 February, 1976 

Passport no.: RA 243748 

Date of issue: 09 October, 2002 

Date of expiry: 09 October, 2012 

Current assignment: Special Operations Unit 
Rank: Inspector 


Contact no.: (266) 22311795 


d) Name: Limpho LENKOANE 
Gender: Male 

Date of birth: 05 May, 1973 
Passport no.: RA 182263 

Date of issue: 18 April, 2002 
Date of expiry: 18 April, 2012 


Current assignment: Instructor, Police Training College (PTC) 
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Rank: Inspector 
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Contact no.: (266) 22311795 


2. Post vetting and local checks revealed no derogatory 
information on these candidates. 
PERRY 
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PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV 

DE RUEHSF #0252/01 0571512 

ZNY SSSSS ZZH 

P 261512Z FEB 07 

FM AMEMBASSY SOFIA 

TO RUEHC/SECSTATE WASHDC PRIORITY 3281 

INFO RUCPDOC/DEPT OF COMMERCE WASHINGTON DC PRIORITY 

RHEBAAA/DEPT OF ENERGY WASHINGTON DC PRIORITY 

RUEHZL/EUROPEAN POLITICAL COLLECTIVE" "SEC RET SECTION 01 OF 02 SOFIA 000252 


SIPDIS 
SIPDIS 


STATE FOR ACTING E / DANIEL SULLIVAN; 

STATE PASS TO USTR; 

COMMERCE FOR DEPUTY SECRETARY SAMPSON; 
ENERGY FOR A/S HARBERT 


E.O. 12958: DECL: 02/25/2017 

TAGS: ENRG, ECON, PREL, OVIP, BU 

SUBJECT: CONTROVERSIAL ECONOMY/ENERGY MINISTER GOES TO THE 
U.S. SEEKING INVESTMENT 


REF: A) 06 SOFIA 1691 B) SOFIA 217 
Classified By: Ambassador John Beyrle for reasons 1.4 (b) and (d) 


1. (S) Bulgaria\'s Minister of Economy and Energy Rumen 
Ovcharov heads to Washington and several other U.S. cities on 
February 27 for an eleven-day road trip to drum up investor 
interest in Bulgaria. His meetings at State, Commerce, 
Energy and USTR will give us an opportunity to press for 
stronger efforts against corruption and intellectual property 
piracy, a streamlined regulatory environment, government 
transparency, and diversity of energy supplies. Ovcharov is 
an enigmatic and 

controversial figure - linked to corruption and Russian 
energy interests, but also to a more liberal economic policy 
than many of his Socialist colleagues would support. He has 
the political and mental juice to match the best players at 

the table, but keeps his cards close to his chest. In 
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face-to-face meetings, he can be both charming and 
off-putting. 


2. (S) Our concerns about Ovcharov\'s dark side were 
sufficient for us to recommend against meetings with his 
counterparts at the cabinet level. \"Conflict of interest" 
would be the most charitable way to describe his relationship 
with the private sector, both Russian and Bulgarian. 
However, unlike some ministers in this government, we have no 
reports of Ovcharov\'s involvement in corruption directly 
affecting U.S. companies. To the extent that he has 
benefited personally from his government 

position, it appears to be primarily due to his cozy 
relationship with various Russian energy interests and 
Bulgarian middlemen involved in putting together large deals. 


3. (C) Paradoxically, as the man responsible for attracting 
outside investment, Ovcharov understands clearly that 
corruption, and the perception that it is widespread, hurts 

his country\'s economy. The Ambassador stressed to him on 
February 23 that corruption - specifically in the Ministries 

of Environment and Agriculture, but by extension in the 
government as a whole - is the number one impediment to 
increased U.S. investment. His Washington interlocutors 
should emphasize that in order to attract 

American investors, Bulgaria needs more than an educated and 
low-cost work force. It needs transparency in business and 
government. It needs courts that will decide legal disputes 
fairly and expeditiously, and it needs to promote itself more 
effectively with foreign investors. Even now, Bulgaria is 

not a bad place for savvy American investors; the level of 
corruption varies from sector to sector, big players have it 
easier than small players, and the further you get from 
certain government ministries, the more level the playing 
field. 


4. (C) Ovcharov is a key player in several areas of 
importance to the U.S.: energy policy, IPR, investor support, 
industrial offsets, arms-export licensing, and privatization, 

to name a few. In the energy sphere, Bulgaria is far too 
dependent on Russia, but has few other options in the short 
term. Ovcharov knows this, but nevertheless concluded a 
23-year deal with Gazprom. On the surface the terms of the 
deal do not seem onerous: benefits include gradual price 
increases over seven years to reach market prices and the 
removal of a \"take-or-pay\" clause that burdened Bulgaria with 
a high minimum payment under the old contract. The length of 
the commitment, though, and the secrecy with which the deal 
has been struck have led many to question what Bulgaria 
really gave up for this deal. The answer is almost certainly 
the construction of the new nuclear power plant at Belene on 
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the Danube, awarded to a Gazprom-owned consortium. 


5. (C) Washington policy-makers will also want to raise 

IPR. Bulgaria has made tremendous strides in the past year 
or so, but there are still holes in enforcement, particularly 
against Internet piracy, and the courts. Ovcharov and some 
of his colleagues should be commended for backing efforts to 
improve legislation, cooperating on regulatory and police 
actions, and getting the word out publicly that piracy is 

illegal, wrong, and just plain bad for the economy. We would 
nominate Bulgaria for the Special 301 \"Most Improved\" award, 
if such a thing existed. Nevertheless the government needs 
to show more results arrests and convictions, shut down 
several Internet sites, and demonstrate that it will continue 

to follow through once it gets off the Watch List. 
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6. (C) We were pleased to learn that Ovcharov will meet 

with the Assistant Trade Representative. EC Trade 

Commissioner Mandelson apparently asked Ovcharov to meet with 
USTR to discuss the Doha round. While we have no illusions 

that Bulgaria will be the key to resolving U.S.-EU trade 

differences, Ovcharov\'s generally liberal outlook on markets 

and Bulgaria\'s newness as a EU Member State give us a perfect 
opportunity to start moving them into our corner. 


7. (C) Bulgaria is a close NATO ally with troops on the 

ground in Iraq, Afghanistan and Kosovo. Our Defense 
Cooperation Agreement, signed by Secretary Rice in 2006, will 
allow the deployment of U.S. forces to Bulgarian military 
bases. And, as anew member of the EU, Bulgaria does not 
carry all of the antagonistic baggage of our trade 

relationship. It is a potential market for U.S. exporters 

looking for a low-cost foothold in the EU, and for U.S. 
investors willing to accept low-to-moderate risks, depending 
on the sector. By actively engaging Ovcharov now and 
challenging him to improve Bulgaria\'s image, 

Washington policy-makers will help expand our already strong 
bilateral relationship, and encourage Bulgaria to address 
what is perhaps its greatest remaining weakness: endemic 
political corruption and lack of economic transparency. 
BEYRLE 
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PP RUEHLA 
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FM AMEMBASSY MADRID 

TO RUEHC/SECSTATE WASHDC PRIORITY 1943 
INFO RUEHDS/AMEMBASSY ADDIS ABABA PRIORITY 0238 
RUEHRL/AMEMBASSY BERLIN PRIORITY 0601 
RUEHSW/AMEMBASSY BERN PRIORITY 2912 
RUEHBS/AMEMBASSY BRUSSELS PRIORITY 5005 
RUEHCP/AMEMBASSY COPENHAGEN PRIORITY 4842 
RUEHDL/AMEMBASSY DUBLIN PRIORITY 0117 
RUEHHE/AMEMBASSY HELSINKI PRIORITY 1497 
RUEHKM/AMEMBASSY KAMPALA PRIORITY 0013 
RUEHLI/AMEMBASSY LISBON PRIORITY 1670 
RUEHLO/AMEMBASSY LONDON PRIORITY 0840 
RUEHMD/AMEMBASSY MADRID PRIORITY 0044 
RUEHMO/AMEMBASSY MOSCOW PRIORITY 0787 
RUEHNR/AMEMBASSY NAIROBI PRIORITY 0090 
RUEHNY/AMEMBASSY OSLO PRIORITY 2429 
RUEHOT/AMEMBASSY OTTAWA PRIORITY 2727 
RUEHFR/AMEMBASSY PARIS PRIORITY 1240 
RUEHRO/AMEMBASSY ROME PRIORITY 2056 
RUEHGP/AMEMBASSY SINGAPORE PRIORITY 0355 
RUEHSM/AMEMBASSY STOCKHOLM PRIORITY 3081 
RUEHTC/AMEMBASSY THE HAGUE PRIORITY 7246 
RUEHKO/AMEMBASSY TOKYO PRIORITY 0676 
RUEHVVAMEMBASSY VIENNA PRIORITY 0554 
RUEHWL/AMEMBASSY WELLINGTON PRIORITY 0112 
RUEHLA/AMCONSUL BARCELONA PRIORITY 2475 
RUEHBS/USEU BRUSSELS PRIORITY 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 0312" "UNCLAS MADRID 000350 


SIPDIS 


SENSITIVE 
SIPDIS 


AF/E FOR NOLE GAREY 
AF/RSA FOR MIKE BITTRICK 


E.O. 12958: N/A 
TAGS: KPKO, MOPS, PHUM, PREL, EUN, SO 
SUBJECT: SPAIN WITH EU ON SOMALIA PEACEKEEPING 


REF: STATE 17083 


(SBU) Poloff delivered reftel demarche to Spanish 
Subdirector General for Sub-Saharan Africa Antonio 
Sanchez-Benedito Gaspar on February 16. Sanchez-Benedito 
told Poloff that Spain is following the EU position on 

Somalia and approved of the 15 million euro reserve created 
at the January GAERC to support the AU. However, he said 
Spain is not likely to contribute directly at this time. 
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Visit Embassy Madrid\'s Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 


AGUIRRE 
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RR RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUK 

DE RUEHGB #0714/01 0571528 

ZNR UUUUU ZZH 

R 261528Z FEB 07 

FM AMEMBASSY BAGHDAD 

TO RUEHC/SECSTATE WASHDC 9907 

RUEKJCS/SECDEF WASHINGTON DC 

INFO RUCNRAQ/IRAQ COLLECTIVE" "UNCLAS SECTION 01 OF 02 BAGHDAD 000714 


SIPDIS 
SIPDIS 
SENSITIVE BUT UNCLASSIFIED 


E.O. 12958: N/A 

TAGS: PREF, PGOV, IZ 

SUBJECT: CONFERENCE ON INTERNALLY DISPLACED 
PERSONS IN IRAQI KURDISTAN 


This is an Iraqi Kurdistan Regional Reconstruction Team (RRT) cable. 


1. (SBU) SUMMARY: RRT Offs participated in the Coordination 
Meeting for Internally Displaced Persons (IDP) in Sulaimaniyah 
Province in the Iraqi Kurdistan Region to determine information that 

will help identify and assist IDPs. The IDP population includes 

Iraqi Arab Shia and Sunnis migrating to Sulaimaniyah Province for 
economic reasons or fleeing sectarian violence, as well as Kurds 
displaced from Kirkuk due to circumstances surrounding the planned 
Article 140 referendum process. The Sulaimaniyah Census Directorate 
recorded a total of 2890 IDP families arrived to Sulaimaniyah since 
October 2006 and 510 families since January 2007. END SUMMARY. 


2. (SBU) RRT Offs attended an IDP Coordination Meeting at the 
Sulaimaniyah Government Building on February 12. The goal was to 
establish a monthly meeting to coordinate support to IDPs and to 
identify ongoing projects so as to not duplicate efforts. 


3. (SBU) The next three coordination meetings will be held on a 
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bi-monthly basis and thereafter on a monthly basis. 


3. (SBU) The attendees of the February 12 IDP Coordination Meeting 
included: RRT Officer Mergy, RRT PAO Crifo, U.S. Army Civil Affairs 
Team Leader for Sulaimaniyah Major Limehouse, the Deputy Governor of 
Sulaimaniyah Province, Jutyar Nuri Abd Allah, and Hewa Jaff, Foreign 
and Public Relations Office, Sulaimaniyah Province as well as 
representatives from the United Nations High Commissioner for 
Refugees (UNHCR), Quandil Company (UNHCR implementing partner), 
International Medical Corps, Mine Advisory Group, Research Triangle 
Institute, Heartland Alliance, and the International Committee of 

the Red Cross and Red Crescent Society. 


4. (SBU) The attendees enumerated points of information that help 
determine eligibility for assistance. For effective information 
gathering and tracking, collection will occur when the IDPs register 
with provincial officials or approach the provincial government for 
assistance. The information will then be entered into a database 
along with basic facts on IDPs now recorded by the Sulaimaniyah 
provincial government. By enlarging the information base on the 
IDPs, organizations will have a more thorough view. It was agreed 
that the following information needed to be gathered: 


-- Female headed household. 

-- Number of children under 18 and their ages. 
-- Number of elderly and ill family members. 

-- Number of pregnant women. 

-- Principal source of income in detention. 

-- Number of disabled family members. 

-- United Nations refugee or asylee status. 

-- Type of living accommodation. 

-- Number of families living in accommodation. 
-- Income level and source. 

-- Date of arrival. 

-- Last residence (place of origin). 

-- Status of Iraqi Kurdistan Region food rationing card. 
-- Access to education. 

-- Ethnic and religious background. 


5. (SBU) Sulaimaniyah local officials reported that since the 
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beginning of 2007, the provincial government provided assistance to 
510 IDP families and since October 2006 to a total of 1890 families. 
(Note: these figures may present a degree of artificial increase in 

IDP numbers. End note.) The IDP population is mostly Iraqi Arab 
Sunni and Shia with some Kurds migrating from Kirkuk. Various NGO 
organizations state IDP Christian families are estimated to have 
migrated to Dohuk. 


6. (SBU) Local officials emphasized they are no longer able to 

offer the same level of support given in the past. In a courtesy 

call following the meeting, the Governor of Sulaimaniyah stressed to 
the attendees that he is deeply appreciative of the efforts to help 
the IDPs, but that he is concerned over the budgetary requirements 
to manage the increasing numbers of IDPs. 
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7. (SBU) The attendees will meet again on March 1 in Sulaimaniyah. 
A draft version of the new IDP form that includes required 
information will be circulated beforehand via e-mail. The next 
meeting will be a session where the location of IDPs in the 
Sulaimaniyah province will be identified on a map. 


8. (SBU) The initiative by the Sulaimaniyah provincial government 
to bring together NGOs, the RRT, and U.S. Army Civil Affairs to 
discuss IDPs reflects the diminished resources of the provincial 
government to deal with the increasing numbers of IDPs. The 
provincial government is anxious to get international funding for 
IDPs. END COMMENT. 
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OO RUEHDA 

DE RUEHAK #0418/01 0571529 

ZNR UUUUU ZZH 

O 261529Z FEB 07 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 1093 
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SUBJECT: ANKARA MEDIA REACTION REPORT 
MONDAY, FEBRUARY 26, 2007 


In Today\'s Papers 


Erdogan: Turkey Not against Dialogue with Iraqi Kurdish Leaders 
Hurriyet, Milliyet, dikal, Cumhuriyet, Zaman, `s report Prime Ministertate 
representatives. \"We have to persuade the Kurdish leaders to 

support Iraq\'s territorial integrity and political unity, urging 

them to handle the problems related to the status of Kirkuk as well. 
Turkey has a right to have a say in Iraq\'s future stemming from the 
agreements in 1926 and 1946,\" Erdogan said. 


Talabani Confesses Meeting the PKK 

Sabah, Milliyet, Hurriyet, Aksam, Radikal and others: Iraqi 

President Jalal Talabani said that they have never supported the 

PKK. On the contrary, they provided assistance to Turkey in that 
regard. He confirmed that they met with the PKK administrators 
saying \"We\'re meeting with PKK leaders. We\'ve done so in the past 
as well. Dialogue should be utilized to stop bloodshed.\" Talabani 

was taken to Jordan at the weekend for medical treatment. 


Meanwhile, Democratic Society Party (DTP) Diyarbakir provincial 
chairman Ibrahim Aydogdu was arrested on February 23 for inciting 
ethnic hatred by saying \"an attack against Kirkuk will be considered 
an attack against Diyarbakir.\" One day after Aydogdu\'s arrest, 
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KADEP chairman Serafettin Elci sent a message of support to 
Aydogdu. 


Editorial Commentary on Iraq 

Mustafa Balbay argues in the nationalist-leftist Cumhuriyet: \"It 
seems there are efforts to transform Turkey\'s strategy of combat 
with PKK terrorism into a dialogue with Northern Iraq. Given those 
efforts, tne most important issue for us to observe is the Turkish 
government\'s stand on this. Unfortunately there are some 
indications to make us believe that the government is right in the 
middle of these efforts. Since the US appointed a retired General 

as an envoy for countering terrorism -- even though Turkey wanted it 
at an ambassadorial level -- efforts are moving towards searching 
for ways to have dialogue with the PKK. Ralston makes Northern Iraq 
his first stop whenever he is expected in Ankara. And more 
interestingly, northern Iraqi leaders always make humiliating 
statements about Turkey following their talks with Ralston. Recent 
developments also indicate that talking to Northern Iraq has 
replaced the PKK issue. The Turkish military was preparing visuals 
to document the Northern Iraqi leaders\' support for the PKK. When 
this was made public in the press, PM Erdogan reacted because the 
story was leaked to the press, and he preferred to call it betrayl. 

It looks as if the Turto be convinced 

regardinck of a policy line on Iraq outside the QKK issue. First 

of all, Turkey has to acquire a realistic approach regarding issues 
related to Iraq. Waiting for the US to launch an operation against 
the PKK in Northern Iraq is only a daydream. Washington has focused 
on Baghdad with the additional 21,000 troops and this focus will be 
intensified even more in the months ahead. The US, given the 
situation, can only do some cosmetic air attacks, but nothing more. 
Moreover, both Barzani and Talabani are opposed to any military 
operation against the PKK. Turkey should also realize that Iran\'s 
offer to cooperate against the PKK stems from Tehran\'s long term 
policy goal to change Turkey\'s stance. Iran hopes to see Turkey as 
part of the Damascus-Moscow-Tehran front after damaging Ankara\'s 
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relationship with the western world, the EU and NATO. Our problem 
stems from the fact that we tend to consider the Iraq issue from 
only the PKK angle. We have to overcome that narrow thinking and 
also have to change the current Kirkuk approach. Instead of 
repeating \'the Kirkuk referendum should be postponed,\' we should 
counter the northern Iraqi leaders\' argument that Kirkuk is an 
internal problem for Iraq by saying Vif that is an internal matter, 

it should cover all of Iraq.\ We should insist that all of Iraq 

should be able to vote for the future of Kirkuk.\" 

Turkey-Armenia Dialogue 

Under the page one bnner headline, \"How Can You Establish 
Turkey-rmenia Dialogue with Such a Mentality?\" the 
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liberal/intellectual Radikal points to remarks by Professor Yusuf 
Halacoglu, head of the Turkish History Institution, about the 

funeral of slain Armenian journalist Hrant Dink. Halacoglu told 
Turkey\'s semi-official Anatolia News Agency on Sunday that people 
who participated in the funeral of Dink were all \"representatives of 
the same ideology.\" \"They were a very well organized group of some 
40,000. They acted as if this murder was known by them beforehand. 
They were carrying head-shaped placards, creating an illusion which 
gave a picture of a crowd of 80,000. Only 20,000 out of some 50,000 
Armenians in Turkey joined the funeral, so who are the remaining 
participants? Because of the \'We are all Armenians\' slogan, the 
Turkish nation has turned more radical. Ting of the foof thQ 

asked his Israeli counterpart Ehud Olmert dring a team of OIC to inspect the 
controversial excavation work near the al-Aqsa Mosque in Jerusalem. 
\"Olmert rejected an OIC team, but said they would accept a Turkish 
delegation for inspections. The Islamic world was very pleased,\" 

Gul said. On the Greek Cypriot oil exploration efforts around 

Cyprus, Gul said Nicosia\'s attempt is a \"big provocation.\" \"I\'m 
sure that Europe and NATO understand this,\" said Gul. Gul also met 
in Islamabad with his Egyptian counterpart Ahmad Abul Geyt 
concerning possible Egyptian cooperation with Nicosia exploring oil 

in eastern Mediterranean. Geyt reportedly assured Gul that Egypt 

will not do anything confronting Turkish interests in Mediterranean. 


Possible Amendments on Countering Terrorism 

Radikal reports that responding to the journalists\' questions 

regarding the Turkish National Security Council (NSC) meeting on the 
way to Saudi Arabia, PM Erdogan said that \"there was a proposal at 
the NSC meeting regarding some amendments in fighting against 
terrorism.\" It was reported that the relevant offices will take the 
necessary action only after the NSC decisions are passed to the 
deputy PM Mehmet Ali Sahin. Meanwhile, speaking to Al-Jazeera TV, 
PM Erdogan complained about Turkey not getting enough foreign 
support in countering terrorism. 


TV News: 
(NTV, 8 A.M.) 
Domestic News 


- Finance Minister Unakitan said Turkey\'s new president will be 
elected from among the candidates coming from the ruling AKP. State 
Minister Abdullatif Sener said if Prime Minister Erdogan is elected 
president, AKP will not debate who will be the prime minister; 

\"It\ll be Abdullah Gul.\" 
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- Turkish and Azeri citizens held a protest demonstration in 
Istanbul yesterday on the anniversary of the Hodjali massacre 
committed by the Armenians. 


- Two more suspects detained in Trabzon concerning the assassination 
of Turkish Armenian journalist Hrant Dink have been sent to 
Istanbul. 


- Human health teams will cull some 5,000 poultry in the township of 
Kozluk in the southeastern province of Batman where the deadly bird 
flu virus was detected over the weekend. 


- Turkish doctors prepare to go on a work slow down protest on March 
14, Doctors Day. 


International News 


- The president of the regional Kurdish administration Massoud 
Barzani said in a joint press conference with President Talabani and 
US Ambassador Zalmay Khalilzad that they agreed to support a draft 
oil law that would divide revenues among all Iraqi factions. 


- Britain\'s Sunday Telegraph claims CIA supports PEJAK, the PKK 
offshoot inside Iran, in an effort to weaken the Tehran 
administration. 


- The Israeli army raided the town of Nablus on Sunday in an 
operation targeting terrorists. 


http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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SUBJECT: UPDATE ON W/W MISSING PERSON CASE OF ROBERT W. ALVAREZ 


REF: 07 NOGALES 0024 


On Feb 15, 2007, Post contacted Robert Alvarez\'s mother, Denisse 
Alvarez, and learned that he made contact with his family. Mr. 
Alvarez called them from the beach town of San Carlos, Sonora, 
Mexico, approximately three hundred miles south of the border. 
While in San Carlos, an American family helped Mr. Alvarez until 

his family came to Mexico for him. Mr. Alvarez safely returned 

to the U. S. and is home with his family. Post considers this 

case closed. 


SHARPE 
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SUBJECT: GERMAN RESPONSE TO CIVIL SOCIETY PROGRAMMING 
REQUEST 


REF: A) STATE 2659 B) PAETZOLD-NEA/IR E-MAIL 


BERLIN 00000386 001.2 OF 002 


Classified By: Political Counselor Jeff Rathke for reasons 1.4(b)/(d) 


1. (C) (SUMMARY): With 2006 expenditures totaling nearly two 
million Euros, Germany\'s approach to supporting Iranian civil 
society focuses on broadcasting, exchange, cultural, and 
educational activities. Reflecting Germany\'s general caution 
on promoting civil society in the region, the GOG tends to 
define civil society broadly and implement programs with a 
strong governmental aspect, while outsourcing potentially 

more controversial projects to the political foundations. As 
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both the German Embassy in Tehran and the foundations find 
their projects under increasing GOI pressure, it will take 
persistent encouragement for the Germans to expand their 
efforts. (END SUMMARY) 


2.(C) In response to ref A, Iran Desk Officer Deike Potzel 
provided Poloff a five-page overview of the MFA\'s civil 

society programming on February 21. The following summarizes 
the points listed in the paper as well as comments made by 
Potzel: 


(BEGIN RESPONSE) 


3. (C) The MFA spent 1,981,375 Euros in 2006 for the 
purposes of foreign cultural and educational policy in Iran: 


4. (C) BROADCASTING: Financed by the federal government, 
the German international broadcasting network Deutsche Welle 
(DW) features daily two-hour Farsi language audio broadcasts 
available via radio broadcast and streaming media online. 
(NOTE: According to a DW contact, such broadcasts do not face 
jamming efforts by the GOI). The radio program features 
coverage of current events in Germany and the Middle East, 
placing special emphasis on human rights and women\'s and 
youth issues in Iran and worldwide. DW Television in English 
and Arabic can also be received in Tehran. The DW website 
also features a Farsi language section which will be expanded 

in spring 2007. Islamic Republic of Iran Broadcasting (IRIB) 
journalists have participated in training and continuing 

education programs at Deutsche Welle\'s Academy which targets 
international journalists. 


5. (C) PROGRAMS FOR MEDIA, JUDICIAL ACTIVISTS: The MFA has 
sponsored German-lranian Media Dialogue activities since 

2002, bringing German and Iranian media experts together in 

Berlin and Tehran. Four Iranian lawyers, three of them 

active in human rights and judiciary reform NGOs, 

participated in 2006 in internship programs at the Max Planck 

Institute, focusing on international criminal law and 

conflict of laws. 


6. (C) VISITORS PROGRAM: Iranian civil society figures and 
government officials have been invited to Germany as part of 
the GOG\'s Visitor Program. 2006 visitors include an editor 

of Kargozaran newspaper, the Vice Minister for Education, a 
Majles member serving on the Education Committee, as well as 
the Director of the House of Artists. 
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7. (C) SUPPORT OF NON-GOVERNMENTAL PROGRAMS: The CDU- 
affiliated Konrad Adenauer Foundation (KAF), the SPD- 
affiliated Friedrich Ebert Foundation (FEF), and the Green 
Party-affiliated Heinrich Boell Foundation (HBF), all 

recipients of federal funding, have conducted Iran-related 
programs. Projects have included: work with civil society 

actors on NGO capacity building, support of entrepreneurship, 
as projects on environmental and youth issues. The FEF 
supports the Iranian Mussa Sadr Foundation and has conducted 
a project on promoting dialogue within Iranian society. 

(NOTE: Representatives of the KAF and FEF foundations have 
told recent NEA/FO visitors that they have scaled back their 

civil society programming for Iran, citing the lack of GOI 

security guarantees for both German and local staff as well 

as the current Iranian political situation. KAF reps added 

that Iranian invitees for events in Germany encounter GOI 
pressure or are refused exit permits. END NOTE.) 


8. (C) CULTURAL PROGRAMMING: In 2006, the MFA sponsored 
two theater groups\' participation in the Fajr Theater 

Festival, including one on female roles in classical German 

theater. In a similar vein, the MFA-affiliated Goethe 

Institute soonsored the submission of the film \"The Life of 

Others,\" portraying the German Democratic Republic\'s secret 
police, to the 2007 Fajr Film Festival, where the film won 


BERLIN 00000386 002.2 OF 002 


three awards, including Best International Film. Potzel 
noted the significance of the film\'s success despite its 
clear message against authoritarianism, adding that such 
success demonstrates the existence of some space for 
expression in lran. The MFA has also sponsored literary 
events as well as the German publishing industry\'s 
participation in the annual Tehran book fair. 


9. (C) EDUCATIONAL PROGRAMMING: Poizel noted that the 
Goethe Institute in Tehran has been closed since 1987 after a 
German television comedian made Ayatollah Khomeini the 
subject of a satirical clip. Attempts to re-open it during 

the Khatami presidency failed as the German and Iranian 
governments could not agree to the terms of a cultural 
agreement. Instead, a \"Dialogue Point German\" located in the 
German Embassy in Tehran, houses a Goethe Institute 
direct-hire, the German Foreign Exchange Service (DAAD), and 
a German-language institute which conducts language courses 
for more than 5000 language students annually. 


10. (C) UNIVERSITY PROGRAMMING: A total of 2481 Iranian 
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students from Iran studied in Germany in the fall semester of 
2005 in addition to 1586 Iranian students with German 
residency. The Alexander von Humboldt Foundation has 
sponsored 19 Humboldt Research scholarships for Iranians over 
the last three years. DAAD sponsors a visiting professorship 

at Tehran\'s Shahid Beheshti University, and will add a second 
professorship at the Technical University of Esfahan. DAAD 
sponsors Ph.D. scholarships for Iranian students, a 

dual-degree, German-language program between TU Esfahan and 
the University of Wuppertal, as well as German-lranian 
university partnerships. DAAD has faced some difficulties 
working on the ground: a planned alumni event was canceled in 
Fall 2006 due to the current political situation. 

11. (C) RESEARCH PROGRAMMING: In March 2005 a delegation 
of the Ministry for Education and Research (organized by the 
MFA) visited lran to explore expanding German-lranian 

research cooperation. Talks were held on water technology, 
health research, disaster management, and university 
cooperation. The fact-finding mission showed that in 

addition to the project work conducted since 2000 in water 

and sanitation technology, seismological topics and disaster 
management are both promising areas for research cooperation. 


12. (C) OTHER PROGRAMS: The paper listed a number of other 
projects, including archaeological cooperation, the presence 

of a German Archaeological Institute branch office at the 

University of Tehran and MFA support for the German Embassy 
School of Tehran. 


(END RESPONSE) 


13. (C) Meanwhile, post contacts have reported recently 
that civil society work has become increasingly difficult. 

In a January meeting, MFA contacts noted that while they want 
to increase civil society work on the ground in Tehran, they 
are unsure of how to go about expanding their efforts without 
endangering the activists on the ground. A parliamentarian 
who visited Tehran in mid-November told Poloff that German 
Embassy officials had noted to him that increasing 
governmental pressure on their civil society contacts made 
outreach efforts increasingly difficult. He cited the 

example of numerous civil society activists declining 
invitations to a reception for his delegation as an 

indication of the increased pressure. A cultural affairs 

officer assigned to Embassy Tehran (please protect) related 
similar challenges to Poloff in late December. 
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14. (C) COMMENT: Reflecting Germany\'s general caution on 
promoting civil society in the region, the GOG tends to 

define civil society broadly and implement programs with a 
strong governmental aspect, while outsourcing potentially 
more controversial projects to the political foundations. As 
both the German Embassy in Tehran and the foundations find 
their projects under increasing GOI pressure, it will take 
persistent encouragement for the Germans to expand their 
efforts. END COMMENT. 

TIMKEN JR 
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E.O. 12958: N/A 

TAGS: KNNP, IR, PM 

SUBJECT: DEMARCHE DELIVERED TO PANAMA: IAEA REPORT ON 
IRANIAN COMPLIANCE WITH UNSCR 1737 


REF: STATE 23001 


(SBU) POLCHIEF delivered reftel demarche to Panamanian MFA 
Senior Advisor Nils Castro informing the GOP of U.S. views 
regarding the IAEA\'s report on Iranian compliance with UNSCR 
1737 and next steps. Castro, who heads PanamaYs UNSC team, 
noted that the situation in Iran would be discussed on 

February 26 among UNSC members and said that Panama would 
note carefully the views of other Council members and consult 
with its hemispheric neighbors, but had not yet developed its 
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own position. Favoring an incremental and gradual approach, 
Embassy believes Panama wait until China\'s and Russia\'s 
positions become clearer before staking out its own position. 
Eaton 
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TAGS: MARR, OTRA, PREL, NATO, PINS, BEXP, GM 

SUBJECT: USNATO WELCOME FOR MODERN INSURGENCY TEAM FEBRUARY 
27-MARCH 2, 2007 


REF: STATE 12490 


1. USNATO, in conjunction with USEU welcomes the visit of 

the Modern Insurgency Team February 27-March 2, 2007 for 
meetings at NATO and the European Union. The USNATO control 
officer for this visit is USNATO Political Officer Mr. John 

Cockrell, work:(32-2) 724-3136, fax:(32-2) 724-3421. He can 

also be reached through the tri-mission switchboard at (32-2) 
508-2111. USEU Control Officer Ms. Patricia Lerner, Tel: 

(32-2) 508-2636. Special Assistant Brett Kobie, Tel. (32-2) 

508 2625. 


2. Hotel accommodations have been confirmed at the Sheraton 
Hotel, Place Rogier 3, 1210 Brussels. Tel: (32-2) 224-3111. 
Confirmation numbers are as follows: Lt. Col. Peter John 
Evans, Arrival February 27-Depart March 2, #696210260; Ms. 
Janine Anne Davidson, Arrival February 27-Depart March 2, 
#286210264; Ms. Kathleen Melnnis, Arrival February 27-Depart 
March 2, 4296210264; Col. Mark Sullivan, Arrival February 
28-Depart March 2, #796210260; Mr. Rodney Fabrycky, Arrival 
February 28-Depart March 2, 736210260. 


3. The primary mode of transportation for visitors to 
Brussels is metered taxis, which are plentiful and reliable. 
Fares, which can be vouchered, are quite expensive. The bus, 
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tram and metro system are excellent. 


3. ANATO visitor pass has been requested and will be 
available at NATO HQ\'s main entrance gate. For security 
reasons, all visitors, even those with a green NATO badge, 
must present two pieces of identification 

or their blue State Department-issued badge to the Marine 
Guard before being admitted into the U.S. Mission. 


4. Computer and Electronics Usage: Inter-agency security 
standards prohibit the introduction or use of non-USG owned 
computer hardware and software at all USG diplomatic 
facilities. Cell phones, palm pilots, radios and other 
convenience electronics are prohibited in all secure areas of 
the Mission. Travelers who anticipate having special needs 
in terms of either access or computer usage should contact 
the RSO office before arriving at post. Visitors must leave 
cell phones and other electronic equipment with the Marine 
Guard. Mission appreciates your cooperation. 


5. There is a branch of the ING Bank at NATO which has an 

ATM that accepts U.S. bank/credit union cards on the \"PLUS\" 
system. Numerous downtown banks also have ATM machines. 
TravelerYs checks can be exchanged in most banks. On Tuesday 
and Thursday mornings, there is a cashier at USNATO to which 
TDY visitors with travel orders have access. 


6. Threat Assessment: A worldwide caution regarding the 
threat of transnational terrorism was issued by the 
Department of State. (Please consult the Department\'s 
website for text: HTTP:Travel.State.Gov.) In light of this 
caution and the events of September 11, 2001, all visitors 
are encouraged to assess their security posture, and be alert 
to their surroundings. All visitors should exercise caution 
while traveling abroad as U.S. citizens and facilities are 

often the target of groups demonstrating opposition to the 
U.S. foreign policy. 


7. Belgium remains a relatively safe country but as a result 
of the war in Iraq, and sentiments expressed by its citizens 
against the war, American visitors are advised to exercise 
caution and avoid anti-American demonstrations. Also, it is 
prudent not to wear clothes or carry articles with logos and 
emblems associated with the United States at this time. By 
taking reasonable precautions, visitors should enjoy an 
uneventful stay. However, purse snatching and pick-pocketing 
are occurring more frequently. In Brussels, pick-pocketing 
and purse snatching are more prevalent in the metro system 
(subway, bus, tram) and at Brussels\' three major train 
stations: Gare du Nord (North Station), Gare Centrale 
(Central Station), and especially Gare du Midi (South 
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Station). Victims have been asked for assistance by someone 
who appeared lost and anxious to catch their train. As the 
victim responds to the request, a third person appears and 
steals laptop computers, and other related travel items. 
According to the police, this is a new strategy by criminal 
gangs operating at Centrale Station. Apparently they prefer 
platforms 3 and 4, used by trains going to the airport and 
obviously carrying the best category of potential victims. 
Valuables should never be left unattended in vehicles and car 
doors should always be kept locked when driving. Carry only 
a minimum amount of cash, credit cards and ID. Expensive 
jewelry, financial records, address books and other personal 
effects should be left at home or stored in a safe place 

during your visit. 


8. Emergency numbers for the Police and Medical Assistance 
are 101 and 100 respectively, and for cellular phones 

(locally) 112. Visitors to Belgium requiring additional 
information should contact the Brussels Regional Security 
Office at 32-2-508-2370 (if dialing locally, 02-508-2370). 


9. Please advise if further information is needed. 
NULAND 
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E.O. 12958: DECL: 02/26/2017 

TAGS: ENRG, EPET, IZ 

SUBJECT: HYDROCARBON LAW WCOVER LETTER" AGREED, PATH 
CLEARED FOR CABINET APPROVAL 


Classified By: Ambassador Zalmay Khalilzad for reasons 1.4 (b) and (d). 


1. (C REL GBR) Summary. The Ambassador traveled to Lake Dokan 
on February 24 to get Kurdistan Regional Government (KRG) 
endorsement of a compromise text of the cover letter to the 
hydrocarbon framework law, setting the stage for approval of 
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the draft law by the Council of Ministers (CoM) at a meeting 
scheduled for February 26. The agreement reached at Dokan 
was confirmed in writing by the KRG Prime Minister on 
February 25 ) complete agreed text of the cover letter 

below. Despite broad agreement in the cabinet on the 
hydrocarbon draft, the cover letter proved difficult to 

agree, taking over a week to resolve and ultimately involving 
intensive brokering by the Ambassador. End summary. 


2. (C REL GBR) The framework law was approved in principle as 
early as February 16, but then got hung up on a cover letter 

) originally advanced by the KRG - describing the conditions 
under which the law was to go forward to the Council of 
Representatives (CoR), and most importantly, whether 
contracts negotiated in the interim until the law\'s adoption 
would be legally valid. The Kurds had long argued that the 
central government could hold up Kurdish contracts for as 
much as a year given the uncertain prospects for approval of 
the series of at least four laws covering the hydrocarbon 
regime framework, revenue-sharing, the creation of the lraq 
National Oil Company and the re-structuring of the Oil 

Ministry. Consequently, the Kurds wanted assurances that any 
contracts they negotiated between now and the implementation 
of the law would be approved, as long as such contracts were 
consistent with the draft framework law and model contract 
principles. Oil Minister Shahristani countered with a 

proposal of a moratorium on any contract signings, leading to 
protracted wrangling over the formulation, with the 
Ambassador acting as a mediator over several days between the 
Kurdish side and Maliki and Shahristani. 


3. (C REL GBR) Finally, on February 24, the Ambassador made a 
quick trip to Lake Dokan where the KRG politburo was holding 
meetings, and which was consequently attended by the full 
Kurdish leadership. This discussion produced an agreement on 
the text of the cover letter, accepting a formulation based 

on language provided February 22 by KRG President Massoud 
Barzani. The formulation clarified the conditions under 

which parties would be authorized to conclude contracts 
negotiated in the interim until full legal implementation 

(Article 5 below). This clause is effective in the case the 

laws are not passed by the end of May. Nechirvan\'s letter 

and the text of the cover letter will be sent to NEA/I. 

There is an additional point in the cover letter which says 

that if the deadline isn,t reached, the PM and the President 

of the KRG can agree to extend the deadline. 


4. (C REL GBR) Once this text was agreed between the 
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Ambassador and the senior Kurdish leadership, Presidents 
Talabani and Barzani joined the Ambassador in a phone call to 
Maliki, who agreed to the slight changes made. The 
Ambassador followed up this agreement in a meeting with 
Maliki on February 25 to confirm that a Cabinet meeting would 
take place soonest to formalize the decision to send the text 
to the CoR. Maliki, who had planned the cabinet meeting for 
the 27th, agreed to hold it on the 26th and signaled his 
satisfaction with the compromise on the cover letter. The 
Kurds had announced the agreement at their joint press 
conference already on the 25th. Gol DPM Barham Salih said 
the discussion of the agreement among the Kurds was very 
positive for those, like him, who are in favor of working to 
promote Kurdish interests in cooperation with Baghdad rather 
than through confrontation, so the positive political 

benefits of reaching an agreement seem to be reinforcing 
moderate forces. 


5. (C REL GBR) Comment. Resolving the impasse on the cover 
letter required intensive personal diplomacy. The reluctance 

of the parties to agree over quite minor differences in the 

text reflects the lack of trust that existed between the KRG 

and especially Minister Shahristani. Approval by the CoM 
should go a long way to reversing this mistrust, and in any 
event, provide positive momentum for concluding the rest of 
the hydrocarbon legislation package. End comment. 


6. (C REL GBR) 
\"Recognizing the importance of legislating a law for oil and 
gas to enhance the benefit derived from the oil wealth for 
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all components of the Iraqi people and to constitute a firm 
pillar for the unity of Iraqis and the coherence of their 
structure, the Iraqi Government submits this draft law to the 
Council of Representatives for the management of oil 
operations on institutional basis taking into consideration 
the full application of articles 111 and 112 of the 
Constitution, which makes the oil and gas wealth a property 
of all Iraqis consistent with the federal nature approved by 
the Constitution, and to achieve the highest benefit for the 
Iraqi people in a way that gives greater importance to 
national interest, and allows for the development of this 
important sector in a manner that motivates private 
investments, transfer of skills and technologies which 
requires legislative and political stability in the oil 
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sector to ensure the flow of investments and skills. 


The legislation of this law is a huge national accomplishment 
for all Iraqis and their sincere forces which contributed to 

its drafting and will have a positive and decisive effect on 
strengthening the fabric of all components of the Iraqi 
people. The supreme interests of Iraq are the main reasons 
for the legislation of this law and are the principal 

criteria upon which the government relied in approving it. 


The technical and legal considerations which governed the 
articles of this law in all of its details and was based on 
public national considerations and strived to grasp it fully 
and to create the necessary legislative and technical 
environment for growth and prosperity of this vital sector 
for the benefit of the nation and the citizen which is the 
firm goal that led the government in this lofty national 
endeavor and which we present as a gift to all lraqis. 


Accordingly, the following procedures shall be taken in order 
to complete the organization of the oil and gas extraction 
sector in Iraq. 


1. This Law of Oil and Gas with its four appendixes shall be 
submitted to COR after agreement on conditions and general 
principals for the criteria and model contracts 

simultaneously with the draft law of the Management of 
Financial Resources. The parties shall work to accomplish 
this before the 15th of March, 2007. 


2. The draft law of the National Oil Company and the law of 
the Oil Ministry shall be accomplished in a way that is 
consistent and in harmony with the texts and the provisions 
of this law. Also, it is necessary for the draft law of oil 

and gas in the Region of Kurdistan to be in harmony with the 
text and provisions of the Federal Law of Oil and Gas and in 
agreement with the Constitution. 


3. Execution of oil operations and granting contract licenses 
for production and exploration in the areas covered by the 
provisions of Article 140, in which administrative changes in 
its borders may take place, except for oil operations of the 
National Oil Company which will continue in the current 
producing fields according to the Constitution, shall be 
suspended. 


4. All parties shall commit to refrain from concluding any 
contracts or entry into new obligations in the exploration 
and production activity in all Iraqi territories and until 

this Law enters into force. 
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5. The Federal Government shall work in coordination with the 
Government of the Region to complete the requirements of 
enforcement of the Law and to activate the commissions and 
structures stipulated in the Law within a period not to 

exceed the end of May 2007. If this date is exceeded, the 
Prime Minister of Iraq and the President of the region of 
Kurdistan shall meet to look for ways of accomplishing this 
within one month and finding a solution on the basis of one 

of the following options: 


A- In the case paragraph five above is not implemented until 
May 31, 2005, the two parties shall have the right to 

conclude exploration, development and production contracts in 
accordance with what is stated in the Constitution and the 
provisions of the draft Law of Oil and Gas and the general 
principals for the criteria of model contracts. 


B- To extend the period mentioned in the paragraph above.\" 
KHALILZAD 
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SIPDIS 
SIPDIS 


STATE FOR EB/ESC/TFS DAVID NELSON; EB/ESC/TFS KATHERINE 
LEAHY; EB/ESC/TFS LEANNE CANNON; S/CT PATTY HILL 


E.O. 12958: DECL: 2/26/2017 
TAGS: EFIN, ETTC, KTFN, PREL, PTER, IT 
SUBJECT: TERRORIST FINANCE: CASH COURIERS IN ITALY 


REF: A. STATE 16120 
B. 06 ROME 3172 


Classified By: Economic Minister Counselor Tom Delare for 
reasons 1.4 (b) and (d). 
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1. (C) Summary: GOI officials have demonstrated a 
commitment to combating bulk cash smuggling by putting into 
place effective controls to monitor financial activity. 

However, challenges remain. Limited resources hamper Italian 
law enforcement\'s ability to investigate illicit cash courier 
activity within immigrant communities. Italian law punishes 
any cash transaction outside regulated financial channels 

with only a minor fine, not with criminal penalties. That 

being said, Italy uses its domestic experience to play a 
leading role the Financial Action Task Force\'s (FATF) efforts 
against illicit cash courier activity internationally. The 

GOI also continues to work well with the U.S. on combating 
terrorism finance and money laundering. End summary. 


2. (U) Econoff discussed illicit cash courier activity with 
representatives from the Ministries of Finance, Justice, and 
Foreign Affairs February 16 and 20 (ref A). Our contacts 
stated that the GOI is well aware of the problem, given the 
large size of Italy\'s underground economy and years of 
experience fighting cash smuggling and money laundering 
domestically. Of note, the GOI hosted and chaired FATF\'s 
International Cooperation Review Group this January, using 
its experiences to assist the international community to 
better combat bulk cash smuggling. 


3. (SBU) Italian law requires individuals and institutions 

to report any monetary (euro- and foreign-denominated) 
transaction and import into Italy in value of more than 

12,500 euro (approximately 16,000 USD) to the Ufficio 
Italiano dei Cambi (UIC, \"Italian Exchange Office\"). The UIC 
then analyzes and forwards any suspicious transaction reports 
(STRs) to either the GOI Anti-Mafia Investigative Unit or the 
Guardia di Finanza (GdF) for further investigation (ref B). 

One loophole to GOI prosecution of illicit cash courier 

activity is that Italian law considers any cash transaction 
outside regulated financial channels not as a criminal 

offense, but, rather, as a regulatory violation subject only 

to a minor fine. (Comment: Such a loophole makes it 
difficult for Italian law enforcement to pressure illicit 

cash couriers to cooperate in investigations into sources of 
illicit cash and activity. End comment.) 


4. (C) Econoff spoke in early February with the Director of 

the GdF\'s Anti-Money Laundering and Terrorism Finance Unit in 
Milan. The GdF Director stated that, while the GOI was 
confident that UIC controls and those at ports of entry to 

detect and prevent illicit cash courier activity were 

sufficiently strong, limited resources made it difficult for 

the GdF to seek out and investigate cash couriers working 
inside Italy through hawala and other unregulated cash 

courier systems. Even with additional staff and resources, 
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the Director stated, it would still be difficult to enter 

into immigrant communities (e.g., Pakistani, Somali, Chinese) 
-- where the GdF suspects many illicit cash couriers operate 
-- given the shortage of linguists within the Italian law 
enforcement community. 


5. (SBU) Comment: The GOI has put into place effective 
controls, through the UIC, to monitor cash flows through 
standard financial channels. Italy is playing a leading role 

in FATF in the international fight against illicit cash 

courier activity. While challenges remain for the GOI -- 
notably, the lack of deterrent penalties against illicit cash 
courier activities -- post notes a sustained commitment to be 
a close partner with the U.S. on combating bulk cash 
smuggling, terrorism finance, and money laundering. Unless 
otherwise instructed, we intend to vigorously raise this 

legal inadequacy at high levels of the GOI with the aim of 
securing more deterrence against illicit cash courier 

activity. End comment. 

SPOGLI 
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DEPARTMENT FOR EUR/NCE AND NEA 

E.O. 12958: DECL: 02/25/2017 

TAGS: PREL, HU, IR 

SUBJECT: IRANIAN AMBASSADORS\' CONFERENCE IN BUDAPEST 
REF: BUDAPEST 186 AND PREVIOUS 

Classified By: POL/C ERIC V. GAUDIOSI; REASONS 1.4 (B) AND (D) 


1. (U) This is an action message. Please see para 8 for 
action request. 


2. (U) MFA Deputy Director for Asia (DAS Equivalent) Miklos 
Lengyel contacted Political Counselor to discuss a range of 
issues February 26 (other issues septel). 


3. (S) Lengyel informed us that the Iranian government has 
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asked to organize a regional conference for 12 - 15 Iranian 
Ambassadors to European capitals in Budapest April 12 - 14. 
Both the Iranian Foreign Minister and \"Deputy Foreign 
Minister for Europe and America\" are planning to attend. 


4. (S) Lengyel explained that the GoH had no reason to 
refuse the request from a state with which it has diplomatic 
relations. He reaffirmed the GoH\'s strong commitment to full 
implementation of UNSCR 1737 in keeping with recent EU 
decisions, and stated that the GoH would not accede to the 
Iranian request for a meeting between Prime Minister 
Gyurcsany and the Iranian FM. He noted, however, that 
Foreign Minister Goncz had agreed to a courtesy call during 
the conference. 


5. (S) DCM, on travel in Amman, was contacted directly by 

MFA State Secretary Fekszi to pass the same message. Both 
Fekszi and Lengyel made clear that the GoH was informing more 
than consulting, and Lengyel stated that it would be \"very 
difficult" for the GoH to reverse its decision. 


6. (S) Post expressed appreciation for the information and 
underscored our long-standing concerns re Iran, highlighted 
by its pursuit of nuclear weapons. We noted certain interest 
in the issue in Washington and advised that we would seek 
guidance given our view that even the perception of 
international engagement with Iran could undermine 
international pressure on the Iranian regime. 


7. (S) Lengyel emphasized in response that the sole 

intention of any contacts with Iranian officials would be to 
underscore the GoH\'s support for the pertinent UNSCRs. He 
also invited any further message from Washington that the GoH 
could helpfully convey to the Iranian FM. 


8. (SBU) We note that neither PM Gyurcsany nor FM Goncz 
raised this issue despite the opportunity afforded by private 
meetings with Ambassador Foley February 25. We believe 
engagement may be required both in Budapest and in Washington 
on this issue, and request Department\'s guidance re a 

response to the GoH. 


FOLEY 
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SIPDIS 
DEPARTMENT PLEASE PASS TO NSC FOR ADAM STERLING 


E.O. 12958: DECL: 02/25/2017 

TAGS: PGOV, KDEM, HU, ASEC 

SUBJECT: MAN OF THE HOUR: MSZP CONGRESS ELECTS PM GYURCSANY 
PARTY LEADER 


Classified By: POL/C ERIC V. GAUDIOSI; REASONS 1.4 (B) AND (D) 


1. (C) PM Gyurcsany asked for and received a strong mandate 
to lead the MSZP, winning the party presidency with over 89 
percent of the vote during the February 24-25 party congress. 
As predicted, Defense Minister Imre Szekeres and Gyurcsany 
confidante Ference Juhasz were elected as the party\'s 
vice-presidents, with outgoing party president and Minister 

of Education and Culture Istvan Hiller, Minister of Labor and 
Social Affairs Peter Kiss, and Istvan Ujhelyi elected to the 
party\'s third-tier leadership positions. 


TOUGH TALK FROM GYURCSANY ... 


2. (C) The convention hewed closely to the script, with the 
only major surprise coming when Gyurcsany called for \"at 
least 75 percent support" in the voting as a de facto vote of 
confidence in his leadership. In a strong 55-minute address 
February 24, Gyurcsany called on the party to discuss its 
setbacks as well as its successes in order to \"cut the 

Gordian knot\" of problems confronting Hungary. Strongly 
criticizing the forces of \"anti-modernism\" and \"authoritarian 
nationalism,\" he emphasized the contrast between \"the forces 
of reform and regression.\" Echoing FIDESZ leader Viktor 
Orban\'s recent slogan of \"one nation, one flag,\" Gyurcsany 
asked the party delegates to choose \"which flag and what kind 
of nation.\" Vowing \"not to shy away from confrontation\" but 
to \"stand up for moderation and modernity,\" he vowed to 
govern \"through the parliament and not the beer hall" The 
choice, he concluded, is between those who believe in 
\"homeland over progress\" and those who will work toward 
\"progress for the homeland\" (not incidentally the MSZP\'s new 
party slogan). 


3. (C) Other speakers followed Gyurcsany\'s lead, with party 
steering committee member Peter Simon decrying \"a fight in 
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which one party wears gloves and the other brass knuckles.\" 
\"If the opposition insists on making this a fight between 

good and evil, between right and wrong,\" he noted, \"let us 
have the courage to say that we are good and we are right.\" 


AND ABOUT HIS CHALLENGERS 


4. (C) Gyurcsany\'s decision to throw down the gauntlet to 
the convention prompted a flurry of rumors regarding a 
challenge to his candidacy by Parliamentary Speaker Katalin 
Szili, whose weekend editorial proposed a more conciliatory 
approach. Gyurcsany\'s supporters rallied to the PM, with 
MSZP parliamentary faction leader Ildiko Lendvai referring to 
the Szili piece in her observation that \"of course there are 
other paths ... but not that of Hugo Chavez.\" Another 
Gyurcsany loyalist questioned whether Szili - who is 
dismissed as a lightweight by some in the party - \"had even 
written her own editorial.\" Discussion on the margins was 
also highlighted by the events in Heves county, where the 
defection of a local FIDESZ official tipped the local 
government to the MSZP\'s favor, and to the death of party 
delegate of a heart attack on the floor of the convention. 


GUESTS OF HONOR 


5. (C) Gyurcsany returned to a more familiar tone in his 
address on February 25. In a shorter but denser speech, he 
pledged to renew the party through activist leadership 
committed to building consensus. Austrian Chancellor Alfred 
Gusenbauer and Serbian President Boris Tadic made guest 
appearances, congratulating Gyurcsany on his election and his 
commitment to reform. (Comment: These invitations were a 
deft touch, framing reform in Hungary in the European 
continuum while helping associate Gyurcsany with Tadic\'s 
party and its supporters in Serbia\'s ethnic Hungarian 
community. End Comment.) 


WHEN WILL IT END? 


6. (C) At a private dinner February 25, a tired but upbeat 
Gyurcsany told Ambassador Foley that \"no one\" knew about his 
plans for the congress in advance other than his wife. She 
expressed considerable consternation at the gamble, pressing 
him to \"at least settle for two-thirds,\" and both were 

clearly relieved at their success. Still feeling poorly from 

an illness that forced him to cancel his schedule late in the 
week, Gyurcsany looked back on his rousing address Saturday, 
commenting that \"my passion is not just from my fever.\" Both 
he and his wife noted, however, that his election will not 

resolve the government\'s running battle with the opposition. 
Citing demonstrations earlier in the day to commemorate the 
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victims of the communist regime, recent vandalism of MSZP 
headquarters in Eger, and crowds throwing fruit and eggs at 
her husband at stops in the provinces, she concluded that \"l 
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only wish | could be confident that it will end." 
GYURCSANY HOLDS SERVE 


7. (C) Comment: The MSZP achieved its primary purpose of 
maintaining a united front behind Gyurcsany\'s personal 
leadership and his reformist policies. Although his 

calculated gamble grabbed headlines, some in the party 
believe he would have received more support without what some 
perceived as acommand and even faction leader Lendvai 
referred to as scare tactics. Even with the party\'s broad 
endorsement, support for Gyurcsany is not necessarily deep. 
Defense Minister Szekeres confides to us that the PM is 
widely regarded in the party as \"difficult,\" and former PM 
Horn has commented publicly that his approach of \"alienating 
all elements of society\" has gotten the MSZP into \"a hell of 

a lot of trouble. Although Gyurcsany has now packed the 
party leadership with members of his cabinet, he still has as 
many rivals as allies at senior levels. Significantly, the 

party did not extend additional powers to the party 

leadership, as Gyurcsany had reportedly sought. That leaves 
him the man of the hour, but well aware that the path ahead 
remains long and difficult. End Comment. 


FOLEY 
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REF: A. 2/17/2007 GEE/GWALTNEY E-MAIL 
B. 06 KYIV 4647 
Classified By: DCM Sheila Gwaltney for reasons 1.4 (b,d). 


1. (C) Summary: On February 16, the Ukrainians floated a 
proposal to extend an overture to Belarusan President 
Lukashenko in the hope of obtaining progress on 
Ukraine-Belarus border issues and cooperation in forming a 
united front against Russian on energy issues. The initial 
proposal included the prospect of Lukashenko joining a small 
February 24 birthday celebration for Ukrainian President 
Yushchenko with Polish President Kaczynski and Lithuanian 
President Adamkus at Yushchenko\'s mountain dacha, followed by 
Lukashenko making an official visit to Kyiv. Ambassador 
argued strongly and successfully against the proposal with 
members of the Foreign Ministry and Presidential Secretariat. 
While the Ukrainians are still pursuing possible ways to 
restructure their initiative to make it more palatable to 
Western friends, they abandoned the initial proposal, will 
consult with Warsaw and Vilnius, and will lay down conditions 
for a Lukashenko visit to Kyiv that will occur no earlier 

than March 5. 


2. (C) Comment: The immediate crisis was averted due to our 
clear objections and the united stance provided by Poland, 
Lithuania, and others. We will, however, need to continue 
insisting that Ukraine must push for genuine steps from 
Lukashenko, starting with the release of nine political 
prisoners, and not just the appearance of reform, to justify 

a bilateral summit. Based on past history, Lukashenko is 
unlikely to take the necessary steps and will scuttle 

Ukrainian efforts on his own. End summary/comment. 


Giving Luka a meeting in exchange for agreements? 


3. (SBU) On February 16, Presidential Secretariat Deputy Head 
for Foreign Policy Oleksandr Chaliy asked Ambassador for a 
U.S. reaction to meetings with Belarusan President Lukashenko 
that the Secretariat hoped would improve bilateral 
Ukraine-Belarus relations. Chaliy said the Secretariat was 
considering an invitation to Lukashenko to celebrate 
Yushchenko\'s February 24 birthday along with the Lithuanian 
and Polish presidents at Yushchenko\'s dacha in the 
Carpathians. The event would be followed by a one-day 

official visit to Kyiv by Lukashenko, during which Ukraine 

and Belarus would sign five agreements. 
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4. (SBU) Chaliy noted the five agreements would include the 
two most desired by Kyiv for years: official demarcation of 

the Ukraine-Belarus border and simplified transit procedures 
between Slavutych and Chornobyl across a strip of Belarusan 
territory (Note: Minsk\'s refusal to endorse these requests 
have scuttled previous efforts dating back to October 2005 to 
arrange a meeting. End note). The other agreements would 
involve energy and consular/legal issues. Chaliy said 
Ukrainian officials would use the visit to press Lukashenko 

to implement steps to lighten the climate of repression in 
Belarus and implement democratic reforms. He also appealed 
for U.S. assistance to obtain Polish and Lithuanian agreement 
to include Lukashenko in the birthday celebration. 


5. (SBU) Ambassador immediately argued against the proposal, 
noting that Lukashenko found himself in a weak position, 
without support from either East or West. The visit would 

only serve to confer legitimacy on Lukashenko. In order to 
even consider supporting such a visit, the U.S. would need to 
see Lukashenko immediately take significant steps on the 
democracy front. He argued that Ukraine\'s hoped-for 
deliverables, Lukashenko\'s agreement to allow the EU to open 
an office in Minsk and to support Polish minorities in 

eastern Belarus, were incommensurate with the enhanced 
stature that Ukraine would provide Lukashenko. In a later 
telephone call, Ambassador suggested that release of all 
political prisoners could constitute a significant step; 

Chaliy objected that the suggestion would be too radical for 
Lukashenko. 


MFA: Worth it for bilateral and geopolitical reasons 


6. (C) In a follow-up February 19 meeting with acting Foreign 
Minister Volodymyr Ohryzko, Ambassador used ref A talking 
points to argue further against the Ukrainian proposal. He 

noted that, outside of meetings in a Commonwealth of 
Independent States (CIS) context, the U.S. was aware of only 
three bilateral meetings that Lukashenko had had with heads 

of state -- with Zimbabwean President Mugabe, Iranian 
President Ahmadinejad, and Venezuelan President Chavez. Did 
Yushchenko want to be included in such company, Ambassador 
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asked rhetorically? 


7. (C) While Ohryzko admitted that prospect was not 
appealing, he claimed that Ukraine, in addition to the 
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border-related agreements, hoped to obtain Lukashenko\'s 
buy-in on forming a working group of energy-transit countries 
that could work as a group to counter Russian pressure. 
Although Lukashenko was weak now, he would not change 
overnight; the Ukrainians hoped to work with Lukashenko to 
persuade him that he had options other than Russia. Since 
nothing would happen, positive or negative, without 
Lukashenko\'s assent, Ukraine needed to engage him to obtain 
progress on bilateral issues. Ambassador reiterated that 
Lukashenko needed to take a significant step in advance of 
the meeting such as releasing all political prisoners; in the 
absence of such a step, the U.S. would not hesitate to 
publicly criticize a Ukraine-Belarus summit meeting. 


Presidential Secretariat backs down, changes tack 


8. (C) Presidential Secretariat Head Viktor Baloha informed 
Ambassador February 20 that the Ukrainians had reconsidered 
their proposal and would set conditions for a Lukashenko 
visit to Kyiv. Minsk\'s latest proposal was for a potential 
meeting which would occur no earlier than March 5. In the 
meantime, Chaliy would first travel to Warsaw and Vilnius to 
consult with Polish and Lithuanian counterparts before 
traveling to Minsk to discuss conditionality. In Minsk, 

Chaliy would relay UkraineYs conditions for a Lukashenko 
visit; if the Belarusans balked, then the visit would not 

take place. 


9. (C) Baloha repeated Chaliy\'s point that the Belarusans 
were feeling pressure both from Russia and the West and 
viewed Ukraine as offering one of the few avenues potentially 
to relieve the pressure. Ambassador again stressed that the 
U.S. and EU held the common view that high-ranking officials 
should not meet Lukashenko until he took appropriate steps 
forward on democratic reforms and protection of human rights, 
such as the release of political prisoners. Were Ukraine to 
proceed with such a meeting without securing the release of 
Belarus nine political prisoners, the U.S. would publicly 
criticize the move. Reddening, Baloha said he understood and 
would inform Yushchenko of the U.S. position. 


10. (SBU) Ambassador called Chaliy February 22 and reiterated 
that the initiative and his trip to Minsk would not be a 

success unless he was able to secure the release of the 
political prisoners. Chaliy told Ambassador February 23 that 

he had a \"small measure of optimism\" that the initiative 

might succeed. 


11. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
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STATE FOR IO, EAP/MLS (A. COPE), AND WHA/CEN (E. TELLO) 


E.O. 12958: DECL: 02/26/2017 
TAGS: PREL, PHUM, UNSC, BM, CH, EUN, IN, KS, RS, PM 
SUBJECT: DEMARCHE DELIVERED TO PANAMA: NEXT STEPS ON BURMA 


REF: STATE 20000 


Classified By: POLCHIEF BRIAN R. NARANJO. REASON: 1.4 (D) 


1. (SBU) POLCHIEF delivered reftel demarche to Panamanian MFA 
Senior Advisor Nils Castro on February 26. Castro, who heads 
the MFA\'s UNSC team, said that it was important to sustain 

the international focus on the situation in Burma and agreed 
full-heartedly with efforts to address the situation in other 

UN fora, including the ILO, ECOSOC, and the UNGA Third 
Committee. Panama supported action on Burma by the UNHRC, 
Castro said. Though China and Russia had vetoed the UNSCR on 
Burma, Castro said, \"The problem is still with us.\" Castro 

said Panama would support naming a strong Special Envoy of 

the UNSYG for Burma and agreed that such a Special Envoy and 
the UN Secretariat should keep the UNSC regularly informed of 
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developments in Burma. 


2. (C) Castro noted that Panamanian UN PermRep Arias 
believed that the Burma matter died in the UNSC with the 
Chinese and Russian vetoes and should not be brought back to 
the Council. Since Burma did not constitute a threat to 
international security, Arias believed that the situation in 

Burma did not fall within the UNSC\'s jurisdiction, Castro 
explained. Panama\'s own ambiguous position on the failed 
UNSCR on Burma -- voting yes on the resolution but giving an 
explanation of vote (EOV) that was more in line with EOVs of 
abstaining countries that raised jurisdictional questions -- 
reflected the GOP\'s own internal struggle over Burma. Castro 
said that Panama\'s Castro said he disagreed with Arias and 
would work to ensure Panama supported continued UNSC 
engagement on Burma. Castro said he did not know how Panama 
could oppose being kept informed on developments in Burma. 
Eaton 
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E.O. 12958: N/A 
TAGS: EAIR, ECON, MARR, PGOV, LO 
SUBJECT: SLOVAK AIR TRAFFIC CONTROLLERS ON FIVE-DAY STRIKE 


1. (U) Summary. Slovakia\'s Air Traffic Control employees 
went on strike February 22, shutting down all international 
flights over Slovak airspace, including US military flights. 
The strike has resulted in significant costs to the US 
military due to re-routing. Slovak domestic air travel 
continues without delay. Ministry of Transportation sources 
believe they have settled the strike temporarily during 
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afternoon negotiations on February 26, and expect ATC 
employees to return to work on February 27. Inthe meantime, 
before ATC workers return, Slovak aviation authorities 

confirm that emergency and medevac flights would be approved 
if requested. End Summary. 


The situation 


2. (U) Slovakia\'s ATC union went on strike February 22 with 
the explicit goal of ousting ATC director Roman Biro due to 
stated concerns about having to work increased overtime 
hours; ATC workers are not seeking any increase in wages or 
benefits. The strike has effectively closed down the 
country\'s Bratislava-based air traffic control center for 
commercial and military flights, rendering international 
fly-over impossible. SlovakiaWs major airports (Bratislava, 
Kosice, Poprad) remain open, and domestic air travel has not 
been impeded, which means the issue has not assumed a high 
public profile in Slovakia. Ministry of Transportation 

sources initially feared that the strike could continue for a 
month or longer. However, Ministry sources now indicate that 
ATC workers have agreed to return to work on February 27 in 
exchange for promises to form an investigative task force to 
monitor work safety conditions, and further negotiations. It 
seems that the union did not follow appropriate procedures 
for declaring a strike, which left them open to legal action 

-- which Transport Minister Lubomir Vazny (Smer) threatened 
to pursue. 


The cost 


3. (SBU) The ATC strike has had a direct impact on US 
military costs and flexibility. The Tanker and Airlift 

Control Center (TACC) at Scott AFB estimates that 77 US 
military transport flights had to be re-routed this past 

weekend at a cost of 1.075 million USD. TACC calculates that 
a continued strike would cost at least 270,000 USD per day. 
The stalemate significantly reduced TACC\'s ability to execute 
US military air transport objectives, including direct 

support for US and NATO troops in Afghanistan and Iraq. 


Further steps 

4. (SBU) In response to the situation, on February 26 Air 
Attache contacted his counterparts in the Slovak military, 

who confirmed that emergency and medevac flights would be 
allowed overflight approval despite the strike. The Embassy 
was prepared to schedule a short meeting between Ambassador 
Vallee and Minister Vazny, in which we would ask for a 
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broader exemption allowing US military fly-overs during the 
strike. Based on the results of negotations between the 
Ministry and the ATC union on the afternoon of February 26, 
it appears that there is no imminent need for this meeting. 
Negotiations between the Ministry of Transportation and ATC 
will continue for several days. In the meantime, we will 
continue to monitor the situation, maintaining close 
communication with the Ministry\'s civil aviation directors. 
VALLEE 
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CLASSIFIED BY CDA JUDITH CEFKIN, REASONS 1.4(B) AND (D). 


1. (U) Following weeks of speculation and building up of 
expectations, the announcement by the International Court of 
Justice that Serbia and Montenegro were not guilty of 
genocide during the 1992-1995 war in Bosnia and Herzegovina 
provoked immediate reactions across the political spectrum 
here. The nature of the comments was predictable, with Serb 
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leaders saying the verdict should draw a line under the dark 
wartime and post war history of Bosnia, while Bosniaks and 
Croats expressed disappointment and outrage. Most leaders, 
even some of those disappointed by the verdict, said it 

should be respected. Below is a sampling of statements by 
key Bosnian leaders following the announcement of the verdict: 


2. (U) Haris Silajdzic, Bosniak Member of the BiH Tri-Presidency, 
Party for BiH (SBiH): Serbia and Montenegro are the first two 
countries in history convicted of genocide. They were convicted, 
and the verdict reads as such, of violating the convention on the 
prevention and punishment of genocide. It is clear that this 
verdict was not a complete verdict, but it does contain within 
itself the fact that the convention on genocide was violated. 
Bosnia and Herzegovina must annul the results of genocide, 
which exist everywhere in Bosnian society, in its culture, 
economy, etc. In order to annul it, we have to change our 
structure and our constitution, which were created as the 

direct result of genocide.\" 


3. (U) Zeljko Komsic, Croat Member of the BiH Tri-Presidency, 
Social Democratic Party (SDP): Komsic, expressing disappointment, 
said: \"| do not know what the reason was for such a verdict, 

and it is not up to me to comment on that -- whether it was a 

lack of evidence or an incorrect judgement. But it doesn\'t 

matter anymore. Komsic said the ICJ verdict must be respected, 
but added: VI know what | will tell my child.\" 


4. (U) Nebojsa Radmanovic, Serb Member of the BiH 
Tri-Presidency, Alliance of Independent Social Democrats (SNSD): 
Radmanovic predicted that the verdict would raise tensions in 
the short term and cause disappointment in BiH. He said: \"I 
hope that we will be able to sit calmly and read the entire 
verdict as a whole and then be able to build a happier 

future, peacefully overcoming what happened in the past." 
Radmanovic added that mutual confidence cannot be built with 
lawsuits and verdicts -- the time would have been better 

spent on building confidence within the region. Finally, he 

said it was now necessary to find a way forward for Bosnia on 
the path to Europe. 


5. (U) Nikola Spiric, BiH Prime Minister (SNSD): 

Spiric said that the verdict would allow Bosnia to establish 
better relations with Serbia and Montenegro, but the verdict 
would almost certainly leave scars within the country. \"It 
would be good if this verdict pulled us out of the past. 
Unfortunately, after the initial reactions, | am not 

convinced that will happen." 


6. (U) Mladen Ivanic, Former Foreign Minister, President of 
the Party of Democratic Progress (PDP): 
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Today\'s verdict \"shed a completely different light on the 
conflict in Bosnia and Herzegovina and eliminated all 
extremist ideas.\" Ivanic said the verdict concludes a phase 
in history. \"All those forces in BiH, especially the extreme 
Bosniak forces, who were hoping that they would be able to 
use the verdict for complete radicalization and changing the 
consitutional arrangement, lost their arguments. After 
today\'s verdict, this will not happen." 


7. (U) Sulejman Tihic, President of the Party of Democratic 
Action (SDA): 

Tihic said he was not fully satisfied with the verdict, but 

the ICJ determined that genocide and war crimes were 
committed in Bosnia and the Republika Srpska was responsible 
for that. He added: \"l am satisfied with the fact that 
Yugoslavia (sic) was held responsible for violating the 
convention on the prevention of genocide, because they did 
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(U) not, although they could have, prevented, stopped or 
lessened the genocide in Srebrenica. They are held responsible 
because they failed to punish the perpetrators, they are held 
responsible because they failed to cooperate with the Hague 
Tribunal, and they are held responsible because they failed 

to observe the temporary measure ordered by the Court on 
September 13, 1993, clearly stating they had to make all 

efforts to stop the genocide in BiH.\" 


8. (C) Within the Embassy, the reactions of our Foreign 
Service National staff, the majority of whom are Bosniak, 

were overwhelmingly negative. Virtually all of our FSN staff 
said they believed the verdict was \"rigged\" for political 
purposes, and said they were profoundly saddened by the 
verdict. Although no one had expected a full indictment of 
Serbia, they expected more from the verdict. Many said they 
thought the verdict did not provide the closure they had 

hoped for and felt the cause of the 1992-95 war remained 
unrecognized by the international community. Though one did 
comment that the Bosniaks have to co-exist with the Serbs, so 
that in the long-term perhaps Wa compromise\" was better. 
None said they believed there would be violent demonstrations 
as a result of the verdict. 


9. (C) COMMENT: We expect the verdict will continue to 
feature very prominently in the media over the coming days 
and will probably lead to finger pointing as to who lost the 
case, and spinning of conspiracy theories. One thing appears 
clear: the verdict has not changed the minds of political 
leaders. Bosniak nationalists, as Silajdzic hinted in his 
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statements, likely will use the partial finding that genocide 

had been committed in Bosnia as a means to continue to demand 
the abolishment of the Republika Srpska by saying that 
although Serbia and Montenegro were not guilty of 
state-sponsored genocide, they did provide material and 
ideological support the guilty Bosnian Serb parties. Serb 
leaders in the meantime likely will continue to use the 
verdict\'s announcement to urge the nation to draw a line 
under the past and move on. In our comments we will have to 
walk a delicate line that acknowledges the pain felt, reminds 
people of the region that the failure to find the state of 

Serbia complicit does not absolve individuals who perpetrated 
war crimes, and reaffirms our commitment to help the people 
of Bosnia move forward to a brighter future. END COMMENT. 
CEFKIN 
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Classified By: POLITICAL MINISTER-COUNSELOR DAVID D. PEARCE, REASONS 1. 
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4 (b),(d) 


Summary 


1. (C/NF) President Napolitano offered PM Prodi February 24 
a second chance to prove his majority in a parliamentary 
confidence vote that will take place by the end of the week. 
Prodi appears to have collected four additional votes in the 
Senate and should squeak through. Thanks to FM D\'Alema\'s 
decision to force a showdown with the far-left, the Prodi 
coalition emerges as more centrist. Although the basic 
electoral math still leaves Prodi with a razor-thin Senate 
majority, the far-left has been chastised and significantly 
weakened. We expect that the mid-late March vote on funding 
for the Italian Afghan (ISAF) and other foreign military 
missions will be approved, and the government is holding to 

its decision to support the 173rd Airborne\'s consolidation at 
Dal Molin Airfield, Vicenza. Major action on domestic issues 
appears problematic, given the fragility of the coalition and 

the priority given to electoral reform for near term action 

by the President. End summary. 


\"No Alternative\" to Prodi Government 


2. (C/NF) On February 24, following several days of 
intensive consultations with party leaders, President 
Napolitano convoked caretaker PM Prodi, rejected his 
resignation, and gave him another opportunity to prove he 
still has a majority in Parliament. A very cautious 
Napolitano said that there was \"no alternative\" to the Prodi 
government right now. However, in citing the need for the 
major parties to make changes to the electoral law, he 
clearly kept in reserve the option of a 

technical/institutional government to enact such a law if the 
Prodi government cannot keep its majority together. A 
cartoon in the leading newspaper daily Corriere della Sera 
pictured Napolitano carefully stacking a house of cards that 
represented the Prodi coalition. 


3. (C/NF) Prodi is scheduled to address both houses of 
Parliament on February 28; we expect a confidence vote in the 
Senate on March 1 and in the Chamber of Deputies on March 2. 
The government will have no problems in the Chamber. After a 
weekend of consultations and horse-trading, it appears Prodi 
picked up another four votes in the Senate and may win by 
162-160. Key vote switches in favor of the government are 
expected to include Senator-for-Life Andreotti (satisfied by 

the government\'s change of heart on same-sex union 
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legislation), Marco Follini (who emerges with new power as a 
swing vote), and the two Communist dissidents (who will 
support the government at least on a confidence vote). 


Necessary Trauma 


4. (C/NF) The Prodi government emerges from this episode as 
more centrist, due in large part to maneuvering by FM 
DVAlema, who leads the largest party (DS) in the coalition. 
DVAlema, after months of frustration with the far-left, 

finally forced a showdown designed to get the radicals under 
control. First, President Napolitano (also DS) publicly 
indicated that the government should be \"self-sufficient\" 
(i.e., not need opposition support) in conducting its foreign 
policy. Then, by publicly stating before the February 21 
foreign policy vote that the government would \"go home!" if it 
lost, DVAlema forced Prodi to tender his resignation when the 
government could not hold its majority. 


5.(C/NF) After successfully pushing the government to the 
left on the Afghanistan mission, including Italy\'s ISAF 
contributions, the consolidation of the 173rd Airborne 
Brigade at Dal Molin, and same-sex union legislation, the 
radicals have now been publicly chastised and are 
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significantly weaker. Despite the trauma necessary to 

re-align the coalition, however, the basic electoral math in 

the Senate has not changed. The Prodi government is still an 
ideologically diverse nine-member coalition government with a 
razor-thin majority. 


Domestic Implications 


6. (C/NF) In regrouping to broaden its centrist appeal, 

Prodi demanded and received support from all nine coalition 
parties on a 12-point program (Ref A). The domestic angle 
included a more pro-family agenda that drops support for 
pending legislation to recognize same-sex unions. lt also 
included an economic agenda to reform pensions, cut 
government spending, and increase funding for the South and 
infrastructure projects. Following Napolitano\'s comments on 
the electoral law, the major parties on both the left and the 
right will likely begin a behind the scenes dialogue on 
electoral reform of some kind. And, unfortunately, that 
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exercise is likely to push most domestic reform, aside from 
non-controversial and marginal issues, off the table for the 
time being. 


Foreign Policy/Defense Implications 


7. (C/NF) The first and strongest item of Prodi\'s 12-point 
program is an affirmation that all coalition parties will 

support the government\'s foreign and defense policy and its 
\"international commitments,\" with a specific reference to the 
Italian mission in Afghanistan. Legislation to extend 

funding for Italy\'s foreign missions is now moving through 
parliamentary committees. We expect the funding bill to be 
approved in late March, with the support of the center-right 
opposition and without major problems. It will not, however, 
lift existing caveats on Italian ISAF operations. There was 

no pending legislation that affected Dal Molin, but the 
government is holding to its decision to support the 173rd 
Airborne\'s consolidation at Vicenza. We assume Prodi means 
the international commitments language in point one of his 
program applies also to support forthe Dal Molin decision. 
DVAlema told the Parliament it would have been a \"hostile 
act\" to the U.S. not to have supported this decision. Just 
before the vote, the government signed agreements to continue 
cooperation on the Joint Strike Fighter and on ballistic 
missile defense. 

SPOGLI 
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B. 06 BERLIN 2465 


1. (U) Summary: German legislation enacted in 2002 to 
improve the legal and social situation of prostitutes -- and 
create conditions for tnem to get out of prostitution -- has 
enjoyed only partial success, according to a 200-plus page 
Family Ministry report released in late January. The report 
states legal provisions giving prostitutes the right to 
enforce contracts and to apply for health insurance and 
social benefits are rarely used. The report concludes the 
2002 legislation did not diminish police authority to conduct 
snap inspections of brothels. Nor, according to the report, 
did the 2002 law obstruct law enforcement efforts against 
trafficking or exploitation of prostitutes, notwithstanding 
some groups\' claims to the contrary. The report recommends 
additional measures to improve the situation of prostitutes; 
greater emphasis on helping prostitutes get out of 
prostitution; increased education of clients; and 
improvements in protection programs for trafficking victims. 
The report also advocates passage of legislation to 
criminalize the actions of clients who knowingly patronize 
trafficking victims. End Summary. 


2. (U) Under the motto \"Prostitution is not an occupation 
like others -- Getting out is the goal,\" Federal Family 
Minister Ursula von der Leyen on January 24 presented the 
results of the Family Ministry\'s review of 2002 legislation 
on the legal status of prostitution in Germany. Although the 
legislation was intended to improve the legal and social 
situation of prostitutes, von der Leyen said, it has thus far 
only been a partial success. She stressed the German 
government does not consider prostitution to be a suitable 
form of employment and noted the ministry\'s primary goal is 
to help individuals get out of prostitution. 


3. (SBU) The report concludes the 2002 law achieved its goal 
of establishing a legal framework to improve the situation of 
prostitutes, but in practice little use was made of these new 
tools. Fears that the law would make it more difficult to 
investigate trafficking crimes were not realized. Von der 

Leyen stated the government must continue to improve legal 
protections for prostitutes and to create conditions for them 

to find alternative employment. In a January 31 letter to 

the Ambassador, von der Leyen expressed appreciation for the 
Embassy\'s continued engagement on TIP and reiterated the 
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German government\'s commitment from the top down to help 
prostitutes find alternatives. She confirmed government 
support for draft legislation now before parliament that 

would criminalize clients who patronize trafficking victims 

(ref A). 


4. (U) Before 2002, Section 180(a) of the German penal code 
criminalized the actions of persons who (informal Embassy 
translation) Wprofessionally maintain or manage an operation 
in which persons engage in prostitution and in which: (1) 
those persons are held in personal or financial dependency; 
or (2) the exercise of prostitution is promoted by measures 
which go beyond merely furnishing a dwelling, a place to 

stay, or a residence and the additional services normally 
associated therewith.\" Legislation the Schroeder-led 
coalition passed in 2002 eliminated the second subsection. 
Justice Ministry officials report that, before 2002, steps 

such as providing hygienic working conditions were construed 
as promoting prostitution. 


5. (U) The 2002 legislation gave prostitutes the legal right 

to enforce contracts for sexual services and access to health 
insurance, social security benefits, and, unemployment 
benefits. (NOTE: The 2002 legislation did not legalize 
prostitution in Germany. Prostitution has been legal 
throughout Germany since the nineteenth century. In practice 
most municipalities use local zoning laws to restrict 
prostitution to certain areas and times. END NOTE.) The 
2002 law narrowed the criminal offense of pimping -- Section 
181 (a) -- to \"impairing the personal or economic independence 
of another person by facilitating that person\'s engagement in 
prostitution.1 The 2002 legislation did not affect existing 
criminal provisions penalizing trafficking of persons. 


6. (U) The 2002 law required the Family Ministry to complete 
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an evaluation of the effects of the penal code amendments 
within five years. The evaluation is based in part on a 

series of studies conducted by a Lutheran research institute 

at the ministry\'s request. The study examined the 2002 
legislation\'s effect on wider law enforcement efforts and on 
government programs designed to protect prostitutes and help 
them find alternative employment. The 200-plus page 
evaluation also includes legal opinions prepared by a law 
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professor and the research used to prepare the Federal Office 
of Criminal Investigation\'s (BKA) 2006 report evaluating 
German efforts against TIP. 


7. (U) The German government\'s position on legalized 
prostitution, as outlined in the report, is based on the idea 
that an individual\'s voluntarily decision to work as a 
prostitute must be regarded as an expression of 
self-determination. While asserting that voluntary 

prostitution does not automatically violate human dignity, 

the report also acknowledges prostitution is often physically 
and psychologically dangerous. Furthermore, the report 
states, it is appropriate to question whether many 

prostitutes -- some of whom it notes are under duress -- have 
actually made an informed and voluntary decision. The report 
states a primary goal of the German Federal Government\'s 
policy is to help persons working as prostitutes find a way 
out. 


8. (U) According to the report, it is imperative for 
government-funded support organizations -- along with federal 
and state government policies on education and labor -- to 
promote alternatives. The report states the risks connected 
with prostitution are best countered by bringing prostitution 
into the open. Banning prostitution, the report argues, 
effectively drives the practice underground. Legalized 
prostitution permits the government to have more control over 
the conditions in which prostitution is practiced. The 

report also states it is society\'s responsibility to address 

the problematic effects of commercialized sex and to 
sensitize clients to their responsibilities in the matter. 


9. (SBU) The report evaluates the success of the 2002 
legislation in achieving its goals in the following areas: 


-- Legal Recourse: Few prostitutes to date have made use of 
a provision allowing them to sue clients. Nonetheless, the 
report states, the legislative change should be considered a 
success because it removed an injustice against prostitutes 
and strengthened their legal position. 


-- Employment Contracts: The 2002 legislation narrowed the 
definition of the criminal promotion of prostitution (para 4) 
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to permit brothel owners to offer prostitutes employment 
contracts and to make employer contributions to social 
security and health insurance plans. The report found only 
one percent of prostitutes interviewed had signed an 
employment contract, primarily because the prostitutes did 
not consider it a financially attractive option. 


-- Social Benefits: While researchers did not have 

sufficient statistical data to determine whether the number 

of insured prostitutes increased since enactment of the law, 
they did find that 87 percent of prostitutes interviewed have 
health insurance. Most, however, receive health insurance as 
a dependent on a family member\'s health plan or through 
another job. While the legislation increased access to 

social security benefits, in practice the option was rarely 
pursued. 


-- Working Conditions: Although an expressed goal of the law 
was to improve prostitutes\' working conditions, the research 
showed brothel owners had done little to do so. The report 
recommends increasing penalties for apartment owners who 
exploit prostitutes. (NOTE: A separate statute criminalizes 
trafficking in persons. END NOTE.) 


-- Employment Agencies: The report confirmed what German 
government officials have told us -- the 2002 legislation has 
not caused employment agencies to offer job seekers 
employment as prostitutes. At the same time, the report 
states, prostitutes who want to get out of prostitution can 

use the placement services of government-run employment 
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agencies to find alternative jobs (ref B). 


-- Alternatives to Prostitution: The report notes a number 
of government-funded counseling centers exist to help 
prostitutes get out of prostitution, but recommends the 
services be further expanded. The report calls on the 
government to develop assistance models that can be used 
nationwide. The report highlights \"ProFridA,\" a two-year 
project established in 2006 by the Lutheran Church and funded 
by the state of North Rhine - Westphalia and the European 
Social Fund that offers prostitutes three months of basic 
training followed by sector-specific training and job 
placement assistance. (NOTE: Family Ministry officials 
continue to tell us the ministry has urged German states to 
support projects to help prostitutes find alternate 
employment. END NOTE.) 
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10. (SBU) Although the 2002 legislation removed police 
authority to use the statute criminalizing the promotion of 
prostitution to conduct raids on commercial sex venues, the 
report states, police continue to use other criminal and 
legal-administrative violations to conduct surveillance and 
raids. The majority of police questioned by researchers did 
not report any negative effect of the 2002 penal code 
amendments. The report suggested federal and state 
governments develop additional administrative control 
measures under the commercial code. (NOTE: Prosecutors and 
police tell us the 2002 legislation has not had a significant 
effect on their efforts against TIP. The key factor, they 

say, is a significant police presence and sufficient 
resources to conduct investigations. END NOTE.) 


11. (U) The government will use the report to review how 
government programs can better support those who want to get 
out of prostitution. The report recommends the following 
measures: 


-- Develop a broader concept of regulating prostitution to 
integrate anti-trafficking measures with efforts that protect 
prostitutes from violence and exploitation. The report notes 
government-sponsored legislation to criminalize the actions 
of clients who knowingly engage the services of trafficking 
victims is under consideration in the German Parliament. 


-- Strengthen the penal code to increase the protection of 
juveniles forced to work as prostitutes. Under current 
criminal law, brothel owners, pimps, and others who promote 
the prostitution of persons under the age of 18 can be 
prosecuted for their actions, but clients who patronize 
prostitutes who are younger than 18 (but older than 16 -- the 
age of legal consent) cannot be prosecuted. The report notes 
the government has submitted legislation to parliament that 
would criminalize the actions of clients who patronize 
prostitutes younger than 18 years of age. 


-- Increase penalties for brothel owners and operators who 
exploit prostitutes. 


-- Amend the commercial code to enable municipal authorities 
to use zoning laws and regulations to improve working 
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conditions for prostitutes. States should consider 

legislation that would require brothels to show demonstrated 
and sustained compliance with laws that prohibit trafficking 
and exploitation of prostitutes, as well as regulations on 
working conditions and benefits, in order to obtain licenses. 


-- Continue overseeing employment agencies to ensure they do 
not offer job seekers employment in the commercial sex 
industry. 


TIMKEN JR 


98109 

RR RUEHLMC 

DE RUEHJL #0100 0571648 

ZNY CCCCC ZZH 

R 261648Z FEB 07 

FM AMEMBASSY BANJUL 

TO RUEHC/SECSTATE WASHDC 7334 

INFO RUEHLMC/MILLENNIUM CHALLENGE CORP","C ON FIDENTIALBANJUL 000100 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: DECL: 02/26/2017 

TAGS: PREL, KMCA, PGOV, EAID, PHUM, GA 

SUBJECT: THE GAMBIA: GOTG DEFENDS ITS RECORD FOLLOWING MCA 
SUSPENSION 


REF: 06 BANJUL 717 ET AL 
Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (D) 


1. (SBU) On February 23, the Embassy received a letter, dated 
February 13, addressed to Millenium Challenge Corporation 
(MCC) CEO Danilovich from the Gambian President's senior 
adviser, Secretary General Elizabeth Harding. In the letter, 
Ms. Harding asserts that the GOTG is \"perplexed\" over the 
Millenium Challenge Corporation\'s June 2006 decision to 
suspend The Gambia\'s eligibility for the Millenium Challenge 
Account (MCA) program due to slippage in the GOTG\'s 
performance on various eligibility criteria. Attached to the 
letter is a lengthy statement challenging the negative 

trends and associated data on the criteria that prompted the 
suspension. (The letter and attachment are being faxed to 
Department, AF/W, and MCC; originals are being pouched to 
MCC.) Although in the letter the Secretary General conveys 
the GOTG\'s desire to \"set the record straight" regarding its 
performance on the MCA eligibility criteria in question, the 
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attached statement fails to address the areas of policy 
slippage in any convincing way. 


2. (C) COMMENT: The letter and attachment follow a November 
2006 letter from the Secretary General\'s office to the 
Ambassador advising that the GOTG \"is no longer interested in 
pursuing the MCA criteria\" or otherwise consulting on "MCA 
matters\" (reftel). That earlier letter came in response to 
Ambassador\'s notification to the GOTG that The Gambia had not 
been re-selected for MCA eligibility for FY 2007 due to its 
suspension, but that the Embassy remained at the GOTG\'s 
disposal on steps it could take in pursuit of reinstatement. 
Judging from the defiant, defensive tone and content of this 
latest letter, the erratic and irascible President Jammeh 

remains as resentful as ever over the suspension and as yet 
unwilling to engage with us in any meaningful way on the 
reinstatement process. END COMMENT. 

STAFFORD 
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E.O. 12958:N/A 

TAGS: PGOV, PREL, KDEM, SR, YI 

SUBJECT: BELGRADE TOUTS ICJ RULING AS A “NOT GUILTY" VERDICT FOR 
SERBIA 


1. (SBU) In early reactions, Serbian political parties, media and 

the government are touting the ICJ ruling today that Serbia failed 

to prevent genocide in Srebrenica and to punish those responsible as 
a \"not guilty\" verdict for the people and for the State, anda 

victory for international justice. Although the reactions we are 
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reporting here are only initial, we have seen no acknowledgement of 
the fact that the ICJ apparently seconded an early ruling by ICTY 
that (Bosnian) Serb forces committed genocide at Srebrenica. 
Despite strong urging from the ICJ for Serbia to cooperate better 
with the ICTY that came with the verdict, it is unlikely that this 
verdict will result in any immediate movement on the Mladic front. 
End Summary. 


THE ICJ RELEASES IT RULING 


2. (SBU) The International Court of Justice released its findings 
February 26 in a three-hour media session and ruled that although 
then-Serbia and Montenegro (SCG) had violated some of its 
obligations as stipulated by the Genocide Convention, it could not 
be held directly responsible for the genocide which occurred in 
Srebrenica (it did not rule that genocide was committed throughout 
Bosnia and Hercegovina, but did make specific reference to genocide 
in Srebrenica). It found that SCG failed to use its influence to 
prevent genocide, and that it also failed to punish the act --ina 
direct reference to Ratko Mladic and Radovan Karadzic and other 
indictees. The court did not order any damages to be paid to 
Bosnia, but stressed that Serbia should immediately fulfill its 
obligations to ICTY. 


3. (SBU) Official reaction to the announcement has been trickling 
out, and initial signs are that the entrenched political elite will 
trumpet this as a victory for Serbia. Ivica Dacic from the 

Socialist Party released a statement within an hour of the ruling 
stating that the decision is meaningful not only for the government 
and the people, but also for his party, which was in power during 
the war. He reportedly also suggested that it undermined the ICTY 
strategy of \"command responsibility" for war crimes. On the other 
hand, a representative from the Belgrade-based NGO Youth Initiative 
for Human Rights expressed his shock at the ruling, and that it did 
nothing for the Serbian people, or for the victims of the massacre. 
On the whole, though, representatives from all the major political 
parties are speaking with one voice and stating that the court has 
proved once and for all that Serbia was not a \"co-conspirator\" at 
Srebrenica. 


4. (SBU) Local media outlets, regardless of their political slant, 

are also touting the decision as a victory for Serbia - progressive 
news website B92 claims \"Serbia is not guilty of genocide,\" while 
pro-government Politika\'s website leads with \"SCG: Not Guilty for 
the Genocide in Srebrenica\". International media, meanwhile, are 
highlighting the single ruling against Serbia and stating that 
\"Serbia failed to prevent genocide\". 


5. (SBU) Following the broadcast, some Serbian political analysts 
stated that the ruling has shifted the majority of the blame onto 
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Republika Srpska, and that this will create significant tensions 
within the Bosnian Federation, making a lasting agreement between 
the entities a difficult - if not impossible - proposition. 


Comment 


6. (SBU) We expect a fuller reaction from official Belgrade on 
February 27. Disappointingly, we have not yet seen any 
acknowledgement (or contrition) over the fact that the ICJ agreed 
with the ICTY (Krstic case) that Serb forces did indeed commit 
genocide at Srebrenica. This is significant, given the widespread 
public denial of Serb crimes in B-H and elsewhere. For instance, 
only 30 percent of Serbs, according to numerous polls, believe that 
Serb forces killed large numbers of Muslims in Srebrenica. 


7. (SBU) Given the total lack of progress on the hunt for Mladic 
under Serbia\'s \"Action Plan," the new ruling will almost certainly 
have little or no effect on the political will of the current 

caretaker government to do more to cooperate with ICTY. Indeed, 
nationalists here may argue that Serbia -- exonerated of a direct 
role in Srebrenica -- has even less of an obligation to cooperate. 
Hopefully, clearer-minded politicians will turn the argument around 
the other way -- that a democratic Serbia has a moral and legal 
obligation to bring the perpetrators of genocide to justice. 
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STATE PASS TO USTR FOR LYANG 

NSC FOR SUE CRONIN 

TREASURY FOR OSIA MAUREEN WAFER 

TREASURY FOR OTA WARFIELD, VAN KOCH, MILLAR 
COMMERCE FOR ITA SARAH COOK 

SOUTHCOM FOR POLAD 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PREL, PA 

SUBJECT: PARAGUAY POLITICAL AND ECONOMIC UPDATE FEBRUARY 17 
- 23, 2007 


1. (U) SUMMARY: 


-- Conviction Against Gonzalez Maachi Overturned 

-- Supreme Court Rules Congress Not To Oversee Dam Funds 
-- CAPSTONE Class in Paraguay 

-- Ambassador Visits Cooperatives 

-- MCC Brings Investors to Paraguay 

-- Fostering Competitiveness 


CONVICTION AGAINST GONZALEZ MAACHI OVERTURNED 


2. (U) The Supreme Court overturned former President Luis 
Gonzalez Macchi\'s conviction on charges of illegal use of 
funds February 19. On June 5, 2006, Gonzalez Maachi was 
convicted and sentenced to six years in prison for his 
involvement in the illegal transfer of USD 16 million from 

the liquidated Oriental Bank in 2000. An Apellate Court 
reversed the conviction forcing the Attorney General\'s office 
to seek final judgement by the Supreme Court. (NOTE: Ina 
separate case, Gonzalez Maachi was convicted and sentenced to 
8 years in prison for illegal enrichment and providing false 
documents on December 4, 2006. This case remains under 
appeal. End Note). 


SUPREME COURT RULES CONGRESS NOT TO OVERSEE DAM FUNDS 


3. (U) The Supreme Court temporarily suspended several 
articles in the 2007 Budget Law, February 16, that 
established Congressional control over the social funds 
provided by the Itaipu Dam and Yacyreta Dam Binational 
Corporations. According to reports, Itaipu officials 
requested that the Supreme Court declare the articles 
unconstitutional because Itaipu is a binational enterprise 
and its funds are not part of the national budget. (NOTE: 
There are no public records that identify the assets of 
either Dam. End Note). 


CAPSTONE CLASS IN PARAGUAY 
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4. (SBU) Seventeen members of CAPSTONE arrived in Asuncion 
from Ecuador on February 21 for two-days of meetings as a 

part of their regional orientation. CAPSTONE is a mandatory 
6-week course for officers that have attained the rank of 
General/Flag Officer (one-star). During their visit, the 

CAPSTONE members met with Gen. Bernardino Soto Estigarribia, 
Commander of the Armed Forces and a number of other senior 
military officers. Paraguayan press was relatively minimal 

and innocuous. 


AMBASSADOR VISITS COOPERATIVES 


5. (U) In a two-day trip to the Departments of Caaguazu, 
Guaira, and Caazapa, the Ambassador and USAID staff visited 
several agricultural cooperatives (Coopafiol, Ycua Bolanos, 
Capiibary) that are focal points for USAID-funded assistance 
provided through ACDI-VOCA. The USAID program provides 
highly-skilled U.S. technical experts who work on a volunteer 
basis with the cooperatives to improve production techniques, 
diversification efforts, and access to markets. By working 
through these cooperatives, USAID assistance is expected to 
reach 11,000 producers. The Ambassador and USAID staff also 
discussed with regional and community leaders possible 
opportunities to benefit from other USAID assistance, 

including our ongoing municipal governance activity, the Last 
Mile Initiative (providing internet access in rural areas), 

and MCA investment promotion efforts. (NOTE: Peace Corps 
volunteers are also assisting these cooperatives. End Note). 


MCC BRINGS INVESTORS TO PARAGUAY 


6. (U) The Shoe Manufacturers Association of Brazil visited 
Paraguay from February 14 to 16 under Component 10 of the MCC 
Threshold Program aimed at increasing maquila activity in 
Paraguay. The Ministry of Industry and Commerce and the 

related Parguayan Maquila Council took the lead in promoting 


the trip. The 2 Brazilian representatives were well received 

and were provided all the information necessary to make a 
decision regarding investments in Paraguay. The Association 
represents more than 8,000 Brazilian shoemaker companies. The 
representatives said that as many as 80 manufacturers have 
expressed interest in investing in Paraguay. The business 

trip included a meeting with Vice-President Luis Castigioni 

as well as visits to port and warehouse facilities in 

Asuncion and Ciudad Del Este. 


FOSTERING COMPETITIVENESS 


7. (U) The Paraguayan Chamber of Commerce and Services 
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initiated negotiations with the National Customs Office and 

the Merchant Marine to provide information and foster 
competitiveness on the global market. The Chamber is 
lobbying for the elimination of tariffs related to container 
shipments, rescinding required waivers to ship on Paraguayan 
flag ships, and eliminating multiple charges for registering 
businesses at the National Customs Office. The elimination 
of these fees and charges is expected to increase the 
competitiveness of Paraguayan exports. The information 
provided to the government is based on technical analyses 
performed by a USAID based contract with CARANA Associates (a 
U.S. contractor) aimed at increasing trade in South America. 


FITZPATRICK 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PREL, PGOV, YI, KO, LO 

SUBJECT: KUBIS LOOKING FOR DOMESTIC AGREEMENT ON KOSOVO IN 
THE FINE PRINT 


REF: BRATISLAVA 115 AND PREVIOUS 
Classified By: Ambassador Rodolphe M. Vallee for reasons 1.4 b and d. 


1. (C) Summary: FM Kubis told the Ambassador February 24 that 
language in a Slovak parliamentary resolution referring to 
regional peace and security could give the GOS a way to 

support an eventual UNSCR on Kosovo, even without the 
agreement of Serbia. Kubis and other MFA diplomats continue 
to strategize on how to persuade Slovak politicians to go 

along with international community consensus. Kubis 
recommended that in addition to the Ambassador\'s meetings 
with PM Fico and President Gasparovic the week of March 5, 
NSC leadership should call Gasparovic slightly before 
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Ahtisaari submits his proposal atthe UN, and that a similar 

call from the Secretary to Fico in the same timeframe could 

be important. The Ambassador stressed the importance of EU 
unity to KDH Chairman Pavol Hrusovsky, who committed to work 
within parliament\'s foreign affairs committee toward a 
parliamentary resolution on Kosovo that left the government 
some flexibility. Contact Group ambassadors in Bratislava 
agreed February 26 to continue discussing the issue with 

their own political party contacts and to jointly approach 

Fico at a March 16 lunch. The U.K. embassy has proposed a 
Blair-Dzurinda phone call, and we suggested a Merkel-Fico 
pull aside at the European Council meeting, as well as 

raising Kosovo with Gasparovic during his official visit to 

Italy February 27-28. End summary. 


2. (C) Foreign Minister Jan Kubis told the Ambassador 
February 24 he is solidly behind the Ahtisaari plan. He 
admitted he hates the issue and does not have a great deal of 
personal sympathy for Kosovar Albanians but understands that 
the Serbs must be forced to accept the plan: for peace and 
stability of the region, there must be European unity on 
Kosovo. Kubis said that if his government forces him to take 
a position counter to that of the international community, he 
will resign. He believes this is Europe,s big test. His 

primary purpose for the meeting was to strategize on how to 
keep his own government and parliament on board. 


3. (C) Kubis was toying with whether to get Parliament to 
consider the Kosovo issue before or after the Ahtisaari plan 

is tabled at the UN. Since the tabling could be before 
parliament resumes sessions on March 20, Kubis would have to 
ask Speaker Pavol Paska (from PM Fico\'s Smer party) to bring 
parliament back early. This move would only highlight the 
issue, but it might give some cover if Ahtisaari makes some 
pro-Serbian changes before tabling. He fears, however, that 
a debate on a more anodyne option before tabling could be 
followed by a second assault by opposition leader Mikulas 
Dzurinda on the tabled UN motion after it is introduced. 

Kubis said that Slovakia would only abstain at the UN if the 
outcome would not be negatively affected by their vote, and 
that if Slovakia was needed he would ensure they would be 
there--if he managed his own government. His meeting with 
Churkin suggested that the Russians were not necessarily dug 
in on a veto, he felt \"good vibes.\" 


Peace and Security Can Be the Hook 

4. (C) Kubis encouraged as much engagement as possible with 
members of parliament and the government from all angles, 
especially with Prime Minister Robert Fico and President Ivan 
Gasporovic, but only at high levels for the leaders. Kubis 
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thinks (and Paska confirmed) that it is impossible to stop 

the parliamentary debate. What Kubis is hoping for is a 
resolution with softened language, that is not binding, and 
contains a reference to regional peace and security, the hook 
he believes he needs to support EU and Ahtisaari positions. 
In a strange way, the parliamentary resolution could allow 
both Fico and Kubis to back away from their \"no deal without 
Serb agreement" language. Kubis is traveling with the PM 
February 26 in Ukraine. He said he would get together with 
Fico, Paska, and Gasparovic next week to discuss strategy. 
HZDS leader and coalition partner Vladimir Meciar has told 
Kubis he is on board with Kubis. 


5. (C) In order to give Kubis political cover domestically, 

he seeks four things that he claims the Ahtisaari plan still 
does not still have: 

i) the Kosovars must offer to delay any UN membership request 
until after progress with the elements of the plan are well 
advanced; 

ii) the new UN resolution should follow the framework of the 
existing one; 

iii) the resolution should contain more explicit language on 
\"no partition of Kosovo;\" 

iv) the resolution should contain explicit language in a \"no 
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merger with Kosovo\" provision. 

Strategically, given Fico,s political aversion to military 
casualties, Kubis is making the point that Slovakia,s 135 
Kosovo peacekeepers would likely be sucked into the conflict 
if violence erupts ifthe UN plan falls apart. 


6. (C) On Dzurinda, Kubis said Dzurinda had specifically told 
him that his discussions with Merkel were Dzurinda,s 

initiative, counter to what Dzurinda told the Ambassador and 

at odds with the common EPP strategy suggested by another 
Dzurinda advisor (reftel). Nonetheless, Kubis did not 

discount the idea that there is a split between Merkel and 

the German Foreign Ministry on Kosovo. Kubis claimed Merkel 
is playing coy with Fico and no bilateral meeting has been 
scheduled in Germany. Kubis asked if we could be helpful in 
suggesting a 20 minute pull-aside between Merkel and Fico at 
the Council of Ministers to talk about Kosovo. In addition, 

any German approach to Dzurinda would be important given how 
Dzurinda, to the irritation of German diplomats in 

Bratislava, is advertising around town his special 

relationship with Merkel. 


Top-Level Engagement 
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7. (C) Kubis recommended that the Ambassador meet the week of 
March 5 with both Fico and Gasparovic next week. He said an 
NSC (Hadley/Crouch) call to Gasporovic should occur slightly 
before Ahtisaari places the proposal before the UN, but no 
later. A similar call from the Secretary to Fico at the same 

time could be important. He promised constant communication 
in the run-up to the parliamentary discussion and appreciated 
our efforts with the opposition parties. However, he is not 
entirely confident he can deliver Fico in the end if Fico is 
attacked by Dzurinda. 


KDH: Caught Off-Guard by Dzurinda\'s About-Face 

8. (C) In our continuing effort to persuade Slovak 

politicians not to derail the Kosovo status process, the 
Ambassador stressed the importance of EU unity to Christian 
Democratic Movement (KDH) Chairman Pavol Hrusovsky February 
26. Hrusovsky said that Dzurinda\'s position when he was PM 
was completely different; Dzurinda never promoted any idea 

that was against the position of the U.S. and the 

international community. KDH had been much more cautious on 
Kosovo. When Dzurinda spoke out against a Kosovo resolution 
that didn\'t have Serbian agreement, KDH felt the need to make 
similar statements. Hrusovsky listened carefully to the 
Ambassador\'s arguments, and said that he would work within 
ParliamentVs foreign affairs committee the week of March 12 

to build consensus on a Kosovo-related resolution that would 
give the government flexibility. 


Contact Group Ambassadors Will Approach Fico March 16 

9. (C) The ambassadors from Italy, Germany, UK, France, and 
U.S. met informally February 26 to discuss how to influence 
Slovakia\'s political decision on Kosovo. They reached a 
consensus that joint approaches to the highest levels of 
government would not be helpful. The MFA doesn\'t need to be 
demarched, and an overly-aggressive approach to Fico could be 
counter-productive. The ambassadors agreed to continue 
talking to their individual contacts in government and 

political parties, and that the EU contact group ambassadors 
would pull Fico aside at a March 16 EU Presidency lunch 

hosted by the German Embassy to discuss Kosovo. The U.K. 
Charge also suggested PM Blair might reach out to Dzurinda. 
We encouraged the Italians to raise the issue with Gasparovic 
during his February 27-28 official visit to Italy, and urged 

the Germans to have a Merkel-Fico pull-aside during the 
European Council meeting, as requested by Kubis. The German 
Ambassador thought a Merkel-Dzurinda phone call would be 
difficult to arrange since Slovak isolation was Dzurinda\'s 
primary political goal. The Ambassador suggested that 
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Dzurinda\'s potential isolation from his center-right contacts 
in and out of government is an equally useful lever. 
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E.O. 12958: DECL: 02/26/2017 
TAGS: PREL, MARR, EZ, PL, IC 
SUBJECT: RESPONDING TO RUSSIAN THREATS AGAINST MISSILE DEFENSE 


REF: STATE 21640 
Classified By: CDA Arnold Campbell for reasons 1.4 (b) and (d). 


(C) Charge delivered reftel points to Thordur Bjarni Gudjonsson, 

Acting Political Director at the Ministry of Foreign Affairs, on 

February 26. Gudjonsson said that the Icelanders would take a 

further look at this issue but that he was already familiar with the 
Russian\'s negative opinion of NATO expansion having served from 2000 
until 2005 as the Deputy of the Icelandic delegation to NATO. He 

said the GOI would continue supporting the USG position in meetings 

but that it was doubtful that the GOI would make a public statement 
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on the issue at this time. 
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E.O. 12958: DECL: 02/20/2017 

TAGS: PREL, PGOV, MARR, PTER, CO 

SUBJECT: CHARGE RAISED HUMAN RIGHTS CONCERNS WITH ARMY 
COMMANDER MONTOYA 


Classified By: Charge dVAffaires Milton K. Drucker 
Reasons: 1.4 (b) and (d) 


1. (C) In the first of a series of periodic human rights 

meetings with COLAR Commander General Montoya, the Charge 
dVAffaires said we share concerns raised in the forthcoming 
UNHCHR annual human rights report that extra-judicial 

killings committed by COLAR personnel may be the unintended 
result of the COLAR\'s aggressive performance metrics. The 
Charge urged the COLAR to address these concerns and to 
cooperate with civilian investigations of alleged military 

human rights abuses. Montoya agreed that respect for human 
rights is key, citing advances in the COLMILYs human rights 
training and greater transparency in the application of 

justice. Charge reiterated U.S. support for military justice 
reform and conveyed concern over reports that some COLAR 
units may have ties to new criminal groups. End Summary. 
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2.(C) Charge Milton Drucker met for breakfast on February 

20 with Colombian Army Commander General Mario Montoya. The 
Military Assistance Group Commander and POL Counselor were 
also present. The POL Counselor told Montoya the forthcoming 
annual human rights report from the United Nations High 
Commission for Human Rights (UNHCHR) would discuss alleged 
extrajudicial killings committed by the COLAR. The report 

would note that such killings had occurred in 21 departments, 
and were not limited to a few isolated cases. The UNHCHR 
recognized the killings go against GOC policy, but suggested 

the problem could be an inadvertent result of the COLAR\'s 
aggressive rules of engagement, as well as its use of an 

enemy \'body count\' as a main measure of success. Montoya 
said the COLAR considers it more important to capture or 
demobilize FARC, ELN or criminal group members than to kill 
them. He added that despite the dual challenges of a 30 

percent expansion of personnel and a trebling of military 
operations from 2002 to 2006, the number of accusations 
against COLAR members dropped during the same period due to 
its focus on human rights training. Montoya offered to share 

the COLAR\'s rules of engagement and operational policies with 
the Embassy. 


3.(C) The Charge voiced concern that few Colombian military 
personnel alleged to have committed human rights abuses have 
been jailed, creating a perception that the military protects 
offenders. For example, no Colombian military have been held 
responsible for the numerous alleged extrajudicial killings 

in the area around San Jose de Apartado. It was essential 
that the COLAR cooperate with civilian investigators to 

resolve these cases. He added that pending final resolution, 

it would be useful if the COLAR suspended personnel under 
investigation. Montoya explained that two civilian 

investigators from the Technical Investigative Corps (CTI) of 
the National Prosecutor\'s Office were now permanently 
assigned to each brigade to conduct on-site investigations 
after every combat. This should help clarify cases of alleged 
extrajudicial killings. He said whenever the National 
Prosecutor\'s Office opened an investigation against a member 
of the armed forces, COLAR policy was to place the individual 
involved on administrative duty at half pay. Montoya said he 
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also frequently used his discretionary authority to boot out 
personnel placed in preventive detention pending trial. 


4. (C) The Charge relayed two final points to Montoya. 

First, he said the U.S. strongly supported GOC efforts to 
reform the military penal justice system. We hoped the recent 
letter from 200 retired COLMIL officers protesting proposed 
changes in the military justice system did not reflect active 
duty officers\' views. Second, the U.S. was worried about 
reports that some COLMIL units were cooperating with illegal 
armed groups. He cited Narino department where we had 
information that a COLAR unit was working closely with the 
criminal group--Organizacion Nueva Generacion-- to combat the 
FARC and ELN. Montoya said the COLAR was committed to 
fighting the criminal groups; he would follow up on the 

reports regarding Narino. 


5. (C) The Charge and Montoya agreed to meet periodically in 
the coming months to discuss human rights issues. 


DRUCKER 
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Classified By: POLITICAL MINISTER-COUNSELOR DAVID D. PEARCE, REASONS 1. 
4 (b),(d) 


Summary 


1. (S/NF) Iranian nuclear negotiator Larijani came to Rome 
February 21 for meetings with PM Prodi and senior Italian 
officials. He reportedly told them Iran wants a deal that 

will not be humiliating and that recognizes its rights under 
the NPT. It would stop enrichment in place, the Security 
Council would return the matter to the IAEA framework, and 
the issue would be settled within three months. On Lebanon, 
Larijani also reportedly outlined his view of the way 

forward: compromise on government formula, early elections 
for President of the Republic, then establishment of the 
special Hariri tribunal. End summary. 


Iranians Want a Way Out on Nuclear Issue 


2. (S/NF) Marco Carnelos, Middle East adviser to PM Prodi, 
February 22 provided Pol M/C with a readout of Iranian 
negotiator Larijani\'s visit to Rome the day before. He said 
Prodi met with Larijani at 4 p.m., then went straight to the 
cabinet and from there to a meeting with President 
Napolitano, where he tendered his government\'s resignation. 
So meeting with the Iranians was virtually his last official 

act. As he left the meeting, the PM reportedly quipped, \"now 
| have to go take care of the real nuclear issues!\" Carnelos 
and senior diplomatic adviser Stefano Sannino continued 
lengthy follow-on discussions with Larijani and his 

delegation. 


3. (S/NF) Carnelos said his general impression was: 


-- They are looking for a way out of the nuclear impasse, but 
in a way that will save face. This is difficult because the 
issue has become zero-sum; the resolution allows no 
enrichment, no nuclear industry. 

-- They are looking for some form of recognition of their 
rights under the Nonproliferation Treaty (NPT). Enrichment 
is being negotiated, so they don\'t see why they should stop 
if it is being negotiated. 

-- lranian negotiators are on a short leash from Tehran. 


4. (S/NF) Carnelos said the Iranians indicated they were 
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prepared to stop enrichment in place -- at 300 vs 3,000 gas 
centrifuges, provided the action was taken out of the 

Security Council and returned to the IAEA. The Italian side 
made plain that the resolution was clear about stopping all 
enrichment; keeping 300 would not be possible. Larijani 
reportedly asked what the concern was. That they would 
master the technology? Too late, they already had. IAEA SYG 
Baradei knows this. So what were they supposed to do? Get 
amnesia? They could stay at 5 percent enrichment, and go no 
further. That could be monitored by the IAEA. The Larijani 
package was: stop enrichment in place, stop at the Security 
Council, return to the IAEA framework, and the matter could 
be settled within three months. 


Al-Qaida is the Real Enemy; Need to Work Together 


5. (S/NF) But, the diplomatic adviser said, Iran made clear 

it seeks not only recognition of its rights under the NPT, 

but of its regional status. Carnelos said the Italians told 
Larijani there was a problem of trust. President 
Ahmadinejad\'s declarations had created fears that Iran would 
develop a bomb that could be used against Israel. 


6. (S/NF) Larijani said Iran did not need the bomb. It was 
strong enough, and had enough other instruments and tools at 
its disposal. Its religion prohibited such an action (as 

using the bomb against Israel). Plus, \"we Shia\" are more 
rational than the Sunnis. Iran is a democracy; just compare 

it to the other states of the Gulf. The Iranians can be 

divided precisely because they are a democracy. Ahmadinejad 
can say what he wants (Carnelos said Larijani was quite 
dismissive on this point), but the Supreme Leader is the one 
who makes the decisions. There is one sure way to end all 
divisions in the Iranian leadership and unify the Iranian 

people -- \"put us in a corner over the nuclear issue\". 


7. (S/NF) If we were \"so stupid\" as to use the bomb against 
Israel, Larijani reportedly added, we would also kill 
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millions of Palestinians and Lebanese. Furthermore, if Iran 
got the bomb, Pakistan would then give it to other Sunni 
states. At that point, he said, there would be a huge risk 

that al-Qaida would get it. And al-Qaida would use it \"first 
against us, then against you.\" They are our common enemy. 


8. (S/NF) Carnelos said Larijani\'s message was that they 
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were looking for a deal, but it was important to understand 

the Iranians were proud people and don\'t want to be 
humiliated. They have shown that they can produce results -- 
as when they helped the U.S. in 2001 on Afghanistan. And the 
recognition they got for this was the Axis of Evil label. 
Afghanistan is now amess. The Taleban are preparing a 
spring offensive. They are our common enemy and we should 
fight them together. 


Lebanon: Govt Accord, Early Presidential Vote, Tribunal 


9. (S/NF) On Lebanon, Carnelos said, Larijani made no effort 
to hide Iran\'s leverage with Hizballah. On the contrary. He 
left the impression that it could do whatever it wanted with 
them. Lebanon faced an institutional crisis, but Larijani 
believed a compromise over the government could be found. 
The Iranian official launched into a recitation of 

complicated formulas that Carnelos didn\'t follow entirely, 

but which made plain that Larijani was familiar with the 
Lebanese government crisis in excruciating detail. 


10. (S/NF) The biggest problem, according to Larijani, is 
the special tribunal (on the assassination of former PM Rafiq 
Hariri). Carnelos said the Iranian negotiator felt content 
was less at issue than timing, i.e. when the tribunal would 
be established. The Iranian roadmap appeared to be: 
government compromise, early elections for President of the 
Republic, and then establishment of the tribunal. The 

Italian diplomatic adviser commented at this point that he 
found it quite striking that Larijani made no mention at all 

of Syria. But he did appear to have high confidence in the 
possibilities for a deal in Lebanon, and that Iran had 
Hizballah under control. 


11. (S/NF) Carnelos asked Larijani about the release of the 
Israeli prisoners held by Hizballah. Larijani said this, 

too, would come in the context of the roadmap he had laid out 
above, with Shebaa Farms passing to UN control. Pol M/C 
asked if there had been mention of a prisoner swap, and 
Carnelos said no. He noted that PM Prodi had promised 
Israeli PM Olmert to always raise the issue of the Israeli 
prisoners when he spoke with the Iranians, and he always did. 


12. (S/NF) The Italian official said Larijani\'s body 

language was very confident. He was the perfect poker 

player, no emotion and very professional. Pol M/C asked 
Carnelos why he thought Larijani would take the time and make 
the effort to lay all this out for Italy. Carnelos responded 

that the Iranians seem to have special confidence in Prodi, 
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evidently because they remember that he was the first 
European prime minister to visit to Iran in 1998, when the 
regime was still out in the diplomatic cold. 


Comment 


13. (S/NF) We caught up with Carnelos right after the 
government had resigned. His colleague, Sannino, had been 
slated to attend a meeting in Germany of national security 
advisers with NSA Hadley later in the week, but canceled 
because of the government crisis. The follow-on talks of 
Carnelos and Sannino, after the Prodi meeting, took place at 
the Iranian Embassy and lasted three hours. Carnelos found 
it hugely amusing that the Iranians were displaying such 
confidence in Prodi on the very day that his own Parliament 
wasnWt. 

SPOGLI 
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1. (SBU) Summary: In a meeting between EconCouns and new Ministry 
of Energy Legal Advisor Raul Moscoso February 22, Moscoso confirmed 
that the GOE is assembling a legal team to defend its interests in 

the Oxy arbitration, and stressed the administration\'s interest in 

foreign investment in the energy sector and in solving investment 
disputes with U.S. companies. He also noted possible changes in the 
mining sector. End Summary. 


Ecuador to Participate in Oxy Arbitration 


2. (SBU) Moscoso confirmed reports from the press and from other 
sources that the GOE is assembling a legal team to defend its 
interests in the international arbitration case under the ICSID 
brought by Occidental Petroleum (Oxy). While the Correa 
administration has previously made statements to the effect that the 
arbitration is invalid, it appears they will now participate in the 
process to defend Ecuador\'s actions. Moscoso emphasized that the 
GOE needs to respect agreements such as the Bilteral Investment 
Treaty (BIT) with the United States. 


3. (SBU) The GOE has created a commission to define its strategy 
for the arbitration, consisting of legal representatives from the 
Procurador\'s office, the Foreign Ministry, state oil company 
Petroecuador, the Energy Ministry (to be represented by Moscoso), 
and the operator of Oxy\'s former fields. Moscoso confirmed that the 
GOE has contracted a \"prestigious\" U.S. law firm for the 

arbitration. From an outside source, post has learned that the U.S. 
lawyer would be Paul Reichler (of DC law firm Foley Hoag); in 
December the then-Procurador General (Solicitor General) told the 
Embassy that he intended to hire Reichler to represent the GOE in 
the Oxy case. Moscoso also confirmed that the GOE\"s initial defense 
will be that ICSID does not have jurisdiction to hear the case. Oxy 
reports that the ICSID tribunal held an initial meeting the week of 
February 12 to organize, and will likely start formal hearings the 

first week in May. 


Administration Favors Investment; Seeks Solutions 


4. (SBU) Moscoso stressed that the administration wants to promote 
investment in the energy sector, and mentioned that efforts to solve 
GOE disputes with U.S. firms Machala Power and City Oriente are Vin 
process. \" 


5. (SBU) U.S. electricity company Machala Power has brought an 
international arbitration case against the GOE for underpayment (see 
Ref A for a discussion of electricity sector underpayment problems 

in Ecuador), but is attempting to work out a resolution with the GOE 
outside of the arbitral process. Machala Power had planned a second 


Column 3 

and third phase of investment that would provide 180 additional 
megawatts of low cost electricity to Ecuador, but the investment is 
currently on hold pending resolution of the payment dispute. 

Moscoso stressed the importance of Machala continuing with its 
investment and noted the faster the dispute can be resolved, the 
better. However, Moscoso also noted that the GOE does not currently 
have the funds to pay Machala and suggested they might offer payment 
in government bonds instead. (Note: The prior government had also 
suggested payment in bonds. At that time, Machala Power 
representatives told the Embassy the companys interest in the 
proposal would depend largely on whether it could resell the bonds 
and whether it received a premium for accepting the bonds in lieu of 
cash.) 


6. (SBU) EconCouns asked if the GOE would also develop a plan to 
ensure that Machala Power would be fully paid in the future. 

Moscoso did not provide a clear response, and instead characterized 

the meetings with Machala as being in a V'climate of transaction\" and 
stressed that the GOE wants to come to an agreement with Machala and 
end the arbitration proceedings. Machala Power reports the first 

ICSID hearing on jurisdiction will be held Monday February 26, and 

they will meet again with the GOE following the hearing. 


7. (SBU) Regarding the dispute with petroleum company City Oriente 
(Ref B), Moscoso noted that since City is a small firm, the GOE 

might negotiate a change to City\'s contract that would exempt them 
from the hydrocarbons reform law. Noting that the revisions to the 
hydrocarbons law apply to large, production-sharing contracts, 
Moscoso suggested that City might be able to migrate to an 

oil-service contract or make some other change to acknowledge that 

it is essentially a marginal producer. Moscoso noted contractual 
changes would be a time-consuming process but can be done, and the 
GOE will be holding meetings with City Oriente on the issue. 


8. (SBU) Moscoso was unclear about what might happen with contract 
renegotiations with non-U.S. companies in the petroleum sector. He 
made no indication of how the contracts might change, saying only 
that the process still needed to be defined. He noted that contract 
renegotiation with petroleum companies will definitely take place, 

but stressed it will be a \"negotiation\" with the companies, implying 
that the GOE will not simply impose new requirements. 


Possible Changes in the Mining Sector 


9. (SBU) Moscoso stressed the need for a clear policy on mining and 
mentioned the possibility of a separate mining ministry to handle 
issues in the sector. He stated that the current mining law is a 
\"disaster for the state\" and favors mining companies inordinately. 

In addition, he believes the law does not impose strict enough 
environmental rules on mining operations. (Comment: Implicit in 
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Moscoso\'s comments is that the GOE would seek reforms to the mining 
sector to greatly increase the state\'s share of mining revenue and 

to tighten environmental requirements.) 


Comment: 


10. (SBU) Paralleling the tone of Energy Minister Acosta (Ref c), 
Moscoso appeared to be relatively practical about addressing 
problems in the energy sector, noting the importance of foreign 
investment and of working with U.S. firms to solve outstanding 
investment disputes. The decision to participate in the Oxy 

arbitration is a welcome indication that the government will work 

with established international procedures and is willing to make 
correct but politically difficult decisions. In addition, his 

comments regarding contract renegotiation with petroleum companies 
suggest the GOE might approach this in an even-handed manner that 
will take the concerns of both sides into account. Moscoso appears 
to recognize the importance of foreign investment to the energy 
sector in Ecuador, and that to encourage this investment the GOE 
must abide by its international legal obligations and work 
cooperatively with foreign investors. An old government hand (he 
was previously a Petroecuador attorney), he commented wryly that 
many new administration members are from academia and had espoused 
impractical policies, but that \"they are learning. Moscoso\'s 
practical approach and government experience may be a positive 
influence in the Energy Ministry, but it remains to be seen if his 
comments will translate into positive actions. 
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DEPT FOR EUR/SCE, DRL, INL, AND S/WCI, NSC FOR BRAUN, USUN 
FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER, OPDAT FOR 
ACKER 


E.O. 12958: DECL: 02/22/2016 

TAGS: PGOV, KJUS, KCRM, KDEM, MOPS, UNMIK, YI 

SUBJECT: KOSOVO: UNMIK POLICE APPLY LESSONS LEARNED IN THE 
WAKE OF DEADLY FEBRUARY 10 DEMONSTRATION 


PRISTINA 00000142 001.2 OF 003 


Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: Recent USOP conversations with top UNMIK 
police leaders reveal that UNMIK plans to use the same 
overall approach toward the planned March 3 demonstration of 
the extremist Self-Determination Movement (SDM) that it used 
during the violent SDM protest on February 10. Thatis, a 

first line of Kosovo Police Service (KPS) officers in normal 
uniform, a second line of KPS police in riot gear, backed up 
by a line of UNMIK specialized riot police, which in turn 

would be backed up KFOR riot control soldiers, ready to 
intervene as coordinated with UNMIK police and approved by 
COMKFOR. However, UNMIK civpol plans to substantially 
tighten command-and-control, a key failing on Feb. 10, and 
make certain that lethal force -- rubber bullets killed two 
protestors during the demonstration -- is used as a last 

resort in accordance with standard norms and only if the 
officer\'s life is endangered. Although UNMIK officials 
stressed that the investigation into the deaths is ongoing, 

the strong implication was that Romanian riot control police 
did not respect these norms when they fired their weapons on 
February 10 and were likely responsible for the two deaths 
(strictly protect). 


2. (C) SUMMARY (contVd): Other UNMIK adjustments include 
using better crowd dispersal tactics before and after tear 

gas is administered, including the use of water trucks, and 
erecting concrete barriers, vice wire fences, to stop 

vehicles from crashing through police lines -- a successful 
SDM tactic on February 10. The Kosovo Police Service (KPS) 
continues to lack equipment, especially gas masks, and this 

is being remedied, but will not be resolved by March 3. Ata 
February 23 meeting with the KPS director of operations, SDM 
leaders refused to renounce violence categorically and said 
they would \"throw rocks and paint at police," claiming this 
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did not constitute an act of violence. Meanwhile, KFOR is 
supporting UNMIK police by establishing aggressive vehicle 
checkpoints to search for weapons and monitoring border areas 
with Macedonia and the Presevo valley to discourage 
participation of any ethnic Albanian extremists from these 
areas. END SUMMARY. 


3. (U) On February 22 and 23 USOP discussed lessons learned 
from the February 10 violent protest of the 

Self-Determination Movement (SDM) and preparations for the 
upcoming March 3 SDM protest with new interim UNMIK Police 
Commissioner Trygve Kalleberg (Norwegian), Kalleberg advisor 
and former UNMIK Mitrovica Regional Commander Lars Finstad, 
Chief of Staff Uwe Marquardt, Director of Operations Meinolf 
Schlotmann, and Deputy Director of Operations Larry Wilson 
(U.S.). 


Same Operational Plan, But Better Command-and-Control and 
Tactics 


4. (C) These UNMIK police officials noted that UNMIK civpol 
would keep to its operational plan of having Kosovo Police 
Service (KPS) officers provide a first line of defense, in an 
effort to have them communicate directly with demonstrators 
to decrease tension and deter them from violent acts, such as 
attempting to breach the line. UNMIK specialized riot police 
(WFormed Police Units (FPUs)) -- made up of Polish and 
Pakistani officers on March 3, with a mobile Ukrainian unit 

in reserve -- would back the KPS to form a second line of 
defense. In the unlikely event this line was breachea, riot 
control soldiers from KFOR would provide a third line of 
defense. 


5. (C) UNMIK police officials emphasized that the use of 
rubber bullets, which killed two demonstrators on February 

10, would be subject to far more stringent 
command-and-control. Finstad, who will be ground commander 
on March 3, noted that these bullets would only be used under 
\"strict order" of the command staff and only if the officer\'s 

life was endangered. Director of Operations Schlotmann 
(protect), while stressing that the investigation into the 
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deaths was ongoing, gave the strong impression that Romanian 
FPU had not respected the standard distance for using rubber 
bullets on February 10. He made clear these bullets could 

not be used at close range, unless the officer\'s life was in 
danger. All noted that contingents of international police 

came as self-contained units, with their own equipment, 
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uniforms and weapons, and they would not be asked to have 
rubber bullets removed from their weapons. However, all 
these units had trained together and were aware of the rules 
of engagement for using lethal force. 


6. (C) Schlotmann said police would now use concrete 
barriers to stop any vehicles from crashing through police 
barricades. SDM had used this tactic successfully twice 
before, on November 28 and February 10, and wire fences had 
proven ineffective, he added. Schlotmann also indicated 
that water trucks would be available to disperse violent 
demonstrators. Schlotmann\'s deputy, Larry Wilson, an 
American police officer who was on the ground on February 10, 
said that UNMIK police would from the outset employ tactics 
on March 3 that had proved successful: if tear gas needed to 
be used, police would not wait for demonstrators to disperse, 
but would advance. On February 10, he noted, police had 
remained stationary as demonstrators from the rear kept 

filling the gap from those who fled the tear gas at the 

front. Police would also coordinate action to engage the 
demonstrators from the rear; once police had encircled 
protestors in this manner on Feb. 10, they dispersed quickly. 


Praise for KPS 


7. (C) Wilson and others had praise for the performance of 
the KPS on February 10. They said KPS officers had behaved 
professionally and had remained on the scene -- without gas 
masks -- after being the unintentional target of UNMIK police 
tear gas vollies. Asked if KPS would have gas masks on March 
3, Chief of Staff Marquardt responded that this would not be 
possible, but that plans were underway to bring in around 
400-700 from Germany as soon as could be arranged. (Note: 
Marquardt asked whether the U.S. might be able to arrange 
transportation from Germany to Pristina; post is awaiting 
further communication from UNMIK or KPS to identify what 
equipment or assistance might be needed. End Note.) 


SDM Refuses to Renounce Violence in Meeting with KPS 


8. (C) Ata February 23 meeting between KPS Chief of 
Operations Gen. Rashit Maliqi and SDM leaders Glauk Konjufca 
and Liburn Aliu, Maliqi, who said KPS supported the right of 
SDM to demonstrate peacefully, specifically asked what route 
the group planned to take and what protestors planned to do. 
(UNMIK police were not present; Maliqi later briefed Director 

of Operations Schlotmann, who then briefed USOP.) The SDM 
leaders drew a distinction 

between violence against persons and property, and -- though 
they claimed to eschew violence -- in the same breath said 
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they \"planned to throw some paint and rocks!" at police. 
Maliqi warned against doing this, and asked whether 
protestors planned to occupy government institutions; he was 
told that SDM could not share this information as \"it was 
secret" Maliqi again warned the SDM representatives that if 
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the protest turned violent, the demonstrators would be asked 
to disperse, at which point the KPS would expect SDM leaders 
to tell their followers to go home. 

9. (C) Maliqi plans to meet again with SDM leaders on 
February 27 and present them with a map of the route the KPS 
wants them to take in order to avoid confrontation. The KPS 
will then release a public statement detailing the lengths to 
which the KPS has attempted to reason with the SDM, and the 
expected refusal of SDM to adjust their plans and avoid 
violence. 


KFOR\'s Support Role 
10. (C) With regard to the March 3 protest, DATT reports 
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that KFOR plans a three-phased approach to support UNMIK 
civpol in the run-up to and aftermath of the event. The 

first phase, running from February 28 until the 
demonstration, will focus on the following elements: an 
aggressive intelligence operation; 24-hour border control 
support at gates located in the U.S. KFOR sector (to deny 
access to individuals bringing weapons in from Macedonia); 
24-hour friendly, but highly visible vehicle control points 
(VCPs) on routes entering Pristina to search for weapons or 
any device that might be used as a weapon during the 
demonstration, with special attention to ethnic Albanians 
from Macedonia or Presevo valley; and generally increased 
KFOR vigilance and force readiness to react to incidents that 
could threaten a safe and secure environment Kosovo-wide. 
During the second phase, at the demonstration itself, KFOR 
would employ robust VCPs around Pristina that could close 
access to the city on order; pre-deploy riot control capable 
forces within Pristina in support of UNMIK police; and 
conduct event documentation for post-operational analyis. 
(Note: Similar to UNMIK\'s tightening of its 
control-and-command over lethal force, KFOR has revised its 
rules of engagement for riot control such that rubber 

bullets, water cannon, pepper spray, and electric shock can 
only be used by riot control soldiers with the authorization 

of COMKFOR, not the commander of the multi-national task 
force in question.) 
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11. (C) In the third phase, from the end of the demonstration 
until approximately 10 p.m. on March 3, KFOR would monitor 
post-demonstration activities and the departure of groups 
from Pristina; be prepared to sustain support to UNMIK and 
KPS to secure designated sites within Pristina; be ready to 
sustain VCPs established during phase two to deny entry of 
individuals seeking to join violence should it continue in 
Pristina; and assist in apprehension of individuals involved 

in violent acts. 


Comment 


12. (C) Riot control is not an exact science, and only time 

will tell whether UNMIK police and the KPS have learned the 
correct lessons from February 10 and covered allthe 
necessary contingencies that might arise ifthe March 3 SDM 
protest turns violent. Nevertheless, both appear to have 
made an effort to avoid repeating the turn of events that led 

to the death of two protestors on February 10 and the 
subsequent blow to UNMIK credibility and the final status 
process. Police will face a determined foe on March 3, one 
still determined to use violence -- and possibly serious 
violence -- as a means of provoking an escalating response 
from law enforcement. We have strongly urged Kosovo\'s 
political leadership -- President Sejdiu, PM Ceku, main 
opposition leader Thaci, Assembly Speaker Berisha -- to state 
clearly and unambiguously that support for SDM means opposing 
the status process and the aspirations of the Kosovar people. 
President Sejdiu plans to address the Kosovar public via a 
television broadcast on all three national networks Thursday, 
March 1. We hope that these strong messages combined with a 
resolute but proportional response by police will further 
undercut the appeal of the SDM organization, which has no 
real platform or purpose beyond destroying the Ahtisaari 
process. END COMMENT. 


13. (SBU) U.S. Office Pristina does not/not clear this cable 
for release to U.N. Special Envoy Martti Ahtisaari. 
KAIDANOW 
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SIPDIS 


Column 3 
SIPDIS 
DEPT FOR WHA/CAR 


E.O. 12958: N/A 
TAGS: OPDC, PREL, ST, XL 
SUBJECT: ST. LUCIA NATIONAL DAY MESSAGE DELIVERED 


REF: STATE 20074 


1. Per reftel instructions, letter on St. Lucia National Day 

from President Bush to Governor General Dame Pearlette Louisy 
was delivered under cover of Diplomatic Note No. 0153 on 
February 20, 2007. The original Diplomatic Note was also 
mailed on this date. 


2. Post will report any response. 
OURISMAN 
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RUMIAAA/HQ USSOUTHCOM J2 MIAMI FL 
RUMIAAA/HQ USSOUTHCOM J5 MIAMI FL 
RUEHCV/USDAO CARACAS VE" "UNCLAS BRIDGETOWN 000242 


SIPDIS 
SIPDIS 


DEPT FOR WHA/CAR-COLLINS 
SOUTHCOM ALSO FOR POLAD 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PTER, XL 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING FOR U.S. SPONSORED 
TRAINING: DAMAGE CONTROLMAN A 


1. Post requests the Department\'s assistance in screening the 
following candidate from the Royal Grenada Police Force who has been 
nominated for training sponsored by the United States, pursuant to 

the Leahy Act and Foreign Assistance Act. Post has no derogatory 
information on the candidate. 
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2. The following candidate will participate in the Damage Controlman 
A course, 12 March - 21 June 2007. 


-- NAME: CHANCE, Jerry 

-- POSITION: Seaman, Rural Constable, 10 years service 
-- NATIONALITY: Grenada 

-- DPOB/Sex: 20 September 1977, Grenada, Male 


3. Post appreciates the Department\'s assistance. 
OURISMAN 
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RUEHNE/AMEMBASSY NEW DELHI 0096 
RUEHRH/AMEMBASSY RIYADH 0655 
RUEHTU/AMEMBASSY TUNIS 9219 
RUEHCL/AMCONSUL CASABLANCA 2716 


SIPDIS 
SIPDIS 
STATE PASS TO DOC AND DOE 


E.O. 12958: DECL: 02/26/2017 
TAGS: EINV, EIND, ENRG, EFTA, MO 
SUBJECT: LARGEST U.S. INVESTOR SELLS MOROCCAN POWER PLANT 


Classified By: DCM WAYNE BUSH FOR REASONS 1.4 (B) AND (D) 


1. (SBU) Summary. The largest American investor in 
Morocco, electric utility CMS Energy (CMS), has agreed to 
sell its $1.4 billion investment in Morocco, CMS Generation 
Company (CMSGC), to the Abu Dhabi National Electric Company 
(TAQA), pending approvals. CMSCG owns 50 percent of the 
Jorf Lasfar Energy Company (JLEC), which is the largest 
electric utility in the country. This reverses CMS\'s one- 

time idea of doubling its investment in a country that it 

still maintains is a good place to invest. CMS officials 

explain that the divestment reflects a corporate decision 

to reduce the company,s high debt load by selling off all 
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of its international holdings and concentrating instead on 
CMS,s core Michigan-based domestic utility business. End 
Summary. 


2. (SBU) JLEC consists of a 1,356 megawatt coal fired 
electricity generating plant in El Jadida that supplies 50 
percent of Morocco\'s electricity. Previously, CMSGC and 
Switzerland-based ABB each held 50 percent of JLEC. 
According to JLECYs American General Manager, Larry Dewitt, 
due to a corporate decision that overseas power plants were 
no longer part of its core business, ABB, an equipment 
supplier, decided to sell its stake to TAQA, and to get out 

of JLEC completely. While CMSGC has also sold its 
ownership interest to TAQA, it will maintain its name and 

its role managing and operating JLEC. Dewitt will retain 

his position with the company and oversee its efforts to 

win a public tender to build a similarly sized power plant 

near Agadir. While this is an obvious blow to the size of 
cumulative American investment in Morocco, Dewitt, Chairman 
of the American Chamber of Commerce in Morocco, emphasized 
to Econoff that CMS\'s departure should not be misconstrued 
as a negative comment on Morocco. The 10-year veteran of 
Morocco even offered to attend the upcoming MEFTA 
Investment Conference to help sell Morocco as a good place 
to invest. 


3. (C) On February 15, Econoffs visited JLEC\'s facility and 
spoke with Dewitt, Daniel Dexter, CMS\'s Executive Managing 
Director of International Operations, and Daniel Nally, 

CMS\'s Director of International Asset Management. All 

three emphasized that CMSGC was not leaving Morocco and the 
entire staff would be maintained despite the fact that the 
company would now be under Emirati ownership. Dewitt 
recounted that when ABB decided to depart the electric 

utility business, CMS\'s immediate response was to attempt 
to buy out its partner. However, CMS was already carrying 

a heavy debt load and could not afford to expand its 
Moroccan investment. 


4. (C) The sale, Dewitt argued, stems from concern by U.S. 
investors that CMS\'s foreign exposure in Ghana, India, 
Saudi Arabia and Morocco was playing a role in depressing 
share prices. This argument helped convince the company to 
sell all of its foreign holdings and concentrate instead on 

its domestic electric utility business in Michigan. 

Dewitt, Dexter and Nally believe that doing exactly the 
opposite would probably make better business sense, given 
the healthy profits CMS has realized in Morocco and 
elsewhere. Dewitt noted that twice during JLEC\'s 10-year 
existence the GOM has asked to renegotiate the revenue 
sharing plan with JLEC because its profits exceeded 
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projections. The company agreed and today, JLEC rebates 
$50 to $60 million dollars annually to the GOM. 


5. (SBU) Dewitt and his colleagues judge the Moroccan 
electrical market ripe for expansion, noting that Morocco\'s 
demand for electricity is growing at approximately 10 
percent per year. JLEC, they said, sells all the 

electricity it can produce to the GOM. Helping maintain 
margins is the fact that the company operates at 95 percent 
capacity, well above the 82 percent the GOM projected in 
its original negotiations. 


6. (C) Company officials characterize the GOM as a very 

good business partner and praised the general business 
environment in Morocco. They welcomed efforts by the GOM 
to expand electrical output through renewable energy 

projects and potential private small gas fired electric 

plants, should exploration firms find adequate amounts of 
natural gas. Dewitt argued that new sources of electricity 
would help reduce pressure on JLEC to maintain its 

operations at high capacity levels. He added that his 

company was a success story for the U.S.-Morocco Free Trade 
Agreement because it had saved over $100,000 during 2006 on 
duties for the purchase of equipment from the U.S. and he 
plans similar purchases in 2007. 


7. (SBU) Comment. The sale of CMSGC should be completed 
by the middle of 2007 and will greatly reduce the size of 
American investment in Morocco. However, Dewitt remains an 
activist American businessman who is a strong proponent of 
the Moroccan market. His offer (unconfirmed yet 

unsolicited) to participate in the MEFTA Investment 
Conference at his own expense typifies his feelings about 
investing in Morocco, and he has previously stated that he 

is prepared to remain in place as Chairman of the American 
Chamber of Commerce in Morocco. 

Visit Embassy Rabat\'s Classified Website; 

http://www. state.sgov.gov/p/nea/rabat 
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SIPDIS 


SIPDIS 
SENSITIVE 


STATE FOR S/ES-O, AF/W, AF/RSA, DRL/AE AND INR/AA 
PARIS FOR POL - D,ELIA 


E.O. 12958: N/A 

TAGS: PGOV, PINS, ASEC, PINR, KDEM, SG 

SUBJECT: SENEGAL: PRESIDENTIAL ELECTION SITREP 3: WADE 
WAITING FOR A DEFINITIVE 50 PERCENT 


REF: A. DAKAR 0427 
B. DAKAR 0426 


1. (SBU) President Abdoulaye Wade is leading the first round 
presidential pack throughout the country and is ahead by 
surprising margins (80 percent in Touba) and in unexpected 
areas (Podor). The Government made an early claim that Wade 
was winning 57 percent, but the opposition is brandishing 
unofficial and partial vote tallies to claim Wade will finish 

with 48 percent. Both sides are conducting a psychological 

war designed to comfort supporters, demoralize rivals, and 
influence first the National Vote Count Commission 
(Commission Nationale de Recensement des Votes) and then the 
Constitutional Council, which will determine official 

results. Wade is ahead by a long distance, but it is not yet 

clear that he has surpassed 50 percent need to avoid a second 
round. 


2. (SBU) With over 60 percent of the vote counted, turnout 
appears to have been between 60 and 80 percent. Former Prime 
Minister Idrissa Seck and Socialist Party leader Ousmane 
Tanor Dieng and are in a tight race for second place with 
percentages in the mid-teens. Moustapha Niasse, earlier 
considered a contender, has apparently collapsed to single 
digits. Ziguinchor Mayor Robert Sagna, who deserted the 
Socialists to run an independent campaign, is suffering the 
embarrassment of losing to Wade in the Casamance. None of 
the other ten presidential candidates garnered significant 
support. 


3. (SBU) There was little or no violence in the election, 

and the situation in the streets is calm but could depend on 
how the vote count shapes up and how the Vote Count 
Commission interprets results and calls the winner. The 
public would have calmly accepted a clear result leading to a 
second round. Alternatively, a clear Wade victory such as 
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the 57 percent claimed by the Prime Minister would have 
discouraged even opposition diehards from taking to the 
streets. If results are very close to 50 percent, though, 

either Wade or opposition backers could end up disappointed 
and angry. 

JACOBS 
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INFO RUEHUJA/AMEMBASSY ABUJA 0068 
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RUEHIL/AMEMBASSY ISLAMABAD 0782 
RUEHBUL/AMEMBASSY KABUL 0107 
RUEHLO/AMEMBASSY LONDON 0862 
RUEHMO/AMEMBASSY MOSCOW 2143 
RUEHNE/AMEMBASSY NEW DELHI 0383 
RUEHFR/AMEMBASSY PARIS 0937 
RUEHRO/AMEMBASSY ROME 1330 
RUEHKO/AMEMBASSY TOKYO 3300 
RUEHBS/USEU BRUSSELS 0595 
RUEHGV/USMISSION GENEVA 1226 
RUCNDT/USMISSION USUN NEW YORK 0288", "UNCLAS OTTAWA 000349 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR WHA, OES 


E.O. 12958: N/A 
TAGS: TBIO, EAID, SENV, CA 
SUBJECT: GOC PLANS FOR WHO POLIO CONSULTATION 


REF: STATE 20845 


1. (U) ESTH discussed WHO DG Chan\'s upcoming high-level 
consultation on polio eradication with GOC officials from 
Health Canada and Foreign Affairs Canada and provided a 
non-paper drawn from reftel. Our interlocutors were well 
aware of Dr. Chan\'s initiative but were still deciding who 
would represent Canada in Geneva and were thus grateful to 
learn who planned to lead the U.S. delegation. They have 
since advised that Canada will be represented at the 
consultation by Geneva mission CIDA counselor Peter Oldham 
and CIDA senior health advisor Garry Aslanyan. 
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2. (SBU) Canadian officials were likewise aware of the 
funding gap facing the Global Polio Eradication Initiative in 
2007-08. They noted the importance Canada attaches to 
eradicating polio and stressed that Prime Minister Harper was 
fully supportive and considered the GPEI a priority. At the 
meeting, the delegation will reinforce continuing strong 
Canadian support for polio eradication efforts. Canada 
contributed C$45 million to polio eradication in 2006-07, and 
was contributing an additional C$5 million for polio 
eradication in Afghanistan. Our contacts said Canada had 
made no decisions about additional contributions to meet the 
funding gap, but noted active development assistance programs 
in the regions where polio seemed to be making a comeback. 
Any immediate additional support would be focused on efforts 
at the country level in Pakistan, Afghanistan and Nigeria. 
(Canada does not have a donor relationship with India, at the 
latter\'s request.) 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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E.O. 12958: DECL: 02/25/2017 

TAGS: PGOV, PREF, IZ 

SUBJECT: SHIA MEMBERS OF ARAB CONSULTATIVE COUNCIL DENOUNCE 
ARTICLE 140 RELOCATION PROGRAM 


Classified By: PRT Leader James Bigus for Reasons 1.4 (b) and (d) 
This is a PRT Kirkuk reporting cable. 


1. SUMMARY: (C) In a recent meeting, four Shia Arab members 
of the Arab Consultative Council (ACC) presented hard-line, 
rejectionist views on Article 140 and its proposed relocation 
program. They said that there is no difference in the 

political views among Shia and Sunni ACC members noting 
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specifically that all believe in the unity of Iraq, 

opposition to Article 140, and opposition to Kirkuk\'s joining 

the KRG. They claimed Article 140\'s purpose is to break up 
Iraq, and declared the \"Shias are in Kirkuk and will not 

leave.\" They denied reports that a number of Shias had left 
the ACC because they refused to condemn Saddam\'s execution. 
They allege the National Solution Commission\'s (NSC) claim to 
have enrolled 7000 Shia families to relocate is based on 
falsified documents. The ACC Shias said that they received 
Sistani\'s endorsement of their anti-relocation efforts, but a 
letter stating this has apparently been \"lost.\" Shia Arab 

young men have been subject to arrest and \"kidnapping\" to KRG 
jails, and a number of Shia Wafidain leaders allegedly have 
been assassinated. The ACC Shias gave an unlikely figure of 
500,000 Shia Wafidain in Kirkuk. Despite high unemployment, 
the Shia Wafidain, they said, have developed strong local 

ties and want to stay in Kirkuk and not move back to their 
original homes. Property claims against Wafidain are unfair 
they said, because all persons whose property was taken 
during Arabization were, they allege, fully compensated. 
Kurdish IDPs who have returned to Kirkuk and are living in 

IDP camps as \"trespassers on government property.\" END 
SUMMARY. 


ACC\'S THREE PRINCIPLES 

2.(SBU) IPAO met on 14 February with four Shia Arabs who 
are members of the Arab Consultative Counsel (ACC). (NOTE: 
the ACC is an umbrella organization that encompasses a wide 
range of tribal and other Kirkuk Arab political and community 
groups. It is generally seen as a spokesman for the Sunni 
Arab community and its concerns, specifically its opposition 

to Article 140. END NOTE). The four ) Sheikh Farhan 
Abdullah, Sheikh Abdul Rahman Atiya, Mr, Nahm Aboud, and Mr. 
Jasim Mohammed --wore sheikhly attire and appeared to be in 
their mid-50s. Sheikh Atiya opened, describing himself as 
representing the \"Southern Tribes Association\" in Kirkuk, as 
well as the ACC. He said the Southern Tribes organization 
members are all Wafidain (lit: \"beneficiaries\" of 

Arabization) and exclusively Shia. There is no difference, 

he said, between the standpoint of the Sunnis and Shias 
participating in the ACC. Both groups, he said, operate on 
three principles: the Unity of Iraq; opposition to the 

imposition of Article 140 in Kirkuk; opposition to Kirkuk\'s 
annexation to the KRG. 


3. (SBU) Atiya stated that \"everything else\" is \"just minor 
and negotiable things." \"We believe,\" he said, \"that Article 
140 is based on an intention to break up Iraq and to plant 
ethnic strife in Kirkuk.\" He noted that \"European counties 
and the US grant citizenship to aliens who have lived there 
for five years. We are Iraqis and Article 23 of the 
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Constitution gives us the right to live anywhere in Iraq...we 
have lived in Kirkuk for twenty years or more(why then was 
this oppressive decision (the recently announced Article 140 
Wafidain relocation program) made against the Arabs?\" 


SHIA ARABS IN KIRKUK TO STAY 

4. (C) Asked why he assumed that the program was 
involuntary, Atiya said that the decision clearly stated the 
program would focus on \"returning Wafidain to the South who 
had arrived in Kirkuk between 1968 and 2003.\" Atiya 
criticized the terms of the relocation offer, saying that the 
per family amount offered, 20 million IDs or about $13,000, 
was \"not enough for one meal for Article 140 Commission 
chairman Al-Shebli and his colleagues.\" Atiya said that he 
wanted to give this message to the US Government ) \"the 
Shias were in Kirkuk and would not leave.\" 


SADDAM EXECUTION IMPACT? 

5. (C) Asked about reports that a number of Shia Arabs had 

quit or been forced to quit the Arab Consultative Counsel 

because they refused to condemn Saddam\'s execution or manner 
of execution, Atiya said that \"nothing like this 

happened(what has Saddam\'s execution got to do with the 
ACC" adding that the Kurds are repeating the same ethnic 
cleansing policy as Saddam. 


NATIONAL SOLUTION COMMISSION FALSIFIED ENROLLMENT FOR 
RELOCATION? 

6. (C) Concerning the 7000 families that the \"National 

Solution Commission\" claims to have enrolled in the proposed 
relocation program, our interlocutors were adamant that the 

NSC does not represent the Shia Arab Wafidain community in 
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Kirkuk. They asked how the NSC could be representing the 
Shia Arab community when they \"were receiving money from 
certain political parties to do this.\" (NOTE: the NSC 
reportedly was founded by the PUK and admits to receiving 
support from the Kurdish political parties. END NOTE). Atiya 
referred to the NSC as a \"marketing shop in which they buy 
the souls of the people with money.\" He also stated the 
NSC\'s claim to have enrolled 7000 Shia Wafidain in the 
relocation program was questionable, and he called on US 
authorities to investigate the NSCVs activities. The NSC, he 
said, had obtained the documents of people who are already 
left Kirkuk and were going to use these to make false 
residence claims. 


7. (C) Atiya noted that while it may be relatively easy to 
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give people some money and to transfer their ration cards and 
even their jobs to places in the south and elsewhere outside 
Kirkuk, there were \"humanitarian factors\" which outweighed 
this material assistance ) the Shia Wafidain and their 
offspring had lived in Kirkuk for a generation or more and 
have developed social and personal ties to this location. 
Moving would mean \"breaking all of these things and starting 
over,\" something that would be, for most Wafidain, very 
difficult. Questioned how he would feel about the relocation 
program if it was specifically designated as voluntary, he 
responded that, from his perspective, anyone willing to move 
should do so without taking relocation assistance funds. 


CONSTITUTIONAL ISSUES 

8. (C) Sheikh Farhan then laid out his views on the issue. 
He claimed that Article 140 was added to the Constitution 
after it was approved in the January 2005 referendum, 
asserting that when presented to the voters, the Constitution 
had 136 articles, but when later published after approval an 
additional nine articles had been added, including Article 
140 (NOTE: This claim sounds specious ) drafts of the 
Constitution that were circulated before the Constitutional 
referendum did have only 136 articles, but it is our 
understanding that the current Article 140 was Article 136 in 
those drafts. END NOTE). 


9. (C) Farhan also cited Article 142, which authorizes 
Constitutional review, as impacting the Article 140 process. 
This article, he claims, could result in changes to Article 
140, and implementation of Article 140 should await the 
outcome of any review activities undertaken under Article 
142. He added that Article 140 should be subject to review 
because it had been inserted to \"satisfy certain political 
parties.\" (NOTE: The need to delay Article 140 
implementation until Article 142 constitutional review has 
been carried out has been a continuing demand of local Arab 
and Turkoman critics of Article 140. END NOTE). 


ACC SHIAS LOSE SISTANI LETTER 

10. (C) The four Shias were asked about reports that the 
NSC had received an okay from Sistani for their relocation 
activities. Sheikh Farhan, speaking for the group, said that 
this was not true. \"It is easy,\" he said, \"to claim that 
you\'ve met with Sistani.\" Farhan then said that his group 
had in fact met with Sistani\'s \"office manager\" in 2005, and, 
Farhan claimed, had received a letter signed by Sistani 
stating that it was a \"sin\" for Shias to sell their property 

in Kirkuk and a \"sin for them to leave Kirkuk.\" Asked if 
the PRT could obtain a copy of this letter, Farhan agreed to 
provide it (NOTE: In a follow up phone call after this 
meeting, Farhan told us that they had been \"unable to find 
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the letter\" and are afraid that it may be lost. END NOTE). 


11. (C) Asked if there had been many insurgency-related 
arrests among Shia Arabs, our interlocutors responded that 

the Shias were a \"peaceful and moderateW community, were not 
involved in violence, \"unlike other Arabs.\" That said, they 
claimed that over 350 Shias had been arrested and \"kidnapped\" 
and were now incarcerated in Sulimaniya, an issue for which 
they wanted redress. (NOTE: this seems like a large figure 

for arrested Shias: a probably more reliable Sunni Arab 

source had given us the same number for all Arabs ) not 
apparently differentiating between Sunnis and Shia -- 

arrested in Kirkuk and sent to Sulimaniya for incarceration. 

END NOTE). 


ASSASSINATIONS AND POPULATION 

12. (C) Farhan said that his group did not think that 

arrests were \"such a big problem, Y but the Kurdish political 
parties\' \"don\'t like people speaking out against Article 140 

) \"there have been many assassinations of our leaders(\" He 
then named half dozen people whom he claimed had been killed 
among the local Shia leadership. He said that the threat of 
violence \"limits our ability to act(we feel intimidated.\" 


13. (C) Farhan stated that there were almost 500,000 Shia 
Arabs in Kirkuk, all of whom are Wafidain. He suggested 


BAGHDAD 00000722 003 OF 003 


that we visit local Shia mosques when they are having prayers 
in order to get a sense of the size of the community. (NOTE: 
this number seems grossly exaggerated. The National 
Solution Commission has estimated the total size of the 
Wafidain Shia community at about 10,000 families or 60,000 
people. A Sadrist community leader recently told us he 
thought there were only about 2000 Shia Wafidain families 

left in Kirkuk, and said the rest had already returned to 

their original homes. Sunni Arab Article 140 
Commission/Kirkuk PC member Mohammed Khalil estimates total 
Wafidain still resident in the province at about 230,000 
individuals, including both Shias and Sunnis. END NOTE). 
Concerning Sunni Wafidain, Atiya said about 40% of Sunnis 
were Wafidain, most from locations in provinces adjacent to 
Kirkuk. A small portion came from the South along with the 
Shias. 


14. (C) Atiya added that the Shia Wafidain were not just 
concentrated in the southern part of Kirkuk, but could be 
found throughout the city. When they first arrived, up to 
70% were government employees (NOTE: reportedly many Shia 
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Wafidain were police, a role that did not endear them to the 
Kurdish population. END NOTE). Now, he said, many were 
\"removed\" or have retired ) currently, about 10% of Shia 
Wafidain are farmers, another 10% are day laborers, and many 
of the remaining 80%, especially young men, are unemployed 
and cannot get jobs \"because they are Shia Arabs.\" 


ARABIZATION VICTIMS COMPENSATED BY SADDAM? 

15. (C) Asked if he thought economic conditions might be 
better in southern Iraq, in the Shia Wafidain\'s original 

homes, Atiya said no ) \"staying in Kirkuk is best.\" In the 

current unstable situation, he said, how can we go to a 

place that we\'ve lost contact with(after three decades? 

we\'ve adapted economically to Kirkuk,\" he continued, \"give us 
the relocation money and let us stay here, and we will use it 

to build Kirkuk.\" Asked about IPCC claims against Wafidain, 
Sheikh Farhan responded that Wall the people from whom homes 
were taken (i.e., Kurds and Turkomans) were compensated 
during the former regime. No one can say that they didn\'t 
receive property. If anyone did not receive compensation, 

let him come to us and we will help him get his property 

back.\" Farhan also criticized people like those in Faylek 

(A Kurdish IDP camp) for \"trespassing on government property\" 


16. (C) The Shia reps concluded the meeting saying that they 
wanted to convey \"one message\" to the US Government, namely 
\"...that those people (the Kurds)don\'t want to recognize us 

as lraqis(they distrust our Iraqi identity.\" 


17. (C) COMMENT: These ACC-affiliated Shia Arabs were one 
of the most strongly anti-Kurdish and anti-Article 140 

process interlocutors that we have met in Kirkuk. As with 
many other political groups in Kirkuk, it is unclear how 

large a constituency they truly represent. In our 

experience, their claims that, for example, there are 500,000 
Wafidain or that all claimants under the IPCC/CRRPD Property 
Claims process had already received compensation, seem 
ludicrous. It may be that these Shias\' exceptionally harsh 
opposition to Article 140 reflects that fact that departure 

of large numbers of Shia Wafidain would leave them with few 
followers and reduce their local influence. The story about 

the lost Sistani letter is perhaps indicative of their likely 
veracity. We will, however, continue to follow up about the 
Sistani letter. END COMMENT. 

KHALILZAD 
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RULGPUA/USCOMSOLANT","UNCLAS BUENOS AIRES 000367 


SIPDIS 


STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, 
WHA/EPSC 
CDR USSOCOM FOR J-2 IAD/LAMA 


SIPDIS 


E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL, MEDIA REACTION 

SUBJECT: MEDIA REACTION; KIRCHNER-CHAVEZ, LULA-BUSH-TABARE, IRAN, 
02/2607; BUENOS AIRES 


1. SUMMARY STATEMENT 


Key stories focus on President Kirchner\'s ambivalence in his policy 
vis- -vis the U.S. regarding Chavez, President Bush\'s trip to the 
region, with media speculating on biofuels as the main reason for 
his visit, and repercussions of Iran\'s challenge to UNSC ultimatum. 


2. OPINION PIECES 
- Kirchner Invites Chavez, Who Will Lead Anti-Bush Rally" 


Mariano Obarrio, daily-of-record \"La Nacion" political columnist, 

writes (02/24) W President Kirchner will receive Hugo Chavez in two 
weeks in an attempt to give continuity to the bilateral agenda which 

he resumed in Puerto Ordaz and send a strong message of rejection to 
the presence of George W. Bush in the region, when he visits Uruguay 
shortly. 


\".... Both Kirchner and Chavez will organize a bilateral meeting in 
Buenos Aires and then, the Bolivarian leader will address a 
multitude of picketers in a rally against President Bush. 


\".... Government House - through Secretary Parrilli - summoned 
pro-Kirchner picketers and social movements to welcome Chavez and 
next Tuesday they will get together to finalize the details of the 
organization. 


\".... The anti-Bush act -- and another rally in support of the 
inauguration of this year\'s sessions in Congress -- takes place in 
the framework of the campaign launched by Kirchner in an election 
year. 
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\'\It\'s time to give elections a VleftistW tinge. Bush has a bad 
image here and in the region. Though this doesn\'t mean we\'re 
breaking ties with the U.S., or anything like that,Y said a 
pro-Kirchner leader. 


\".... Of course, Chavez will be the key-note speaker at this rally 
in which he will totally reject Bush, in a new \'anti-summit\, 
similar to the one which took place in Mar del Plata. 


\".... That hostility towards the U.S. visitor is precisely one of 
the reasons why Bush won\'t step in Argentina again....\" 


- "Ominous Campaign!" 


Eduardo Van der Kooy, leading \"Clarin\" political analyst, opines 
(02/25) \".... Oftentimes, Kirchner\'s silences and gestures are more 
valuable than his speeches. This occurs in his relations with 

Chavez. The Argentine leader firmly declared in Caracas his duty is 

not to control Venezuela\'s strong-man, as Washington wants. The 
Venezuelan needed this concession in front of his people. But U/S 
Burns expressed to Secretary Rice his satisfaction with the 

guarantees he received in Buenos Aires and Brasilia on Venezuela and 
Bolivia. 


\"Chavez again criticized Bush and White House foreign policy. But 
during the launch of the first oil well in the Orinoco Basin, he 
hailed his country\'s sales commitments, which include the U.S. 


\".... This gap between rhetoric and action identifies both Kirchner 
and Chavez. Although Kirchner, every now and then, makes other 
gestures - such as putting distance with Iran - which tend to tone 
down that resemblance and avoid confusion.\" 


- \"Kirchner\'s Constant Ambivalence\" 


Joaquin Morales Sola, dailyof-record \"La Nacion\" political analyst, 
says (02/25) \".... The major problem with Chavez is not Washington, 
as the GOA believes. But rather the answers to some key questions: 
are the dollars that the Venezuelan leader lavishly spills on 
Argentina the only important issue? Or is it also worth while to 
preserve democracy and its institutions around the world? 


\".... The problem with Kirchner is that his public rhetoric creates 
an image of ambivalence in the world while the content of his 
private conversations comes late, when the image is already 
installed. Close to Kirchner\'s entourage they say \'there was never 
an attitude against the U.S. But this came too late, because news 
of Kirchner challenging the U.S. had been released worldwide....\" 


Column 3 
- \"Visits\" 


Marcelo Cantelmi, leading \"Clarin\" international editor, opines 
(02/26) \"... Lula\'s visit to Uruguay is directly linked with Bush\'s 


regional tour. The Brazilian is trying to stop his colleague Tabare 

-- tempted by a hardly feasible agreement with the U.S. - from 

taking a step which will cause serious and irreversible damage to 
Mercosur... Bush, who no longer has the power to make these trade 
deals, will meet with both during a visit whose only and strategic 

goal are biofuels. Those who believe that, with this trip, the White 
House changes its agenda and rediscovers Latin America, lose track 
of Washington\'s interests. Lula seems pretty clear about his own.\" 


3. EDITORIALS 
- \"Iran Challenges the West" 


An editorial in independent \"La Prensa\" reads (02/26) \"Iran has 
decided to challenge Western powers. It disregarded UN ultimatum and 
the theocratic regime not only refused to call off its uranium 

enrichment process but decided to increase it, according to atough 
IAEA report. This forecasts another confrontation in the world\'s 

most dangerous region. 


\".... The ball is back in the UNSC court. Once again, Russia and 
China\'s attitude is a question mark, because it seems there are no 
divisions between the U.S. and Europe in this case. An Iranian 
nuclear bomb doesn\'t seem to be convenient for any superpower. But 
the gist of the problem is how to persuade, with civilized means, 

the ayatollahs that having WMD is bad business in the long run. The 
recent and successful negotiations with North Korea - another 
irresponsible State - open a window of hope." 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 
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Sensitive But Unclassified. Not for release outside USG 
channels. 


1. (SBU) Summary: Liberal MP and environment critic David 
McGuinty (younger brother of Ontario premier Dalton McGuinty) 
has substantial experience on economic and environmental 
issues at the national and international levels and appears a 
formidable opponent to counter Tory environment Minister John 
Baird in the battle for Canadian hearts and minds on the 
environment and climate change. The former IVP participant 
appears well-disposed to the United States and recognizes 
American leadership at all levels, public and private, in 
addressing the climate change challenge. He thinks the Tory 
government\'s efforts to sell itself as \"green\" and a 
responsible steward of the environment will soon founder and 
implied the Liberals are ready to see the government fall 

over the budget. End summary. 


2. (SBU) ECON Minister-Counselor and Econ Specialist met with 
Ottawa-South Member of Parliament David McGuinty on February 
21. McGuinty, a fluently bilingual environmental and natural 
resources lawyer, is articulate and extremely knowledgeable 
about the environment. First elected to Parliament in June 

2004 and then again in January 2006, the 47-year old McGuinty 
looks like a perfect choice as Opposition Environment critic, 

a position to which he was named in late January 2007. 


3. (U) A former IVP participant - he was just starting his 
program in Washington on 9/11 - McGuinty praised the program 
and his experience in it; in particular he told us he was 
astounded to see first-hand how the interplay between 

industry, think tanks and governments in the United States 
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enriches the policy process. He praised the efforts of a 

range of public and private actors, including the federal 
government, in addressing climate change; and he is well 
aware the United States spends significantly more on climate 
change S&T and multilateral environmental efforts than any 
other country. McGuinty clearly is well-informed on, 
understands, and respects the environmental leadership shown 
by the United States over the past 30 years. 


4. (U) Before his election to Parliament McGuinty was 

president (from 1995 to 2003) of the National Roundtable on 

the Environment and the Economy, a body created by the GoC in 
1988 to examine the environmental and economic implications 
of high-priority issues such as climate change and to offer 

advice on how best to reconcile the sometimes competing 
interests of economic prosperity and environmental 
conservation. During his tenure, he led the development of 
Canada\'s Environment and Sustainable Development Indicators. 


5. (SBU) McGuinty agreed with EMINVs observation that Canada 
had little reason to crow about its climate change 
\"successes\" under the Liberals, particularly as enumerated by 
then Prime Minister Martin as he disparaged the U.S. as 
lacking moral fiber at the UNFCCC COP 11 in Montreal in 
November 2005. (Canada,s current GHG emissions are 
approximately 760 megatonnes per year, or about 35 percent, 
over its Kyoto target of 563 Mt). He said that Martin\'s 
remarks were a sign of a \"drowning man" knowing he was in 
electoral trouble. Nevertheless, McGuinty claimed that then 
Environment Minister Stephane Dion\'s \"Green Plan!" of June 
2005 did constitute a substantive policy framework that would 
have yielded solid results had the Liberals retained power. 
Qhave yielded solid results had the Liberals retained power. 
He noted specifically that in late 2005 the GoC had 

negotiated a 45 megatonne reduction in GHG emissions from 
\"Large Final Emitters\" (i.e., major point source emitters 

such as power plants and cement plants) which would have 
yielded its reductions in the 2008 to 2012 timeframe. These 
plans were discarded when the Tories took power in February 
2006. McGuinty added that it was clear to all observers the 
incoming Tory government did not take climate change, or the 
environment more broadly, seriously when they came into 
office and only began to react when polls showed the 
electorate making the environment (with Kyoto as a proxy) a 
top of mind issue (see reftel). 


6. (SBU) McGuinty thinks that the electorate will see soon 
the Harper government has \"no substance\" to offer on the 
environment. In particular he thinks the electorate will see 
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the Tory promise of C$1.5 billion for the provinces (C$350 
million for Quebec alone) for climate change and 
environmental initiatives as a tellingly tiny investment for 

a government that can expect a C$15-plus billion surplus this 
fiscal year. (The Liberal Green Plan of 2005 promised C$3 
billion for similar efforts, he told us). In addition, 

formally announcing this funding in the March 19 federal 
budget, just a week before the Quebec provincial elections on 
March 26, is a blatantly political roll of the dice, and 

McGuinty estimates the Bloc Quebecois may in fact oppose the 
budget despite this multi-million dollar enticement. He 
intimated the Liberals and NDP are thinking along similar 

lines. Finally, he told us that that when Bill C-30, the 

Climate Change Act, emerges from its Parliamentary committee 
re-draft at the end of March (assuming the government does 
not fall on the budget vote) it will be \"unrecognizable\" when 
compared with the Conservatives\' original proposal. And, he 
concluded, it would be in perfect symmetry with Bill C-288, 

the Liberal \"Kyoto\" compliance bill that has passed the House 
of Commons and is now in the Senate. 


7. (SBU) Comment: McGuinty is forceful, knowledgeable and 
authoritative, and seems to provide the Liberals with a good 
foil to new Environment Minister Baird. Nonetheless, his 
comments on Tory efforts to combat climate change broke no 
new ground and contained little that would not be expected in 
what has become a highly politicized debate. What was 
noteworthy was McGuinty\'s suggestion the Liberals are still 
looking seriously at using the budget to force the government 
to fall this spring. In light of these comments, it is 

perhaps significant that he made no mention of Stephane 
Dion\'s leadership abilities and obvious connection to the 
environment and climate change files. End Comment. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 
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Classified By: COM Michael E. Parmly for Reason 1.4 (d). 


1. (C) Summary: Despite an aggressive sabotage campaign by 
Cuban State Security, dozens of dissidents affiliated with 
Martha Beatriz Roque\'s organization held a one-day meeting in 
Havana on February 23 to mark the end of a six-month 
\"Congress\" of independent librarians. Around 50 activists 

took part. Cuban authorities prevented another 22 from 
participating in the event, which featured a 90-minute 
videoconference with key exile groups at Radio/TV Marti 
headquarters in Miami. Among the participants were Felix 
Bonne, Rene Gomez Manzano, former hunger striker Guillermo 
Farinas, two Ranchuelo, Villa Clara librarians beaten in a 

cruel October 2006 attack, and Eddy Hernandez Arencibia, the 
man at the center of the November 2006 Madruga incident. The 
activists seemed emboldened by having pulled the event off. 
The crackdown coincided with the GOC\'s effective ouster of at 
least three foreign correspondents (septel). End Summary. 


2. (C) Fifty affiliates of Martha Beatriz Roque\'s Assembly to 
Promote Civil Society (APSC) gathered in Havana on February 
23 to mark the end of APSC\'s six-month \"Congress\" of 
independent librarians. State Security officials, police and 
communist militants blocked at least 22 other pro-democracy 
activists from participating; some were removed from buses en 
route, while others had their national ID cards confiscated, 
obliging them to return home. In a USINT-facilitated 
videoconference with Miami, Roque and other APSC executives, 
including Bonne and Gomez Manzano, told those gathered, as 
well as NGO supporters in Miami, that more than 1,300 
citizens had taken part in Congress debates, discussions and 
other activities, including distributing books and pamphlets 
such as the Universal Declaration of Human Rights. 
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3. (C) Participants in the February 23 event included 
Internet-access crusader Farinas; Hernandez Arencibia of the 
Madruga incident, in which residents repelled police during 

an eviction; and Nancy Gonzalez and Orestes Suarez, the 
couple from Ranchuelo, Villa Clara province, whose savage 
beating by militants in October 2006 gained international 
attention. At the Miami end of the videoconference, at the 
offices of TV and Radio Marti, were the leaders of Plantados, 
MAR Por Cuba and other exile groups focused on Cuban 
political prisoners and pro-democracy activists. Inspector 
General Krongard and COM Parmly participated in the event 
with words of encouragement. The event was held at the PAOR. 


4. (C) In a lengthy opening address, Roque noted the 
crackdown on APSC affiliates and paid homage to them and 
other independent librarians who had been beaten, intimidated 
or otherwise harassed by Cuban authorities in connection with 
Congress activities. She mentioned a number of specific 
cases, such as that of Alejandro Cabrera Cruz, a former 
political prisoner and independent librarian in Camaguey; a 
police chief told him on February 14 that because of his ties 

to \"counter-revolutionary elements," he would not be allowed 
to leave his community until further notice. 


5. (C) On the sidelines of the event, participants described 
the grim situation facing pro-democracy and human rights 
activists, particularly those outside Havana. The Ranchuelo 
couple told us that since the October beating, large bottles 
and/or big rocks have been hurled at their house on at least 
15 occasions, always around 2 am and occasionally landing 
with sufficient force to shear off a window shutter. They 
blamed State Security. An APSC librarian from Cienfuegos, 
Juan Alberto de la Nuez Ramirez, said he and another invitee, 
Pablo Gonzalez Villa, were traveling to Havana on Febuary 21 
when a Rapid Response Brigade of militants identified 
Gonzalez, demanded his ID card and sent him home. Eddy 
Hernandez Arencibia described rafting north after the Madruga 
incident; being intercepted by the USCG and taken to the 
Guantanamo base; leaving the base after, he says, hearing he 
would spend at least two years there pending placement in a 
third country; returning to Cuban territory and being 
immediately imprisoned for nine weeks; being threatened with 
prosecution for public disorder and assault against police; 

and finding himself homeless, along with his wife and 
10-year-old daughter. 


COMMENT 


6. (C) The regime\'s crackdown on APSC-event invitees, which 
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was harsher than expected, coincided with the GOC\'s effective 
ouster of at least three foreign correspondents (septel) and 
repressive actions against other dissidents, such as the 
blocking of a Matanzas group from the Peace, Love and Liberty 
Party from visiting USINT on February 23, and the summoning 
of freed 75er Jorge Olivera, to appear in court on February 

27. The crackdown succeeded in reducing the number of event 
participants, but failed to sap its morale. Rather, APSC and 

its affiliates seemed emboldened by having pulled off the 

event. They reveled in the presence of Farinas, Hernandez, 
the recently released Gomez Manzano and others such as Noelia 
Pedraza, head of the Martha Abreu Women\'s Movement. The 
six-month-long Congress, including all of the activities 
described above, are the APSC\'s answer to the regime\'s claim 
that opposition has quietly accepted the Fidel/Raul 

succession scenario. 
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1. Acting PolCouns spoke with Federico Villegas, head of the 


MFA,s human rights office, to raise reftel concerns and urge 
Argentina to reconsider standing for re-election to the HRC. 
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Villegas noted our concerns but stated that Argentina had 
carefully considered its options and is firm in its decision 
that it will not run in 2007, but rather will wait for 2008. 

He referred to HRC rules limiting countries to two 
consecutive terms. Argentina could run in 2007, be elected 
to a three-year term, but would then have to sit out for 
three years. Not running in 2007, allows them the 
possibility of running in 2008, and again for re-election in 
2011. 


2. Villegas, when asked, said the GoA was not committed to 
voting for anyone yet since none of the candidates were 
official. PolOff noted, per reftel, that Venezuela,s 
candidacy was officially declared. Villegas said he 
understood that Nicaragua was also going to run. 


3. Villegas said he would communicate our request to the 
Deputy Foreign Minister, Ambassador Garcia Moritan, but 
suggested a better option for the U.S. would be to encourage 
Chile to seek membership on the Council. Chile is not a 
current member and thus has the possibility of a six-year run 
on the Council. Villegas noted this would be good for all, 

as in one year, when Argentina runs again, they would, 
conceivably, sit five years together on the Council with 

Chile. Villegas asked the obvious, why didn,t the U.S. stand 
for membership? He said it was a shame the U.S. is not 
considering membership. 
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SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR DAVID MAYNARD, JOHN 
JORDAN, AND KEVIN CHAMNESS, MARCH 4 - 10, 2007 


REF: 201917Z FEB 07 


1. (SBU) Embassy welcomes and grants country clearance to Federal 
Aviation Administration officials to travel to Auckland, New Zealand 
from March 4 - 10, 2007. The purpose of this visit is to attend the 
Informal South Pacific Air Traffic Services Group (ISPACG) meeting 
and to chair the ISPACG Planning Team meeting. 


2. (U) Embassy understands that country clearance is the only 
assistance required. 


3. (SBU) Embassy point of contact is Economic Officer Tom Walsh. 
Contact details are as follows: 


Office: 644-462-6182 
Fax: 644-472-3537 
Cell: 027-446-4467 
E-mail: WalshTJ@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington are required to 
report to the Regional Security Office for a security briefing if 
they have not completed an approved overseas personal 
security-training course. 


5. (U) Visitors should use local taxi service, which is generally 

safe, reliable and frequent. Taxi fare from the airport to downtown 
Auckland hotels is approximately NZD $60.00. A commercial shuttle 
service is also offered at the airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or more must 
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complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled \"Serving 
Abroad for Families and Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
increase in violent and petty crimes, but they are usually 
non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
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especially aware that street crime, such as scams and pickpockets, 
is a daily occurrence in these cities. Common sense precautions 
should be taken, especially at night, to avoid becoming a target of 
opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
New Zealand are locally produced methamphetamine and cannabis. 


Column 3 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


Keegan 
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STATE FOR WHA/AND 
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LIMA FOR DHS 


E.O. 12958: N/A 
TAGS: EAID, AMED, ASUP, CASC, EAGR, ECON, PREL, BL 
SUBJECT: BOLIVIA FLOODING SITREP 1: FEBRUARY 26, 2007 


1. (SBU) The worst flooding in Bolivia in 25 years has 

affected around 350,000 people, mainly in Bolivia\'s eastern 
departments of the Beni and Santa Cruz, causing over USD 100 
million of damage to the agricultural sector and outbreaks of 
dengue fever and malaria. The governor of the Beni told the 
Charge that 17,000 families, cattle, and crops in the Beni 

were affected by flooding. He complained that the central 
government was not coordinating with the regional government 
to provide aid effectively. He said that evacuees are in 

need of tents, children\'s clothing, medicine, and bedding as 
the floods spread to new areas. End summary. 


Column 3 


2. (U) Over 65 percent of the Bolivian territory is suffering 
the effects of a particularly strong El Nino phenomenon, 
including flooding, drought, and hail, according to press 
reports. Following are damage estimates: 


- Heavy flooding has affected an estimated 350,000 people, 
mainly in Bolivia\'s eastern departments of the Beni and Santa 
Cruz, leaving 35 dead and 6 missing, according to press 
reports. Post has no reports of Amcits affected to date. 


- Press reports indicate that this is the worst flooding that 
has occurred in the past 25 years. 


- Forty percent of the territory of the Beni is underwater. 


- The government is now preparing contingency plans for the 
complete evacuation of the city of Trinidad, capital of the 
Beni with a population of 90,000 people. (Note: Only 28 
Amcits are registered in Trinidad and 40 in the Beni. End 
note.) 


- The president of the Eastern Agriculture Chamber estimated 
that the floods had caused over USD 100 million of damage to 
the country's agricultural sector alone. Almost 500,000 

acres of crops have been destroyed in Santa Cruz. 


- The flooding has already produced almost 500 cases of 
dengue fever and 1,500 cases of malaria. 


3. (SBU) Prefect Ernesto Suarez, governor of Bolivia\'s 
eastern Beni department, met with the Charge on February 26 
and mentioned the following problems in the Beni: 


- 17,000 families have been affected by flooding in the Beni. 
Up to 500,000 head of cattle could die before the crisis is 
over. 


- The economic damage to the department could amount to more 
than USD 115 million in losses of housing, clothes, cattle, 
crops, and roads. 


- International aid from Peru, Venezuela, Spain, and 
Argentina, including helicopters, has arrived late due to the 
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central government\'s slowness to act. The central government 
is not coordinating with the regional government to 

distribute aid effectively. The central government refuses 

to acknowledge the extent of damage in the Beni. Suarez 
requested our assistance in obtaining satellite images to 

show the GOB to encourage it to declare the Beni a natural 
disaster zone. 


4. (SBU) Suarez explained that the regional government had 
turned 24 schools into temporary shelters and set up 12 camps 
in rural areas. Because of the need for shelters, school had 
been suspended in the capital, Trinidad. He said that over 
13,000 people were being given food and medicine by municipal 
governments and the prefecture. However, the water is 
spreading to new areas, and the aid that has been received 
thus far is insufficient, he said. He said they need tents, 
children\'s clothing, medicine, and bedding. The Charge 
explained that the Embassy had already given approximately 
USD 500,000 in aid, would be sending 200 tents to the Beni 
today, and would announce another donation shortly. (Note: 
Post is also seeking permission from the Office of Personnel 
Management to raise funds within the mission. End note.) 


5. (SBU) Prefect Suarez added that the flood waters are 
spreading to other areas of the Beni and that they are 

unlikely to recede from low-lying regions for two months. 

Given that flood waters are continuing to rise, the full 

extent of this disaster remains to be seen. Nonetheless, 

this disaster will have dramatic consequences and a major 
impact on Bolivia\'s agricultural sector. Post is analyzing 
additional support from the Office of U.S. Foreign Disaster 
Assistance and the United States Southern Command, as well as 
seeking to publicize donations to improve the USG image. End 
comment. 
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SENSITIVE 
SIPDIS 


TREASURY FOR KLINGENSMITH AND NGRANT 
COMMERCE FOR 4431/MAC/WH/MCAMERON 

NSC FOR DTOMLINSON 

ENERGY FOR CDAY, DPUMPHERY, AND ALOCKWOOD 


E.O. 12958: N/A 

TAGS: ECON, PGOV, VE 

SUBJECT: CHAVEZY FIRST DECREE UNDER THE ENABLING LAW: 
DECREE LAW AGAINST SPECULATION AND HOARDING 


REF: A. CARACAS 264 
B. CARACAS 358 
C. 05 CARACAS 1067 


1. (SBU) Summary: The decree-law against speculation and 
hoarding, the first executive decree introduced by Chavez 
under the Enabling Law, was published, as amendea, in 
VenezuelaWs Official Gazette on February 21. This measure 
criminalizes the hoarding and price speculation of food 
products subject to government price controls. lt defines 

all stages of the production cycle for regulated foods as 
within the ambit of public utility and the social interest." 

It empowers Chavez to expropriate any business that fits 
this sweeping definition to protect \"food security and 
sovereignty.\" Rather than remedy retrograde price controls 
and distortions, Chavez has made \"capitalists\" of the food 
industry the scapegoat for the BRV\'s economic inefficiency 
and increasing difficulty in delivering food security. The 
BRV has already invoked the decree-law to occupy two 
\"abandoned\" slaughterhouses. The decree-law also entrusts 
grass-roots Community Councils with monitoring local 
compliance and enforcement. End Summary. 


2. (SBU) The \"Decree Law of Popular Defense against 
hoarding, speculation, boycott, and any other conduct that 
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affects consumption of food or products submitted to price 
controls\" was published as Decree Number 5197 in the BRV\'s 
Official Gazette on February 16 and reprinted on February 21 
due to a printing error. This decree-law is the first 

promulgated by President Chavez since the National Assembly 
unanimously approved the Enabling Law giving him diktat 
powers on January 31 (Reftel A). Article 1 lays out the 

legal objective, tracking the language in the title 

word-for-word, and notes that the National Executive (read: 
Chavez) and Consejos Comunales (Community Councils) have the 
authority to regulate its application. 


3. (SBU) The decree-law casts a wide net with respect to the 
scope of both activities and entities to which it applies. 

Article 3 states that the decree-law applies to natural or 

legal persons, Venezuelan or foreign, who participate in any 
phase of the chain of production, distribution, and 
commercialization of food or products subject to price 
controls. 


4. (SBU) Article 4 defines the scope of economic activities 
potentially subject to expropriation and criminal and 
administrative penalties. It states \"It will be declared for 
the public utility and social interest, all of the assets 
needed to develop activities of production, construction, 
importation, transportation, storage, distribution and 
commercialization of food or products subject to price 
controls.\" This clause paves the way for Chavez to initiate 
expropriation proceedings of any business that meets this 
sweeping definition if he deems it necessary, in his sole 
discretion, to protect food security. 


5. (SBU) Article 5 defines all of the stages of the 
production cycle as a \"public service\" that should continue 
in a \"regular, efficient, uninterrupted manner, with 
attention to the satisfaction of collective needs.\" If the 
flow of services does not operate in the manner described, 
Chavez is authorized to take \"all necessary measures\" to 
correct the problem. 


6. (SBU) Administrative sanctions are applicable to the 
following actions: alteration of quality or price, refusing 

to sell, or selling products that have expired or are in poor 
condition. Sanctions may include temporary closure of the 
establishment and a maximum fine of 5,000 tax units 
(approximately USD 87,500). 
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7. (SBU) The decree-law defines the following activities as 
criminal: hoarding, speculation, fraudulent altering of 


CARACAS 00000404 002 OF 002 


prices, boycott, and exporting controlled products produced 

for the domestic market. These crimes are punishable by 
prison terms ranging from 2-6 years and fines from 130-20,000 
tax units (approximately USD 2,275 to USD 350,000.) In 
addition, businesspeople who hoard, speculate, or violate 

price controls may be banned from exercising their profession 
for a 10-year period. Article 25 provides for double fines 

and penalties when the conduct intends to threaten the 

\"social peace\" and \"destabilize democratic institutions.\" 


8. (SBU) Chavez is authorized to take preventive measures to 
guarantee food security. These measures may include 
temporary occupation of facilities or closure for 90 days, 
product confiscation, or other measures to guarantee the 
\"collective good.\" 


9. (SBU) This decree-law authorizes Community Councils to 
ensure compliance with price controls and take the initial 
steps of an enforcement action. Community Councils were 
established under the law in April 2006 as grass-roots 
political organizations (Reftel C). Article 6 confers 
Community Councils the function of forming \"Social Committees 
Against Hoarding. These committees have the authority to 
investigate alleged violations of the decree-law and 
recommend to Community Councils that Chavez take the 
appropriate enforcement or preventive measures. The 
committees are responsible for verifying the supply of 
regulated food products in local stores and monitoring 
compliance with the price control regime. The councils are 
also responsible for promoting grass-roots education and 
awareness in the community with respect to food security. 


10. (SBU) The early effects of the decree-law are already 
beginning to show. The BRV has invoked the preventive 
measures provided for in Article 13 to occupy two 
slaughterhouses, Fricapeca in Perija and Frigorifo Industrial 
in Barinas, said to be \"abandoned.\" The Perija facility 
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reportedly has a capacity to slaughter 1,600 animals, but on 
average, killed only between 800 to 1,000. The 

slaughterhouse in Barinas has been closed for the past three 
years. Local newspapers have also reported that wholesalers 
are refusing to deliver white sugar, black beans and chicken, 
because abiding by government price controls would force them 
to sell at a loss. 


11. (SBU) The decree-law against hoarding and speculation is 
the first of many purposely vague legal measures that Chavez 
can be expected to dictate under the Enabling Law to further 
centralize power in his hands. The measure places a large 
segment of the Venezuelan economy at Chavez\' unfettered whim 
as potential targets of expropriation, temporary closures and 
criminal sanctions. Rather than remedy retrograde price 
controls and distortions, Chavez has, not surprisingly, made 
\"capitalists\" of the food industry the scapegoat for the 

BRV\'s economic inefficiency and increasing difficulty in 
delivering food security. Empowering Community Councils 
exemplifies Chavez\' strategy of strengthening parallel 
pro-government grass-roots movements to further weaken 
traditional Venezuelan political institutions. It also 

establishes the dangerous precedent by which Venezuelan 
citizens will be enlisted by the state to perform a quasi 
law-enforcement function. End Comment. 


BROWNFIELD 
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SIPDIS 
SIPDIS 
EAP, ISN, VCI, T 
E.O. 12958: N/A 


TAGS: PREL, PARM, KNNP, PA 
SUBJECT: PARAGUAY: ANNOUNCEMENT OF INITIAL ACTIONS 
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AGREEMENT AT SIX-PARTY TALKS 


PolOff delivered message to Terumi Matsuo, the MFA\'s Director 
for International Organizations, February 22. Matsuo 

expressed genuine interest in this development and assured 
PolOff she would be in contact with Paraguay\'s UN Mission on 
this issue. 

FITZPATRICK 
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FM AMEMBASSY ASUNCION 
TO SECSTATE WASHDC 5378 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, PA 

SUBJECT: PARAGUAY: CREATION OF A COMBATANT COMMAND FOR 
AFRICA 


PolOff delivered message to Terumi Matsuo, the MFAVs Director 
for International Organizations, February 22. Matsuo told 

PolOff that she would pass the message forward. She had no 
negative or positive reaction to this development. NOTE: 
Paraguay engages minimally with Africa on a political or 
economic level. END NOTE 

FITZPATRICK 
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E.O. 12958: N/A 
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TAGS: PHUM, Cl 

SUBJECT: CHILE: APPROVED HUMAN RIGHTS VETTING CLEARANCE FOR 
COMBAT CASUALTY CARE COURSE 


REF: A. STATE 23338 
B. SANTIAGO 00224 


1. Per reftel A, Embassy verifies that as of February 22, 

2007, the Department of State possesses no credible evidence 
or information of gross human rights violations by the 

Chilean candidates cited in reftel B. 


2. Counselor for Economic and Political Affairs, Juan A. 
Alsace, certifies the above statement. 
KELLY 
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E.O. 12958: N/A 
TAGS: PTER, PGOV, PHUM, CO 
SUBJECT: NOISE ON HUMANITARIAN ACCORD MASKS LACK OF PROGRESS 


1. President Uribe authorized representatives of families of 
FARC hostages to seek direct meetings with the terrorist 
group and work towards an exchange of FARC hostages for 
imprisoned terrorists. Representatives of the families, 
including the mother of Ingrid Betancourt, blamed the FARC 
for their loved ones\' captivity but said Uribe should do more 

to free them. In an interview with a French newspaper, Uribe 
outlined why the FARC\'s professed interest in an humanitarian 
accord was not sincere and reiterated his commitment to 
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fighting them. End summary. 


2. On February 24, the presidency issued a statement 
authorizing families of FARC hostages to seek direct meetings 
with the terrorist group to facilitate an \"humanitarian 

accord.\" The statement said the GOC was amenable to contact 
with the FARC and authorized hostage family spokesperson Lucy 
de Gechen, wife of FARC hostage and Senator Jorge Eduardo 
Gechen, to contact the group. The statement followed Uribe\'s 
February 22 declaration that the GOC would intensify the 

fight against the FARC because it had rejected Uribe\'s most 
recent outreach effort, threatening rather than cooperating 

with Uribe\'s (unnamed) emissary. 


3. Yolando Pulecio, mother of FARC hostage and former 
presidential candidate Ingrid Betancourt, criticized the FARC 
and Uribe on February 23, the occasion of Betancourt\'s 5th 
anniversary of captivity. She recognized the FARC\'s 
responsibility for taking her daughter hostage, but said 

Uribe had not done enough to free her, points echoed by 
Betancourt\'s two children, who now live in France. Claudia 
Rujeles, wife of FARC hostage and former Meta governor Alan 
Jara, said the FARC was intransigent, but urged Uribe to 
overcome obstacles to an exchange of hostages for imprisoned 
FARC terrorists. A number of hostage family representatives 
criticized the rhetoric used by all sides, calling for 

concrete steps to free their loved ones. 


4. In an interview with French newspaper Le Figaro, 
published on the presidency website on February 21, Uribe 
said he was ready to meet with the FARC anywhere to discuss 
an humanitarian accord, but saw three obstacles. First, the 
FARC was not serious about the accord. It had continually 
mislead interlocutors and had demonstrated no interest in 
serious talks. Second, Uribe said the terrorist group had 
refused to accept a December 2005 European proposal for a 
200km security zone to discuss an exchange, free of all armed 
actors, including GOC and FARC forces. Uribe repeated the 
GOC would not accept a \"demilitarized zone\" that allowed FARC 
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terrorists to operate freely, a concession the FARC had 
seriously abused during the presidency of Andres Pastrana. 
Third, Uribe pointed out the FARC had refused to agree that 
FARC terrorists released from jail enter GOC reintegration 
programs or go into exile rather than return to FARC ranks. 


5. Uribe insisted the GOC would continue to make every 
effort to secure the hostages\' release, either through an 
humanitarian accord or through rescue efforts, if warranted. 


6. The current flurry of comments surrounding an 
humanitarian accord stems from the fifth anniversary of 
Betancourt\'s seizure by the FARC, and does not represent any 
real movement by the GOC or the FARC on the issue. 


DRUCKER 
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DEPT FOR WHA/EPSC FAITH CORNEILLE 
TREASURY FOR SGOOCH 


E.O. 12958: N/A 
TAGS: ECON, EPET, EFIN, PREL, EC 
SUBJECT: FIRST VENEZUELAN DIESEL SHIPMENT ARRIVES IN ECUADOR 


REF: Quito 173 
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1. (U) Summary: President Correa and Venezuelan counterparts 
celebrated the arrival of the first shipment of Venezuelan diesel 
under an Ecuador-Venezuela petroleum exchange agreement with a 
ceremony on board Venezuelan ship Manuela Saenz February 23. The 
crude-for-derivatives exchange agreement is part of a larger set of 
cooperation agreements signed between the Correa and Chavez 
administrations January 16 (see reftel). In exchange for the 
shipment and two additional deliveries planned for March, Ecuador 
will begin shipping crude to Venezuela March 15. The GOE has said 
this arrangement will save Ecuador USD 1.5 per barrel in purchasing 
derivatives (close to USD 1 million for the three scheduled 
shipments). End Summary. 


2. (U) President Correa, Ecuadorian Ministers of Energy, Culture, 

and Defense, President of state oil company Petroecuador, Venezuelan 
Energy Minister Rafael Ramirez, and Venezuelan Embassy officials, 
along with state oil company representatives from both countries 
attended the ceremony in the port of Balao, Esmeraldas. Also 

Present were representatives of state oil companies from Chile, 

Peru, Brasil, Uruguay, Colombia, and Argentina. 


3. (U) Correa praised the arrival of the shipment, noting that 
Venezuela was able to deliver in less than 40 days what had not been 
able to be accomplished in four years for lack of political will. 
Venezuelan Energy Minister Ramirez spoke of Venezuela\'s disposition 
to create more petroleum sector contracts to benefit both countries. 
Ecuador will send a government delegation to Venezuela shortly to 
seek further joint energy projects; Ecuador\'s Ambassador-designate 
to Caracas Rene Vargas has suggested the construction of a new 
refinery in Ecuador as a possibility. 


Details of the Exchange 


4. (SBU) This first shipment totaled 220,000 barrels of diesel, as 

per the initial exchange agreement. Two additional shipments of 
220,000 barrels each are scheduled to arrive in Ecuador between the 
15-17 and the 22-24 of March. In exchange, Petrocomercial 
International Sales Manager Carlos Izurieta stated that Ecuador 
expects to ship 1.08 million barrels of crude during the first 

quarter of 2007, and expects to use an exchange rate of 1.5-1.6 
barrels of crude for one barrel of derivatives. Venezuelan Energy 
Minister Ramirez confirmed that Venezuela expects the first shipment 
of Ecuadorian crude to arrive in Venezuela March 15. Information on 
how much this exchange benefits Ecuador by purportedly \"cutting out 
the middleman\" is unclear - official GOE calculations put the 

savings for Ecuador at USD 1.5 per barrel of derivatives (a savings 

of close to USD 1 million for the three scheduled shipments), but 
details on this calculation have not been released. 


5. (SBU) Comment: The arrival of derivatives in Ecuador, on time 


Column 3 

and with the agreed quantity, appears to show a strong political 

will by the GOV to demonstrate that the crude-for-derivatives 
exchange is a serious and not merely a symbolic agreement that can 
deliver real benefits to President Correa and Ecuador. Although we 
lack details, we suspect that the exchange may be an economic loser 
for Venezuela given transportation and other costs. If Ecuador does 
indeed enjoy the reported cost savings from the exchange, it makes 
sense to continue with the arrangement. If it turns out there are 
hidden costs for Ecuador, or if there is any delay in the arrival of 
derivatives from Venezuela (which could affect Ecuador\'s domestic 
energy supply), support for the arrangement could deteriorate. 


JEWELL 
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STATE FOR WHA/MEX, EB/ESC KATHERINE LEAHY AND LEANNE 
CANNON, S/CT PATTY HILL, S/CT FINANCE GALER AND NOVIS 


E.O. 12958: N/A 

TAGS: EFIN, ETTC, KTFN, PREL, PTER, MX 

SUBJECT: TERRORIST FINANCE: EMBASSY RAISED PROBLEM OF 
ILLICIT CASH COURIER ACTIVITY WITH MEXICANS 


REF: SECSTATE 16120 


(SBU) In response to Ref A, econoff in late February 2007 
shared a Spanish-language non-paper on the threat posed by 
illicit cash courier activity with five Mexican officials. 

These officials are: Luis Urrutia, the head of Mexico\'s 
Financial Intelligence Unit; Nicandra Castro Escarpulli, the 
acting chief of Mexico\'s federal investigative agency 
(SIEDO); Jose Luis Santiago Vasconcelos, the Deputy 
Prosecutor for International Affairs at the Federal Attorney 
Generals Office; Marco Antonio Venegas Ramirez, the Chief of 
Counternarcotics Cooperation and Director General for North 
American Affairs at the Secretariat of Foreign Relations; and 
Luis Mancera, the Federation\'s Fiscal Prosecutor. We will 
notify Washington immediately if we receive a substantive 
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reply. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
GARZA 
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STATE FOR WHA/MEX, WHA/EPSC, EEB/IFD/OMA 
STATE FOR EEB/ESC/TFS JEAN CLARK 
TREASURY FOR IA (ALICE FAIBISHENKO) 
DOJ/AFMLS FOR ROBERT STAPLETON 

NSC FOR CYNTHIA PENDLETON 


E.O. 12958: N/A 
TAGS: ECON, ECPS, EFIN, ELAB, ENRG, MX, PGOV, PREL 
SUBJECT: MEXICO\'S LOWER HOUSE APPROVES ANTI-TERROR BILL 


1. (SBU) Mexico,s lower house of Congress approved a bill on 
February 20, 2007 that provides up to 40 years imprisonment 
for people convicted of financing terrorist groups. The 

bill, approved 413-12 with six abstentions, establishes 
terrorism financing and international terrorism as serious 
criminal offenses, as called for in UN Resolution 1373. The 
measure incorporates several non-finance related provisions, 
including jail sentences for individuals who cover up the 
identities of terrorists and for those who recruit people to 
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commit terrorist acts. While the bill would represent a 
significant achievement for Mexico in suppressing those who 
finance, plan, facilitate, or commit terrorist acts, it lacks 
several provisions that would have made it more effective. 
Of these omissions, the bill\'s failure to specifically 

address asset identification, seizure, forfeiture, or the 
freezing of assets is the most notable. The bill now passes 
to the Senate, which approved a similar proposal during last 
year\'s session. End Summary. 


2. (U) Mexico\'s Chamber of Deputies on February 20, 2007 
approved amendments to several criminal and financial laws 
which specify that persons who use Mexican territory to plan 
or finance terrorist attacks undertaken outside Mexico would 
be subject to Mexican law, including a punishment of up to 40 
years imprisonment and a fine of up to the equivalent of 
1,200 days of the minimum wage. The bill authorizes 
prosecutors to track and obtain information from finance and 
tax authorities on suspicious transactions. 


3. (U) The measure incorporates several non-finance related 
provisions which specify the crime of terrorism to include 
those that use toxic substances or chemical/biological 
agents, radioactive materials or instruments, explosives or 
firearms, or fires or floods to cause terror or alarm or to 
attack a population, whether foreign or domestic. It 
establishes a punishment of 1 to 9 years imprisonment for 
individuals who wittingly cover up the identities of 
terrorists. Under the bill, threats to commit and the 
recruitment of people to commit terrorist acts are also 
punishable with jail sentences. 


4. (U) The bill specifically criminalizes terrorism financing 
and international terrorism (i.e., terrorist acts undertaken 
outside Mexico). The advancement of this bill is important 
because Mexico currently does not have a specific law 
criminalizing the financing and support of terrorists and 
terrorist organizations -- as called for in UN Resolution 
1373. Under current Mexican law, terrorist financing is only 
punishable as an ancillary offense. The bill now passes to 
the Senate, which approved a similar proposal last year. 


5. (SBU) Some deputies voiced concerns that the measure would 
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make Mexico more vulnerable to pressure from other countries 
to prosecute or extradite suspects captured on Mexican soil. 
But others said it would empower Mexican prosecutors by 
allowing them to try such cases at home. Some PRD and Labor 
Party (PT) deputies opposed defining \"international 

terrorism\" as a crime, alleging that prosecuting in Mexico 
terrorist acts undertaken in other countries would make 

Mexico a target for terrorist attacks, and only serve U.S. 
political and economic interests. PT deputy Jaime Cervantes 
said the reform could serve as a legal instrument to repress 
dissident voices. Despite these criticisms, the bill was 
approved by an overwhelming majority, 413-12 with six 
abstentions. 
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Comment 


6. (SBU) If passed, this bill would be a notable achievement 
for Mexico in suppressing those who finance, plan, 
facilitate, or commit terrorist acts. That said, the bill 

does not include several provisions, including stronger 
deterrent mechanisms, which would have made it more 
effective. Notably, the bill does not specifically address 
asset identification, seizure, forfeiture, or the freezing of 
bank accounts, real property, etc. The bill also does not 
expedite the process for legally obtaining bank account 
information and navigating through the banking commission, 
the Finance Secretariat, etc. Nor was document fraud 
mentioned in the bill. False identities, travel documents, 
immigration papers, etc. are realistic tools that can be used 
by terrorists or co-conspirators. End Comment. 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, PTER, SNAR 

SUBJECT: DHS SECRETARY CHERTOFF IN MEXICO, FEBRUARY 15-16: 
MEETINGS WITH INTERIOR, TREASURY OFFICIALS 


THIS CABLE IS SENSITIVE BUT UNCLASSIFIED; PLEASE HANDLE 
ACCORDINGLY. 


1. (SBU) Summary: Secretary Chertoff\'s February 15 
meetings with GOM Interior (Gobernacion) officials occasioned 
broad-ranging discussions of ongoing bilateral cooperation 

and yielded several specific proposals to broaden it, 

including: 


--A commitment to work together closely in shaping and 
implementing a strategy to control Mexico\'s southern border; 


--A commitment to strengthen and expand the Border Violence 
Protocols; 


--A proposal to expand and strengthen the Border Violence 
Protocols by extending the program along the length of the 
U.S. - Mexican border and deepening tactical intelligence 
exchanges; 


--An offer to improve the Interior Repatriation Program by 
including \"at-risk\" travelers and Central American illegals; 


--An effort to encourage the GOM to broaden biometric data 
sharing by capturing finger-print data on incoming airline 
passengers; 


--An offer to exchange information with Mexico on contingency 
planning concerning a possible mass migration from Cuba after 
Castro\'s death; and 
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--A request that Mexico consider requiring visas of 
Venezuelan travelers. 


2. (SBU) Secretary Chertoff first met with officials from 
Mexico\'s Ministry of Interior. Headed by Secretary Ramirez 
Acuna, it consisted of representatives from the ministry\'s 
bureau of population, migration, and religious affairs, the 

chief and representatives from MexicoWs intelligence agency 
(CISEN), the head of the National Migration Institute 

(INAMI), the new Undersecretary for North American Affairs 
from the Foreign Ministry, and Mexican Customs Commissioner. 


3. (SBU) The nearly two-hour meeting covered 1) 
immigration; 2) MexicoYs southern border strategy; 3) the 
Border Violence Protocols; 4) repatriation of Mexican and 
third country nationals; 5) biometric data exchanges; and 6) 
Cuba and Venezuela. 


Migration: U.S. Temp Worker Plan Possible, But Controls 
Necessary 


4. (SBU) Both Ramirez Acuna and the Secretary lauded the 
close bilateral relationship, underscored shared concerns, 
and stressed the priority President Calderon attaches to 
strengthening cooperation in law enforcement, migration, and 
border security. Secretary Chertoff commended President 
Calderon\'s recent law and order initiatives and provided an 
overview of his chief concerns: trans-border terrorism, 
organized narco-crime, and illegal migration. Concerning the 
latter, he noted his hope that a stronger Mexican economy 
would help stem flows of illegal migrants to the U.S. 
Secretary Chertoff stressed President Bush\'s continued 
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commitment to a temporary worker program (TWP) in the United 
States and underscored the need to control who enters the 
U.S. across our southern border, both as a matter of public 
security and to build public support for TWP. He said that 

in the coming months the United States Government would 
continue to take measures to secure the border, even as it 
moves forward with immigration reform. He himself would be 
leading a high profile effort to strengthen controls against 
illegal immigration in coming weeks, he advised his 
counterparts. 
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5. (SBU) Atthe same time, the Secretary noted, we are 
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concerned by illegal migrants from third countries passing 
through Mexico to the United States and the vulnerabilities 

to criminal elements such traffic posed to both the U.S. and 
Mexico. We are interested in working with Mexico to develop 
strategies to attack smugglers, get at their organizations, 

and target their money. The U.S., he stressed, wants to help 
Mexico secure its own southern border and is eager to hear 
how the GOM plans to do so. 


6. (SBU) Ramirez Acuna and his team (gladly) outlined their 
view of the problem, stressing its regional socioeconomic 
roots: poorly performing Central American economies and 
persistent social problems created the impetus for migrant 
flows northward to and through Mexico. These problems, 
compounded by the regions rugged physical environment, 
create the conditions in which illegality festers. 

Ultimately, they need to be addressed broadly. For now, 
Mexico needs not only a better analytic handle on illegal 
activities in the south, it needs to concentrate resources in 
key areas such as the formal and \"informal\" ports of entry 
along the Guatemalan border, as well as on the isthmus of 
Tehuantepec, a natural choke point for smugglers of illegal 
people and goods. 


7. (SBU) Secretary Chertoff responded by saying the U.S. 
was willing to support a strategic plan. He would take the 
GOM\'s broad view of the problem back to Washington and 
explore how we might concentrate our intelligence and law 
enforcement resources in support of a plan. He asked Ramirez 
Acuna to identify a principal point of contact for the GOMVs 
southern border strategy and promised to do the same within 
DHS. CISEN Director Guillermo Valdes would coordinate this 
effort for Mexico, Ramirez Acuna said. 


8. (SBU) Turning to the Border Violence Protocols, Ramirez 
Acuna said the experience of the past year has been very 
positive. Mexico is pulling together the police elements 
necessary to better secure its northern frontier in a climate 
of heightened violence. Mexico wanted to expand the 
Protocols along the length of the border, he said. CISEN 
head Valdes seconded this, saying that the visit of the Chief 
of the Border Patrol, David Aguilar, underscored the utility 
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ofthe mechanism. He suggested that the United States and 
Mexico might even broaden the program\'s focus. Tightened 
U.S. security along the border was likely increasing the 
propensity for violence in the area, Valdes said, as criminal 
organizations challenged the growing effectiveness of 
government efforts to repress their activities. Valdes 
assured Secretary Chertoff that CISEN would develop a 
strategic approach to analyzing and countering growing 
violence along the border and welcomed engaging a counterpart 
USG element in this regard. 


9. (SBU) Secretary Chertoff agreed that criminal 
organizations would likely turn to violence to defend their 
activities, and said that President Calderon had correctly 
focused on border violence. He concurred that the U.S. and 
Mexico should expand the Border Violence Protocols. On 
greater intelligence sharing, he submitted that such 

exchanges should be driven by operational concerns with 
emphasis placed on improving immediate response capability 
through better coordination between field commanders on both 
sides of the border. 


10. (SBU) GOM representatives lead this discussion with an 
assessment of Mexican measures to coordinate repatriations of 
illegal Central American migrants. Close engagement with 
Central American governments, through a series of bilateral 
accords, allowed for \"rapid, agile, large-scale\" 

repatriations with minimal problems, argued INAMI 
Commissioner Cecilia Romero. SRE Under Secretary for North 
America Carlos Rico then called for an evaluation of 

voluntary repatriations of illegal Mexican nationals from the 
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United States based on such \"best practices.\" While he 
called the U.S.-Mexico Interior Repatriation (IR) program 
successful overall, he argued for improvement in some 
aspects, such as consular access. He also took the 
opportunity to comment on recent cases of violence against 
Mexican nationals in the United States, noting his 
government\'s frustration with the lack of follow-up in 
investigations. 


11. (SBU) On the issue of violence against Mexican 
nationals, Secretary Chertoff stressed the professionalism of 
Border Patrol agents, their training, and the rules of 
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engagement under which they operate. However, he noted, 
agents face a constant barrage of attacks, ranging from rock 
throwing to incidents of far greater severity, and Mexico 
should understand their need to defend themselves 
appropriately. Referring to the IR program, he acknowledged 
room for improvement and offered two suggestions. First, he 
urged Mexican authorities to allow the program to expand to 
include at-risk illegal travelers such as the aged, infirm, 

and incapacitated, even when they do not volunteer for the 
program. Second, he proposed using the repatriation flights 
to better advantage by flying on to their home countries 
Central Americans detained in both the U.S. and Mexico. 
Though GOM representatives did not respond enthusiastically 
to either suggestion, Ramirez Acuna asked INAMI\'s 
Commissioner Romero to work with Julie Myers of Immigration 
and Customs Enforcement to explore ways to improve the 
program. 


12. (SBU) GOM representatives discussed the methods used to 
verify travelers and merchandise to and through Mexico. 

Among other initiatives, they noted the implementation of new 
technologies and the scope of their APIS efforts, which 

covered 22 airlines and more than 20 million passengers in 
2006. Secretary Chertoff agreed that APIS and other GOM 
measures were working effectively, but noted our desire to 
broaden biometric exchanges to include the broader capture 

and exchange of fingerprints. Such exchanges would benefit 
both countries, he argued. 


13. (SBU) Ramirez Acuna raised the issue of conditions in 
Cuba and Venezuela and noted the uncertainty in the region in 
the advent of Fidel Castro\'s demise, emphasizing Mexico\'s 
concerns with a possible mass migration. This should concern 
the U.S. as well, he noted; the U.S. and Mexico at least need 
to compare approaches to the potential problem. Secretary 
Chertoff asked if the Mexican Navy (SEMAR) had developed a 
plan to deal with a mass migration. Ramirez Acuna said that 

it had. Secretary Chertoff offered to put our Coast Guard in 
touch with SEMAR to ensure coordinated contingency planning 
in this regard. 


14. (SBU) On Venezuela, the Secretary asked for an 
assessment of Venezuelan intentions after Castro\'s demise, 
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noting that Venezuela President Hugo Chavez appeared to be 
looking for friends among the world\'s most dangerous powers. 
Ramirez Acuna stated that the GOM shared the USG\'s concerns 
regarding Chavez and was carefully monitoring his reach 

within the region, as well as within Mexico. Secretary 

Chertoff noted our concerns that Venezuela had not only shown 
itself to be hostile to common U.S. - Mexican interests, but 

that it was careless in issuing travel documents to its 

citizens and those who purported to be Venezuelans. 

Secretary Chertoff suggested Mexico might consider adjusting 
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its visa policy toward Venezuelans to monitor the influx of 
Venezuelan document holder more effectively. CISENVs Valdes 
noted that Mexico was already exercising due diligence of 
Venezuelan travelers. 


15. (U) Secretary Chertoff did not have an opportunity to 
clear this message before leaving Mexico. 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, PTER, SNAR, MX 

SUBJECT: DHS SECRETARY FEBRUARY 15TH MEETING WITH MEXICOVS 
FINANCE SECRETARY AGUSTIN CARSTENS 


THIS CABLE IS SENSITIVE BUT UNCLASSIFIED; PLEASE HANDLE 
ACCORDINGLY. 


1. (SBU) During a two-day trip to Mexico City, Secretary of 
Homeland Security Michael Chertoff met February 15 with 
Mexican Secretary of Finance and Public Credit Agustin 
Carstens. Both secretaries reaffirmed long-standing 
cooperation between the U.S. and Mexican customs officials. 


2. (SBU) Secretary Carstens proposed that the two 
secretaries sign a memorandum of understanding to create a 
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framework for bilateral cooperation, presenting Secretary 

Chertoff with a Wdiscussion draft" entitled \"United 

States-Mexico Customs Cooperation Framework Memorandum of 
Understanding (MOU).\" Carstens proposed that both 

secretaries sign the MOU during the upcoming meeting between 
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presidents Calderon and Bush, scheduled to take place on 
March 13 in Merida. 


3. (SBU) Secretary Carstens said an MOU would serve as a 
framework to develop and implement mutually beneficial 
customs initiatives. The draft he presented to Secretary 
Chertoff proposes the following technical working groups: 

(1) Customs Personnel; (2) Strategic Border Management; (3) 
Customs Procedures and Information Technology; (4) Regional 
Customs Security; and (5) Customs Enforcement. 


4 (SBU) Secretary Chertoff welcomed the initiative and said 
he would circulate it within the Department of Homeland 
Security (DHS) for review and comment, adding that he would 
ask Customs and Border Protection (CBP) Commissioner Ralph 
Basham to take the lead within DHS to review the Mexican 
draft and develop a coordinated response. The Secretary said 
that in developing that response, Commissioner Basham would 
work closely with Immigration and Customs Enforcement (ICE) 
Assistant Secretary Julie Myers. Carstens agreed that no 
cooperation agreement would be complete without the full 
involvement of both CBP and ICE. 


5. (SBU) Without committing to sign a MOU at Merida, 
Secretary Chertoff agreed to work closely with Secretary 
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Carstens to develop a combined U.S.-Mexico customs strategy 
and expressed the hope that Presidents Calderon and Bush 
could highlight that effort in public comments at Merida. 


6. (SBU) Secretary Chertoff did not have an opportunity to 
review this message before leaving Mexico. 
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STATE FOR ISN/CPI AND WHA/CAN 


E.O. 12958: N/A 

TAGS: PARM, PREL, KNNP, ETTC, IR, CA 

SUBJECT: CANADA LOOKING TO NEXT STEPS TO BRING IRAN INTO 
COMPLIANCE WITH UNSCR 1737 


REF: A. STATE 23001 
B. OTTAWA 316 


(SBU) We delivered ref. A demarche to Department of Foreign 
Affairs and International Trade (DFAIT) Senior Adviser Shawn 
Caza, who expressed appreciation for the message and noted 
that Canada was looking forward to a briefing on U.S. 

thinking on next steps for Security Council action to ensure 
Iran\'s compliance with UNSCR 1737. 
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STATE FOR D, E, P, AND WHA 
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TREASURY FOR AFAIBISHENKO 

STATE PASS AID FOR LAC/CAM 

NSC FOR DAN FISK 

COMMERCE FOR MSELIGMAN AND WBASTIAN 

STATE PASS USTR FOR AMALITO 


E.O. 12958: DECL: 02/26/2017 

TAGS: EPET, ENRG, PREL, BBSR, NI, VE, HO 

SUBJECT: OFFSTAGE, HONDURAN FUELS ISSUE NEARS RESOLUTION; 
ONSTAGE, THE THEATRE OF THE ABSURD 


REF: A) TEGU 336 AND PREVIOUS 
Classified By: AMB Charles Ford for reasons 1.4 (b,d) 


1. (C/NF) Summary: President Zelaya continues to shift his 
position on fuels to one increasingly aligned with the USG 
market-orientation. His public remarks have moderated 
significantly, triggering suspicion and even attacks from his 
former allies in the fight to nationalize fuel imports that 

he has now abandoned. It is important to discern the 
difference between Zelaya\'s previous public remarks, which 
were largely political theatre, from the real developments 
taking place off-stage. Much of this confusion was cleared 
away in a GOH communique dated February 22, that makes it 
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explicit that the GOH does not expect to continue the bid 
solicitation process, does not foresee signing a monopoly 
supplier contract with Conoco, and reiterates its belief that 
the only way to guarantee the best prices for the consumer is 
to move towards a more open and competitive fuels market. 
Texaco has submitted a formal proposal and is optimistic a 
deal is ready to be signed. GOH advisor Arturo Corrales has 
reportedly been tasked with drafting a new GOH decree 
memorializing this historic decision, but we won\'t truly 
believe we have a deal until the new decree is promulgated. 
End Summary. 


2. (SBU) The continuing saga of the GOH plan to either 
nationalize or liberalize the fuels import sector lately 

appears to be more farce than tragedy. Politicians are 

openly accusing each other of political theatre, the press 

now mocks the process as a \"Soap-opera,\" and the melodramatic 
posturing of leader of the Patriotic Coalition Juliette 

Handal has begun to alienate even some members of the public. 
At heart, however, the critics are correct: nearly all of 

the public remarks of the last week have indeed been 

political theatre, while a potentially durable solution to 

this self-inflicted crisis has been quietly negotiated 

off-stage. 


The Cast 


3. (SBU) The Hero: President Jose Manuel \"Mel\" Zelaya 
Rosales continues to play the leading man, portraying himself 
as steadfast in his defense of the Honduran consumer and 
defiant in the face of (he would have us believe) 
overwhelming opposition from the international oil companies. 
That said, his public rhetoric has shifted recently from the 
two-dimensional populism of last year (attacking the 
“commercial tyranny\" of \"warmongering multinationals\") to 
that of a more nuanced, three-dimensional character. Zelaya 
now openly proclaims the virtues of market opening and 
increased competitiveness. 


4. (SBU) The Sidekick: Arturo Corrales, one of the original 
members of the Commission of Notables formed to seek lower 
fuel prices, provides running commentary on events as they 
develop, patiently and calmly explaining to the audience what 
is happening on stage. While his actions will prove to be 

key in the victory by the good-guys, he nevertheless politely 
declines to take any credit, pointing instead to the 

President as the courageous man of action. 


5. (SBU) The Chorus: Led by Minister Counselor for Legal 
Affairs Enrique Flores Lanza, the supporting players amplify 
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the central themes established by the President. When Zelaya 
attacked the IOCs, the chorus was vitriolically 
anti-multinational. Now that the President has shifted to a 
free-market stance, the chorus sings the praises of 
competition. Though not the most important players on stage, 
the Chorus often drowned out the other dialogue, striving 
instead to sway the audience through repetitive emotional 
appeals. 
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6. (SBU) The Jilted Lover: Juliette Handal, leader of the 
Patriotic Coalition and zealous supporter of nationalization, 
began Act | as the object of the Presidents political 
affections. Blind to her flaws, he courted her and showered 
her with support, adopting her cause as his own. By Act Ill, 
however, the President has had a change of heart: he has 
resolved to leave her and instead seeks to find an 
accommodation with the oil companies. Playing every inch the 
spurned lover, Handal has accused the President of treachery 
and betrayal, and vowed that \"God would judge him!" for his 
actions. She sought public sympathy with an allegedly broken 
arm (one that equally mysteriously was healed a week later), 
and darkly accused \"outside forces\" of trying to destroy her 
and her plan for nationalization of the oil sector. Her 
increasingly shrill statements have left some observers 
(including the radio commentators who hosted one of her 
recent interviews) wondering aloud about her emotional 
stability. Many, however, have merely tired of her 
over-emoting in her role as perpetual victim, and wish she 
would just exit the stage. 


7. (SBU) The Mad Scientist: The U.S. citizen consultant who 
designed the nationalization scheme was introduced to the 
audience as the expert who would assist the President in 
saving the day. Recently, however, public opinion has turned 
on him, as questions have been raised about his ethics, and 
about whether his elaborate scheme was ever a good idea. 
Even Juliette Handal, a long-time friend and the person who 
brought him into this production, now publicly shuns him and 
declares that she barely knows him. He has, as the press 
delights in pointing out, become a soap opera caricature: 

the good-guy turned bad-guy. Some now wonder whether he will 
be forced to flee in the night, pursued by a crowd bearing 
pitchforks and torches. (Note: Both his lionization last 

year and his demonization more recently are overdone, and 
Post has no evidence of any illegal acts on his part. End 
note.) 
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8. (SBU) The Innocent Man, Wrongly Accused: The 
international oil companies found themselves cast in the role 
of villain. At first they tried to persuade the audience 

that they were innocent of the crimes of which they stood 
accused, but their early dialogue was poorly written and 
poorly delivered, and left the audience unconvinced and 
unmoved. The President's charismatic and populist rhetoric 
held them in its sway. By Act Il, the companies had realized 
it is not the audience, but the President who must be 
convinced, and that they could only do this off-stage. Yet 
they remained troubled by the disconnect between the content 
of those private talks and the President\'s words on stage. 
Post reminded the companies that the President\'s fiery 
speeches on stage are, after all, theatrics, and that the 

more meaningful words are those he says in private. 


9. (SBU) The audience: The Honduran public continues to watch 
the action, more bemused than amused. As the plot twists 
become increasingly improbable, the artifice has worn off and 
the public has begun to see through to the true story 
underneath. The President remains popular for his defense of 
lower prices, even if the public is no longer sure if they 

entirely believe him. Some have gradually appreciated 
Corrales\' repeated presentations and they now understand some 
of the core market concepts. (This will also help the 

President sell his new strategy when the time comes.) Some 

of those that Corrales could not rally through reasoned 
argument have been brought along through sentiment as Flores 
Lanza and others continue to drive home the key messages. 
The Honduran public is increasingly suspicious of the 
consultant, and some have grown tired of Handal relentlessly 
overplaying her part. 


This Week\'s Exciting Chapter 
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10. (C/NF) On February 19, a delegation of senior officials 

from U.S. oil company ChevronTexaco met with GOH officials to 
seek a resolution to the current situation. They emerged 

from talks \"calm\" and \"comfortable\" that they understood what 
the GOH needed from them in order to accept a deal. On 
February 21, ChevronTexaco presented a formal offer to the 
GOH, outlining their proposal for restructuring the fuel 

pricing formula in a way that would allow the GOH to claim 

price reductions, while safeguarding the long-term interests 

of the company and setting Honduras on a path towards rapid 
market liberalization. On February 23, ChevronTexaco 
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representatives told EconChief that the offer had been well 
received by Zelaya, and that they were confident a deal might 
be announced the week of February 26. 


11. (C/NF) In the meantime, Handal openly and increasingly 
stridently accused the GOH of conspiring to undermine the 
fuel import nationalization scheme and of seeking an 
arrangement with the IOCs. (Comment: In this, she was 
absolutely correct. She hoped that by saying this aloud, the 
public would rise up and demand the GOH return to the 
nationalization process. That they have not done so must be 
a bitter disappointment to her. End comment.) When her 
denunciations of GOH perfidy failed to rouse a public outcry, 
Handal took the most drastic step remaining to her: she and 
the other \"witnesses of honor!" to the nationalization process 
resigned. Their resignations went largely unnoticed, and 
within a day had disappeared from the news. The President, 
when asked later about the resignations, merely thanked the 
witnesses for their hard work and support throughout the 
process. This left the impression (carefully cultivated by 
Corrales as well) that the fuel imports bid solicitation 

process had not broken down, but had simply run its course. 
The GOH, Corrales implied, is not abandoning the process so 
much as moving beyond it in search of bigger savings and 
better efficiency improvements. In the minds of the public, 
Handal\'s resignation -- intended to be in protest -- thus 
became instead her stepping down at the conclusion of a long 
but fruitful process. Making another attempt to rally her 
waning base of support, Handal has called for another meeting 
of the Patriotic Coalition to \"endorse\" the resignations and 
call on the GOH to continue forward with the nationalization 
process. 


12. (C/NF) Reportedly on the advice of the U.S. citizen 
consultant working for the GOH, U.S. firm ConocoPhillips 
submitted a signed contract to the GOH for approval. (Note: 
Under the nationalization scheme, Conoco was to have been 
awarded a contract as the monopoly supplier of fuels to 
Honduras, excluding from the market several current 

suppliers, including U.S. firms Texaco and Esso. End note.) 
The GOH objected that Conoco had made substantial changes to 
the draft contract, that those changes would need to be 
reviewed and agreed upon, and therefore it was inappropriate 
and disrespectful for Conoco to have submitted the contract 
already signed. Allegations quickly spread that the U.S. 
consultant had \"negotiated\" a deal with the firm without the 
GOH\'s consent. Other stories circulated that the consultant 
sought to claim his USD 1 million bonus for cost savings, 

even though those savings resulted from GOH action on pricing 
and not from the consultant\'s work on the import scheme. 
(Comment: According to GOH sources, this is accurate. The 
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consultant\'s contract apparently does give him credit for 
changes to domestic policies that result in savings, and not 
just for savings resulting from his own work on imports. 
When informed of this fact, President Zelaya was reportedly 
furious. End Comment.) 


13. (C/NF) As a result, the public is demonizing the 

consultant, and the press portrays him as treacherous and 
greedy. Conoco, meanwhile, has not made any public 
statements in over two weeks, nor has it sent a delegation to 
meet with the GOH. Conoco had given the GOH until February 
24 to resolve the pending issue of storage facilities and to 
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sign a contract with them. Since that deadline has now 
arrived with no deal and no likelihood of such a deal, Post 
assesses that Conoco might be losing interest in concluding 
this relatively minor but increasingly nettlesome matter. 

(At only 8 million barrels of product per year, a Conoco 
official recently told EconChief the deal was \"peanuts\" for 
the firm.) 


14. (C/NF) DIPPSA President Henry Arevalo remains in hiding, 
seeking to avoid being served with a court order to allow GOH 
use of his oil storage facilities. The GOH\'s inability to 

secure these facilities held up and might in the end have 
scuttled the import nationalization plan and the resulting 
Conoco deal. Recently, DIPPSA has appealed the original 
ruling, further dragging out the proceedings. (Comment: Post 
assesses that these dilatory tactics are deliberate and have 
likely been approved by Zelaya. Itis clear that by January 

18 Zelaya had decided not to pursue a nationalization scheme. 
He therefore needed time to shift his position and prepare 

the public for his decision not to sign with Conoco. 

DIPPSA\'s refusal to turn over its tanks and subsequent legal 
maneuvering gave Zelaya the time he needed. End Comment.) 


15. (SBU) On February 22, Zelaya made his intentions plain 
for all to see. Flanked by Vice President Elvin Santos and 
Foreign Minister Milton Jimenez, Zelaya released a GOH 
communique on the fuel situation. Among its five brief 
points, the communique requires that the IOCs continue to 
offer the lowest possible fuels prices. It also says the GOH 
will not sign with Conoco (Wfor now”); will promote renewable 
energy; and will halt the bid solicitation process (\"for 
reasons entirely outside the control" of the GOH). They key 
sentence, however, appears in point five, in which the GOH 
\"holds that the only way to benefit consumers with fair 
prices is by opening the market to true competition, 
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guaranteed by the state and in the national interest.\" 


16. (C/NF) Comment: With each of his action over the last 
three weeks, Zelaya has strengthened our credence in his 
claims that he has embraced the idea of market competition as 
the only durable long-term solution to his fuel import 
concerns. We are far less concerned about the theatrics, 
whether his or the oppositions\', and we have the impression 
that the Honduran public\'s attention is also waning. As 
Flores Lanza recently told EconChief, WThe public doesn\'t 
care if we sign the contract (with Conoco.) They already have 
their savings." We do not discount the possibility that 
Handal will seek to stir up social unrest in reaction to her 
defeat. However, it seems clear that Zelaya has steeled 
himself to deal firmly with her, should the need arise. 

(This impression was further reinforced by his surprise 
decision two weeks ago to use troops to clear protestors from 
a highway in Olancho. Zelaya is clearly sending a signal to 
social groups that law and order will be imposed, and that 
taking highways -- one of Handal\'s favorite tactics -- will 

no longer be tolerated.) We are pleased Texaco is optimistic 
about a deal. Corrales has been instructed by Zelaya to meet 
with Petroleum Administration head Lucy Bu to craft a new 
decree memorializing the accord, but we won\'t truly believe 
we have a deal until the new decree is promulgated. In the 
meantime, the show must go on. 


Ford 
FORD 
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SUBJECT: GUATEMALA: MURDER OF FOUR POLICEMEN ARRESTED FOR 
ASSASSINATION OF SALVADORAN PARLIAMENTARIANS 


Column 3 
REF: A. GUATEMALA 375 
B. GUATEMALA 348 


1. (SBU) Four members of the Civilian National Police (PNC) 
in detention for alleged involvement in the February 19 
assassination of three Salvadoran parliamentarians (reftels) 
were brutally murdered in a Guatemalan prison on February 25. 
According to media reports, at least two of the PNC suspects 
were decapitated and all four were repeatedly shot. A prison 
guard who was reportedly guarding the prisoners was also 
killed. 


2. (SBU) The exact sequence of events is uncertain at this 
point as the media reported two versions of what happened. 
One account claims that the PNC members were killed by gang 
members in a prison riot. Another version, espoused by a 
group of prisoners and family members, is that the prisoners 
were executed by a masked team that entered into the prison 
under the cover of a power outage. According to the second 
version, the prisoners started rioting after they heard 

gunshots and took hostages as protection from further 
executions. 


3. (SBU) Media reports noted that the alleged murderers were 
scheduled to be interviewed by the FBI, and implied that 

their murders were intended to preempt the FBI interviews. 
The prison warden of El Boqueron in Cuilapa, Santa Rosa, and 
four prison guards were released unharmed on February 26, 
approximately ten hours after they were taken hostage. 


4. (SBU) Comment: Public Ministry officials told Emboff 
February 23 that one of the suspects appeared willing to 
cooperate with interrogators and the fear that the alleged 
murderers would talk is widely viewed as having led the 
masterminds of the original murders to silence them. The 
Public Ministry has dedicated substantial resources to the 
getting to the bottom of these two crimes, and San 
Salvador-based Legatt met with prosecutors today to assess 
what support the FBI can provide. 

Derham 
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E.O. 12958: DECL: 02/26/2027 

TAGS: PREL, PGOV, PARM, MOPS, GG, IZ 

SUBJECT: U.S. RESPONSE TO GEORGIAN OFFER OF ADDITIONAL 
COMBAT ELEMENT TO OIF 


REF: A) DIAIMADSWA 2230755 B) EMB TBILISI - DESK EMAILS 
Classified By: EUR A/S Daniel Fried for Reasons 1.4 (a), (b), and (d). 


1.(U) This is an action request for February 27. Please 
see paragraph 3. 


2.(S) Per refs A and B, President Saakashvili has decided 

to offer a 2,514-strong infantry brigade (including three 

infantry battalions and logistical support) for deployment to 

Iraq for a limited period. Georgia wants to be part of the 

surge and to actively participate in Coalition operations. 

Total Georgian contingent in Iraq would then be over 3,300 * 
third in size to the US and UK. The USG accepts the 
Government of Georgia,s (GOG) valuable offer with the 
understanding that further detailed coordination will be 

required to bring the brigade to Iraq. Deputy Secretary of 
Defense England plans to convey this message to Georgian 
Ambassador to Washington Sikharulidze in a morning meeting on 
February 27. The USG will be considering all specifics of 
deployment of the Georgian brigade, including timing. The 

USG asks the GOG not to go public with its plans for an 
increase in its contribution to the Coalition at this time. 

We would prefer the GOG engage the Government of Iraq (GOI) 
on this so when it is announced it could be portrayed as a 
Georgian offer to Iraq. The GOG and the GOI should 
coordinate closely on this offer. 
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3. (S/REL GEORGIA) On February 27, as close as possible to 

the time of Deputy Secretary England,s meeting with Georgian 
Ambassador Sikharulidze (approximately 8:00 a.m. EST), 
Ambassador is requested to accept the Georgian offer in 

principle and may draw on the following talking points 

cleared by the interagency community. BEGIN TALKING POINTS: 


--Express thanks for the Government of Georgia,s (GOG) 
steadfast and courageous support. The GOG already 
contributes a total of 859 troops to Iraq, both in 

Multinational Forces - Iraq and the United Nations Protection 
Force. 


--Welcome and accept the offer, in principle, recognizing 
just how substantial it is. 


-- Note that Georgia is at the forefront of allies supporting 
the United States in the Global War on Terror. Their 
expanded offer of commitment comes at a critical juncture, 
and we recognize Georgia,s expanded level of support. 


--State that the brigade will be given meaningful missions 
that directly contribute to developing and sustaining 
momentum in Operation Iraqi Freedom. 


--Note that our staffs are already working out the details of 
where, how, and when MNF-I would employ the brigade. 


--Offer to work with the GOG to determine the training needs, 
equipment requirements, and logistics of adding a Georgian 
Infantry Brigade in Iraq. 


--Ask that the GOG continue to support Operation Iraqi 
Freedom at the same force levels after their surge period is 
over. 


--Suggest that any public announcements will need very 
careful handling and co-ordination with the U.S. and the 
Government of Iraq (GOI). 


--Urge the GOG to make this offer to the GOI. We can help in 
communicating with the Iraqi Government if needed. Our 
preference would be a public statement simultaneously 
announcing the GOG offer and an Iraqi acceptance. 


--Note that an announcement would have the greatest impact if 
held until after the general concept of operations for the 
deployment have been worked out. 


--Welcome Georgia,s continued defense reform efforts and 
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NATO/IPAP progress. Georgia should continue to work with the 
U.S. and its European partners on its military reform efforts 

and NATO IPAP/PARP commitments concurrently with its planned 
large-scale deployment to Iraq. Work on defense 

transformation efforts in Georgia should continue apace. 


--Look forward to continuing this strong security partnership 
in Iraq and other locations around the globe. 


--Thank Georgia again for its steadfast friendship with the 
United States. 


END TALKING POINTS. 
RICE 
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E.O. 12958: N/A 
TAGS: ETRD, EAGR, EINV, ECIN, ECON, BEXP, NU 
SUBJECT: NICARAGUA: CAFTA UPDATE 


REF: MANAGUA 01990 


1. (U) Summary: Nicaraguan exports to the United 
States during the first year of CAFTA performed 
extremely well. Total exports to the United States 
increased 29.2%, growing from $1.18 billion in 2005 to 
$1.53 billion in 2006. The Nicaraguan government 
separates free trade zone exports and general exports, 
which explains why its statistics are quite different 
from those we report. Top Nicaraguan exports to the 
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United States fell into three product categories: knit 
apparel, woven apparel, and automobile wiring 
harnesses, all manufactured primarily in free trade 
zones. Other Nicaraguan exports to the United States 
showing the strongest performance on the year included 
coffee, sugar, vegetables, tobacco products, and gold. 
Reflecting changing patterns of trade, both the number 
of products exported and number of Nicaraguan 
companies engaged in export to the United States 
increased. 


2. (U) Nicaragua imported almost 21% more from the 
United States in 2006 than it did in 2005. Leading 
imports include machinery, cereals, electrical 
machinery, vehicles, optical equipment, fats and oils, 
and plastic products. Most of these imports are going 
into production of some kind. According to the 
Ministry of Trade, Industry and Development (MIFIC), 
imports of capital goods accounted for 22% of total 
imports from the United States in 2006, intermediate 
goods almost 29%, and petroleum products 13%. 


3. (U) At least $235 million in new investments have 
been \"highly influenced\" by Nicaragua\'s membership in 
CAFTA. Investments on another $233 million in this 
same category are currently under consideration. 

These \"highly influencedW investments are 
predominantly in textiles and apparel industries. End 
Summary. 


Exports to the United States 

4. (U) Nicaraguan exports to the United States during 
the first year of CAFTA performed extremely well. 
Total exports to the United States increased 29.2%, 
growing from $1.18 billion in 2005 to $1.53 billion in 
2006. Since CAFTA entered into force on April 1, 
2006, exports to the United States grew 28.5% compared 
to the same period in 2005. Top exports to the United 
States fell into three broad product categories: knit 
apparel, woven apparel, and automobile wiring 
harnesses, all manufactured primarily in free trade 
zones. These three categories accounted for 
approximately $1 billion in trade with the United 
States, up 20% from 2005. 


5. (U) Other exports to the United States showing 
strong performances in 2006 were as follows: 


-- coffee and spices, up 82% to $67 million, largely 
because of high coffee prices; 
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-- sugar, up 62% to $26 million, largely because of a 
second tariff rate quota afforded to Nicaragua 
under CAFTA; 


-- vegetables, up 55% to $11 million, largely 
because of the export of new products to the 
United States under CAFTA; 


-- tobacco products, up 18% to $26 million, largely a 
reflection of growing U.S. consumer demand for 
Nicaraguan cigars; and 


-- gold and precious stones registered an increase of 
12% to $ $23 million, largely a reflection of high 
gold prices in 2006. 


Statistical Discrepancies 

6. (U) We must note that for national income and 
accounting purposes, the Government of Nicaragua draws 
a clear distinction between free trade zone exports 
and general exports, tracking the two as if they were 
separate statistics. Additionally, there are other 
discrepancies with the way Nicaragua collects data on 
exports. As the following paragraph demonstrates, 
U.S. officials should be careful to state that our 

trade figures are based on U.S. Customs data, and 
include free trade zone exports to the United States. 


7. (U) The Ministry of Trade, Industry and Development 
(MIFIC) reports trade statistics on the impact of 
CAFTA that are quite different from those of the 

United States International Trade Commission (USITC). 
For example, since CAFTA entered into force on April 
1, 2006, MIFIC reports that exports to the United 
States rose 10.1%, to $239 million, while imports from 
the United States rose 28.5%, to $498 million. For 
MIFIC, these flows translate into a bilateral trade 

deficit with the United States of $259 million, 52% 
more than in 2005. The report notes that major 
Nicaraguan exports to the United States include 
coffee, seafood, beef, sugar, tobacco products, gold, 
and vegetables. The difference between MIFIC and 
USITC statistics is mostly, but not completely, 
explained by MIFIC\'s exclusion of free trade zone 
imports and exports. 


A Look at CAFTA Quotas 


8. (U) CAFTA established a series of tariff quotas for 
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Nicaragua for some strategic agricultural products, 
including beef, sugar, peanuts, peanut oil, cheeses, 
dairy products, ice-cream, milk and cream. Indeed, 
these products are among Nicaragua leading exports 
to the United States. Nicaragua fully utilized its 
cheese and sugar quotas under CAFTA in 2006, but 
underutilized its quotas on peanut butter, ice-cream, 
milk and cream. Nicaragua did not utilize its CAFTA 
beef quota because it had not first exhausted its 
quota provided by the United States under the World 
Trade Organization. 


9. (U) While Nicaraguan peanut production has rapidly 
grown in recent years, local producers managed to fill 
only 14.9% of their quota under CAFTA. Nicaraguan 
officials have told us that this is because U.S. 
producers of peanuts are very competitive in their 
home market. The Government of Nicaragua believes 
that its producers can compete with U.S. producers in 
third country markets, particularly Mexico, but that 
U.S. credit guarantees give U.S. peanut exporters an 
unfair advantage. For this reason, Nicaragua joined 
Canada, Argentina, Australia and others in a recent 
request for WTO consultations on the application of 
U.S. agricultural subsidies. 


Changing Trade Patterns 

10. (U) One of the most important CAFTA developments 
may at first seem insignificant because the export 
quantities are so small. MIFIC reports that since 
CAFTA entered into force, Nicaragua exported 274 
products to the United States for the first time, 
including cotton underwear and nightgowns, chili 
peppers, billiard accessories, razor blades, 

ornamental fish, papaya, and plantains. Some of these 
products, or groups of products, promise to become 
significant export categories for Nicaragua in the 

future and, thus, greatly diversify Nicaraguan exports 
to the United States and the rest of the World. 


11. (U) A look at which companies are exporting also 
reflects changing trade patterns. MIFIC reported that 

372 Nicaraguan companies exported during April- 
December of 2006, the nine-month period after which 
CAFTA took effect. While 10 leading companies 
accounted for slightly more than 46% of total exports 

to the United States, 235 companies exported less than 
$100,000. The number of companies exporting more than 
$100,000 grew 15%, to 126. The total number of 
companies exporting to the United States grew by 4% 
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over that of 2005, while the average exported by each 
company grew by 6%. In short, more companies are 
exporting more product, and more types of products, to 
the United States than before CAFTA. Again, while 
these movements are small, they point to changing 
trade patterns for Nicaragua. 

Imports from the United States 

12. (U) Using USITC statistics, Nicaragua imported 
almost 21% more from the United States in 2006 than it 
did in 2005, growing to $755 million from $625 

million. Since CAFTA entered into force, Nicaraguan 
imports from the United States increased almost 17% 
when compared to same period in 2005. Leading imports 
from the United States include machinery, cereals, 
electrical machinery, vehicles, optical equipment, 

fats and oils, and plastic products. Most of these 
imports are going into production of some kind. MIFIC 
trade statistics for 2006 show that imports of capital 
goods accounted for 22% of total imports from the 
United States in 2006, intermediate goods almost 29%, 
and petroleum products 13%. Consumer goods accounted 
for 35% of total imports from the United States in 

2006. Reflecting the depth of the U.S. economy, 
imports are more evenly distributed over a wider range 
of products than are Nicaraguan exports to the United 
States. 


Investment 

13. (U) ProNicaragua, the government investment 
promotion agency, reports that at least $235 million 

in new and active investments were highly influenced 
by Nicaragua\'s membership in CAFTA. The largest of 
these is U.S.-based ITG Cone Denim new $100 million 
textile plant currently under construction in Ciudad 
Sandino. Half of the fifteen enterprises involved are 
already operating -- all but one are manufacturers of 
textiles or apparel. Together, these companies will 
directly employ more than 13,000 Nicaraguans. Another 
sixteen enterprises, mostly in textiles and apparel, 

are considering investing another $233 million as a 
result of NicaraguaYs membership in CAFTA. If these 
new investments materialize, they would directly 
employ another 9500 Nicaraguans. Nicaragua 
membership in CAFTA has also inspired a number of 
companies to re-invest in existing operations and the 
expansion production. 


Conclusion 
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14. (SBU) Though still early days, Nicaragua is 

clearly benefiting from CAFTA. Exports are up and 
more companies are trading a growing variety of goods. 
Once companies begin to export, they become more 
confident in their abilities to do business in new 
markets and with new products. Anecdotal evidence 
suggests that a growing number of small- and medium- 
sized businesses are borrowing to invest in the 
manufacture of components and other items for export. 


15. (SBU) USITC trade statistics reveal that no 
country has benefited more from CAFTA at this early 
juncture than Nicaragua. This partially reflects the 
fact that Nicaragua started from a lower base than its 
Central American neighbors, with fewer industries 
enjoying effective tariff protection. It partially 

reflects the fact that Nicaragua clothing and 

apparel industry was not well integrated into regional 
supply chains that experienced disruption when fellow 
countries implemented CAFTA on different dates. It 
also may reflect certain competitive advantages for 
Nicaragua. For example, the country has plenty of 
arable land and water for agriculture. Nicaragua 
offers textile and apparel manufacturers the lowest 
labor wages in Central America. Nicaragua has the 
only Trade Preference Level (TPL) among CAFTA 
countries, allowing it to import low cost third 

country fabric for the manufacture and export of 
apparel to the United States. Nicaragua also has the 
lowest crime rate in Central America. Despite the 
lack of infrastructure and irregularities in the legal 
system, these factors make the country a relatively 
attractive place to invest, particularly in 

agriculture and light manufacturing. 


16. (SBU) Equally significant is that the 
administration of former President Enrique Bolanos 
worked hard to improve customs, tax collections, and 
reduce red tape for investors. Bolanos stabilized 
inflation, reduced foreign debt, grew foreign exchange 
reserves, and stabilized foreign exchange rates. In 
addition, his administration successfully marketed the 
country to investors, providing tax and investment 
incentives when necessary. On January 10, Bolanos 
handed power over to newly elected President Daniel 
Ortega, and left the job of promoting Nicaragua to a 
new administration with a very different approach to 
government. The jury is out as to how hard Ortega 
administration will work to fulfill the promise of 

private sector-led growth and development that 
membership in CAFTA holds for Nicaragua. 
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E.O. 12958: DECL: 02/25/2017 
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SUBJECT: DEMARCHE REQUEST ON GEORGIA/SOUTH OSSETIA: MAKING 
PROGRESS IN THE JCC 


Classified By: EUR Deputy Assistant Secretary Matt Bryza. 
Reason: 1.4 (b), (d). 


1. (C) ACTION REQUEST: Department requests that post 
demarche the GoG at the highest appropriate level drawing on 
the points in para 3 below to gain Georgian support for 
substantive discussions in formal meetings of the Joint 

Control Commission (JCC) as soon as dates can be agreed, even 
while Georgia and its Euro-Atlantic allies continue to 

implement and devise strategies for transforming the 

situation on the ground in South Ossetia and achieving a 

peaceful resolution of the South Ossetia conflict. 


2. (C) BACKGROUND: With a continued fragile security 
situation in South Ossetia, a planned informal February 
28-March 2 meeting of the JCC (Georgia, Russia, South 
Ossetia, North Ossetia) has fallen apart, possibly over 
disagreements on the purpose and nature of the meeting. 
Moreover, the most recent meetings of the JCC have been 
unproductive, in part because Georgia has reportedly been 
unprepared to discuss issues other than modifying the format 
for negotiations. While the Department sympathizes with the 
GoG\'s wish to replace the JCC, an inefficient mechanism 
unfairly biased toward South Ossetia, we are concerned that 
the Georgians risk further stagnation of a negotiation 

process (and trying the patience of the Euro-Atlantic 
community) by persisting in their rejection of the existing 
negotiating format. We are also concerned that reluctance to 
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use the JCC hinders progress on implementing the 2005 South 
Ossetia peace plan, some elements of which envisioned working 
within the JCC. Blockage of the JCC process could also 
potentially impede implementation of the OSCE\'s 

reconstruction projects, in which the U.S. and our 

Euro-Atlantic partners have invested resources, and which are 
beginning to make a difference on the ground and build a 

basis for U.S. and European involvement. 


3. (C) TALKING POINTS (REL/GEORGIA): 


-- The USG supports Georgia in its aim to broaden the 
negotiating format for the resolution of the South Ossetia 
conflict; however, we believe there is use in future JCC 
meetings, even if they do not focus on how to change the JCC 
format. 


-- The USG recommends strongly that the GoG return to the JCC 
table as quickly as agreement can be reached on dates and 
timing. We believe the GOG should use that mechanism, to the 
extent possible, to effect a transformation on the ground. 

We recognize that the JCC format is structurally biased in 

favor of South Ossetia, but the GoG should work within the 

JCC to propose constructive ideas for resolving the conflict 
peacefully. 


-- Georgia\'s allies in Europe will welcome Georgia\'s 
continuing use of \"existing formats\" while we all actively 
seek ways to expand these or set up new formats, thereby 
helping U.S. efforts to boost support for Georgia in 
international fora. 


-- For example, we note that the JPKF Commander has referred 
a request for a checkpoint at Didi Gupta to the next JCC 
meeting. An OSCE checkpoint at Didi Gupta is one of the 
measures we and our European partners are pressing for 
strongly through the OSCE and in our bilateral contacts, and 
which we believe can change the dynamic on the ground ina 
positive way. If Georgia deals with this proposal within the 
JCC, you will either get agreement on a vital strategic 
checkpoint that can stop diversion of weapons and contraband 
or expose Russian/Ossetian obstructionism and give the 
Euro-Atlantic community an opportunity to press for better 
Russian cooperation in broader multilateral fora. 


-- The Euro-Atlantic community will pay attention if your 
cooperation in the JCC highlights Russian obstructionism. If 
you do not work within the JCC, Georgia risks being seen by 
that same group as the obstructionist. 


-- Trying to use the JCC to your best advantage will not 
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compromise Georgia\'s efforts to achieve a transformation on 
the ground in South Ossetia by other means, for example, 
through OSCE economic rehabilitation projects. We hope 
Georgia will continue support for OSCE-sponsored assistance 
projects that build bridges between Georgians and Ossetians 
in South Ossetia and, by extension, between South Ossetians 
and the outside world. 


-- These projects are also already offering the desired 
opportunity for greater U.S. and European involvement in 
resolving the conflict. We do not want to see any setbacks. 


-- We have noted that GoG agreed on a USD 3.5 million 
construction and rehabilitation program for 
Georgian-controlled villages in the zone of conflict. 
Georgian action to improve the lives of its citizens is 
commendable. We believe those funds should benefit all 
Georgian citizens in the Tskhinvali Region, both ethnic 
Georgians and ethnic Ossetians. 


-- Redirecting those construction and rehabilitation funds to 
OSCE-sponsored projects that benefit all of Georgia\'s 
citizens in South Ossetia would send a powerful statement not 
only to the international community, but also to the 

residents of South Ossetia themselves, about Georgia\'s 
intentions to create a safe, multi-ethnic, unified state 

under an umbrella of Euro-Atlantic values. 


-- You can best work with our efforts by using fully every 
available avenue for progress, including the JCC as long as 
it is the only place the South Ossetians and Russia will 
cooperate. 


-- Finally, we have reviewed your draft memorandum on further 
activities aimed at resolving the South Ossetia conflict. We 
find many elements of this document positive and consistent 
with efforts already underway. 


-- We believe such a new initiative would have greatest 
resonance if presented against a backdrop of full cooperation 
on the part of Georgia within the JCC. Otherwise, it could 

be met with skepticism that there will be any chance of 
dialogue or agreement on it with the South Ossetian side, and 
thus no viable means to advance it. 

RICE 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EAP/MLS, DRL/ILCSR--MARK MITTELHAUSER, AND 
EB/TPP/ABT/BTT--THOMAS LERSTEN 

GENEVA FOR LABOR ATTACHE JOHN CHAMBERLIN 

LABOR FOR ILAB--JIM SHEA, ZHAO LI, BILL BRUMFIELD, AND JONA 
LAI 


E.O. 12958: N/A 

TAGS: PHUM, KJUS, ELAB, KTEX, CB 

SUBJECT: A VIOLENT WEEKEND IN CAMBODIA: POPULAR SINGER 
SHOT; UNION LEADER KILLED 


1. (SBU) Summary. On February 23, popular singer Pov 
Panhapich was shot by an unidentified gunman and later 
evacuated to Vietnam for medical treatment. She is in stable 
condition, and media reports speculate that she was linked 
romantically to a high-level RGC official and vengeance may 
have been the motive. In a separate incident, the president 
of a factory-level union loosely affiliated with the 

opposition Sam Rainsy Party was gunned down on February 24. 
FTU President Chea Mony accused a rival union of 
responsibility, but there is no evidence linking anyone to 

the crime. Police admit that robbery was not a motive in 
either case; civil society organizations compared these 
recent attacks to previous unsolved killings of female 
entertainers and union activists, noting that in all 

instances the government security services failed to identify 
those responsible. End Summary. 


Famous Singer Shot by Unidentified Gunman 


2. (U) At roughly 0630 on Friday, February 23, an 
unidentified gunman shot popular singer and television 
personality Pov Panhapich as she left her parked car and 
walked to a local school. The gunman, who was riding a 
motorcycle, shot the singer two times at close range, and 
then fled on the motorcycle. Witnesses claimed that another 
motorcycle with two men appeared to have accompanied the 
gunman, and left the scene at the same time. Initially taken 
to a local hospital, the singer was transferred to Vietnam 
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for medical treatment. She is reported to be in stable 
condition, but there are concerns regarding her long-term 
prognosis, according to press reports. 


3. (SBU) Unidentified relatives of the injured singer told 

the press that Pov Panhapich received telephone threats prior 
to the shooting. Rumors suggest that the entertainer was 
romantically linked to a high-level government official, and 
National Police Commissioner Hok Lundy has been named as a 
possible love interest. Police have ruled out robbery as a 
motive, given that nothing was stolen from the young singer 
when the gunman fled the scene. 


4. (SBU) Cambodia\'s entertainment sector has been plagued 
with other attacks on female singers. One of Cambodia\'s most 
popular actresses and classical dancers, Piseth Pilika, died 

in 1999 after being shot and killed. Rumored at the time to 

be PM Hun SenVs mistress, many observers speculated that Hun 
Sen\'s wife was behind the actress\'s death. Touch Srey Nich, 
a female singer, was shot and paralyzed from the neck down in 
2003; her mother died in the same attack. Another young 
singer, Tat Marina, suffered an acid attack in 2000; the wife 

of a high-ranking government official and her two bodyguards 
were implicated in the affair. In allthese cases, no one 

has ever been charged with the crime. The two latter victims 
relocated to the United States. 


Union Leader Shot and Killed 


5. (U) At approximately 0515 on February 24, two 

unidentified men on a motorcycle shot Free Trade Union (FTU) 
factory-level union leader Hy Vuthy, age 36, three times 

before escaping. Vuthy was about one mile from the factory 

on his way home after working the nightshift. Police have 

not made any arrests but have ruled out robbery as a motive 
because Vuthy\'s motorcycle was not stolen. On February 20, 
Vuthy had written to factory management asking for an 
additional day off in celebration of Khmer New Year in April. 
The FTU reported that two Cambodian Union Federation leaders 
had angrily approached Vuthy the next day and rebuked him for 
sending the letter. 


6. (SBU) On Sunday, FTU national president Chea Mony called 
a meeting of all factory-level union leaders to discuss the 

killing. Mony exhorted the government to investigate the 

case. Noting that three other FTU leaders have been killed 
since 2003, he called on the government to stop the killings 

of union leaders, threatening to lead a general strike or 

public protest if another union leader is killed. (Comment: 
Mony told us privately that he has no plans to take any 


Column 3 

action until after local elections are held on April 1. End 
Comment.) Mony also reminded union leaders of their need to 
behave honestly and to serve the workers, noting that 
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corruption fueled many labor problems. 


7. (SBU) Bright Sky and Suntex, two factories sharing an 
owner and a compound, have been the site of Cambodia\'s worst 
labor violence in the past year. Together, the two factories 
lost more than 30,000 working days due to seven separate 
strikes in 2006, accounting for nearly 10% of all working 

days lost in the entire garment industry. In October 2006, a 
dispute turned violent when anti-riot police shot into the 

air to disperse illegal strikers; a bullet reportediy struck 

a garment worker from a neighboring factory. Scores of other 
workers reported that they had been beaten by police, some 
with electric batons. In response, Bright Sky permanently 
closed its night shift in November, saying privately that 
nightshift workers were responsible for a disproportionate 
share of labor unrest. The Suntex nightshift remained open. 


Comment 


8. (SBU) This past weekend\'s shootings were a chilling 
reminder of past violent crimes that remain unsolved to this 
day. The Pov Panhapich case may indeed involve a ranking RGC 
official; an advisor in the PM\'s cabinet told us Friday 

morning about the shooting, noting that he had been directly 
called upon (nfi) to facilitate the medical evacuation of the 
injured entertainer to Vietnam. The slain union leader\'s 
death, while unrelated to the attack on the female singer, 
follows the familiar pattern of gunmen on the backs of 
motorcycles shooting their victims with little fear of 

capture. While there were two arrests in the case of slain 
union leader Chea Vichea, those convicted are not believed by 
the murdered leaders\' family members nor human rights 
community leaders to be the real killers. The other cases 
remain open case files in the Ministry of Interior, and a 

silent reminder of Cambodia\'s continuing culture of impunity. 
End Comment. 

MUSSOMELI 
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USDOC FOR 532/0EA/M. NICKSON-D/J. HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 
USDOC FOR 4530/MAC/ANESA/OSA 

ICE HQ FOR STRATEGIC INVESTIGATIONS 
STATE FOR EB/ESP 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: SARTORIUS INDIA 
PVT. LTD., BANGALORE 


REF: USDOC 00260 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Acting Export Control Officer (ECO) David Nardella and BIS FSN 
Prem Narayan conducted a Post-shipment Verification (PSV) at 
Sartorius India Pvt. Ltd. (Sartorius), Bangalore, on January 23, 
2007. 


3. BIS requested a PSV at Sartorius, a private sector company, 

located at: #10, 3rd Phase Peenya, 6th Main, KIADB Industrial Area, 
Bangalore 560058, Tel: 91-80-2837-7728, Fax: 91-80-4117-1840, Email: 
amit.chatterjee@sartorius.com, Website: www.sartorius.com. The PSV 
was requested under EAR99/NLR. Sartorius was listed as Ultimate 
Consignee for one transaction for a welding machinery and apparatus. 
The exporter was Miller Electronic Manufacturing Co. (Miller), 

Appleton, WI. 


4. ECO along with FSN Narayan met with Amit Chatterjee (Chatterjee), 
Managing Director, Biju Joseph (Joseph), Vice 
President-Manufacturing and N. Ramesh (Ramesh), Assistant 
Manager-Materials, Sartorius. 


5. BIS requested seven (7) PSVs to be conducted at Sartorius for 
different commodities imported from seven different U.S. firms, 
including its U.S. affiliation Sartorius North America. Chatterjee 
and his colleagues were not aware of the BIS regulations. This was 
the first official visit by a USG or BIS official to Sartorius. 

Chatterjee stated that they regularly import products from U.S. 
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companies. He stated that in the absence of the U.S. exporters\' 
invoice numbers or relevant transaction papers, it will be difficult 

to locate the relevant transaction documentation. BIS team did not 
possess invoices for any of the 7 requested PSVs. 


6. ECO then advised Chatterjee that BIS, through its headquarters, 
will obtain the copies of invoices and forward to Sartorius. ECO 
asked Chatterjee if he would permit the PSV to commence, once all 
associated invoices are obtained and provided to him. Chatterjee 
reluctantly replied that he believed the checks would be allowed, 
but added he would need to inquire with the parent company, to 
determine if there are corporate legal concerns associated with the 
PSVs. 


7. He asked the BIS Team to first obtain, and forward to him the 
transaction invoices. He would then seek approval from his parent 
company in Germany, for the PSVs to commence. Chatterjee noted that 
the subject equipment might not be at their facility because much of 
what Sartorius purchases is integrated into custom products sold to 
customers. He stated that the welding machines obtained from 

Miller, were located at their facility and could be inspected on 

that date. 


8. The BIS Team was shown two Miller Co., welding machines, and the 
serial numbers were identified and written into the BIS Team\'s 

notes. The first welding machine was installed but not operational. 

The second machine was actually seen being used by Sartorius 
employees. The actual invoice relating to this transaction was 

received from BIS HQ on January 29, 2007. Upon comparing the serial 
number listed on that invoice, with the two serial numbers in the 

BIS Team\'s notes from the PSV visit, it was determined that the 

Miller Co., welding machine which was seen in operation at Sartorius 
on January 23, 2007, was in fact the subject welding machine. 


9. Sartorius was established in 1992, is a fully owned subsidiary of 
Sartorius AG based in Goettingen, Germany. According to company 
brochure Sartorius is one of the leading laboratory and process 
technology providers covering the segments of biotechnology and 
mechatronics. For biotechnology industry Sartorius manufactures 
membrane filters, syringe filters, vacuum filtration units, pressure 
filtration units and venting units. In mechatronics it manufactures 
analytical balances, precision balances, micro and ultra 
micro-balances, moisture analysis equipment, and electrochemical 
analysis equipment. In addition, it manufactures gold and carat 
weighing scales. The key Sartorius customers include 
pharmaceutical, chemical and food and beverage industries. In 
addition, it sells its products to several research and educational 
institutes of the public sector undertakings (PSU). In India 

Sartorius is headquartered in Bangalore along with two manufacturing 
facilities with five regional offices located in Mumbai, New Delhi, 
Kolkata, Secunderabad, and Chennai. Sartorius sales in FY 2006 were 


Column 3 
approximately $23 million. It employs 450 personnel India-wide. 


10. Of the seven (7) PSV requests relating to Sartorius, BIS New 
Delhi has received invoices for five (5) of them. On February 22, 


2007, BIS New Delhi sent those invoices and accompanying cover 
letter to Chatterjee, via facsimile and courier, requesting the 
ability to conduct the PSV for those. 


11. Recommendation: Post recommends Sartorius India Pvt. Ltd. as a 
reliable user of U.S.-origin commodity. All indications are that 

the listed commodity is being used for its manufacturing process, 

and in accordance with the Export Administration Regulations. 
(DNARDELLA/PNARAYAN) Mulford 
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E.O. 12958: DECL: 02/27/2022 
TAGS: PREL, BX, IR, IZ 
SUBJECT: BRUNEI VIEWS ON MIDEAST ISSUES 


REF: A. STATE 3592 
B. STATE 19372 
C. STATE 14071 


Classified By: Ambassador Emil Skodon for reasons 1.4 (B,D) 


1. (C) SUMMARY: The Government of Brunei (GOB) appears to 
be viewing Mideast issues increasingly through the prism of a 
broader Sunni-Shia divide. Over the course of a long 
conversation with Dato Shofry, the Acting Head of the GOB 
external intelligence service, Shofry expressed concern about 
increasing Iranian influence reaching as far as Southeast 

Asia. He said the GOB was worried about prospects for Iraq 
becoming a training ground for international terrorists, and 
warned that if the USG pulls out of Iraq it will likely be 
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abandoned by the rest of the international community as well. 
The GOB is encouraged by the Secretary\'s active engagement 
in the Middle East Peace Process, which besides advancing the 
cause of peace helps to counter negative views of the U.S. 
among the world\'s Muslims. Shofry made a strong pitch for 
encouraging more students from Muslim-majority countries to 
study in the U.S., as the best long-term investment we could 
make in the future of U.S. relations with the Islamic world. 

End Summary. 


2. (SBU) A range of Mideast-related issues were among the 
topics | covered in a February 13 one-on-one lunch with 

Ministry of Foreign Affairs and Trade (MFAT) Permanent 
Secretary Dato Shofry bin Abd Ghafor. Shofry, who spent many 


SIPDIS 

years in New York as Brunei's UN Permrep, is currently 
dual-hatted as the Acting Head of the GOB external 
intelligence service, the MFAT External Research Bureau. In 
that role he is responsible for overseeing the preparation of 
briefings on foreign policy issues for the Sultan, Crown 
Prince, Foreign Minister, and other top GOB officials. 


IRAQ 


3. (C) Drawing on ref A and other sources, | summarized for 
Shofry the new Iraq strategy announced by the President in 
January and its progress to date. He commented that the GOB 
understood the rationale behind the \"surge strategy," 
particularly its non-military elements of bolstering moderate 
political leaders and improving economic conditions. Brunei 
hoped our new approach would be successful, as the GOB was 
worried about Iraq becoming a training ground for terrorists 
who would eventually expand their operations beyond its 
borders. Shofry was, however, unsure whether depending on 
the Iraqis to take responsibility for their own future 

constituted Wa policy or a hope," given that the divisions 

within Iraqi society appeared increasingly intractable and 

its leaders incapable of bridging those differences. 


4. (C) Shofry quizzed me about the likelihood that calls 

from the U.S. Congress for a phased troop withdrawal would 
result in the adoption of a mandatory timetable. After | 
explained why the President was averse to announcing a 
definitive pre-determined drawdown schedule, Shofry warned 
\"If you go, everyone goes.\" He doubted that any members of 
the coalition would remain committed to Iraq in a meaningful 
way absent a strong U.S. military presence, and commented 
\"They are there because they care about the U.S., not because 


Column 3 

they care about Iraq.\" Shofry also implied that prospects 
were dim for a multinational force drawn from Muslim 
countries to take the place of the current coalition, given 
widespread pessimism about lraqVs internal security. In 
short, Shofry said, once the U.S. was gone from Iraq the 
world would no longer care about the Iraqis -- not 
necessarily a bad thing, he mused, since it might force the 
Iraqis to face up to their problems and take action to find 
solutions. 


IRAN 


5. (C) | told Shofry that there was at least one country 

that would not lose interest in Iraq and would, in fact, seek 

to fill the void if the international community pulled out. 

That country was Iran. Shofry acknowledged the threat of 
more Iranian intervention in Iraq, and said Teheran\'s 
apparent drive to play more of a leadership role in the 
Muslim world was deeply worrying for Brunei. He was 
concerned that an increasingly hostile divide between Sunnis 
and Shia in the Middle East could spill over into Southeast 
Asia and lead to instability here. 


6. (C) | expressed some surprise at this, given the 
preponderance of moderate Sunnis among Southeast Asian 
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Muslims. Shofry maintained that Shia influence (a term he 
used interchangeably with \"Iranian influence\") was growing in 
the region. This was due to Teheran\'s sponsorship of study 
by young Southeast Asians in Qom and other Iranian religious 
centers, its backing for Iranian-trained Islamic teachers in 
Southeast Asia, and its appeal to young Muslims who admired 
the outspoken way Iran unabashedly championed the cause of 
Islam and \"stood up\" to the West. Shofry said there were no 
practicing Shia among Bruneians, but the growing number in 
neighboring countries was a worry to the GOB. He claimed 
that 15 million Indonesians were either Shiites or close 

Iranian sympathizers. When | asked where he had gotten that 
number, Shofry replied that this was what the GOB had been 
told by \"our friends\" (a reference to the external services 

of other ASEAN countries). 


7. (C) Drawing on refs B and C and other sources, | briefed 
Shofry on USG policy toward Iran and urged the GOB to ensure 
that it was adhering to the terms of UNSCR 1737. He replied 
that the GOB took seriously its responsibility to adhere to 
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UNSCR decisions, including this one, and would take the 
necessary steps to enforce its applicable provisions. Shofry 
urged the USG to calibrate carefully its strategy regarding 
Iran\'s nuclear program. He warned that the Iranian 
population would \"circle the wagons\" and rally around its 
leaders if it came to believe that western powers were only 
interested in placing pressure on the regime and were not 
offering constructive alternatives to Iran\'s current, suspect 
nuclear energy program. 


8. (C) Shofry said the GOB was encouraged by Secretary 
Rice\'s active personal reengagement in the Middle East peace 
process. Besides the obvious advantage of raising hopes for 
a lasting settlement between the Palestinians and Israelis, 
public engagement in the peace process was the single most 
important step the USG could take to improve ¡ts popular 
standing in the Islamic world and counter the widespread view 
that the Global War on Terror was a cover for a Global War on 
Muslims. 


9. (C) In reply to my question about other measures the USG 
could take to improve relations with Muslim-majority 

countries, Shofry commented that much of the problem was due 
to Muslims identifying America only with the policies of the 
current Administration; rightly or wrongly, most Muslims saw 
those policies in a negative light, and from there it was 

only a short intellectual leap to being negative about 

America itself. In his view, the USG should offer vastly 

more support for people-to-people exchanges, so Muslims could 
learn first-hand that there was much more to the U.S. than 

the policies of any given Administration. 


10. (SBU) | pointed out that in the last year the USG had 
sponsored nearly fifty Bruneians for foreign trips to 

interact with American counterparts, either to the U.S. or to 

the International Law Enforcement Academy in Bangkok. Shofry 
acknowledged the usefulness of such short-term programs, but 
thought the real bang-for-the-buck lie in encouraging more 
Muslim students to pursue higher education in the U.S. He 
made a strong pitch for education fairs and other promotional 
activities by American universities to attract Bruneian 

students, arguing that anyone who lived among the warm and 
generous population of the United States for a period of 

years might continue to oppose USG policies, but would e 
highly unlikely to harbor hatred for the county itself. 


Column 3 
COMMENT 


11. (C) The normally soft-spoken Shofry\'s visceral concern 
about the implications of a growing and increasingly violent 
Sunni-Shia divide was striking, especially given that Brunei 
appears so far removed from the effects of this schism (the 
constitution of Brunei defines its state religion as \"Islam 
according to the Shafeite sect," i.e., one of the main Sunni 
schools of Islamic law). Equally striking was the manner in 
which he used the terms \"Shia\" and \"Iranian\" interchangeably, 
leaving little doubt that he saw Teheran as the aspiring head 
of the Shia world. The GOB\'s traditional preference for 
conciliation and the need to avoid any appearance of taking 
sides against a fellow Muslim country will preclude it from 
taking an active role in pressuring Iran, but Shofry\'s 
comments leave little doubt that the GOB is concerned about 
the potential spread of Iranian prestige and influence. End 
Comment. 

SKODON 
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STATE FOR EAP/ANP - DAN RICCI 
STATE PASS TO DINT/USTS/RESTON/RKENNY 


E.O. 12985: N/A 

TAGS: OTRA, TPHY, KSCA, NZ 

SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR CECIL JENNINGS, MARCH 26 
- APRIL 30, 2007 


REF: STATE 21748 


1. (SBU) Embassy welcomes and grants country clearance to U.S. 
Geological Survey Research Biologist Cecil Jennings to travel to 
Dunedin, New Zealand from March 26 - Arpil 30, 2007. The purpose of 
this visit is to conduct research on the gender and fecundity of 

banded kokopu and the giant kokopu in the coastal rivers of southern 
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New Zealand with the University of Otago. 


2. (U) Embassy understands that country clearance is the only 
assistance required. 


3. (SBU) Embassy point of contact is Political Officer Tod Duran. 
Contact details are as follows: 


Office: 644-462-6043 
Fax: 644-472-3537 
Cell: 027-451-2538 
E-mail: DuranTE@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington are required to 
report to the Regional Security Office for a security briefing if 
they have not completed an approved overseas personal 
security-training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 

Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled Serving 
Abroad for Families and Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 
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is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
increase in violent and petty crimes, but they are usually 
non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
especially aware that street crime, such as scams and pickpockets, 

is a daily occurrence in these cities. Common sense precautions 
should be taken, especially at night, to avoid becoming a target of 
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opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
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left-hand side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


Keegan 
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SIPDIS 


FOR ECA/PE/V/F/E - EILEEN CONNOLLY 
FOR IO/PPC - DICK WILBUR, JESSE CURTIS 


E.O. 12958 

TAGS: OEXC, SCUL, KPAO 

SUBJECT: FY 2007 NOMINATION FOR USUNESCO VOLUNTARY VISITOR AURORA 
MATEOS 


Mission requests a Voluntary Visitor Program for Aurora Mateos, a 
Spanish citizen who is the main point of contact at the UNESCO 
Secretariat for the IOC Advisory Body of Experts on Law of the Sea 


SIPDIS 

(ABE-LOS). Over the past six years, the U.S. has found that ABE-LOS 
serves to reinforce U.S. policy with regard to oceans science. Both 

the IOC and Mateos would benefit from greater collaboration on Law 
of the Sea matters with the UN Division of Oceans Affairs and Law of 
the Sea, which is located in NYC. Mateos has received full country 
team approval per \'03 State 173181-C. 


Mission would like to provide Mateos an opportunity to meet with 
counterparts in the US, through visits to US institutions involved 
in managing the Marine Scientific Research regime of UNCLOS. 


Program suggestions include meetings with the following: 

- Department of State (OES) 

- NOAA 

- UN Division of Ocean Affairs 

- University of Virginia, Department of Law of the Sea 

- University of Delaware, Marine Policy Program (George 

Parsons) 

- Woods Hole Oceanographic Institutes Marine Policy Center (Andrew 
Solow) 


Possible dates: May - early September (up to 10 days) 

UNESCO would cover transportation costs to and from the United 
States. Mission requests that ECA consider covering candidate\'s 
hotel and per diem expenses for the duration of her stay. 


Please find biodata report below: 


Name: Ms. Aurora Mateos Rodriguez 


Column 3 
Approximate Age: 
Date Of Birth: 07/07/1974 
Birth City: unknown 
Birth Country: Spain 
Country of Residense: France 
Country of Citizenship: Spain 
Smokes: N 
Willing to Drive: N 
Gender: F 
Marital Status: U 


Address 1: 16 bis, boulevard Morland 
Address 2: 
Address 3: 
City: Paris 
Address Type: Home 
State: 
Province: 
Country: France 
Postal Code: 75004 


Email Address: a.mateos@unesco.gov 
Preferred: N 


Phone: 33 6 76 31 66 58 
Phone Type: Mobile 
Preferred: N 


Phone: 33-1 45 68 39 94 
Phone Type: Phone 
Preferred: N 


Previous Foreign Travel: 
Education or Training: 
2005: DEA (Diploma de Estudios Avanzados) - University of Malaga 


2001-2002: Masters in Environmental Management - Instituto 
Investigaciones Ecologicas 


2001: CAP (Curso de Adaptacion Pedagogica) - Teacher\'s Conversion 
Course 


1999-2000: Masters in Environment - Universidad Autonoma de Madrid 


1997-1999: Studies for entry into Cuerpo Juridico del Estado (Civil 
Law, Employment Law, Constitutional, Mercantile, European Community 
Law, Criminal Law & Administrative Law 


1992-1997: Law degree - University of Malaga 
Professional Memberships: 
Special Considerations: 
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Previous Positions: 

8/2003-12/2004: Legal Adviser to the Junta de Andalucia (regional 
government, Spain) 

2002-6/2004: Associate-Professor, University of Malaga 
(Environmental Political Sciences) 

1/2002-3/2002: UNESCO internship, World Water Assessment Programme 
10/2001-2/2003: Department of Administrative Law, Carretero Abogados 
(Marbella, Spain) 

2001: Environmental management for INIMA, European Environmental 
Services 

2000-2001: Legal advisor to HIPTMA, producing legal reports for the 
Ministry of Environment (Spain) 

2000-2002: Editor of environmental section of magazines \"Acento 
Andaluz\" and \"Malagavariaciones\" 

1997-1999: Assistant to Feliz Lopez firm (Malaga, Spain) 

1995: Accountant and Legal advisor in \"Autorcares Mateos\" 
Publications 

Magazine articles in following publications: 

\"Acento Andaluz\" 

\"Malagavariaciones\" 

\"Conserjeria de Agricultura y Pesca de la Junta de Andalucia\" 
Contributed to the following books: 

\"El Perfume de Babel\", 2002 

\"El Amigo de medianoche\", 2003 

\"Algunas notas sobre la Anormalidad\", 2007 

\"Los Andaluces, esos raros\" (\"Agua\"), 2006 

\"The IOC Criteria and Guidelines on transfer of Marine Technology, 
2005 

Roles and Responsibilities: 

Title at Date of Entry: 

Legal Adviser for IOC, Technical Secretary of the Group of Experts 
on the Law of the Sea (UNESCO) 

Title when Nominated: 

Legal Adviser for IOC, Technical Secretary of the Group of Experts 
on the Law of the Sea (UNESCO) 

Previous US Travel: 


Native Language: Spanish 


Language: Italian 

FSI Comprehension: 4 
FSI Reading: 4 
FSI Speaking: 4 


Language: French 
FSI Comprehension: 4 
FSI Reading: 4 
FSI Speaking: 4 


Language: English 
FSI Comprehension: 4 
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FSI Reading: 4 
FSI Speaking: 4 


Owner Country: FR 
Position: Employee of Internatl. Org 
Interests: Poetry 
Contact Last Uploaded Date: 15/02/2007 
Contact Last Uploaded By: EVDB 


Project Report: 
Title: Individual Program - Aurora Mateos 
ECA Project Number: E/VFE-2007-0196 
Project Type: Individual 
Program Type: Voluntary Visitors 
Program Agency: na 
Project Description: TBD 
Depart Post Date: na 
Return Post Date: na 
Session Date: 01/01/2100 
Strategic Goal: na 
Subject: na 
ECA Office: ECA/PE/V/F/E 
Funding Source: na 
Fiscal Year: 2007 
GRPA Result/Impact Comment: na 
Post Objectives: na 
Participants: na 
Rank Order: na 
Post Recommendations: na 
Project Status: Nominated 
Project Last Uploaded Date: 02/15/2007 
Project Last Uploaded By: EVDB 


Nominee Report: 
Interested in Media Coverage: N 
Public Speaking: N 
Post Recommendations: 
Visitor Recommendations: 
Funding Country: Spain-EUR 
Home/Hospitality: N 
Home Stays: N 
Post Objectives: 
Visitor Objectives: 
Nominating Justification: TBD 
Nominee has received full country team approval per \'03 State 
173181-C 
Nominee Status: Nominated 
Nominee Last Uploaded Date: 02/15/2007 


OLIVER 
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SIPDIS 
FOR ECA/PE/V/R/N JOSH KRIESER 


E.O. 12958 

TAGS: OEXC, SCUL, KPAO 

SUBJECT: FY 2007 NOMINATION OF MOKTAR GAOUAD FOR 

EDWARD R. MURROW PROGRAM FOR JOURNALISTS APRIL 9 - 27, 2007 


Mission nominates Moktar Gaouad as a replacement for previous 
nominee, Adel Gastel. Gaouad, a Mauritanian citizen residing in 
France, is currently an Independent Media Consultant for various 
organizations. He also is a lecturer at the Center for Journalist 
Training (CFPJ) in Paris. He has an interest in Maghreb issues and 
has reported on a number of cultural, educational and science issues 
of relevance to UNESCO. 


Please find biodata report below: 
Name: Mr. Moktar Gaouad 
Approximate Age: 
Date Of Birth: 03/10/1966 
Birth City: unknown 
Birth Country: Mauritania 
Country of Residence: France 
Country of Citizenship: Mauritania 
Smokes: N 
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Willing to Drive: N 
Gender: M 
Marital Status: U 


Address 1:38 rue Victor Hugo 
Address 2: 
Address 3: 
City: Saclay 
Address Type: Home 
State: 
Province: 
Country: France 
Postal Code: 91400 


Email Address: moktar.gaouad@hotmail.fr 
Preferred: N 


Phone: 33 6 20 80 36 89 
Phone Type: Mobile 
Preferred: N 


Previous Foreign Travel: 

Education or Training: 

1995: Diploma from the Institute of Political Studies, Bordeaux 
(France); degree in Ethnology from University of Bordeaux 


1991: Diploma from Institute of Journalism in Bordeaux (France) 


Professional Memberships: 

Special Considerations: 

Previous Positions: 

2005-2006: Consultant, Media expert for the United Nations 
October 2005: Mission for Canal France International, to restructure 
Jordanian Television 

July 2004: Organization of World Summit for Dakar Youth, for the 
PNUD 

June 2003: Radio TPIR Arusha (founder of initial project) 

2002: Journalist training in Eastern Africa, PNUD / African Union in 
Nairobi (Kenya) 

Publications: 

2002: author of \"L\'Organisation de WUnite Africaine: chronique d\'un 
echec\", for the African Union 

1997-2002: author of several studies on French-African relations and 
eco-development. 

1997: co-authored \"Democratisation en Afrique: arret sur images\" 
Roles and Responsibilities: 

Title at Date of Entry: 

Independant Media Consultant 

Title when Nominated: 

Independant Media Consultant 

Previous US Travel: 


Column 3 
Native Language: Arabic 


Language: French 
FSI Comprehension: 5 
FSI Reading: 5 
FSI Speaking: 5 


Language: English 
FSI Comprehension: 3 
FSI Reading: 3 
FSI Speaking: 3 


Owner Country: FR 
Position: Journalist 
Interests: 
Contact Last Uploaded Date: 
Contact Last Uploaded By: 


Project Report: 

Title: Edward R. Murrow Project for Journalists 

ECA Project Number: E/VGN-2007-0077 

Project Type: Regional 

Program Type: IV Grant Visitors 

Program Agency: na 

Project Description: This special initiative for young media 
professionals will examine the rights and responsibilities of a free 
press in a democracy through the exploration of the operational 
practices, standards and institutions of the media in the U.S. The 
program will include a week-long academic component and a 
professional development symposium highlighting current trends and 
challenges in the media profession. 

This special initiative for young media professionals will 

examine the rights and responsibilities of a free press in a 
democracy. Participants will explore the operational 

practices, standards and institutions of the media in the 

U.S. and gain insight into the social, economic and political 
structures of the U.S. The program will include a week-long 
academic component and a professional development symposium 
highlighting current trends and challenges in the media 
profession. 


Depart Post Date: na 
Return Post Date: na 
Session Date: 04/09/2007 
Strategic Goal: Mutual Understanding 
Subject: 32 
ECA Office: ECA/PE/V/R/N 
Funding Source: na 
Fiscal Year: 2007 
GRPA Result/Impact Comment: na 


Column 3 
Post Objectives: na 
Participants: 12 
Rank Order: 1 
Post Recommendations: na 
Project Status: Active 
Project Last Uploaded Date: 02/16/2007 
Project Last Uploaded By: EVDB 


Nominee Report: 
Interested in Media Coverage: N 
Public Speaking: N 
Post Recommendations: 
Visitor Recommendations: 
Funding Country: unknown 
Home/Hospitality: N 
Home Stays: N 
Post Objectives: 
Visitor Objectives: 
Nominating Justification: Nominee has received full country 
team approval 
Nominee Status: Nominated 
Nominee Last Uploaded Date: 02/16/2007 
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Column 3 
BANGKOK FOR USAID/RDMA: JMACARTHUR, APHIS: NCARDENAS, REO: 
JWALLER; PACOM FOR FPA 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: EAGR, EAID, AMED, PGOV, CASC, TBIO, KLFU, BM 
SUBJECT: Al UPDATE: USAID/FAO VISITORS REVIEW BURMA EFFORTS 


REF: A) 06 RANGOON 1776, B) RANGOON 1679 


RANGOON 00000203 001.2 OF 004 


1. (U) Summary: Burma has not reported any new cases of Al 
since it contained a March-April 2006 outbreak in poultry 

in Mandalay and Sagaing Divisions through extensive 

culling. Recent sero surveillance detected Al antibodies 

in ducks in Mandalay and Bago Divisions, but examination by 
GOB, USAID and FAO specialists showed levels below those 
set by OIE, and further tests proved negative. FAO\'s 
Regional Avian Influenza advisor carried samples from 
Mandalay to Thailand for testing, but said she was 

confident that the poultry does not have H5N1. Visitors 

from FAO and USAID RDMA in Bangkok reported improved 
monitoring and continued cooperation and transparency from 
GOB health/veterinary contacts, but expressed concern about 
poor lab infrastructure, inadequate skills training, lack 

of Al awareness in rural areas, and the continued 
commingling of poultry with humans and other livestock in 
many parts of the country. End summary. 


Good News: Duck Follow-Up Tests Negative 

2. (SBU) GOB officials provided useful updates on Al 

efforts in Burma during the February 12 - 17 visits of 

USAID Infectious Diseases Team Leader, Dr. John MacArthur, 
USAID Animal Health Advisor Dr. Sudarat Damrongwatanapokin, 
and FAO Regional Al Advisor Dr. Wantanee Kalpradith. The 
GOB requested FAO assistance to evaluate samples collected 
from ducks that tested positive for H5N1 during regular 

sero surveillance in Mandalay and Bago Divisions. Dr. 
Sudarat worked closely with Livestock Breeding and 
Veterinary (LBVD) officials in their lab and made a field 

trip to Bago to investigate further. 


3. (SBU) On February 14, Dr. Sudarat told Charge that the 
levels of Al antibodies in the samples were below the OIE 
cutoff for a positive results, which signaled that the 

ducks could have been exposed to the disease during the 
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2006 outbreak or that the test was detecting a non-H5 sub- 
type of avian influenza. In other samples that metthe OIE 
criteria for a positive test, LBVD laboratory analysis did 

not detect any virus. Dr. Sudarat expressed confidence 

that the ducks do not have Al, based on the lack of 

clinical signs associated with both the ducks and 

neighboring chickens. On February 15, FAO carried 
additional samples from ducks in Mandalay to the Department 
of Animal Health in Bangkok for further evaluation. 


Facing Inadequacies 

4. (SBU) Dr. Sudarat praised the level of GOB openness and 
transparency that she and the FAO team found during their 
latest visit. She also noted that officials observed good 
protocol in handling the specimens and showed the benefit 
of previous training. She added, however, that, in many 
areas, official capabilities are still inadequate, 

including poor quality of labs, unreliable power supply, 
inconsistent results, and inadequate skills training. 


5. (U) In a February 14 meeting led by LBVD Director 
General, Dr. Maung Maung Nyunt, Dr. Suadarat made the 
following recommendations to address some of Burma\'s 
inadequacies: create an inventory list of lab supplies; 
collect at least 60 samples from each flock; provide more 
regular electric power to labs; follow international 
standards for testing; increase reliance on sero 
surveillance; provide more training for staff; monitor egg 
age for virus isolation; increase surveillance in wetlands; 
concentrate more surveillance in high risk areas; and 
expand H5N1 testing to quail, if possible. The DG added 
other areas of concern, including the negative effect of 
quail egg exports to India, which he claimed reached up to 
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1 million eggs a day; problems reaching many remote areas, 
including a jade mining town of 300,000 which he called a 
\"hidden city;\" lack of funding for a livestock compensation 
program; and the relatively small number of international 
donors. 


6. (U) According to the DG, GOB current priorities are: 
strict biosecurity on farms, reducing range of birds, 
reduced contact with live bird markets, disease monitoring 
and reporting, and open information exchange. 


But Progress in Assistance to Farmers 
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7. (U) In a formal presentation and lively discussion with 
Drs. MacArthur, Sudarat and emboffs, the DG claimed the GOB 
had made a great deal of progress in its response to Al. 

He noted the ongoing sero surveillance conducted at village 
homes, farms, markets, hatcheries, and wild bird 
sanctuaries. He described new programs to reduce the 
impact on farmers affected by extensive culling during the 
outbreak. These include the allocation of 93 acres in 
Sagaing Division for \"Livestock Zones,\" outside of village 
limits, where farmers with at least 500 chickens received 
free leases, telephone connections, tube wells, subsidized 
electricity, and day old chicks to restock their flocks. 

LBVD has already distributed to farmers almost 100,000 
chicks out of a target total of almost 264,000. Farmers 
unaffected by the earlier culling also can build farms in 

the Livestock Zones, but must pay for the lease and 
services provided. 


8. (U) In addition, according to the DG, the Livestock and 
Fisheries Development Bank has begun to offer loans to 
farmers at the concessional annual rate of 17% (less than 
half the current market rate in Burma), renewable yearly. 

He noted that these loans, in contrast to regular loans, do 
not need to be secured by immovable property. The DG said 
the GOB also provided some farmers with cell phone permits 
which they could then resell at a profit. The DG 

emphasized that these efforts were not a compensation plan 
for the farmers, but \"in-kind help\" and \"restocking\" to 
mitigate damage. The GOB cannot afford to replicate this 
plan in the future, he said, because few international 

donors had offered support. 


9. (U) Dr. MacArthur suggested expanding LBVD\'s Livestock 
Zones to include farms of 200 chickens or more, noting that 
the outbreak primarily affected farms with 200-500 

chickens. He also encouraged LBVD to learn whether farmers 
thought the current government support provided enough 
incentive for them to report any future outbreak. He also 
mentioned that two LBVD laboratory technicians could 

receive one month of funded Al training at Thailand\'s 

National Institute of Animal Health and encouraged LBVD to 
pursue this. 


10. (U) The government has upgraded lab facilities, the DG 
reported, and now has three labs, in Rangoon, Mandalay and 
Taunggyi, that can perform serology testing for Al. 

According to the DG, the GOB will also build a central 

testing lab near Mandalay in 2008. Dr. Sudarat offered to 
provide guidance on lab construction, based on Thai 
experience. 
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How Widespread Is Al Awareness? 

11. (U) According to the DG, awareness of the potential 

threat of Al is now widespread among the people, including 
farmers. He credited publicity sponsored by the GOB, JICA, 

FAO, AusAlD, UNICEF, and WHO. Every Township has organized 
a team with members of the local poultry association, 

General Administration officials and other local 
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authorities, police, municipal authorities, government 
veterinarians and health officials. He also noted that 
USDA (the regime\'s political mass member organization) 
members, Special Branch officers, and police investigators 
work with local authorities to ensure regular reporting. 

The DG cited recent official reporting and swift response 
to the death of five sparrows in Chin State as an example 
of countrywide awareness. 


12. (SBU) WHO officials confirmed that township 
coordinating teams are in operation, but noted that on 

their trips around the country, they have observed few 

public notices or signs warning about Al, even in high risk 
areas close to Rangoon, such as Moyingyi wetlands in Bago 
Division. The WHO Country Representative, Prof. Adik 
Wibowo, expressed concern about the low level of awareness 
around the country. She told us that her Al Team has 
worked primarily with central government and 
state/division-level officials, and will soon begin to 

focus on more communication and coordination with township, 
district, and village authorities as well. 


Hospital Upgrades, Training and Communications 


13. (SBU) At WHO, Professor Wibowo informed Dr. MacArthur 
that the Japanese Trust Fund plans to provide $98,000 to 
finance infrastructure renovations, to include isolation 

wards and new ventilation systems, at each of the two 
hospitals designated as primary Al care facilities, Waibagi 
and Kandunadi. Wibowo said the Ministry of Health agreed 
to upgrade facilities at seven state/division hospitals. 

WHO hopes to use World Bank Trust Fund money for these 
projects, she said. WHO also plans to conduct training and 
capacity building for Al detection and reporting at all 17 
state/division hospitals and recently concluded training of 
Rapid Response Teams at the state/division level. WHO will 
now move to township-level training for early Al warning 
systems. 
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14. (SBU) Wibowo said she has open, regular communication 
on Al with Ministry of Health authorities. She told us 

that Ministry of Health officials immediately informed her 
about the positive results from sero sampling of ducks, 
although she had not previously heard about the sparrows in 
Chin State. On February 21, Ministry of Health contacts 
also told her about 15 crows found dead in Rangoon 
Division, which tested positive for an H-type virus, but 
negative for H5N1. The Ministry of Health and LBVD 
conducted an investigation, including at the local wet 
market, and sent samples to Bangkok for further 
examination. 


Foreign Assistance Put to Use 

15. (U) At FAO, Country Representative Tang Zhengping told 
Dr. MacArthur that FAO\'s USAID-funded activities will begin 
in March 2007, and will end by October. FAO has hired six 
national consultants and placed an FAO veterinarian at LBVD 
(reftels). He said that the World Bank had agreed to 

provide $1.3 million to FAO. 


16. (U) At UNICEF, Communication Officer Susan Aitkin 
informed us that the Japanese Trust Fund (JTF) had extended 
its $2.1 million Public Awareness/Risk Communication grant 
deadline from March 2007 to March 2008. Aitkin described 
the working group for public awareness messages, which 
includes the Ministry of Health, LBVD, international NGOs, 
FAO, and WHO. The Minister of Health exercises final 
approval and all partners will use communally developed 
materials. On February 23, UNICEF delivered the first 
posters and pamphlets funded by the JTF grant to the GOB 
for distribution through LBVD and Health Department offices 
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in all townships. 


17. (U) Dr. MacArthur and emboff visited the Central 
Epidemiology Unit (CEU) of the Ministry of Health to 

observe CEU storage of Personal Protective Equipment (PPE) 
units. Twenty-five units were stored in the CEU\'s meeting 
room; however, since the CEU will soon relocate to Nay Pyi 
Taw, the GOB plans to move the PPEs to another location in 
Rangoon to remain close to epidemiologic investigation 

teams based here. 


18. (SBU) All lOs and INGOs praised the GOB\'s coordination, 
cooperation, and openness with the international community 
on Al. Government officials reported immediately the 
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questionable blood test results found during routine 
surveillance and requested outside assistance without 

delay. USAID and FAO visitors and post\'s APHIS employee 
were given access to laboratories and officials promptly. 

The response to sparrows that died in Chin State - alerting 
authorities, isolating the birds and area, conducting post 
mortem examinations and making final notifications - 
followed all recommended procedures. 


19. (SBU) Comment: Despite modest resources, the GOB has 
implemented Al surveillance, awareness, and reporting 
programs broadly and quickly. The regime has long 
experience dictating orders from the center, tasking 

relevant officials, as well as security officials, to 

ensure compliance and reporting. However, its track record 
is weak with regard to ensuring accurate information gets 
transmitted back up the chain. It also does not usually 
explain why its orders must be followed, so 
internationally-supported education campaigns will be 
needed to inform villagers why precautions must be taken to 
minimize the threat of Al. In addition, regular visits by 

UN agencies and international donors at local levels can 
provide confirmation that accurate information is getting 
reported back up the chain. End comment. 


20. (U) Dr. John MacArthur cleared this cable. 
VILLAROSA 
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SIPDIS 


E.O. 12598: N/A 

TAGS: PREL, ECON, HR 

SUBJECT: MARCH 2 ZAGREB MINISTERIAL TO ENDORSE NEW COOPERATIVE 
\"ARCHITECTURE\" IN SOUTHEAST EUROPE 


REF: ZAGREB 184 


1. Croatian MFA State Secretary Hidajet Biscevic previewed for the 
diplomatic corps February 26 the upcoming March 2 South East Europe 
Cooperative Process (SEECP) Foreign Ministerial. His presentation 
was brief but emphasized that regional relations have matured 
sufficiently to permit regional ownership of the new cooperative 
structures. He described CroatiaWs goal for its SEECP chairmanship 
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as preparation for the future, through constructing a new 
architecture in Southeast Europe, which will permit the countries of 
the region to work together more productively. 


2. Biscevic noted that the ministers will deal with a number of 
\"procedural\" issues related to establishing a Regional Cooperation 
Council (reftel). Ministers are also expected to task political 

directors to prepare an amended SEECP charter for adoption by the 
May 11 Summit. The amended charter will include a \"Euro-Atlantic\" 
element and make reference to the new institution. In addition to 
Foreign Ministers, the OSCE Secretary General will attend. 

Stability Pact Coordinator Busek was expected but a skiing injury 
may keep him away, according to the Austrian Ambassador. 


3. Biscevic laid out a busy meeting schedule for the remaining 

three months of the Croatian SEECP chairmanship. After the March 2 
Foreign Ministerial (preceded by a February 28-March 1 Political 
Directors meeting), Zagreb will host the following: 


-- April 2-3 Regional Energy Conference, including governments and 
commercial representatives from outside the immediate SEECP region. 
The EU Energy Commission is expected to attend. 


-- April 12-13 SEECP Home and Justice Ministerial; agenda to focus 
on Rule of Law and Anti-Corruption issues. 


-- April (second half): SEECP Parliament Speakers 
-- May 10: SEECP Foreign Ministerial 


-- May 11: SEECP Summit. In addition to SEECP Heads of Government, 
Chancellor Merkel, EC President Barroso, and Enlargement 
Commissioner Rehn are expected. 


Bradtke 
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DEPARTMENT FOR OES/IHA DANIEL MILLER 
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E.O. 12958: N/A 

TAGS: TBIO, EAID, PREL, ECON, NO 

SUBJECT: NORWAY MAINTAINS CONTRIBUTION TO POLIO ERADICATION 
INITIATIVE FOR FYO7 


REF: A. A. 06 OSLO 1406 
B. B. 06 STATE 183231 


(U) On February 26 we met with Ministry of Foreign Affairs 
Special Advisor, UN and WHO, Torril Wanvik to follow up on 
our request for information on Norway\'s contribution to the 
Global Polo Eradication Initiative. Wanvik told us that 
Norway\'s 2007 contribution to the GPEI would be the same as 
FY06 (USD 7.6 million). Norwegian funding for 2008 and 
beyond would be contingent on an external evaluation on the 
GPEI being conducted. Norway intends to advocate for such an 
evaluation at upcoming GPEI meetings. 

WHITNEY 
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SIPDIS 
SIPDIS 
DEPARTMENT FOR INL CHRISTINE CLINE AND KATHLEEN PALA 


E.O. 12958: N/A 
TAGS: AORC, SNAR, UNCND, NO 
SUBJECT: DRONABINOL POINTS DELIVERED TO NORWAY 


REF: STATE 196365 


(U) On February 26, we delivered reftel points to Ministry of 
Foreign Affairs Special Advisor, UN and WHO, Torill Wanvik. 
Wanvik was not aware of an official Norwegian position on 
Dronabionl rescheduling, but said that she would forward our 
information to Norwegian UN Commission on Narcotic Drugs 
(CND) officials in advance of the March 12-16 CND meeting. 
Post will inform the Department of any further substantive 
response. 

WHITNEY 
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SUBJECT: 2007 IPR SPECIAL 301, MISSION ITALY INPUT 


REF: A. ROME 337 
B. ROME 323 
C. ROME 290 
D. ROME 137 
E. SECSTATE 7944 
F. 06 ROME 3334 
G. 06 SECSTATE 196848 
H. 06 ROME 3243 
|. 06 ROME 3205 
J. 06 SECSTATE 180082 
K. 06 ROME 2428 
L. 06 ROME 1908 
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1. Italian authorities have taken several significant steps 
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to improve Intellectual Property Rights (IPR) protection 

here, and there are emerging signs of government agencies 
acting in concert with each other, and with industry, 

academic, and union partners to address IPR illegality. In 
addition, the interest of Italy\'s largest labor union in IPR 

(ref A) is a new and particularly heartening development. 
However, IPR protection in Italy continues to suffer from 

poor enforcement and minimal or no sentencing; senior 
government leaders have failed to publicly address the 
importance of respecting IPR; there is confusing IPR 
legislation; and there is an absence of comprehensive data on 
IPR violations and enforcement. These factors, combined with 
organized crime\'s growing involvement in piracy and 
counterfeiting and the public\'s poor grasp of the importance 
of IPR to Italy\'s economic development and culture all 
indicate Italy should continue to remain on the 301 Watch 

List for 2007. END SUMMARY AND COMMENT. 


2. This message conveys an overview of IPR protection in 
Italy in 2006, and responses to ref E questions (in paras 
30-39). ConGens Florence, Milan, and Naples all contributed 
to the Mission\'s understanding of the IPR problem, and our 
attack on IPR infringements. 


3. In recent demarches on the 2007 301 process, Mauro Masi, 
the senior GOI official with responsibility for IPR, 

expressed a strong desire to improve the IPR situation here 
(ref D). He has indicated that Foreign Minister/Deputy Prime 
Minister DVAlema and Justice Minister Mastella are also 
committed to that goal, and would likely support new IPR 
initiatives and stronger enforcement. Masi also volunteered 
to prepare a statement for submission on Italy\'s position on 
the 301 Watch List to the USG as part of the 301 review 
process. (NOTE: Post has not yet received this submission, 
but has received some enforcement statistics. END NOTE). 


4. In his recent Washington meetings, Minister of Economic 
Development Bersani acknowledged that getting Italy off the 
Special 301 Watch List is key to improving bilateral trade 
with the U.S. Bersani has expressed interest in exploring 
new measures to improve Italy\'s IPR. In addition, the Office 
of the Undersecretary of the Prime Minister, along with Masi, 
both of whom have expressed continuing interest in the 
proposed Anti-Counterfeiting Treaty Agreement (ACTA), do 
recognize that Italy must take effective steps to come off 

the 301 Watch List in order to participate in negotiating the 
treaty (refs D and |). 


Column 3 


5. Mission Italy has seen some well-intentioned, but 
disconnected efforts by governmental authorities to address 

IPR protection. For example, the new GOI High Commissioner 
on Anti-Counterfeiting (ACHC), Giovanni Kessler, has outlined 
an ambitious program to review Italy\'s IPR laws; coordinate 
anti-piracy efforts among the seventeen different GOI 

agencies with IPR competency; and compile comprehensive IPR 
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enforcement data (Italy does not have such data). He has 

also opened dialogues with industry (including the American 
Chamber of Commerce) and consumer groups, and requested 
Embassy assistance for ACHC staff enforcement training 
(COMMENT: It is unclear whether Kessler and ACHC have real 
authority to coordinate all of the facets of IPR enforcement 
effectively (ref D). END COMMENT). 


6. In addition, the Association of Mayors of Italian Cities 
(ANCI-Associazione Nazionale Comuni Italiani) is inaugurating 
plans to improve efforts at curbing IPR violations in large 
urban centers. ConGen Florence lobbied hard to convince the 
Florence Mayor to lead the way on this project. Mission 

Italy will continue to engage ANCI on this good idea, but it 

is unclear whether this effort will actually materialize in 

the hundreds of urban areas here. 


7. The Italian police and magistracy are also preparing to 
include IPR enforcement in new 2007 training initiatives for 
police and judges. Our contacts have invited input from Post 
on potential speakers for their programs. 


8. The Office of the Prime Minister (OPM) has also included 
information about Mission Italy\'s \"Building a Culture of IPR 
Legality\" Roundtable, held in Florence in November 2006 (ref 
F), on the OPMVs website, with links to IPR information on 
Embassy Rome\'s website. 


9. Mission efforts to raise awareness in other parts of 

Italian society on the need to protect IPR better, including 
with Italy\'s unions, are detailed in refs. In 2006, CGIL 
Confederazione Generale Italiana del Lavoro), Italy\'s largest 
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trade union confederation, took a strong public stand on the 
need for effective enforcement of IPR laws in Italy (ref A). 


10. Mission hosted a roundtable in November 2006 (para 8 and 
ref F), and included the software, music, film, and internet 
provider industries, as well as academia and government, to 
seek their recognition of IPR as a problem and to propose 
specific, self-funded and self-organized projects to address 
IPR issues in Italy. 


11. Post hopes that the efforts detailed above will 

counteract the stubborn idea that persists among many 
Italians--both government officials and regular 

citizens--that piracy is acceptable and that the trade in 

fake goods provides a legitimate livelihood to immigrants, 
who might otherwise engage in more serious criminal activity. 


12. The GOl/ltalian police authorities have no comprehensive 
figures on arrests or convictions. However, generally rising 
confiscations of pirated goods suggest that there is some 
increased effort. 


13. The Guardia di Finanza (GdF, the Finance Ministry\'s 
national police force with jurisdiction over financial crime) 
continues to increase its enforcement efforts. According to 
GdF statistics, the GdF devoted over 838,000 man hours to IPR 
cases in 2006, an increase of roughly ten percent from 2005. 
Interestingly, GdF seized about the same number of 
fashion-related counterfeit items in both years (14,240,047 

in 2005; 14,298,076 in 2006), but seized almost 30 percent 
more electronic pirated material (20,156,180 in 2005; 
29,446,407 in 2006). Of electronic items seized, CDs, DVDs, 
and other audio-video increased from roughly 12 million in 

2005 to 16.5 million in 2006; software confiscations declined 
from 131 thousand pieces in 2005 to 113 thousand in 2006; and 
videogames increased from roughly 2,800 to 9,400 pieces from 
2005 to 2006. Telephones and telephone accessories made up 
the greatest percentage increase in items seized, with 

roughly 1.3 million confiscated in 2005 and almost 7.5 

million seized in 2006. 


14. Data provided by the GOI Delegate on IPR (Masi) also 
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shows increases in Carabinieri (the Italian military-police 
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corps) anti-piracy efforts. Successfully executed 

Carabinieri seizure operations of counterfeit and pirated 
goods rose from 2,508 in 2005 to 3,346 in 2006. 
Fashion-related goods confiscated rose from roughly 92,000 
items in 2005 to roughly 500,000 in 2006. CD, DVD and other 
audio-video seizures increased from roughly 544,000 to 
roughly 616,000; and software seizures increased marginally 
from 46,000 in 2005 to roughly 50,000 in 2006. 


15. As reported in several SIPRNet pieces (see SIPRNet 
reports from October 5, 2006, October 25, 2006; November 24, 
2006; December 13, 2006; January 19, 2007; January 31, 2007), 
Italian law enforcement officials have made several large 
piracy and counterfeiting arrests and confiscations in 2006. 
(COMMENT: What is not known is the overall share of 
pirated/counterfeit products available on the market. ConGen 
Milan reports that while the number of seizures and products 
seized are going up, so are the number of counterfeit 

products, particularly in the electronic/audio-visual sector. 

Itis likely that the actual number of goods seized compared 

to goods available on the market is getting smaller. END 
COMMENT). 


16. Much of the GOI enforcement actions in 2006 focused on 
trademarks and was a direct reaction to the growing threat 
posed by Chinese counterfeiting. Italian authorities are 
increasingly conducting raids in Chinese immigrant 
communities. The threat pose by both Chinese counterfeiting 
and lower Chinese labor costs to Italian producers and 
retailers also has pushed CGIL to take IPR protection 
seriously. As evidence of CGIL\'s awareness of the Chinese 
role in the market for pirated goods, CGIL invited an 

official from the Chinese National Association of Textile 
Companies to its IPR conference in January of 2007 (ref A). 


17. While we have sought to make the case above that there 
has been a change in some ltalian attitudes toward IPR, the 
increase in piracy rates, ubiquitous and flagrant street 
vending of pirated goods, and lack of consistent enforcement, 
confiscation, and adjudication with effective penalties, 

inform our recommendation not to remove Italy from the 301 
Watch List. 
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PIRACY REMAINS RAMPANT. 


18. Estimated cases of intellectual property piracy, as 
reported by member associations of the International 
Intellectual Property Alliance (IIPA), actually increased in 
2006 over 2005. Further, IIPA believes that Italy has one of 
the highest piracy rates in Europe. Music piracy increased 
seven percent from 2005 to 2006, and entertainment software 
piracy increased ten percent. The business software sector 
reports a decrease from three percent from 2005 to 2006, but 
the sector believes that growing internet and optical media 
piracy, combined with one of the highest rates of business 
software piracy in Europe, makes Italy an ongoing IPR 
challenge. While the film and publishing industries do not 

yet have 2006 statistics, our contacts report that piracy 
problems continue, due to illegal internet downloading and 
physical copying of copyrighted materials. 


19. There are flagrant cases of illegal street vending in the 
major tourist areas in Rome. Pirated music, film, and 

software, in addition to counterfeit designer merchandise, 

are still sold openly on Italian streets (almost always by 
immigrants). The approach of GdF or other law enforcement 
vehicles to an area where counterfeit vendors are operating 
induces momentary flight; but when law enforcement moves on, 
the vendors return. ConGen Naples reports CDs and DVDs still 
very much on sale in the streets of Naples--including in 

middle- and upper-class neighborhoods. However, ConGen 
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Naples sources report a decrease in optical disk vending in 
Palermo, probably because of the growing popularity of 
internet piracy. Similarly, ConGen Milan has observed street 
vendors shift away from optical media in favor of fake luxury 
goods, probably due to internet downloading. 


NO COMPREHENSIVE GOI STATISTICS ON IPR 


20. As discussed above, the GOI has provided some initial 
IPR-related statistics for 2005-2006 (paras 13-14). However, 
the GOI does not have information or statistics on the total 
dimensions of piracy in Italy (para 15), nor does it posses 
definitive statistics on prosecution and sentencing of IPR 
crimes. 


FEWER ARRESTS 
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21. While we believe there has been an increase in 
confiscations, actual arrests have decreased. The GdF 
pursued slightly fewer IPR cases in 2006, compared with 2005 
(17,801 in 2005; 17,691 in 2006), which resulted in fewer 
arrests in 2006 (587 in 2005; 455 in 2006). Similarly, while 
the Carabinieri pursued more IPR cases in 2006 (1,367) 
compared to 2005 (1,160), arrests declined from 905 in 2005 
to 792 in 2006. 


22. GdF officials report they are concentrating on landing 
the \"big fish,\" the more important IPR criminals, those who 
are directing street vendors and small-time duplicators, and 
who have ties to organized crime. This policy strategy 
leaves efforts to combat the street-level trade to local 
authorities. However, local authorities, especially in 

small- and medium-sized cities, say they are not equipped to 
combat street piracy. 


LEGAL OBSTACLES TO EFFECTIVE ENFORCEMENT 


-- Judicial Leniency 


23. Italy is often credited with having one of the strongest 
IPR laws in Europe. However, the law\'s effectiveness is 
minimal for several reasons. The most apparent is judicial 
leniency in sentencing. While industry associations and GOI 
officials credit Mission Italy\'s outreach efforts 

(particularly our annual IPR retreats for Italian judges (ref 

K)) with improving awareness of IPR crime among the 
judiciary, Italian judges generally continue to treat IPR 

crime with excessive leniency. As stated in para 11, many in 
Italy, judges included, believe that piracy is not a serious 
offense; many judges are reluctant to impose deterrent 
sentencing provided by the law. Nevertheless, there are 
judges who \"get it\" on IPR, and who are educating their peers 
about the heavy involvement of organized crime in IPR 
illegality. 


-- The \"Indulto\" 


24. In summer 2006, Parliament passed a \"Pardon Law\" (aka the 
Indulto), which provided a general amnesty for all offenders 
convicted of crimes with jail terms of three years or less, 

and reduced by three years all jail terms of more than three 

years. Since the maximum sentence for IPR violations is 

three to four years, this law effectively wiped out the great 

majority of IPR cases from the past several years. Industry 
groups worry that the \"Indulto\" conveys a message that the 
government is not serious about IPR enforcement. 


Column 3 
-- The \"Ex-Cirielli Law\" 


25. In November 2005, Italy\'s Parliament passed a judicial 
reform law (the \"ex-Cirielli\" bill) to speed the notoriously 
slow pace of criminal trials by restricting the statute of 
limitations for most crimes. Industry groups believe the 
reform will exacerbate the existing problem of IPR defendants 
stalling criminal trials until the statute of limitation runs 

out and the case is dismissed. The GOI, however, strongly 
denies \"ex-Cirielli\" will affect IPR prosecutions and claims 
that, by increasing penalties for repeat offenders, the 
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reform actually creates a greater deterrent against career 
IPR thieves. It will be several years before the true effect 
of \"ex-Cirielli\" is fully understood. 


-- The \"Pecorella Law\" 


26. Passed in 2006, the so-called Pecorella Law prevents 
public prosecutors from appealing defendants\' acquittals or 
not-guilty verdicts, leaving only recourse to the Italian 
Supreme Court as an option. Defendants, however, retain the 
right to an initial appeal and, upon that appeal\'s failure, 

the right to an additional appeal to the Supreme Court. 
Industry fears that IPR violators may take advantage of this 
law to delay decisions, which could result in expiration of 

the statute of limitations on their crimes. Recently, a part 

of the law has been declared unconstitutional; and public 
prosecutors again have power to appeal acquittals. Post will 
continue to monitor developments on this law. 


-- Internet Piracy Law Weakened 


27. In 2005, Parliament revised the \"Urbani Law." Italy\'s 
internet piracy statute, enacted in 2004. The original law 
stipulated potential prison sentences for internet piracy, 
regardless of whether uploading was done for monetary gain, 
or not. Under pressure from internet service providers 
(ISPs), however, Parliament revised the Urbani Law to apply 
prison sentences only to commercial, for-profit, on-line 
piracy. Sharing copyrighted works for free technically 
remains a criminal offense, but it no longer carries the 
threat of jail time; and those caught can avoid a conviction 
by paying a fine (NOTE: There is ongoing tension between 
ISPs and copyright holders on this law. END NOTE). 


-- Poorly Administered IPR Consumer Law 
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28. In May 2005, Parliament enacted a Euro 10,000 fine 
(roughly $13,000) for the purchase of counterfeit items. 
However, the measure is simply not applied. Many in the GOI, 
in addition to the general public, believe the fine is 
unreasonable. Post believes that the public and law 
enforcement views that the fine is unreasonable means the 
fine does not help protect IPR in Italy. 


29. The continuing failure of Italian courts to adequately 
punish IPR crime (para 23) and Italy\'s costly, slow civil 
process raises concerns about Italy\'s TRIPS compliance in 
practice. However, Italy\'s IPR legal regime is compliant 
with the TRIPS Agreement. 


30. SIAE (Societa\' Italiana degli Autori ed Editori), the GOI 
royalty collection agency, encourages optical disk producers 
to use source identification codes, but this suggestion is 

not mandated by law. The music industry has lobbied (as yet 
unsuccessfully) for inserting greater controls on optical 
media production equipment and inputs into Italy\'s Copyright 
Law. 


Use and Procurement of Government Software 


31. Italy has varied forms of software procurement 

regulations depending on whether procured for central or 

local government agencies. National government offices have 
mostly legal software, though the use of unlicensed software 
remains a problem in some regional or local governments. A 
proposed 2007 outreach initiative headed up by Microsoft 

Italy may begin to address this and other similar issues in 
local government software use. 
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Geographic Indicators, Folklore, Genetic Resources 
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32. Embassy is aware of no new legislation covering 
geographic indicators, folklore expression, or genetic 
resources. However, the Ministry of Foreign Trade has stated 
that an agreement on geographical indicators remains a 
priority for Italy in the WTO Doha Round negotiations (ref 

B). 


Pharmaceuticals 


33. Mission notes PhRMA concerns with the GOI using spending 
ceilings to control drug prices. We will continue to urge 

the GOI to adopt more transparent, fair and equitable 
regulations; but we do not agree with PhRMA\'s suggestion that 
the USG place Italy on the Priority Watch List. 

Pharmaceutical patents are, overall, better protected in 

Italy than copyrights or trademarks. Italy\'s distribution 

system is well controlled, with strict tracking 

specifications for medications that discourage 

counterfeiting. There are very few cases of counterfeit 
pharmaceuticals, and those about which the Italian 

authorities have expressed most concern relate to imported 
herbal remedies. Post has not heard complaints about 
inadequate protection of test data. 


WIPO Treaties 


34. Italy has signed, but not yet ratified, both the WIPO 
Copyright Treaty and the Performances and Phonograms Treaty. 
Embassy will continue to push for ratification. 


Training 


35. Italian law enforcement agencies are enthusiastic 
participants in USG-sponsored training programs, but a 
worsening budget situation limited Italian participation 
in Washington-based programs in 2006. 


36. Post sees a special need for more training of Italian 
judges and law enforcement officials on implementing and 
executing IPR laws. To that end, Post has organized a 
one-day IPR training session for ACHC officials sponsored by 
the International Anti-Counterfeiting Coalition (IACC). ACHC 
has further committed to sending several officials to USPTO\'s 
IPR Enforcement Academy program, summer 2007. 


37. As mentioned in para 7 above, the ltalian Police 
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Directorate is incorporating IPR training into its 2007 

program for its officers. Further, Italy\'s magistracy 

recently held a regional program in Milan for Italian judges 

on technical aspects of judging IPR cases. The magistracy is 
also planning to institute IPR training for judges throughout 
Italy. 


38. Mission Italy sponsored several training initiatives in 

2006. Embassy Rome hosted its fourth annual IPR Retreat in 
May 2006 that convened Italian judges to discuss best 
practices in IPR enforcement and judicial review (ref K). 

The Embassy and ConGen Florence also hosted a roundtable 
discussion in November 2006 for IPR industry representatives, 
GOI officials, and other interested parties on \"Building a 
Culture of IPR Legality\" (paras 8 and 10, and ref F). The 
USPTO participated in the Florence session. Embassy Rome\'s 
DHS/ICE attach conducted an IPR training seminar for GdF 
officials in May 2006. ConGen Naples supported the 
organization of an IPR seminar for Treasury Police in Salerno 
(in the Campania region of Italy), where increased pirate 
activity has been reported. ConGen Milan regularly nominates 
officials from GdF or Postal Police every year for 

IPR-related State Department International Visitor Programs. 


39. The Embassy will host a new IPR roundtable for Italian 
judges in spring 2007, in Gubbio, Italy. This program 
represents an advance in Post\'s strategy for addressing 
judicial deficiencies in Italian sentencing of IPR-related 
crimes. Post will invite members of Italy\'s judiciary who 
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hold positions as judicial trainers in each region of Italy. 
These judges are in charge of continuing education for their 
fellow judges, and determine the curriculum for their 
colleagues in their respective regions. Post believes that 
sensitizing these judges to the need for more stringent IPR 
prosecution and sentencing will result in larger numbers of 
judges reviewing IPR cases. This program will also dovetail 
with the Italian judiciary\'s plans for judicial training in 

the future. 

SPOGLI 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PGOV, PREL, GG, RU 

SUBJECT: SAAKASHVILI DISMISSES ANTI-NATO DEBATE AND 
NEUTRALITY 


Classified By: Ambassador John F. Tefft for reasons 1.4 (b) and (d). 


1. (U) Ata February 23 news conference, President 
Saakashvili dismissed as \"foolish\" the recent public debate 
over whether Georgias NATO aspirations will prevent it from 
restoring territorial integrity over the separatist regions 
of South Ossetia and Abkhazia. The debate began on February 
16, when Traditionalist Party leader Akaki Asatiani stated on 
a popular TV show that the GOG should consider a policy of 
neutrality and abandon its NATO aspirations in order to 
receive unspecified \"concessions\" from Russia on the 
breakaway regions. Asatiani was referencing a February 6 
call by Russian Ambassador Kovalenko, for Georgia to become a 
\"neutral state.\" 


2. (U) Senior ruling party MPs dismissed Asatiani\'s comments, 
calling them part of an \"anti- NATO campaign\" implemented by 
\"marginalized Georgian political forces,\" and sponsored by 

the Kremlin. Givi Targamadze, chair of the defense and 
security committee in Parliament, said this campaign is 
designed to derail Georgia\'s NATO bid. He added the campaign 
is based on two false premises: that if Georgia were to give 

up its NATO bid, then Russia would \"restore Georgia\'s 
territorial integrity over Abkhazia and South Ossetia,\" and 

that NATO integration would make it impossible for Georgia to 
regain the separatist territories. The National Movement 

called on all political parties to voice their positions on 
Georgia\'s NATO accession. 


3. (C) During a series of meetings with Ambassador, senior 
opposition leaders including Salome Zourabichvili of 
Georgia\'s Way and David Usupashvili of the Republican Party 
-- who support NATO accession as a national priority -- said 
that although NATO integration remains popular among 
Georgians, the neutrality argument could have some traction 
if it were perceived to lead to the return of the 

territories, particularily Abkhazia. They underlined that 

the public consistently ranks restoring Georgia\'s territorial 
integrity as the number one GOG priority. 

4. (C) Comment: Saakashvili's public dismissal of \"trading 
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Georgia\'s NATO aspirations for Russian concessions on the 
separatist regions,\" is a first step to the ongoing public 
information campaign about the benefits and responsibilities 

of NATO membership. We will encourage the GOG to follow this 
up with continued outreach efforts. The resonance this idea 

has in some sectors of the public indicates how important 
reclaiming the separatist territories remain in the minds of 

most Georgians. End Comment. 

TEFFT 
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E.O. 12958: DECL: 02/23/2017 

TAGS: PREL, PTER, KPAL, KWBG, IR, IS 

SUBJECT: IRAN: REPRESENTATIVE HARMAN 'S FEBRUARY 20 MEETING 
WITH ISRAELI DEPUTY DEFMIN SNEH 


REF: A. TEL AVIV 559 
B. TEL AVIV 542 


Classified By: Ambassador Richard H. Jones. Reasons: 1.4 (b)(d). 


1. (S) During a February 20 meeting with Representative Jane 
Harman (D-CA), Israeli Deputy DefMin Ephraim Sneh said that 
he believes that the installation of a pro-American, secular, 
democratic government in Iran can be far more easily 
accomplished than many observers think. Saying that regime 
change from within is by far the cheapest and most reliable 

of the options being considered by those seeking to limit 
Iran\'s influence in the world, Sneh claimed that it could be 
effected with 400-500 million USD, the co-operation of the 
British government, and a focused U.S. foreign policy. 


2. (S) Sneh claimed that large segments of the Iranian 
populace would support the overthrow of the mullahs, and 
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would go to the streets themselves if given the right 

impetus. These segments include students, women, and 
disaffected ethnic groups, including Kurds, Baluchis, Arabs, 
and Azeris, who increasingly look to Baku rather than Tehran 
for leadership. Sneh said that the U.S. should talk to 

anyone in favor of regime change, most notably Prince 
Pahlavi, outlawed groups such as the Mujahedin-e Khalq (MEK), 
and human rights organizations within Iran. (Comment: The 
Ambassador pointed out the impossibility of USG contact with 
the MEK, as they are on the DOS state-sponsored terror list, 
and many are in U.S. custody in Iraq. End comment.) 


3. (S) Expressing his frustration with what he said was the 
continued courting of Tehran by certain European states, the 
Russians, and the Chinese, Sneh said that the only sanctions 
that could pass muster with the international community would 
be those so feeble as to permit Iran\'s continued pursuit of 
nuclear weapons. The U.S. would be better served by 
foregoing broad international consensus and choosing a few 
partners -- partners willing to implement tough, targeted 
sanctions that could drive a wedge between Tehran and its 
citizens and increase frustration in the street. 


4. (S) On the Israel-Palestinian conflict, Sneh stated that 

the U.S. must continue to try to strengihen the hand of 
Palestinian President Abu Mazen, and that U.S. wisdom, money, 
and political will could bring about an agreement with Israel 

that will permanently tip the political balance in the 

Palestinian territories in Fatah\'s favor. He expressed his 

view that the Secretary is on the right track" with respect 

to the conflict, and expressed appreciation for all of her 

efforts. 


5. (U) Representative Harman did not have an opportunity to 
review this cable. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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E.O. 12958: N/A 
TAGS: SNAR, AMGT, JO 
SUBJECT: COUNTRY CLEARANCE FOR SHERYL SMITH INL/RM/MS 


REF: STATE 23286 


1. (SBU) Embassy Amman grants country clearance to Sheryl 
Smith to Amman, Jordan from February 28 to March 9, 2007. 
All visitors should carefully review this message, especially 
the threat assessment at paragraph 8. 


2. (SBU) Control officer for this visit is Matthew Eussen, 
Political-Military Affairs Officer. Contact numbers are as 

follows: Office: 962-6-590-6598; Fax: 962-6-592-0159; Cell: 
962-79-516-1196. The Embassy\'s after-hours telephone number 
is 962-6-590-6500. JIPTC staff will arrange airport pick-up 

and transportation. 


3. (U) (SBU) JIPTC staff will arrange your accomodations. 


4. (U) Valid visas are required for entry into Jordan. Visas 
may be obtained at Queen Alia airport though not at all land 
border crossings; however, Embassy Amman suggests visitors 
obtain their visas prior to arrival, as there can be long 

queues for visa issuance at the airport. Money can be 
exchanged at Queen Alia airport. 


5. (U) ADMINISTRATIVE GUIDELINES: Each visitor, regardless of 
length of stay, must have fiscal data to pay for direct costs 
of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed to 
the visit. Direct charge costs include, but are not limited 

to, American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room 
staffing, representational event support), travel and per 
diem costs incurred by post personnel in support of visitors 
field travel, rental of vehicles and other equipment, long 
distance telephone calls, office supplies, gasoline and other 
vehicle maintenance costs, departure tax, and other airport 
fees. 


6. (U) HEALTH: Although Jordan does not pose any unusual 
health hazards for visitors, the quality of health care 
facilities is not up to the U.S. or European standards, 
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particularly outside of Amman. As medications on the local 
economy are often in short supply, visitors should bring 
sufficient medications to post for their chronic medical 
problems. Immunizations should be current for Tetanus and 
Diphtheria, Hepatitis A and B. Visitors should drink bottled 
water rather than tap water. Food in the hotels and most 
restaurants is safe to eat, but some of the smaller local 
restaurants do not always observe proper food handling 
procedures. 


Only those personnel covered under the State Department\'s 
medical program and who have a valid medical clearance for 
Jordan are eligible for a medical evacuation at USG cost. 

All other visitors are advised to have their own medical 
evacuation insurance to cover evacuation by air ambulance. 
Otherwise it will be necessary to ensure that the respective 
agency will cover any costs related to a medical evacuation. 
All local hospitals take major credit cards. 


7. (U) SECURITY CLEARANCE AND BUILDING ACCESS: In compliance 
with State Department regulations and Embassy policies, 

visitors requesting unescorted access to the Embassy compound 

should inform RSO Amman of their security clearance level (if 

any) and should name the agency that granted that clearance. 

Telegrams containing this information should include the 

\"ASEC\" tag to ensure distribution to the RSO. 


Electronic devices: RSO approval must be obtained before any 
electronic device is brought into the Embassy. Privately 

owned laptops and personal computers, peripherals, diskettes, 
and tapes are prohibited in all mission facilities. 

Cellular/mobile phones and palm pilots are prohibited in 
controlled access areas. 


Travelers with USG-owned unclassified laptops or notebook 
computers, peripherals, diskettes, and tapes must receive 
RSO/IMO authorization before being granted access to U.S. 
Mission buildings. USG-owned classified computers must be 
sent to post via classified diplomatic pouch. Classified 
equipment must bear external USG bar-code inventory numbers 
and classification markings commensurate with the highest 
level of information processed on the system. Questions 
concerning other types of electronic devices and magnetic 
media may be directed to the RSO and IMO. 


Mandatory personal security training: Per 04 STATE 66580, 
all employees traveling to post for 30 days or more (whether 
PCS or TDY) must have completed the mandatory personal 
security training (State Department Security Overseas Seminar 
or equivalent) before arriving at post. Agencies must 
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provide the Chief of Mission with certification that this 
training will be completed prior to the employee\'s travel. 
Failure to do so will result in denial of country clearance. 


8. (U) THREAT ASSESSMENT: The threat of terrorism remains 
high in Jordan. Transnational terrorist groups, as well as 

less sophisticated local elements, have demonstrated the 
capability to pose threats in Jordan. The Al-Qaida in Iraq 
network (AQIZ) in particular continues to focus its terrorist 
activities against U.S. and Government of Jordan (GOJ) 
targets in Jordan. AQIZ claimed responsibility for the 
November 9, 2005 bombings of three international hotels in 
Amman, which killed 60 people and injured over 100. 
Pedestrian suicide bombers wearing explosive vests carried 
the bombs into the hotels. AQIZ also claimed responsibility 
for the Agaba rocket attacks on August 19, 2005, which killed 
on Jordanian soldier and wounded another. The assassination 
of American diplomat Larry Foley outside his west Amman 
residence on October 28, 2002 was also attributed to AQIZ 
leader Abu Musab Al-Zargawi, who was killed in Iraq in June 
2006. 


In addition, there has been a series of serious, confirmed 
terrorist threats and disrupted terrorist plots targeting 

U.S. or Jordanian interests in Jordan. In February 2006, the 
Government of Jordan (GOJ) disrupted a terrorist cell 

plotting to attack Queen Alia International Airport. In 

November 2005, the GOJ indicted six men for planning to carry 
out attacks against Americans at hotels and bars in Amman and 
Agaba. In August-September 2005, four militants were 
arrested for plotting assassinations of Americans in Jordan. 

In July 2005, GOJ authorities arrested 17 men linked to AQIZ 
who had planned to assassinate GOJ officials and Americans in 
Jordan. In February 2005, four men were arrested for 

plotting attacks against GOJ officials, tourists and 

five-star hotels. In the same month, another four-man group 
was disrupted while plotting to attack liquor stores in Amman 
and foreign tourists in Agaba. 


Terrorists often do not distinguish between U.S. government 
personnel and private citizens. Terrorists may target areas 
frequented by Westerners, such as tourist sites, hotels, 
restaurants, bars, nightclubs, liquor stores, transportation 
hubs, places of worship, expatriate residential areas, and 
schools. In light of these security concerns, Americans are 
urged to maintain a high level of vigilance, to be aware of 
their surroundings, and to take appropriate steps to increase 
their security awareness. It is especially important for 
travelers to be unpredictable by varying their times and 
routes and to maintain a low profile. Moreover, Americans 
are urged to avoid contact with any suspicious or unfamiliar 
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objects and to immediately report the presence of such 
objects to the authorities. 


Anti-American and anti-Western sentiment exists in Jordan and 
has been sparked on occasion by incidents in the region, 
particularly those related to Israeli/Palestinian issues and, 

to a lesser extent, Iraq. This may lead to random acts of 
violence against Westerners. On September 4, 2006, a gunman 
fired on foreigners at a popular tourist site in central 

Amman, killing one and injuring six. 


Travelers are advised to avoid any demonstrations or large 
gatherings of people, especially during times of increased 
tension. Many demonstrations occur near mosques after Friday 
prayers. Consequently, special sensitivity and caution 

should be exercised at or near mosques and religious sites 
during holy days and the Friday Muslim Sabbath. 
Demonstrations also often take place at universities and 
refugee camps. 


Crime is generally not a serious problem for travelers in 
Jordan, but petty crime is prevalent in the downtown Amman 
Hashimiyah Square area and near the Roman amphitheater. In 
the narrow streets of the older parts of the city center, 

crowded conditions invite pickpockets and other petty 
criminals. Travelers are urged to be more guarded in these 
areas so that they do not present easy opportunities for 
criminals. 


In central and west Amman, there have been reports of thieves 
snatching pedestrians\' purses from moving vehicles and then 
driving off. In some instances, victims were injured when 

they were unable to free themselves from their purses. When 
carrying a purse, it would be wise to conceal it if possible, 

to avoid walking near the road within reach of passing 
vehicles, and to walk against the flow of traffic. 


Jordanian police have warned the public to exercise vigilance 
when leaving banks or ATM machines, as thieves have 
reportedly preyed upon persons soon after using these 
services. 


Western women both visiting and residing in Jordan report 
sexual harassment and unwelcome advances of a sexual nature. 
There have been isolated reports of assault. Women are 
advised to take reasonable precautions including dressing 
conservatively and not traveling alone. Modest attire should 

be worn in deference to local custom. 


9. (U) TRAVEL GUIDELINES: American citizens and official 
visitors traveling in Jordan should exercise caution, be 
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alert, and stay informed of regional and local events that 
could quickly impact the security environment in the country. 
It is also recommended to maintain a low profile and not 
establish predictable patterns of movement, even if only 
visiting for a short period. Taxis are the only form of 

public transportation that is recommended. 


For further information, see the State Department\'s Consular 
Information Sheet for Jordan at 
http://travel.state.gov/jordan.html and link from that site 

to the most recent Public Announcement on Travel in the 
Middle East and South Asia and the most recentWorldwide 
Caution. 


Visit Amman\'s Classified Web Site at 


http://www state.gov.sgov.gov/p/nea/amman/ 
HALE 
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1. (U) This cable contains the Japan Economic Scope from February 
23, 2007. 


2. (U) Table of Contents 


3. Vice President Cheney\'s Visit to Japan 

4. Council on Economic and Fiscal Policy Reflects on Regulatory 
Reform 

5. Triangular Mergers: the Good, the Bad and the Possibly Ugly 

6. Doha and Japanese Agriculture - the Wagons Remain Circled? 
7. Japan-Australia FTA: No Date for Launch Yet 

8. BSE Update 

9. Universal Studio Japan listed on Mothers Board of Tokyo Stock 
Exchange 

10. New Trade Insurance for Japan\'s Energy Supply 

11. Kyushu Electric Expands Business Ties with India 

12. Medical Devices and Pharmaceuticals Working Group Meetings in 
Tokyo 

13. IPR Cooperation: USPTO and JPO Share Info, Seek to Coordinate 
IPR Training Programs 

14. Survey Says: Four of Top Five Best Places to Work in Japan 
Are U.S. Companies 

15. Autos: U.S. Automakers in Japan on Currency Manipulation 
Question 

16. CivAir: Kobe Airports First Year: Little Cause for 

Celebration (SBU) 

17. KIX Upbeat on Upcoming Aviation Bilat 

18. Internationalizing Hokkaido\'s Civil Aviation Industry 

19. Rail: Shinkansen Tech Transfer to China; California High 
Speed Rail 

20. Maritime: MLIT\'s International Shipping DivisionYs Work and 
Reg Reform 

21. Regions: Western Japanese Business Leaders Debate Reforms and 
Workplace Issues in Kyoto 

22. BOJ Raises Short-Term Policy Rate to 0.5%, First Rate Hike in 
Seven Months 


3. (SBU) Vice President Cheney\'s Visit to Japan 


Vice President Cheney visited Tokyo February 20-22, meeting PM 
Abe, Chief Cabinet Secretary Shiozaki, and FM Aso. He also 
received briefings from several Japanese and U.S. military 
officers, held a troop rally at Yokosuka Naval Base, and had an 
audience with the Emperor. 


News coverage of the vice president\'s visit was very full, with 

all events covered. Largely positive, the press coverage focused 
on the themes of U.S.-Japan cooperation in the six-party talks, 
the strength of the alliance, and Iraq. 
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4. (SBU) Council on Economic and Fiscal Policy Reflects on 
Regulatory Reform 


The Prime Minister\'s Council on Economic and Fiscal Policy on 
February 16 took up regulatory reform, reiterating its importance 
as \"an engine for economic growth,\" that can unleash innovation, 
contribute to regional revitalization, and raise productivity 
particularly in the services sector. 


Takao Kusakari, Chairman of the Council on Regulatory Reform 
(CRR), elaborated on its priority areas and cited some examples 
on possible deregulatory measures, e.g., online medical receipts, 
one-stop trade procedures, regulatory reform to realize the Asian 
Gateway concept, reform of agricultural land use and financing. 
The private sector members of the Council -- including Keidanren 
Chairman Fujio Mitarai and a number of senior academic figures -- 
pointed to the work that remains even after a decade of progress 
on reform, particularly in areas such as medical care, 

agriculture, elderly care, education, and day care. They 
recommended, for example, that the price of medical services 
should reflect demand rather than solely be on a cost-basis, and 
agreed that online medical receipts should be made available soon. 
On agriculture, they emphasized the need for land reform 
including the introduction of long-term leases, land ownership by 
food companies, and consolidation of unused agricultural land. 
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The Council stressed the need to examine what is not working in 
the Special Zones initiative. The private sector members 
suggested that the Expert Committee should negotiate directly 

with ministries on selected proposals, and that the CRR could use 
Special Zones as an option to realize certain regulatory reform. 

The Cabinet will adopt a new Three-Year Regulatory Reform plan in 
June, which kicks off the fifth round of the three-year cycle. 


5. (SBU) Triangular Mergers: the Good, the Bad and the Possibly 
Ugly 


MOF draft legislation provides capital gains deferral to 
shareholders of companies acquired by a foreign parent through 
stock-swaps using a Japanese subsidiary, according to what METI 
officials told ECOUNS on February 20. 


The acquired company, however, may owe taxes on the market value 
of its assets compared to the book value, depending on 
characteristics of the subsidiary used to acquire the company, as 
stated in a LDP tax committee decision last December. 


Column 3 

MOF is in the process of interpreting this decision, and the 
requirement that the subsidiary be a company \"working\" in Japan 
could prove problematic. 


On the issue of which stocks could be used in the swap without 
requiring more-than-super-majority voting, the officials said the 
LDP corporate law committee had discussed this several times with 
no adverse result, but a final discussion will take place in 

March. 


We will continue to urge regulations on both issues that will 
enable triangular mergers to be a useful tool for new investment 
is Japan. 


6. (SBU) Doha and Japanese Agriculture - the Wagons Remain 
Circled? 


The Vice Minister for International Affairs at the Agriculture 

Ministry, Hidenori Murakami, headed to London this week seeking 
bilateral meetings with counterparts from the United States, the 
European Union, Brazil and India to discuss the Doha Development 
Agenda. 


Japan has very little new to offer to advance the Doha Round -- 

at least for public consumption -- but the Agriculture Ministry 

(MAFF) remains concerned that the other parties to the talks 

could be working to cut a deal that would leave Japan unprepared. 
Officials continue to tell us they do not want a repeat of what 
happened at the end of the Uruguay Round, when Japan was forced 
to accept a deal on agriculture largely struck in bilateral talks 
between Washington and Brussels. 


Meanwhile, the press this week played up a comment from 
Agriculture Minister Toshikatsu Matsuoka that the G10 countries 
and EU were discussing the possibility of a joint proposal on 
sensitive items for agriculture. The Embassy talked to a contact 
at MAFF about the story. He told us that the remarks were taken 
out of context, these discussions had been ongoing for over a 
year, and there was nothing new to report. 


Matsuoka indicated after the informal ministerial meeting in 
Davos in January his interest in pursuing bilateral talks with 

key countries. Part of his purpose has been to round up support 
among key like-minded countries, such as India, bent on 
protecting their agricultural sectors. Matsuoka indicated he 
wants to stay in touch with Indian Trade Minister Nath. 


7. (SBU) Japan-Australia FTA: No Date for Launch Yet 
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Since the announcement in December that Japan and Australia would 
launch negotiations on an Economic Partnership Agreement there is 
still no date for the two the sides to have their first meeting. 

On February 15 protestors were all over the streets of 

Kasumigaseki -- where the key ministries responsible for the EPA 
negotiations have their offices -- to condemn the initiative. 

Afterward, the organizers of the protest, including Japan 

Agriculture, the large cooperative that protects Japan\'s small 
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farm interests, took their complaints to the neighborhood in Mita 
where their shouts could be heard by the Australian Embassy. 

The Japanese press has put the spotlight on the opposition: The 
Asahi Shimbun on February 21 described the \"rural unrest\" the 
Japanese government faces as it contemplates when to launch the 
talks. 


For his part, the Australian ambassador, Murray McLean, is making 
the case that an agreement will be a boon for both countries 
economies. He told a Fukuoka- based daily that Australia will 

insist that a partnership agreement include agriculture, although 

he has hinted that tariff reductions could be phased in over a 
longer period. A deal, McLean said, could add up to $5.4 billion 
annually to Japan\'s GDP. 


Meanwhile, a JA delegation was in Australia for meetings with 
their counterpart organizations on February 20-24. There is no 
word yet on how the discussions have gone. JA told us before the 
visit that they had no particular agenda, except to express the 
organizations concerns about an EPA, and to do some fact finding. 
According to Asahi, however, in what is probably a more accurate 
characterization, JA is lobbying Canberra to exclude sensitive 
agricultural goods from a deal. 


We have sought a status report on the talks at MOFA and the 
Australian Embassy. An official in MOFAYs Economic Partnership 
Division was very cautious. 


Since the December announcement, she told us, \"nothing has 
happened.W She pointed out that the problem was in part a 
manpower" issue for the ministries, which were otherwise 
stretched thin right now in other negotiations. She conceded, 
however, that the situation was \"very delicate,\" particularly at 
the Agriculture Ministry, where the bureaucrats are fighting what 
another observer described to us as a \"rear guard effort\" to 
scuttle the negotiations. 


At the Australian Embassy on February 20, an official underscored 
that the economics of a deal were good for both countries, but 
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recognized that in advance of Upper House elections in July, 
progress will be slow. 


8. (SBU) BSE Update 


There continues to be fallout from the discovery earlier this 

month of a couple of packages of beef banned under the export 
agreement that Tyson Fresh Meats inadvertently shipped to Japan. 
In the Diet, Agriculture Minister Matsuoka and Health Minister 
Yanagisawa fielded at times difficult questions on the subject, 

with Matsuoka stating that he saw no significant flaws in the BEV 
program. Replying to one suggestion, the ministers said it would 
be difficult for Japan to insist on blanket testing by its 

trading partners. 


Meanwhile, bowing to what continue to be relatively uninformed 
consumer sensitivities, officials at Seiyu, a nationwide 
department and grocery store chain majority-owned by Wal Mart, 
told us that it had decided to delay its (internal) plans to 

market U.S. beef. 


According to press reports, two consumer interest groups -- the 
Consumer Union of Japan and the Food Safety Citizen\'s Watch -- 
submitted requests to Matsuoka and Yanagisawa to block all U.S. 
beef imports. The request came after Tyson admitted that it had 
erred in shipping some beef to Japan that did not meet the 
agreement between the two countries. 


The GOJ has been fairly measured in its reaction since issuing a 
press release on the incident February 16. Press coverage, 
although continuing to gloss over the facts about BSE, has been 
less sensationalistic than in the past. Authorities have refused 
to discuss further market opening while the Tyson incident is 

still being studied. 


9. (U) Universal Studio Japan listed on MotherYs Board of Tokyo 
Stock Exchange 


Universal Studio Japan in Osaka announced that the company would 
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be listed on the \"Mother\'s Board\" (for new listings) of the Tokyo 
Stock Exchange starting in March. After many years of debt, the 
company expects to see a profit for the current fiscal year 

ending in March, for the first time since opening in 2001. 

Currently Goldman Sachs (GS) holds about 48 percent of USJVs 
stock, Development Bank of Japan has 11 percent, and Osaka city 
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government has 10 percent. 


The USJ Japanese sales manager commented that the amusement park 
has been increasing its attractions and expanding its business, 
so the firm is eager to use the market for more financing. 


10. (U) New Trade Insurance for Japan\'s Energy Supply 


At a press conference on February 20, METI Minister Amari 
announced the establishment of new trade insurance to ensure 
Japan\'s energy supply. 


As a part of efforts to expand more aggressive and strategic 
energy diplomacy, the new insurance plan will be established and 
sold starting this April. In the current trend of strengthening 

state control of energy resources and escalation of competition 
for energy resources, it is necessary for the government to be 
out in front strategically, Minister Amari said. METI will use 

this new trade insurance as an important energy diplomacy tool, 
and work strategically with the private sector to ensure the 

supply of natural resources. 


The outline of the new insurance is as follows: The Independent 
Administrative Corporation (Nippon Export and Investment 
Insurance (NEXI)) will accept the insurance. The GOJ will accept 
the reinsurance, thus, the GOJ will cover the risk. 


The ceiling of acceptance will be 300 billion yen and the premium 
rate will be \"irresistibly\" low -- or 50 to 75 percent below the 
current rate -- so that it will be accessible for private 
development entities. Projects will be 100 percent covered for 
both political and commercial risks. 


When a private entity negotiates alone with another government, 
it is difficult for the GOJ to get involved in the negotiations 

with the other government; however, if we provide insurance, the 
GOJ will be one of the interested parties, therefore, the GOJ 
would be able to get involved in government to government 
negotiations. 


11. (SBU) Kyushu Electric Expands Business Ties with India 


On February 19, Kyushu Electric Power (Kyuden) became the first 
private Japanese utility to sign a Memorandum of Agreement (MOA) 
with National Thermal Power Corporation (NTPC), India\'s largest 
and mostly state-owned power producer, to explore possible joint 
business development. 


As part of its aggressive expansion strategy abroad to increase 
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business performance and profitability, Kyuden had already 
entered into similar agreements with 13 other companies in 10 
countries/regions. 


While no specific business plans have been announced, Kyuden aims 
to offer consultancy in power efficiency and environmental 

protection technologies as well as participating in power plant 
construction. 


A Kyuden official notes that the MOA is also partly the result of 
a request by Japanese companies operating in India (i.e., Suzuki 
Motors) for more stable power sourcing. 


12. (SBU) Medical Devices and Pharmaceuticals Working Group 
Meetings in Tokyo 


Good news emerged that could speed the approval process for new 
drugs in Japan during Regulatory Reform talks February 8-9 in 
Tokyo. 


After some U.S. prodding about Japan\'s glacial approval process 
for innovative new drugs, Japan\'s Pharmaceuticals and Medical 


TOKYO 00000821 005 OF 008 


Devices Agency (PMDA) agreed to double the number of drug 
reviewers over three years to roughly 400. 


To fund the increase, authorities plan to introduce higher user 
fees for new drug reviews, effective April 1. When the U.S. 
delegation expressed reservations that the increase in user fee 
costs would be introduced without also being tied to performance 
metrics, the Health Ministry (MHLW) agreed to extend the public 
comment period until the end of February. 


Also during the talks, the U.S. side expressed appreciation to 
MHLW for the decision not to impose annual price cuts in 

2007. The issue is expected to come up again in April 

2008. Throughout the talks the Commerce-led delegation 
emphasized the need to seek input from U.S. industry, especially 
before making broad changes to the healthcare system. 


The next round of talks is slated for early April in 
Washington. The final round of talks will occur in late 
May/early June, when the Report to the Leaders is discussed. 


13. (SBU) IPR Cooperation: USPTO and JPO Share Info, Seek to 
Coordinate IPR Training Programs 
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Following up side meetings during the week of Regulatory Reform 
talks in Tokyo in January, the US Patent Office (USPTO) and the 
Japan Patent Office (JPO) have begun exchanging schedules and 
information on their training and assistance programs, 

particularly in Asia. 


USPTO is also proposing a meeting in Bangkok this spring to bring 
together the main donor countries providing IPR training in Asia, 
including USPTO, JPO, ECAP (the European EC-ASEAN Intellectual 
Property Rights Co-operation Programme) and IP Australia, to 
discuss information-sharing and better coordination among their 
various activities and programs. 


14. (U) Survey Says: Four of Top Five Best Places to Work in 
Japan Are U.S. Companies 


Nikkei Business magazine published in its February 19 issue the 
results of an annual survey on Japanese workplace conditions 
conducted by the Great Place to Work Institute Japan (GPTWJ). 
Four of the top five companies on the list of best places to work 
in Japan were U.S. firms. 


The Japanese job search agency Recruit Agent received the highest 
score, followed by Morgan Stanley, Microsoft, Eli Lilly and 
Hewlett-Packard. GPTWJ collected survey data from 62 companies in 
Japan utilizing two methods: an online questionnaire sent to 

companies about company culture, office infrastructure, 

opportunities for advancement and employee benefits; and an 

online questionnaire sent to individual employees about feelings 
towards management and the company as a whole as well as employee 
levels of enthusiasm for their work. 


Post\'s contact at Eli Lilly in Sapporo confirmed his companys 
participation in the survey, explaining that 400 Eli Lilly 
employees were randomly selected to respond to the questionnaires. 


15. (SBU) Autos: U.S. Automakers in Japan on Alleged Currency 
Manipulation Question 


Ford responded to our inquiry to the Big 3 in Japan for 
commentary on early February news reports that the Big 3, 
buttressed by former Treasury Undersecretary for International 
Affairs John Taylor\'s revelations in his book Global Financial 
Warriors that the Japanese intervened the currency markets, had 
launched a campaign to get the Administration to oppose alleged 
currency manipulation by Japan. 


Ford referred us to a 2006 report produced by the Automotive 
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Trade Policy Council, entitled, \"The Economic Impact of Japanese 
Currency Manipulation,\" which the automakers are using on the 
Hill to make their case. (A 2005 version of the report is 

available on the ATPC website. The 2006 report is a 2MB file. 
Please contact Joy Progar if you want a copy.) 
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The 13-page report has some quotes from Japanese government 
officials, Japanese auto industry executives, and financial 
analysts that suggest the Japanese government does intervene in 
the currency markets to keep the yen\'s value artificially low and 
provides a series of graphs and charts showing the effect of the 
low yen on the auto market in the United States. 


Ford also provided some talking points from their U.S. office 
which underscored the importance of this issue to Ford. (See 
attached e-mail) 


Finally, Ford reported in their discussions with METI in late 
2006, it became apparent Japan had two key strategies for 
developing the Japanese auto industry: global technological 
leadership, particularly through hybrids, and more exports, as 
there is not an expectation of any great growth in domestic auto 
demand. 


Ford took from these discussions that facilitating more exports 
is a GOJ objective and a weak yen is helpful to this end. 


16. (SBU) CivAir: Kobe Airport\'s First Year: Little Cause for 
Celebration 


Kobe Airport (UKB), which opened last February, will not meet its 
first year sales and passenger targets. Kobe City estimated 3.19 
million passengers in the first year, but UKB is 500,000 
passengers short of that goal. 


The average annual load factor for all routes combined was 61.3 
percent, with a low of 52.7 percent in January 2007. Cargo 
volume is worse: Kobe only moved half of the target, at 24,000 
tons. 


The city government, which runs the airport, started issuing 
public bonds in 1999 to raise 200 billion yen for land purchase 
and airport construction. The city\'s financing plan appears to 
have been wildly optimistic: Kobe has only sold 0.3 ha of the 
82.6 ha of public land it had intended to sell in order to pay 
for the bonds, keeping the city in heavy debt. A source in the 
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city government says it will consider dropping its asking price 
for the property it is offering. 


On the other hand, the airport\'s non-aviation business has had a 
modest positive impact on the local economy. Since last February, 
more than 30 companies, both domestic and foreign, have started 
operating on neighboring Port Island, including Boehringer 
Ingelheim, BMW group, and Estee Lauder. Local hotels are 
reporting an increase in customers from the new airport. 


17. (SBU) KIX Upbeat on Upcoming Aviation Bilat 


Kansai International Airport Company officials told ECOUNS and 
Econoff in Kyoto that in upcoming bilateral aviation talks, the 

airport officials think MLIT is prepared to be more flexible on 

\"Open Skies" services than in the past, for airports outside of 
Tokyo, if the USG is flexible on new Narita slot allocations. 

For more details of this, views on PM Abe\'s Asian Gateway concept, 
and other civair insights, please see Osaka Kobe 00036. 


18. (U) Internationalizing Hokkaido\'s Civil Aviation Industry 


Although Hokkaido\'s civil aviation industry is well equipped to 
support international air travel, the market for such travel 

remains underdeveloped. Despite heavy domestic traffic in Japan, 
the number of direct international flights to Sapporo\'s New 
Chitose International Airport is limited. 


Hokkaido government officials are initiating a number of policies 
aimed at transforming New Chitose into an international hub. 
However, stronger local political support for the proposed 
Hokkaido Shinkansen bullet train project and rising oil prices 
both present tough obstacles to making this a reality. For more 
information, please see Sapporo 0009. 


19. (SBU) Rail: Shinkansen Tech Transfer to China; California 


TOKYO 00000821 007 OF 008 


High Speed Rail 


The press in January and February reported on the start of high- 
speed rail services in China using JR East\'s E-2 1000 Hayate 
Shinkansen trains. Sixty trains consisting of eight-car sets 

have been ordered by China, over 50 of which are to be 
constructed in China on the basis of technology transfer. 
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News reports were unclear as to how much of this crown jewel of 
Japanese transportation technology had been given away. Econoff 
approached an official of JR Central for commentary. 


The JR Central official felt that JR East had given away the 

store. He related how a consortium of Shinkansen manufactures 
led by Kawasaki Heavy Industries and including Japanese trading 
companies had wanted to sell the high-speed trains to China. He 
explained that the three Japanese passenger rail companies, JR 
West, JR Central and JR East, however, own the design rights to 
the Shinkansen trains they operate. Each rail company has its 
own team of engineers that creates design specifications based on 
the common Shinkansen technologies they all inherited in 1987 
with the breakup of Japan National Railways. Manufactures then 
produce trains to their designs. 


In the case of overseas sales, he noted, JR Central prefers to 
sell the whole system -- wagons, control systems, high-speed 
signal system, tracks, etc. -- to maximize the sale and ensure 
that high safety standards are maintained. China, however, 
wanted to pick and choose the technology it wanted to buy. JR 
East, he said, was willing to sell just the train design along 

with its control and signal system and so that is how China ended 
up with the E-2 train. 


According to him, all parts of the wagons, including the 
sophisticated distributed electric motors that drive the train, 
will be manufactured in China. 


The JR Central official worried about this tech transfer. Not 

only does it give the Chinese the potential to copy and build the 
wagons themselves for domestic use or export, but he speculated 
that there might be some military tech transfer. 


Econoff also contacted the California High Speed Rail Authority 
about their manufacturing plans for the State of California high- 
speed rail system when it is built. 


They responded that it is estimated that 300,000 job years will 
be needed for the construction of the system and an additional 
450,000 jobs will be generated throughout the state as a result 
of the train system. They said, however, it was too early to 
decide whether the wagons would be manufactured in California. 


20. (SBU) Maritime: MLIT\'s International Shipping Division\'s 
Work and Reg Reform 


EconOff and EconFSN met with MLIT\'s International Shipping 
Division on February 20 to discuss the work of the Maritime 
Subcommittee, the Maritime Economic Council and the Asia Gateway 
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Initiative in order to understand developments in Japanese 
shipping policy and address some questions from the Federal 
Maritime Commission, possibility relating to U.S. regulatory 
reform initiatives vis--vis Japan. 


The Maritime Subcommittee is looking at ways to increase the 
number of Japanese flagged ships and seafarers through changes in 
the tax structure. In addition, it is examining how to end a 

program that buys out small and medium sized shipbuilding 
enterprises to reduce over capacity in the industry. 


As a result of a request from the Japanese Fair Trade Commission, 
the Maritime Economic Council is reviewing whether liner 
conferences are anti-competitive. MLIT has concluded they are 
not, but the Council is looking into this matter nonetheless. 

The International Shipping division is examining safety and 
environmental issues for shipping in the Straits of Malacca as 

its contribution to the Asia Gateway initiative. 


For a memo on the meeting with more information see the attached. 
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21. (U) Regions: Western Japanese Business Leaders Debate 
Reforms and Workplace Issues in Kyoto 


Major business organizations in western Japan held the Kansai 
Zaikai Seminar (Kansai Economic and Management Summit), the 
largest annual business event in the Kansai region, February 8-9 
in Kyoto. LDP Secretary General Hidenao Nakagawa gave the 
keynote address, and Senichi Hoshino, Senior Director of the 
Hanshin Tigers, also delivered a business leadership lecture. 

The participants broke into seven groups to discuss economic 
topics of interest, but the most heated discussions were about 
corporate ethics in the face of repeated business scandals across 
Japan, and about the decline in the birthrate, productivity, 
educational standards of the workforce, and related labor issues. 
Employers described the difficulty in changing the ratio of 

regular employees to contractors, although there was wide 
acceptance that this was a problem that needed urgent 
rectification. 


There was a high level of interest in pushing for civil service 
reform and institution of doshusei decentralization in the Kansai, 
the latter of which the business community here has promoted for 
decades. There was wide support for businesses playing a bigger 
role in education reforms, and support for PM Abe\'s education 
reform platform-along with criticism of the slow pace of actual 


Column 3 

reforms. Executives such as Daikin Industry\'s Noriyuki Inoue 
called for changes to Japan\'s \"relaxed\" education program in 
order to revive the elite education model. 


Other Osakan business leaders were unable to hide their unease at 
the pace of globalization and westernization of the Japanese 
economy, while at the same time improving their balance sheets 
through Western management techniques, FDI, and an increasing 
amount of M&A activity. 


There was open hostility to the idea of boosting the declining 
workforce through immigration, with executives citing French and 
British immigrant community unrest while rejecting the 
applicability of the U.S. immigration model in Japan. There was 

a high level of support for increasing meaningful employment 
opportunities and flexible work modes for women, especially when 
faced with the choice of either boosting immigration or 

increasing the participation of women in the Japanese workforce. 


22. (U) BOJ Raises Short-Term Policy Rate to 0.5%, First Rate 
Hike in Seven Months 


On January 21 the Bank of Japan Monetary Policy Board decided to 
raise its operating target for the uncollateralized overnight 

call money rate by a quarter point to 0.5 percent. 

This is the second rate hike since last July, when the BOJ raised 
the policy rate to 0.25 percent by terminating the zero interest 

rate policy (ZIRP). 


In making this decision, the Board cited as determining factors 

the likelihood of both continued modest expansion of the economy 
with a moderate increasing trend of private consumption, and an 
increase in consumer prices over a long-term perspective, as well 
as its concerns about the increasing simulative effect of 

monetary policy on economic activities. 


The Board indicated that it would adjust interest rates 

\"gradually,\" and would maintain an accommodative stance with very 
low interest rates for some time. Please see attached document 

for more details. 
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E.O. 12958: N/A 

TAGS: PTER, KNNP, MCAP, PINR, PINS, PARM, PREL, EN 
SUBJECT: ESTONIA CONSIDERING PARTNERSHIP IN COMBATING 
NUCLEAR TERRORISM 


REF: STATE 21535 


(SBU) On February 26, we delivered reftel points to Arti 
Hilpus, MFA Director for Security and Arms Control, and 
inquired about Estonia\'s interest in endorsing the 
Global Initiative Statement of Principles and/or 

possibly participating in the Initiative\'s activities. 

Hilpus confirmed that Estonia is in agreement with the 
Principles, but said the GOE could not take any decision 
on participation until after the next government is 
formed. (Note Parliamentary elections are scheduled for 
March 4, but it could take a month or more for the next 
government to be in place. End Note.) 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PARM, PREL, BWC, TBIO, M-19, FR, UK, IS 

SUBJECT: CW/BW AND EXPORT CONTROL CONSULTATIONS WITH 
ISRAEL, FEBRUARY 12-13, 2007 


REF: A) GROMOLL-CROWLEY E-MAIL FROM 2/22 B) STATE 
194383 C) STATE 17199 


Classified By: Political Counselor Marc Sievers for reasons 1.4 (B and 
D). 


1.(C) Summary: International Security and Nonproliferation 
DAS Donald Mahley led a team of experts from State and 
Commerce to Israel on February 11-13 for consultations on 
chemical and biological weapons non-proliferation and export 
controls. In the discussions, Israeli MFA Director for Arms 
Control Alon Bar reiterated Israel\'s commitment to preventing 
proliferation of chemical or biological weapons. He said 

that Israel is familiar with the CWC and BWC and supports 
their objectives, but is not prepared to join them under the 
current regional security situation. The Israeli delegation 
asked about the role that challenge inspections could play in 
Iran and noted steps the GOI is taking to strengthen its 
export controls on dual-use and military items. Talks on BW 
issues focused on the importance of national measures to 
combat the threat and on Israeli efforts to ensure safeguards 
on dual-use research. End Summary. 


2.(C) Alon Bar, joined by his Deputy Tammy 

Rahamimoff-Honig, Itamar Yaar (NSC), Schmuel Limone (MOD), 
Ohad Orenstein (Industry/Labor/Trade) and several MOD 

briefers held consultations on a range of multilateral arms 

control and export control mechanisms with DAS Mahley, ISN/CB 
Director Robert Mikulak, ISN/CB Deputy Director Jennie 

Gromoll, Sarah Heidema from the DOC, and an Embassy 
representative. As planned, the main focus for discussion 

was implementation of the Chemical Weapons Convention (CWC). 
GOI officials requested DAS Mahley continue the decade-long 
tradition of keeping the GOI apprised of ongoing 

implementation efforts and the U.S. experience, in practical 

terms, with key elements of the treaty. Discussions also 

touched upon issues relating to the Biological Weapons 
Convention, Wassenaar, MTCR, and Australia Group. MFA Deputy 
Director General for Strategic Affairs (A/S-equivalent) 

Miriam Ziv reviewed the talks in a lunch following the 

February 12 meeting. DAS Mahley discussed these same topics 
with Israeli experts at the Institute for National Strategic 

Studies (formerly the Jaffee Center) in Tel Aviv on February 
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13. The delegation\'s visit renewed expert-level contacts and 
provided both the USG and GOI with better understandings of 
the other\'s positions on CW/BW and export control issues. 


3. (C) As anticipated, the Israeli team reiterated that the 

GOI had signed the CWC during an optimistic time at the 
height of the Peace Process in the early-1990\'s. Bar noted 
that the regional situation was different today. He 

maintained that Israel unilaterally follows guidelines 
established under allthe WMD regimes and should be 
recognized for doing so even though the political context 
does not allow for Israeli membership. Given official GOI 
involvement in the preparatory work for CWC implementation, 
it is keenly aware of the details of the Convention. 


4.(C) DAS Mahley impressed upon GOI officials that only 
North Korea, Israel, Egypt, Syria and Lebanon remain as 
significant non-member states. OPCW Director-General Pfirter 
has efforts underway to bring the Middle Eastern hold-outs on 
board. As always, U.S. experts are prepared to work with the 
GOI on the intricacies of CWC implementation at any time the 
GOI deems it would be propitious to ratify the Convention. 
Bar emphasized that the GOI had welcomed DG Pfirter in 
Jerusalem only a short time ago and that Israeli experts had 
traveled to The Hague as a gesture of interest in the CWC. 
They had explained that the political threshold was too high 

at this juncture to consider putting the CWC before the 
Knesset. However, he allowed that political considerations 
can change. 


5. (C) MOD adviser Limone emphasized that he had participated 
in the Preparatory Committee work on challenge inspections, 
confidentiality, and health and safety. The GOl\'s national 
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lab had passed OPCW proficiency tests and provided samples 


for the OPCW database. Should the Israeli leadership decide 
to join the CWC, there would be little change in Israel\'s 
position on key CWC issues. Their views on ratification, 
however, have changed, given the regional environment 
vis--vis the CWC. The national mood is one of apprehension 
and suspicion. Iran is a growing threat and is in blatant 
violation of its treaty obligations. Even a challenge 

inspection could allow them to go \"scot-free.\" He said that 
the GOI has postponed joining, but has not ruled it out. 
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6. (C) Limone argued that the Syrians and Lebanese (and 
Egyptians less vocally) who showed up for OPCW meetings on 
universality in the Middle East take pains to point out their 
attendance does not indicate political movement toward 
joining. The EU demarches all three countries each year on 
non-proliferation and UNSCR 1540, but to no avail. He 
contrasted the behavior of the Arab hold-outs with that of 
Israel, which he maintained takes non-proliferation seriously 
and continues to assess developments in the treaty regimes. 
Israel holds detailed bilaterals with the Australians after 
Australia Group (CW/BW export control) meetings. In his view 
(shared by Bar), Israel is therefore not in the same 

non-state party category as Syria and North Korea. DAS 
Mahley responded that, in lieu of improvement in the overall 
situation, the U.S. will continue to encourage all four 

regional states to join the CWC as a step in the right 

direction and in support of aWMD-Free Zone in the Middle 
East. 


7.(SBU) DAS Mahley noted that in this tenth anniversary 
year, the U.S. assessment of the functioning ofthe CWC and 
the implementing body, the Organization for the Prohibition 
of Chemical Weapons (OPCW), was positive. The OPCW is one of 
the more effective multilateral organizations which does a 
reasonable job of adapting to the chemical weapons (CW) 
threat. It has not been as successful in regard to CW 
destruction; the Russians are struggling to achieve 
destruction of 20 percent of their stockpile by the 
treaty-mandated date for 100 percent; the U.S. has so far 
been able to destroy only 40 percent of its declared 

stockpile, due in part to domestic regulatory issues, even 
though the U.S. has spent billions of dollars on the program. 
Over the last decade the OPCW and member states have 
developed a stable and effective inspection regime. We are 
considering how to adapt to a future situation when CW 
destruction is complete and there is a large inspectorate and 
changes in technology -- as well as somewhat outdated lists 
of declared chemicals. 


8. (C) ISN/CB Office Director Mikulak added that one treaty 
requirement -- sampling and analysis -- has only begun and is 
potentially a useful tool for inspectors. Inspectors use 
blinding software to insure that only scheduled chemicals are 
displayed, thus protecting commercial secrets. The 
equipment, however, is cumbersome (1500 lbs for analysis 
on-site). He also pointed out the importance of domestic 
implementation vis-a-vis non-state actors. There is a 
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systematic effort underway in The Hague, where the OPCW and 
the U.S. are using pressure and assistance to encourage 
member states to put penal legislation into place. This is 
required under UNSCR 1540 as well. 


9. (C) The U.S. team noted that challenge inspections have 
not occurred and have never been considered something to be 
done routinely to clarify declarations. The threshold is 

much higher for an illicit program. There are some team 
chiefs that want to expand the scope of their routine 
inspections in industry, but their numbers are dwindling. 

The U.S. continues to push for increased inspections at 
commercial facilities and is making some progress in shifting 
the focus to those developing countries we suspect of 
dual-use enterprises. The U.S. has fared well during OPCW 
inspections, only having a few uncertainties, in some cases 


related to records unavailable at the time of the inspection 
and provided subsequently. We continue to make clear that 
the CWC schedules of chemicals are for verification purposes 
only and do not constitute a full list of chemical weapons or 
their ingredients. The U.S. is reluctant to modify the 
schedules. However, there are indications of CW being 
produced from chemicals that are not on the lists and thus 
not subject to declaration and inspection. 


10. (C) The Israeli team was interested in whether there is a 
level of inspection between routine and challenge. OPCW 
Director-General Pfirter had replied that it was not a simple 
answer. Mikulak noted that the OPCW had inquired of parties 
about undeclared facilities; however, there are no measures 
other than a challenge inspection to allow inspection of 
undeclared sites. Limone maintained that challenge 
inspections are now seen as a punitive tool. He asked why 
USG had not pushed for a challenge inspection in Iran despite 
the fact that U.S. officials had said Iran was in violation 

of the CWC with alleged maintenance of chemical weapons 
production facilities. DAS Mahley explained that a challenge 
inspection had become such a high-profile instrument that if 
one could not be confident of finding a smoking gun\" by 
means of the inspection, there was a real danger that 
pursuing the inspection would actually provide diplomatic 

\"top cover" for the proliferators. However the USG continues 
to examine scenarios of how it could work with a variety of 
CWC Parties. 
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Export controls and tracking arms sales/transfers 


11. (C/NF) Limone reported that the GOI had ensured domestic 
legislation was in place; the GOI is in the last stages of 

pushing updated export control laws through the Knesset. He 
said that Israel is careful about exporting dual-use 

equipment that could be used for military purposes. MOD 
intelligence officers briefed the delegation on Iranian arms 
trafficking/support for Hizballah and regional efforts to 

develop CW/BW. MFA Deputy Director General for Strategic 
Affairs (A/S-equivalent) Miriam Ziv later expressed 

particular interest in how the Russians track arms 
sales/transfers (especially those to Syria). Experts from 

both sides agreed that most countries do not have 
\"post-shipment verification mechanisms\" (beyond an end-user 
certificate). The Israelis said that they had asked a 

recipient country for such an assurance for their exports and 
were \"refused.\" The GOI claimed that although they maintain 
\"exchanges\" with key Wassenaar, MTCR and AG players, Israel 
is viewed with suspicion -- particularly from the Nordics and 
Russia -- for implementing the measures unilaterally. 


12. (C) During discussions on the Biological Weapons 
Convention (BWC), Mahley pointed out that the U.S. had led 
the effort to defeat the legally-binding verification 

protocol and now felt universally vindicated by this stance, 
especially given developments in biotechnology and the 
security environment. Some states parties remain hopeful 

that the next U.S. administration will revive the 

negotiations on a legally-binding mechanism. However, the 
success of the 2003-2005 BWC Work Program has shown that 
national measures, to include penal legislation, are the most 
critical in countering the growing BW threat -- especially 

from non-state actors. The norm -- and legal obligations -- 
established by the BWC continue to be recognized. Efforts at 
pathogen security, codes of conduct for life scientists and 

the correlation between BW and disease surveillance had been 
made clear in the Geneva expert meetings -- most importantly 
to the non-aligned states. Participation in \"Work Program\" 
meetings doubled from that during the Protocol negotiations 
and a good number of non-aligned countries had requested 
assistance. 


13. (C) The Israeli NSC representative noted positive efforts 
by the Israeli Academy of Science to develop recommended 
measures for ensuring proper safeguards for dual-use 
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biological research, drawing heavily on the U.S. National 
Academy of Sciences \"Fink Report.\" These comments were 
echoed by academics in a February 13 discussion in Tel Aviv 
at the Institute for National Strategic Studies. 


14. (U) DAS Mahley and his delegation have cleared this 
message. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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FOR G/TIP, G, INL, PRM, IWI AND EUR/PGI; FOR EUR/SE MCLEGG-TRIPP AND 
EMELLINGER; STATE PLEASE PASS TO USAID 


E.O. 12958:N/A 

TAGS: KCRM, CY, PHUM, KWMN, SMIG, KFRD, ASEC, PREF, ELAB 

SUBJECT: AREA ADMINISTERED BY TURKISH CYPRIOTS -- SEVENTH ANNUAL TIP 
REPORT SUBMISSION 


REF: 06 STATE 202745 


NICOSIA 00000165 001.2 OF 006 


1. (U) Paras 3-6 are sensitive but unclassified --not/not for 
Internet distribution. 


2. (U) Embassy Nicosia hereby submits information for the April 2006 

- March 2007 Trafficking in Persons (TIP) Report. Embassy POC is 
Terry Steers-Gonzalez, Political Section, Tel: (357) 22-39-3364, 

Fax: (357) 22-39-3467. Approximately 80 hours (FSO-03) and 55 hours 
(FSN) were spent in preparing this material. 


3. (SBU) Answers in this para are keyed to the questions in reftel, 
para 27, \"Overview.\" 


A. (Note: Since 1974, only the southern part of Cyprus has been 

under the control of the government of the Republic of Cyprus (ROC). 
The northern part, administered by Turkish Cypriots, proclaimed 

itself the \"Turkish Republic of Northern Cyprus (TRNC)\" in 1983. The 
United States does not recognize the \"TRNC,\" nor does any country 
other than Turkey. A substantial number of Turkish troops remain on 
the island. A buffer zone, or \"green line,\" patrolled by the UN 
Peacekeeping Force in Cyprus (UNFICYP) separates the two parts. End 
note.) 


The area administered by Turkish Cypriots is a destination for women 
who are trafficked to work in the sex industry. Turkish Cypriot 
authorities believe the area is also a transit point for people 

wishing to enter the EU illegally. Women trafficked for purposes of 
commercial sex do not change location once they have signed a 
contract with a particular nightclub in the north. 


During the reporting period, the Turkish Cypriot \"Ministry of 

Interior\" issued 961 \"artiste\"-category work permits and 15 
\"barmaid\"-category work permits to women coming to Cyprus to work in 
41 nightclubs and 9 pubs. As of February 2007, 381 such foreign 
women were working in the area administered by Turkish Cypriots, and 
immigration police had repatriated 235 women who wished to curtail 
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their nightclub contracts. 


All such foreign women entering the area administered by Turkish 
Cypriots arrive via Turkey, the only country with direct commercial 

air links. The authorities maintain that most of these women have 
worked in nightclubs in Turkey, specifically in Istanbul, prior to 
coming to Cyprus. The authorities have also indicated that a 
significant number of Turkish women, who enter the area administered 
by Turkish Cypriots either on three-month tourist \"visas\" or on 
student \"visas,\" work as prostitutes out of apartments in the port 
cities of Kyrenia and Famagusta. The \"attorney general" believes 
these women may outnumber other third-country nationals coming to 
work on \"artiste\"-category work permits. 


There were no international or local NGOs that provided services to 
TIP victims. 


Immigration police said that, during the reporting period, women 
working in nightclubs and pubs came from Moldova, Ukraine, 
Kyrgyzstan, Russia, Georgia and Belarus, as well as smaller numbers 
from Uzbekistan, Tajikistan, the Philippines, Kenya, Romania, and 
Nigeria. 


B. There appear to have been no changes in the extent/direction of 
trafficking to/through the area administered by Turkish Cypriots. 
There is some political will to address trafficking, particularly in 

the protection of victims, as evidenced by the \"157\" helpline set up 
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by the Ministry of Health." similar to the one operating in Turkey. 
However, there is currently no anti-trafficking law, and the 
authorities still confuse trafficking with smuggling. 


Under the \"Nightclubs and Similar Places of Entertainment Law!" (also 
known as the \"Bar Girls Law") of 2000, such foreign women are not 
allowed to live onsite at their place of employment but, instead, 

live together as a group in a dormitory, which is usually adjacent 

to the nightclub or pub, or at another accommodation arranged by the 
establishment owner. In order to prevent establishment owners from 
taking their employeesY passports, thus further restricting their 
freedom of movement, Turkish Cypriot immigration police hold the 
travel documents for the duration of their stay. (Note: The police 

fall under the \"Prime Ministry,\" but they are ultimately under the 
operational command of the Turkish military, per transitional 

Article 10 of the \"TRNC constitution,\" which \"temporarily\" cedes 
responsibility for public security and defense from Turkish Cypriot 
civilian authorities to Turkey. End note. See also 4.B.) 


A nightclub may employ up to 12 women, and a pub may employ up to 
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three. Women receive six-month \"artiste\"-category work permits, 
which they may renew; however, they are required to leave the area 
administered by Turkish Cypriots at the end of the first permit and 
then re-enter. These women may be subject to violence, threats, 
excessive working hours and inadequate pay, and may be forced to 
perform sexual acts for clients and employers. 


C. In the past, authorities have not funded or supported an anti-TIP 
public awareness campaign, training for police officers, or aid to 
victims. However, the \"Ministry of Interior\" has told Embassy 
officers that limited funding may be available for these purposes 
under certain circumstances. Turkish Cypriot authorities are not a 
party to any international agreements due to the unrecognized status 
of the \"TRNC.\" Likewise, no international NGOs have offices in the 
area administered by Turkish Cypriots. The authorities have signed 
no cooperative agreements with source countries, and would almost 
certainly be unable to do so due to recognition issues. Turkish 
Cypriot authorities have not participated in any EU or international 
conferences or training programs on TIP. While general police 
corruption is a reported problem, there is no indication that such 
corruption is specifically linked to TIP activities. 


D. Statistics are available from the Turkish Cypriot authorities 

upon request; there was no regular, public disclosure. The \"Ministry 
of Interior" tracks the number of work permits issued to nightclubs 
and pubs. Immigration police track entries/exits and repatriations 
to/from the area administered by Turkish Cypriots. The \"Ministry of 
Health keeps statistics on the required, weekly health checks for 
nightclub workers, and the police keep statistics on arrests related 
to prostitution, in the absence of anti-trafficking legislation. 


4. (SBU) Answers in this para are keyed to the questions in reftel, 
para 28, Prevention." 


A. Turkish Cypriot authorities acknowledge that trafficking is a 
problem. There is, however, much confusion of the issue with alien 
smuggling. 


B. The \"ministries\" of Interior, Health, and Labor, as well as the 
police, are all involved in efforts to regulate the activities of 
nightclubs and pubs and to prevent the abuse of women working in 
these establishments. The \"Ministry of Interior serves as 
interagency coordinator. (Note: The police fall under the \"Prime 
Ministry" but they are ultimately under the operational command of 
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constitution,\" which \"temporarily\" cedes responsibility for public 
security and defense from Turkish Cypriot civilian authorities to 
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Turkey. End note.) 


C. While Turkish Cypriot authorities have not committed resources to 
anti-TIP public awareness or demand reduction campaigns, the 
\"Ministry of Interior\" recently told Embassy officers that limited 
funding may be available for these purposes under certain 
circumstances. See para 3.C. 


D. While Turkish Cypriot authorities have not committed resources to 
support other programs to prevent TIP, the \"Ministry of Interior\" 
recently told Embassy officers that limited funding may be available 
for these purposes under certain circumstances. See para 3.C. 


E. There is little communication concerning TIP between Turkish 
Cypriot authorities and civil society. During the reporting period, 
there was only one local NGO actively concerned with trafficking; 
there were no international or local NGOs that provided services to 
TIP victims. See para 3.A. 


F. Turkish Cypriot authorities make an effort to monitor both air 
and sea ports of entry and along the Green Line, keeping basic 
statistical information; however, they do not monitor immigration 
and emigration patterns for evidence of trafficking. 


G. The Turkish Cypriot authorities listed in para 4.B comprise the 
\"Nightclub Commission, an \"interagency\" group with \"municipal\" 
representation as well, that meets once a month to discuss issues 
related to nightclubs/pubs and their employees. The \"Commission\" 
makes recommendations to the \"Ministry of Interior\" on the granting 
of operating licenses, on changes to employee quotas, and on the 
need to intervene in any problems arising at a particular 
establishment. However, neither the \"Commission\" nor the \"Ministry 
of Interior" can cancel an operating license. 


H. Turkish Cypriot authorities have not developed a \"national\" plan 
of action to address TIP. 


5. (SBU) Answers in this para are keyed to the questions in reftel, 
para 29, \"Investigation and Prosecution of Traffickers.\" 


A. The area administered by Turkish Cypriots does not have a law 
that specifically prohibits trafficking in persons. In 2006, 
trafficking-related cases were tried on the grounds of (1) \"living 

off the earnings of prostitution or off the earnings of the 

provision of prostitutes\" and/or (2) \"encouraging prostitution.\" The 
law also prohibits (3) \"abduction\" and (4) \"forced labor.\" 


B. The area administered by Turkish Cypriots does not have a law 
that specifically prohibits trafficking in persons; however, persons 
convicted of \"living off the earnings of prostitution or off the 
earnings of the provision of prostitutes,\" or of \"encouraging 
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prostitution,\" may receive up to two years imprisonment and/or a 
fine of YTL 1,000 (approx. $712). 


C. Persons convicted of \"abduction\" may receive up to seven years 
imprisonment. Persons convicted of \"forced labor\" may receive up to 
one year imprisonment. The \"attorney general" stated to Embassy 
officers that there were no complaints during the reporting period 

that would allow Turkish Cypriot authorities to press charges of 
\"forced labor.\" 
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D. The law prescribes no minimum sentence for individuals convicted 
of rape, including spousal rape; the maximum sentence is life 
imprisonment. 


E. \"Living off the earnings of prostitution or off the earnings of 

the provision of prostitutes\" and \"encouraging prostitution\" are 
both illegal, and information was used to make arrests on both 
crimes during the reporting period. The authorities did not, 
however, use this information to close down any nightclubs or pubs. 


F. Turkish Cypriot authorities did not prosecute any trafficking 
cases due to a lack of appropriate legislation. Police arrested a 
total of 218 people in 163 cases for related crimes, specifically, 

97 cases of \"living off the earnings of prostitution or off the 
earnings of the provision of prostitutes\" and 66 cases of 
\"encouraging prostitution.\" Of those 163 cases, 113 have been 
concluded, and 50 are still pending trial. Of the 113 concluded 
cases, 154 defendants were tried, 153 receiving fines and one 
receiving a prison sentence. Of these 154 defendants, according to 
Turkish Cypriot authorities, 30 were considered \"TRNC\" citizens 
while 16 were considered \"TRNC\"-Turkish dual citizens, 44 were 
Turkish, 54 were Moldovan, four were Bulgarian, three were 
Ukrainian, and three held ROC citizenship. Also noteworthy, one 
defendant was a nightclub owner, and 13 were nightclub managers. 


G. Turkish Cypriot authorities say that they do not know precisely 

who is behind this trafficking, since victims arrive via Turkey. 

They do not know what happens to these foreign women between the 
time they leave their countries of origin and arrive in the area 
administered by Turkish Cypriots. The authorities have indicated, 
however, that men accompanying these women at/through ports of entry 
are often Turkish. They also believe that organized crime is behind 

the ownership and management of some of the nightclubs and pubs in 
the area administered by Turkish Cypriots. The press reported the 
claims of an independent researcher, who had interviewed \"artistes\" 
at nightclubs, that these women come to Cyprus with the assistance 

of supposed employment agencies seeking models, babysitters or elder 
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caretakers. 


H. Turkish Cypriot authorities actively investigated allegations of 
related crimes. See para 5.A. Police took advantage of nightclub and 
pub inspections to interview these foreign women and to ask if they 
were having any problems. According to police, several nightclubs 
and pubs are inspected on a weekly basis, and at least one operation 
is conducted each month. From these interviews, police estimated 
that around 10 percent of these foreign women did not understand, 
prior to their arrival on Cyprus, that they would be working in 
prostitution. Police do not use electronic surveillance, undercover 
operations, mitigated punishment or immunity in prosecuting cases. 
The law prohibits use of these techniques unless a judge makes an 
exception to such provisions for a particular case. 


|. Turkish Cypriot authorities do not provide specialized training 
on TIP. See 3.A and C. 


J. Turkish Cypriot authorities are able to cooperate only with 
Turkey, although they can and have contacted Interpol (via Turkey) 
as well. See 3.A and C. 


K. The \"TRNC constitution" does not allow the extradition of Turkish 
Cypriots; Turkish Cypriot authorities have no plans to amend this 
prohibition. The authorities can, however, extradite citizens from 
other countries, although they did not receive any requests to do 

so. 
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L. While general police corruption is a reported problem, there is 

no indication that such corruption is specifically linked to TIP 
activities. To prevent corruption, the Police say that they assign 
officers to nightclub/pub inspections at random and do not announce 
these assignments until the last minute. 


M. There is no indication that general police corruption is 
specifically linked to TIP activities. The Police have an internal 
disciplinary mechanism that functions in cooperation with the 
\"Attorney General\'s office.\" No officials were prosecuted for 
engaging in related crimes. 


N. N/A 
O. N/A 


6. (SBU) Answers in this para are keyed to the questions in reftel, 
para 30, \"Protection and Assistance to Victims.\" 
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A. The \"Ministry of Health\" requires nightclub employees to report 
to a hospital for weekly health checks in order to prevent the 

spread of sexually-transmitted diseases. Furthermore, the \"Ministry\" 
inspects nightclubs to ensure that these women are not subjected to 
unsanitary working or living conditions. 


Also, the Ministry of HealthW operates a \"157\" helpline, similar to 
the one operating in Turkey, to provide support to these foreign 
women. The nurse responsible for answering the \"157\" calls speaks 
Russian, Moldovan, English and Turkish. However, when Embassy 
officers recently called the helpline, the nurse did not identify 

herself or the service. 


With the stated intention of protecting these foreign women, the 
\"Nightclubs and Similar Places of Entertainment Law\" mandates that 
immigration police keep their passports during their stay on Cyprus. 
Also under the law, immigration police repatriate any woman who 
wants to leave. Because of the above, Turkish Cypriot authorities do 
not see a need to offer shelter or counselling. In 2006, 235 foreign 
women were repatriated. 


B. Turkish Cypriot authorities did not provide funding or other 
forms of support to foreign or domestic NGOs for services to 
victims. 


C. There is no formal system of identification and referral. See 
para 6.A. 


D. Victims" rights are generally protected. See para 6.A. 


E. The area administered by Turkish Cypriots has noQnti-trafficking 
legislation. Police claim that an unspecified number of foreign 
women gave statements in the investigations of crimes related to 
prostitution. There is no victim restitution program. These women 
are not permitted to pursue other employment in the area 
administered by Turkish Cypriots if they leave their nightclub or 

pub. However, if legal action is sought, the woman attains \"witness\" 
status and is accommodated in a hotel under police protection until 
the case is concluded. 


F. See 6.E. Though there is no formalized witness protection 
program, if legal action is sought, the woman attains \"witness\" 
status and is accQmodated in a hotel under police protection until 
the case is concluded. There is no publicly-supported shelter in the 


NICOSIA 00000165 006.2 OF 006 
area administered by Turkish Cypriots. Turkish Cypriot authorities 


argue that there is no need for such victim services, including a 
shelter, because the Police arrange immediate repatriation for 
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foreign women who wish to leave their employment. 


G. Turkish Cypriot authorities do not provide specialized training 
for \"officials\" in recognizing trafficking and in providing 
assistance to victims. 


H. N/A 


|. There were no international organizations or NGOs that worked 
with TIP victims. See pare 4.E. 
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E.O. 12958: DECL: 02/27/2012 

TAGS: PHUM, PREL, UNHRC-1, LG 

SUBJECT: LATVIA SEES NO PROBLEMS WITH BOSNIA AND SLOVENIA 
FOR HRC 


REF: STATE 21984 
Classified By: Ambassador Catherine Todd Bailey. Reason: 1.4 (D) 


1. (C) Latvian political director Klava told Pol/econ chief 
February 23 that he foresaw no difficulties in Latvian 

supporting Bosnia and Slovenia for the Eastern European seats 
on the Human Rights Committee. Latvia certainly would not 
support Belarus, he said, and he agreed that Bosnia raised 
fewer concerns than Armenia. 
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FM AMEMBASSY RIGA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3800 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY""CONFIDENTIAL RIGA 000144 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/27/2017 

TAGS: PARM, MARR, PREL, RS, EUN, LG 

SUBJECT: LATVIA ISSUES STRONG STATEMENT ON MISSILE DEFENSE, 
COUNTERS RUSSIAN CLAIMS 


REF: STATE 21640 
Classified By: Ambassador Catherine Todd Bailey. Reason: 1.4 (D) 


1. (C) Pol/econ chief delivered reftel points on missile 
defense to Latvian Political Director llgavrs Klava February 
23. As Latvian FM Pabriks had just received a call from his 
Lithuanian counterpart on this issue, Klava was grateful for 
our points. He said Latvia would look to issue a statement 

on this issue, which it did on February 26 (text in para 4 
below). Subsequently, pol/econ chief encouraged Klava to 
have Latvia pursue a coordinated EU statement on this issue. 
Klava was skeptical this would be possible and did not think 
Latvia should take the lead on this, but said they would 
support others who made such an approach. MFA director of 
security policy Kapars Ozoloins told pol/econ chief February 
26 that Latvia would draw on the statement for upcoming MD 
discussions at NATO, including in the NATO-Russia Council. 


2. (C) On the evening of February 26, Ambassador Bailey 
thanked FM Pabriks for Latvia\'s strong statement on this 

issue and encouraged him to use it in discussions at the EU 
and NATO on the issue. Pabriks agreed that Latvia would draw 
from this statement in various international discussions. 


3. (C) Comment: The Latvians were surprisingly forward 
leaning in this statement, especially given their delicate 
negotiations with Russia over the border treaty. While they 
recognize that an EU statement would provide them some 
additional cover with Moscow, they appear unwilling to take 
the lead on this. Our assessment is that this stems mainly 
from an unwillingness to take on the bigger EU states who 
oppose our MD efforts. End comment. 


4. (U) Begin text of Latvian MFA statement: 


In response to the recent information published in media 
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outlets regarding the development of a global anti-ballistic 
missile defense system and the possible deployment of the 
elements of the system in Poland and the Czech Republic, the 
Latvian Foreign Minister, Artis Pabriks, stressed the 
importance of the development of a U.S. proposed global 
missile defense system in view of the current global threats 
caused by the uncontrolled spread of weapons of mass 
destruction and ballistic (missile) technology. Mr. Pabriks 
also noted that the system will contribute to the safety of 
the people of Latvia, 


The U.S. developed anti-ballistic missile defense system is 
primarily directed the potential threats from the countries 

of the Persian Gulf region which develop nuclear programs and 
missile technology in an uncontrolled way. The United 

Nations and the European Union are currently working on a 
package of sanctions to impose on Iran for that country\'s 
refusal to halt its uranium enrichment program and to allow 
international monitoring of (its nuclear) program. 


The development of the anti-ballistic missile defense system 
is not directed against Russia. For a number of years the 
U.S. has been regularly informing Russia about its policy in 
the area of anti-ballistic missile defense and about the 
plans and programs pertaining to the system to be created. 
Neither in its technical aspects, nor from its geographic 
locality is the U.S. anti-ballistic missile defense system 
being created as a counter to the Russian nuclear potential. 
Therefore, Latvia considers that the eventual deployment of 
separate elements of the system - radar and interceptor 
missiles - in the Czech Republic and Poland respectively 
could not threaten Russia in any way. 


Statements by individual Russian officials about the threats 

to Russian caused by the Global anti-ballistic missile 

defense system and the eventual targeting of Russian missiles 
against Poland and the Czech Republic should be regarded as 
obsolete thinking more appropriate to past Cold War times and 
which is not appropriate for the 21st century. 


Currently, a directly opposite understanding is required - 
the international community must cooperate to prevent an 
uncontrolled spread of weapons of mass destruction and to 
upgrade the technical means of defense, including an 
anti-ballistic missile defense system, that could most 
effectively prevent these eventual threats. 

BAILEY 
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SIPDIS 
SIPDIS 
FOR PM/PPA RACHEL FEATHERSTONE 


E.O. 12958: N/A 
TAGS: MARR, MASS, PGOV, TU 
SUBJECT: INVITATION FOR TURKEY TO PARTICIPATE IN COESPU 


REF: A. STATE 05646 
B. FEATHERSTONE-RICH E-MAILS 


1. We delivered reftel demarche jointly with Italian PolCouns 
Lucio Demichele on February 22 to Gulin Dinc, Head of 
Department, MFA International Political Organizations. We 
emphasized that the program was designed for training of 
trainers and that we would be prepared to send a joint 
U.S.-Italian Mobile Assistance Team to Turkey to explain the 
program in detail upon confirmation of GOT interest. We 
suggested the May 7 course start date for middle managers and 
the May 21 date for senior level trainers. 


2. Dinc was familiar with the program objectives from the 
non-paper drawn from reftel we had previously provided to 
MFA. She expressed appreciation for the invitations and 
promised to elicit an early confirmation of interest from the 
Turkish National Police (TNP) and Turkish Jandarma. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
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SIPDIS 
STATE FOR G/TIP, NEA/ARP, DRL 


E.O. 12958: DECL: 02/26/2017 
TAGS: PHUM, PREL, SMIG, KCRM, KWMN, MU 
SUBJECT: OMAN PREPARING TO DRAFT ANTI-TIP LEGISLATION 


REF: A. 06 MUSCAT 1119 
B. 06 MUSCAT 1575 
Classified By: Ambassador Gary A. Grappo for Reasons 1.4 b/d. 


1. (C) The Ambassador and Ministry of Foreign Affairs (MFA) 
Under Secretary Sayyid Badr al-Busaidi had a frank discussion 
on February 21 about trafficking in persons (TIP) and Oman\'s 
lack of progress in addressing the USG\'s TIP concerns. The 
Ambassador informed the Under Secretary that the Embassy is 
in the process of preparing the 2006 TIP report, but that 

other than some recent labor-related legislation, it had 

little new information to help Oman improve upon its current 
Tier II Watch List status. The Ambassador also noted that 
Oman did not appear to have taken action on the 
recommendations in Post\'s TIP action plan, which he had 
presented to the MFA on July 16, 2006 (ref A). 


2. (C) Sayyid Badr responded that Oman has taken concrete 
steps to address TIP, and that the cabinet recently 

instructed the Ministries of Justice and Legal Affairs to 

begin drafting anti-TIP legislation. He assured the 
Ambassador that the Omani government has moved beyond 
intentions\" regarding TIP, and has recognized that adopting 
new legislation, as well as strengthening mechanisms to 
monitor and enforce legal protections, is in Oman\'s interests 
and necessary to fulfill its international commitments. The 
Ambassador urged action on the other suggestions contained in 
the proposed action plan, e.g. raising public awareness, 
publishing statistics on trafficking-related convictions, and 
providing victim assistance services. Sayyid Badr stated 
that the Ministry of Manpower is working with the Indian 
Embassy in Muscat to design a circular in multiple languages 
to help raise workers\' awareness about their rights and the 
services available to them. He added that the Omani 
government also is building a new, centralized detention 
center for illegal immigrants, which will provide detainees 
with modern facilities and services that meet international 
standards. 
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3. (C) The Ambassador encouraged Oman to make a public 
statement regarding its anti-TIP actions to help affirm 

Oman\'s intentions and accomplishments. While Sayyid Badr 
suggested that he would discuss this idea with the Minister 
Responsible for Foreign Affairs, Yousef bin Alawi, he made it 
clear that Oman\'s anti-TIP efforts were not related to the 

USG report and that TIP remained a very sensitive issue. He 
said that Oman \"would not be intimidated\" into taking 
premature actions that circumvent Oman\'s deliberative 

process. The Ambassador assured Sayyid Badr that the USG was 
ready to assist Oman with content for its new law, and 

provided him with examples of anti-TIP legislation (earlier 
requested by the MFA) that Oman could use as models. The 
Ambassador also suggested that Oman consider sending a legal 
expert to the United States for TIP consultations. 


4. (C) Comment: The Omani government appears finally to 
have realized that it needs to take a more proactive stance 
in combating TIP. The November 2006 visit of Ambassador 
Sigma Huda, the United Nations Special Rapporteur for 
Trafficking in Persons (ref B), may have helped wake-up the 
Omanis to the fact that TIP is a serious concern of the 
international community, not just the U.S. (Note: Ambassador 
Huda\'s official report has not yet been shared with the 
Omanis. Post is attempting to obtain its own copy. End 
note.) Post will continue to encourage and assist the Omani 
government to address TIP, particularly in its efforts to 

draft and implement anti-TIP legislation. End comment. 
GRAPPO 
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E.O. 12958: DECL: 02/25/2016 

TAGS: PREL, PGOV, MASS, MARR, EZ 

SUBJECT: CZECH REPUBLIC/MISSILE DEFENSE: RESPONDING TO 
RUSSIAN THREATS 


REF: STATE 21640 
Classified By: ADCM Michael Dodman for reasons 1.4 (b) and (d) 


1. (C) As part of the ongoing dialogue with the Czech 
Republic on missile defense, both Washington and Embassy 
officials have briefed senior levels of the Czech government 
and opposition about U.S.-Russian consultations on missile 
defense and specifically the fact that the proposed MD system 
poses no threat to Russia. Since June of 2006 U.S. officials 
have briefed this material to both the current and former 
Prime Ministers, Defense Ministers and Foreign Ministers, as 
well as several other senior politicians and officials. All 

have accepted that Russia knows the facts and is milking the 
issue for political gain on other fronts, especially Russia\'s 
domestic political situation. Lower levels of the government, 
and select members of the press have also been briefed about 
the level of U.S.-Russia consultation. There is general 
acceptance that this system poses no threat to Russia. 


2. (SBU) On February 21 Charge addressed a meeting of 
parliamentarians from the Foreign Affairs Committee, and 
members of the press, on the proposal to build a U.S. radar 
facility in the Czech Republic as part of the U.S. MD system. 
In the course of that briefing the Charge repeated the U.S. 
position that the system is not targeted against Russia, and 
reviewed the history of U.S.-Russian consultations on the 
topic. This appears to have quieted the Czech MPs, who had 
otherwise been very focused on exploring comments coming from 
Moscow. 

GRABER 
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FOR AF/E NOLE GAREY AND AF/RSA MIKE BITTRICK 


E.O. 12958: DECL: 02/26/2017 

TAGS: PREL, PHUM, KPKO, MOPS, EUN, SO, IT 

SUBJECT: ITALY DRIVING EU SOMALIA ENGAGEMENT, WILL HELP 
AMISOM 


REF: A. STATE 17083 
B. ROME 375 


Classified By: Deputy Chief of Mission Anna M. Borg for reasons 1.4 (b) 
and (d). 


1. (C) Summary. DCM delivered Ref A demarche to Italian MFA 
Director General for Sub-Saharan Africa Armando Sanguini 
February 22, urging immediate GOI support for deployment of 
an African Union stabilization force for Somalia (AMISOM). 
Sanguini noted Italy had already made a contribution through 
the EU\'s African Peace Facility and that the GOI has been the 
driving force behind EU involvement in Somalia. Italy also 
aimed to provide support for AMISOM bilaterally, according to 
Sanguini, but larger domestic problems in Italy\'s governing 
center-left coalition (Ref B) could affect timing and 

approval of the foreign missions bill, which would provide 
funding. Although Italy strongly supported AMISOM as one of 
the pillars to create conditions for the rebirth of Somalia, 
Sanguini stressed the GOI also wanted a coherent way forward 
on the political process--security forces alone were not the 
answer. End summary. 


2. (C) DCM and Poloff met with Sanguini and MFA Somalia 
Coordinator Giancarlo Izzo February 22 to highlight the 
importance of providing assistance quickly to an AU force for 
Somalia. Sanguini responded that the EU had already 
committed approximately 15 million euros through the African 
Peace Facility, and that much of the EU\'s support for Somalia 
was due to Italy\'s leadership on the issue in Brussels. FM 
Massimo D\'Alema was committed to pushing for EU assistance 
for AMISOM, Sanguini said. Italy sees AMISOM as a key pillar 
to improving the situation in Somalia. 


3. (C) On the structure of AMISOM, Sanguini noted that Italy 
viewed AU involvement as positive, allowing Africans to have 
ownership of their regional problem. The GOI also supported 

UN endorsement of the mission and voted in favor of the 

recently passed UNSCR authorizing AMISOM. However, Sanguini 
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pointed out Italy had not co-sponsored the resolution 
because, although the GOI was happy with the final result, 
the language did not go far enough to link the peacekeeping 
operation and the political process. Italy felt the 

political process and security forces were equal pillars and 
a PKO alone would not bring stability to Somalia. Potential 
troop-contributing countries did not know what they would 
find in Somalia and this was increasing the difficulty in 
securing troops. It was important that Ethiopian troops 
leave Somalia, Sanguini stressed. AMISOM should not be 
identified with the current Ethiopian involvement. 


4. (C) Stressing that Italy has always supported Somalia\'s 
transitional process and the Transitional Federal 

Institutions (TFIs), Sanguini noted that the TFIs must also 

do their part. The GOI had been supportive of President 
Yusuf's announcement that he wanted to support democracy--he 
and PM Gedi needed to hold up their end. Italy did not want 
to provide assistance and have nothing to show for it in the 
end; a coherent way forward on the political process was key. 
While civil society was slowly starting to develop, Sanguini 
worried that some clans were refusing to take part in the 
reconciliation process. ltaly believed there should be a 

focus on schools, providing food and other basic needs. 


5. (C) Sanguini said he would request a meeting of the 
Contact Group to take place in Cairo within the next few 
weeks. 
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E.O. 12958: DECL: 02/25/2017 
TAGS: PREL, KPAL, KWBG, EUN, IS 


SUBJECT: EU SEE GREATER ROLE FOR ISRAELI MFA IN RAFAH 
CROSSING ISSUES 


Classified By: Political Counselor Marc Sievers; Reasons 1.4 (b and d). 
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1. (C) SUMMARY: European Union Special Representative Marc 
Otte described increased Israeli Ministry of Foreign Affairs 

(MFA) involvement in the Rafah crossing in a February 16 
meeting with United States Security Coordinator (USSC). The 
EU-Border Assistance Mission (EU-BAM) is set to expire in May 
2007. Otte and Pedro Serrano, from the European Commission\'s 
Risk Management Authority, believe the MFA\'s involvement in 
Rafah will help achieve a Gol commitment to the normalization 

of Rafah. End summary. 


2. (C) Otte relayed to the USSC that in January he delivered 

a demarche to the MFA encouraging the GOI to uphold its 
international commitment to normalize operations at the Rafah 
crossing. Otte said that the MFA, led by MFA senior Deputy 
Director General Yossi Gal, responded by holding an GOI 
interagency meeting in early February with the EU on the 
normalization of the Rafah crossing -- by addressing the flow 
of people and goods of concern through Rafah -- and the 
extension of the EU-BAM. Israeli inter-agency participation 

at the meeting with the EU consisted of representatives from 
Shin Beit, the Ministry of Finance and the Israeli Defense 
Force. The EU was represented by Otte, Pedro Serrano, from 
the European Commission\'s Risk Management Authority, and 
EU-BAM head of mission LTG Pietro Pistolese. Both Otte and 
Serrano were encouraged that the MFA\'s increased level of 
participation in the EU-BAM renewal process will help attain 

a Gol commitment to the normalization of Rafah. 


3. (C) Serrano said that he made it clear in the MFA meeting 
that before the EU can commit to extending the EU-BAM for 
another 18-month period, the Gol must agree that normalizing 
operations at Rafah is the goal for the renewal period. Both 
Serrano and Otte told the USSC that they were committed to 
pressing this message to the GOI, that the EU-BAM will not be 
extended without this agreement from the GOI to normalize 
operations. Serrano said the EU reserved the possibility of 
moving EU-BAM personnel to El Arish (the Egyptian side of 
Rafah) to circumvent the Gol effectively closing Rafah by 
denying the transit of EU-BAM staff through Rafah for work. 
Serrano said he made it clear in the meeting that the 

existing structures, namely the Security Working Group, must 
be utilized for higher level policy discussions on security 
concerns at the Rafah crossing. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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SIPDIS 
SIPDIS 


NEA FOR A/S WELCH; NEA/IPA FOR WILLIAMS/SHAMPAINE/BELGRADE; 
NSC FOR ABRAMS/DORAN/WATERS; TREASURY FOR 
NUGENT/HIRSON/LOEFFLER/HARRIS; 


E.O. 12958: DECL: 02/23/2016 

TAGS: EPET, ENRG, EINV, PREL, KWBG, IS 

SUBJECT: UPDATE ON COMMERCIAL DEVELOPMENT OF OFFSHORE GAZA 
NATURAL GAS FIELD 


REF: A. 2006 CAIRO 3664 


B. 2005 JERUSALEM 4999 
C. 2005 JERUSALEM 1657 


Classified By: Consul General Jake Walles, Reasons 1.4 (b) and (d) 


1. (C) Summary: According to the Economic Advisor to the PA 
Presidency, British Gas (BG) continues to negotiate with the 
Israeli government on the sale of natural gas from the 

offshore Gaza natural gas fields. British Gas is the 

operator of the consortium licensed to commercially develop 
the fields. The consortium partners (BG, the Consolidated 
Contractors Company (CCC) and the Palestinian Investment Fund 
(PIF)) have also agreed that the main onshore delivery 
terminal should be in Ashdod, though they are still 

negotiating how to deliver a portion of the gas to Gaza, 

mostly to power the Gaza Power Plant. Since the PA will 

likely earn between USD 50-100 million per year in taxes and 
royalties, we understand BG is working with the PA Presidency 
on a transparent and auditable mechanism for the transfer of 
these funds that will not run afoul of U.S. and European 
regulatory restrictions regarding transactions with the PA. 

End summary. 
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BG negotiating sale of gas to 
Israel, on behalf of consortium 


2. (C) PA Presidency Economic Advisor and Managing Director 
of the Palestine Investment Fund (PIF) Mohammed Mustafa told 
the Consul General last month that negotiations are 
progressing between British Gas (BG) and the Israeli 
government on the sale of natural gas from the offshore Gaza 
gas fields. Mustafa said that since Yossi Bahar was named to 
lead negotiations on the Israeli side, BG has told the PIF 

that there has been a positive change in the GOl\'s approach 

to the negotiations. If the deal moves forward, BG, as the 
operator of the consortium, would sign the necessary 
agreements with the GOI, Mustafa said. 


3. (C) Background: The Palestinian Authority granted BG an 
exploration license in 2000 covering the entire marine area 
offshore the Gaza Strip. Within this area, BG identified two 
natural gas fields: the Gaza Marine field and the Noa South 

field which continues into Israeli offshore waters (the 

Israeli portion of which is already under commercial 
development). While the original concession deal was 
structured with BG holding 90 percent and CCC 10 percent. CCC 
can chose to exercise its development option, thereby 
increasing its share to 40 percent and decreasing BG\'s to 60 
percent. There was also an understanding that the PA could 
exercise a 10 percent investment stake if it raised the 
necessary development funds (total development costs are 
estimated at USD 700 million). Salam Fayyad, when he was PA 
Finance Minister and head of the PIF, began negotiations to 
raise the PA\'s investment stake to 20 percent by having the 
other two parties agree to reduce each of their own interests 

by 5 percent. Negotiations continues on this, according to 

PIF staff. End background. 


Consortium still negotiating 
delivery of portion of gas to Gaza 


4. (C) Mustafa told the Consul General that the consortium 
parties, including the PIF, have agreed that the main 

delivery terminal will be in Ashdod since the vast majority 

of the gas will be sold to Israel. Mustafa said that 

discussions continue on how to bring some of the gas to Gaza 
for the Gaza Power Plant. (Note: The PA is responsible for 
purchasing the fuel for the privately-operated Gaza Power 

plant. Switching the plant from diesel to natural gas will 

lower the PA\'s costs by about 50 percent. CCC owns more than 
one-third of the Gaza Power Plant, through shares held by a 
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U.S. subsidiary Morganti Development LLC and directly through 
CCC-owned shares. End note.) Mustafa separately noted that 
he is working on interim natural gas provision arrangements 

for the Gaza Power Plant, likely from Egypt, since commercial 
production of the Gaza offshore fields is not likely to start 
before 2011. 


PA to reap taxes and royalties 
totaling USD 50-100 M 


5. (C) When the field becomes commercially operational, the 
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PA will likely earn between USD 50-100 million per year in 
taxes and royalties from the offshore gas field license. 

Give the financial restrictions regarding transactions with 

the PA, we understand that BG is working with the PA 
Presidency to establish a transparent and auditable mechanism 
for the transfer of these funds to the PA. (Note: PIF staff 

were not prepared to share with ConGen EconChief any details 
of a possible mechanism, citing ongoing negotiations with BG. 
End note.) 
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SIPDIS 


DEPT FOR EAP/K AND EAP/MLS 

DEPT PASS TO NUCLEAR REGULATORY COMMISSION (KIRK FOGGIE) 
DEPT OF ENERGY FOR NNSA/NA-21 (SARAH FRAZER, KEN APT, SARAH 
DICKERSON) 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: ENRG, TRGY, TECH, OTRA, KNNP, VM 

SUBJECT: U.S. NUCLEAR REGULATORY COMMISSIONER DISCUSSES COOPERATION 
WITH VIETNAM 


Column 3 
(U) SENSITIVE BUT UNCLASSIFIED. PLEASE PROTECT ACCORDINGLY. 


1. (SBU) Summary: Vietnamese officials signaled a strong willingness 
to enter into a cooperative agreement with the United States on 
nuclear regulatory issues during U.S. Nuclear Regulatory 
Commissioner Jeffrey Merrifield\'s visit to Hanoi on February 5. 
Officials told Commissioner Merrifield that Vietnam plans to build a 
nuclear plant in central Vietnam by 2020, though officials noted 

they must overcome a range of regulatory and other challenges. They 
said Vietnam would sign a contract soon with Russia to convert the 
fuel at the Dalat research reactor to low-enriched uranium (LEU) 

from high-enriched uranium (HEU). Officials also described their 
progress writing a new nuclear energy law which the National 
Assembly will pass in late 2007. End Summary. 

2. (SBU) Nuclear Regulatory Commissioner Jeffrey Merrifield visited 
Hanoi on February 5 to discuss nuclear regulatory issues, including 
the potential of a cooperative agreement between the Nuclear 
Regulatory Commission (NRC) and the GVN on nuclear regulation, 
Vietnam\'s plans to build a nuclear reactor, and Vietnam\'s progress 
writing a new atomic energy law. Commissioner Merrifield met with 
Vice Minister of Science and Technology Le Dinh Tien, as well as 
officials at the Vietnam Atomic Energy Commission (VAEC) and the 
Vietnam Agency for Radiation and Nuclear Safety and Control 
(VARANSAC). The visit followed the mid-December trip to Vietnam by 
International Atomic Energy Agency (IAEA) Director-General Mohamed 
El Baradei, in which the IAEA pledged almost $1.5 million to Vietnam 
to develop nuclear technology over the next two years. The last 

visit to Vietnam by a U.S. Nuclear Regulatory Commissioner was in 
1999. 


MOST \"delighted\" to cooperate 


3. (SBU) Vice Minister Tien outlined the range of Vietnam\'s nuclear 
challenges: Vietnam has learned that management of radioactive 
facilities is \"not so good,\" and needs to put in place improved 
processes to regulate the safety and control of radioactive 

materials and facilities. Many enterprises importing radiological 
sources for business are not registering with the government, and 
therefore the government\'s inventory of radioactive materials is not 
adequate, he said. Second, the Ministry must create a nuclear waste 
storage site, as many spent materials are now stored at radiological 
facilities. Third, the government needs to work with customs 
authorities to improve controls over the imports and exports of 
radioactive materials. Fourth, the GVN must trade the 
highly-enriched uranium (HEU) at the Dalat Research Reactor for 
low-enriched uranium (LEU). The contracts for this transformation 
are now being finalized, VM Tien said, but the project is complex 
and requires cooperation of Vietnam Customs, the Ministry of Public 
Security, the Ministry of Transportation, the Ministry of Defense, 
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and the Ho Chi Minh City airport, he said. Finally, the Prime 

Minister has tasked MOST with writing the new Atomic Energy law for 
the National AssemblyYs passage in late 2007. Tien added that the 
Prime Minister has already approved MOST\'s National Strategy for the 
Peaceful Use of Nuclear Energy, which outlines Vietnam\'s plans to 
build its first nuclear reactor by 2020. 


4. (SBU) Commissioner Merrifield thanked Tien for his overview and 
explained in detail the U.S. Nuclear Regulatory Commission\'s role in 
the nuclear regulation in the United States. The United States has 
104 nuclear reactors and in the next two years it could receive 
applications for up to 29 new reactors, he said. He noted that the 
United States has been involved in nuclear cooperation with the 
International Atomic Energy Agency (IAEA) and has active bilateral 
cooperative arrangements with 36 countries -- virtually every 

country using nuclear energy in the world. He emphasized how 
important it is for a country to understand the commitment and time 
it takes to develop nuclear energy and commended the GVN for its 
efforts thus far. He emphasized the importance of the agreement 
between the United States and Vietnam, signed when President Bush 
visited in November, to switch out HEU for LEU at the Dalat reactor. 
Commissioner Merrifield explained that one of the reasons for his 
visit was to explore the possibility of a bilateral \"arrangement\" on 
nuclear regulation with the United States. He also asked Tien if he 
had any idea of the timing of the Dalat reactor\'s conversion. 


5. (SBU) Tien responded: \"On behalf of MOST, I\d like to say that we 
are very delighted about the prospect of future cooperation with the 
United States.\" Vietnam has not developed a regulatory framework 

yet and he encouraged Mr. Merrifield to discuss the cooperative 
arrangement further with VARANSAC. Regarding the conversion of the 
Dalat reactor, Tien noted that it was not yet clear when the uranium 
transfer would occur because the ministry had to wait until the 

contracts between Vietnam and Russia and Vietnam and the IAEA were 
concluded. He said that a contract draft had been prepared by 
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Russia but that the GVN had suggested amendments. The contract 
should be finished soon, however, he said. Finally, Commissioner 
Merrifield invited the Vice Minister to a nuclear regulatory 
conference in the United States in March. 


Nuclear Power Plant by 2020 


6. (SBU) Vietnam plans to build a nuclear power plant by 2020, and 
officials at all three agencies discussed the matter in detail. 

Vice Minister Tien said the GVN had made no decision on the 
technology that would be used, but had been approached by several 
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companies, most notably those from France and Japan. Commissioner 
Merrifield noted that the ministry would likely be approached also 

by American firms, including General Electric and Westinghouse. He 
also explained that the United States had experienced excellent 
cooperation with South Korea in its successful development of a 
nuclear program over the last 20 years. 


VAEC 


7. (SBU) VAEC Vice Chairman Le Van Hong further outlined Vietnam\'s 
nuclear power plans. The first 2000 MW plant will be a turn-key 
model with two reactors, each with a 1000 MW capacity. The site for 
the plant would have space for four reactors, to allow for future 
expansion. Companies from France, Argentine, Korea and Japan had 
visited Vietnam, though no U.S. companies had yet expressed an 
interest. Regarding the design, Hong said that Vietnam \"wants an 
advanced design!" and that the Russian AV 1000 design most likely 
\"could not meet that demand. Merrifield inquired as to how Vietnam 
would provide the off-site power necessary to supply the plant in 

case the reactor is not operational. Hong responded that Vietnam 
possessed a 500 KV transmission line used to transmit electricity 
from southern to northern Vietnam, but added that power redundancy 
issues were important and said the matter would have to be raised 
with design providers. Vietnam will import the plant\'s uranium from 
the design provider, though mining of uranium for future plants was 

a possibility, he added. Vietnam also aims to develop some of the 
simple equipment for the fifth or sixth nuclear reactors to be built 

over the long term. 


8. (SBU) Vice Chairman Hong emphasized three important activities to 

be undertaken as Vietnam develops nuclear power: 1) improving 
education of nuclear scientists and officials; 2) conducting site 

selection and feasibility studies; and 3) promulgating a regulatory 
framework. He reiterated the Vice Minister\'s eagerness for a 

bilateral nuclear arrangement, and suggested that the agreement 

would be best signed with MOST, so that both VAEC and VARANSAC could 
take advantage of it. Commissioner Merrifield responded that that 

he would soon forward a model agreement via the U.S. Embassy to MOST 
for review. In response to Vice Chairman Hong\'s request for 

financial assistance, Commissioner Merrifield said that the NRC is 

an agency supported by fees for licenses to nuclear power stations 

in the United States, and does not have financial resources for 

foreign assistance, but the NRC could provide training in the United 
States, and exchange of information with the GVN, particularly on 
technical and safety codes. 


VARANSAC: Power Needs and the Atomic Energy Law 


9. (SBU) VARANSAC Chairman Ngo Dang Nhan outlined VARANSAC\'s 
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activities and structure, noting that by 2020, Vietnam will lack 36 

billion KWH and 119 billion KWH by 2030. Such a power deficit makes 
the development of nuclear power essential, he said. In Vietnam\'s 
National Power Plan of 2000, the GVN stated its aim to develop 4000 
MW of nuclear power by 2017, representing five to nine percent of 
Vietnam\'s national power capacity. There are now 2000 radiation 
facilities in Vietnam, including medical and industrial facilities, 

and 1000 facilities that are using radiation sources. 


10. (SBU) Vietnam is moving forward quickly on the development of a 
nuclear regulatory framework. Nhan noted that while the GVN issued 
only five nuclear legal documents between 1995 and 2005, in 2006 
alone it had issued seven. On the Nuclear Energy Law now being 
drafted, Nhan said that MOST had recently chosen VARANSAC\'s draft 
1.5 after both VAEC and VARANSAC had submitted competing versions to 
the ministry. The final draft of the law will be submitted to the 
government by mid-2007 prior to its scheduled passage by late 2007, 
he said. Commissioner Merrifield congratulated VARANSAC for having 
its draft chosen, and noted it was appropriate for the regulator to 

be drafting this law. He urged VARANSAC to draft a law making the 
regulator as independent as possible, ensuring better regulation and 
helping Vietnam\'s nuclear program obtain a higher degree of 
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international acceptance. Nhan emphasized that VARANSAC looks 
forward to cooperation with the United States and provided to the 
Commissioner a proposal listing areas of future cooperation. They 
were: 


--The exchange of nuclear regulatory documents 

--Discussions of U.S. regulatory documents 

--Training 

--Cooperation on Vietnam\'s participation in international 
treaties 

--Technical Assistance 

--Assistance with the development of a system to help Vietnam 
monitor and track radioactive sources and materials 


11. (SBU) Commissioner Merrifield said he would need to examine the 
proposal in detail before providing any definitive response to the 
proposals. He added, however, that while the NRC has little funding 
for international projects, nothing in the proposal appeared to 

present \"major problems.\" 


Comment 


12. (SBU) Post stands ready to assist the NRC in taking advantage of 
the GVN\'s eagerness to conclude a bilateral cooperative agreement on 
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nuclear regulation. Post agrees that the agreement should be signed 
with MOST (i.e., at the ministerial level) so that cooperation with 
MOST, VAEC and VARANSAC can occur. President Triet\'s visit to the 
United States in June would present an ideal opportunity to sign any 
agreement, even though such a date would be ambitious. 


13. This cable was cleared by the Commissioner Merrifield. 
MARINE 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, PHUM, EAID, RP, GM, FI, UK, SP, IT, NO, SW, NL 
SUBJECT: PHILIPPINES ASKS FOR HELP ON EXTRAJUDICIAL KILLINGS 


REF: A. MANILA 609 (NOTAL) 


B. MANILA 573 (NOTAL) 
C. MANILA 468 (NOTAL) 


1. (SBU) The Department of Foreign Affairs has shared with 
Embassy copies of letters dated January 31 to the resident 
Ambassadors of Finland, Germany, Great Britain, Italy, Spain, 
Sweden, and the Netherlands, requesting technical assistance 
as the Philippine government investigates and tries to 

resolve extrajudicial and other \"unexplained\" killings, 
following recommendations from the Presidentially-appointed 
Melo Commission (refs). (Full text of identical letters in 
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para 2.) Separately, Norway, which has been unsuccessfully 
trying to facilitate peace talks between the Philippine 
government and the Communist Party of the Philippines and the 
National Democratic Front, privately expressed interest to 

Pol/C in exploring additional assistance, perhaps financial 
support to the Philippine Department of Justice\'s expanded 
witness protection program. Embassy will continue to consult 
with counterparts in Manila about possible new assistance 

from these and other countries, as well as to explain ongoing 
USG efforts, including expanded aid to the Philippine 
Commission on Human Rights and strategic reform programs for 
the military, police, and judiciary. 


2. (U) Text of request letters 
quote 


31 January 2007 


Excellency, 

In an effort to address the concerns of the international 
community on the so-called unexplained killings in the 
Philippines, | have the honor to inform you that the 
Government of the Republic of the Philippines would welcome 
any technical assistance that could be extended by the (name 
of country), to facilitate and expedite the work of the Melo 
Commission. 


| wish also to inform Your Excellency that we have conveyed 

to other EU member-states that we welcome similar assistance, 
as previously offered during the 28 November 2006 briefing on 
the matter. Itis hoped that, with the various experiences 

and expertise each government has on such issues, all cases 
will be resolved soon with due diligence. 


Please accept, Your Excellency, the assurances of my highest 
consideration. 


/s/ Albert G. Romulo 
The Secretary of Foreign Affairs 


end quote 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State Department\'s 
Classified SIPRNET website: 

http:// www.state.sgov.gov/ 

KENNEY 
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SIPDIS 
SIPDIS 
DEPARTMENT FOR ISN, lO, AND NEA 


E.O. 12958: DECL: 02/27/2017 
TAGS: PREL, KNNP, KS, IR 
SUBJECT: IAEA REPORT ON IRANIAN COMPLIANCE WITH UNSCR 1737 


REF: STATE 23001 
Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b/d) 


(C) On February 27, Deputy POL M/C delivered reftel points 
seeking cooperation in pressing Iran to comply with UNSCR 
1737 and cooperate with the IAEA to Park Chul-min, MOFAT\'s 
Disarmament and Non-Proliferation Division Director. Noting 
that he would attend the IAEA BOG meetings in March, Park 
agreed that it was important for Iran to abide by UNSCR 1737. 
ROKG officials might not use the same language as US 
counterparts at the March IAEA meetings, but Seoul shared the 
same objective as Washington, he said. He opined that it 
might be wise for the IAEA to limit its technical cooperation 

with Iran. In his view, however, the main focus for action 
should be the UNSC rather than the IAEA. The ROKG would join 
whatever action the UNSC decided to take on Iran, he said. 
VERSHBOW 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/27/2017 

TAGS: PREL, PARM, ETTC, KS, IR 

SUBJECT: ROKG INVESTIGATING POTENTIAL SALE OF MOBILE PHONE 
JAMMERS 


REF: A. STATE 22687 


B. SEOUL 499 
C. SEOUL 447 


Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b/d) 


1. (S) In a February 27 meeting with Park Chul-min, MOFAT\'s 
Disarmament and Non-Proliferation Division Director, Deputy 
POL M/C discussed ref a points urging Seoul to investigate 
whether a ROK firm was seeking to transfer mobile phone 
jammers to Iran. Park said MOFAT, upon receiving the points 
the previous day, had quickly encouraged relevant ROKG 
authorities to conduct a thorough investigation, and warned 
them that the case was potentially related to the Iran, North 
Korea, and Syria Nonproliferation Act. The investigation 
would take time, but he sought to reassure the USG that Seoul 
took the issue very seriously. He undertook to contact the 
Embassy when he acquired more information. 


2. (S) Park insisted that the ROKG had cooperated fully with 
recent USG demarches aimed to prevent proliferation. MOFAT, 
for example, had intervened to recommend that Dr, Choi 
Soon-dal of the Korean Advanced Institute of Science and 
Technology (KAIST) not travel to Iran in light of UNSCR 1737 
(refs b and c). Speaking personally, Park said that he was 
sensitive to the perception that perhaps Washington did not 
recognize the steps that Seoul had already taken. 

VERSHBOW 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, KDEM, ASEC, CG 

SUBJECT: BAS-CONGO UPDATE: NATIONAL ASSEMBLY ESTABLISHES 
COMMITTEE OF INQUIRY 


REF: KINSHASA 200 AND PREVIOUS 


1. Summary. The DRC National Assembly agreed February 23 to 
establish a special committee to investigate the January 
31-February 1 violence in Bas-Congo province. Interior 

Minister Denis Kalume and Defense Minister Tharcisse 
Habarugira addressed the Assembly regarding the incidents and 
responded to questions from deputies. Deputy Ne Muanda 
Nsemi, leader of the ethnic Kongo separatist group BDK, 

rejected the government\'s version of events. End summary. 


2. (U) The DRC National Assembly voted February 23 to 
establish a special committee to investigate violence between 
security forces and demonstrators in Bas-Congo province 
January 31 and February 1 which resulted in a large number of 
deaths (reftels). The 15-member committee will be chaired by 
the Assembly\'s deputy rapporteur (spokesman) Egide Ngwokoso 
and include seven additional members from the majority AMP 
coalition as well as seven others drawn from opposition 

deputies; all provinces will be represented. It is scheduled 

to complete its investigation in 10 days. 


3. (U) The decision followed an appearance before the 
assembled deputies by transitional ministers Denis Kalume 
(PPRD) and Thacisse Habarugira (RCD). Assembly President 
Vital Kamerhe (PPRD) had agreed to convene the session in 
response to calls by Bas-Congo and opposition deputies led by 
Alphonse Kembukuswa (MDD) and Gilbert Kiakwama kia Kiziki 
(CDC). Interior Minister Kalume, whose ministry is 

responsible for the police, was the focus of most of the 
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debate. 


4. (U) Kalume said that 76 civilians and 10 security 

personnel died in the violence, which he claimed was planned 
in advance in Kinshasa. He said members of the separatist 
Bundu dia Kongo (BDK) sect beheaded one officer and killed 
others with machetes and clubs; he showed photos of the dead 
officers\' mutilated bodies. He acknowledged that police 

fired directly at crowds of BDK adherents, but only in 
self-defense. \"Ifthe attacker continues to advance after 

three warning shots, the police have to shoot the target,W he 
said. 


5. (U) Kembukuswa, who was elected from BDK leader Ne Muanda 
Nsemi\'s home town of Songolo, called on Kalume to resign. 
Kalume responded that since he was at the time of the 

incidents a member of the transitional government that would 

come to an end the following day with the intallation of the 

Gizenga government (septel), he had already effectively 

resigned. (Note: He is also the only member of the old 

cabinet to retain the same position in the new. End note.) 


6. (SBU) Defense Minister Habarugira addressed the Assembly 
for approximately five minutes. WBecause my colleague has 
said it all,\" he said, \"| don\'t have much to say about what 
happened in Bas-Congo.\" None of the deputies raised the 
issue of deadly force used by Congolese military forces 

called in to restore peace in the coastal port of Muanda, 

which saw over 30 deaths. 


7. (U) Nsemi later dismissed Kalume\'s presentation, calling 
ita montage" that proved nothing. He called the killings 

of civilians a violation of human rights and said he had 
documents that contradicted Kalume\'s version, which he would 
release at the appropriate time. 


7. (SBU) Comment. The committee\'s investigation will be 
conducted in the interim period before the Assembly resumes 
work on March 15. Establishing the comittee was part of a 
package agreed upon earlier with opposition deputies that 
enabled Kamerhe to minimize the short-term political impact 
of the Bas-Congo incidents on his leadership and to close out 
the Assembly\'s 30-day special session in time for the 
installation of the new government. End comment. 

MEECE 
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E.O. 12958: N/A 
TAGS: ECON, ETRD, EAID, OECD, RO 
SUBJECT: ROMANIA: INDOOR AIR POLLUTION 


REF: STATE 192623 
SENSITIVE BUT UNCLASSIFIED. PLEASE PROTECT ACCORDINGLY. 


1. (SBU) SUMMARY: Embassy contacted GOR officials in the Ministries 
of Environment and Health as well as representatives of NGOs, and 
found them somewhat unprepared to discuss the questions of Romanian 
indoor air pollution (IAP). The issue is just beginning to appear 

on Romania\'s agenda due in large part to its recent EU accession. 

END SUMMARY. 


2. (SBU) Post has transmitted Reftel points to Attila Korodi, 
Secretary of State at the Ministry of Environment and Water 


SIPDIS 

Management (MEWM) and to the Bucharest Institute for Public Health 
(IPH) under the Ministry of Health. Post notes that it has been 

difficult to identify interlocutors for discussing indoor air 

pollution, indicating a current low level of interest among GOR 
officials. 


3. (U) The Ministry of Health is the government institution charged 

with monitoring indoor air pollution. It has set up a task force to 

deal with the IAP issue, with the Bucharest IPH taking the lead. 

Dr. Doina Lupuleasa is the chief of the IPH Habitat Department 

dealing with housing air pollution, Dr. Emilia Niciu is the Head of 

the IPH department covering the relationship between environment and 
health, and Mihaela Vasilescu is the Head of the IPH Water 
Laboratory. The Health Ministry is cooperating with the Ministry of 
Labor, Social Solidarity and Family on occupational exposure issues. 


4. (SBU) IAP reduction is just now becoming a priority for the GOR, 
and has been included in its national plan and strategies. This is 

mostly due to Romania\'s recent EU accession on January 1, 2007, 
which focused attention on environmental policy after many years of 
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neglect. Romania now reports periodically on its progress on the EU 
Regional Priority Goal Ill on air quality priorities. There have 

been some ineffective attempts to assess indoor air pollution and 
the GOR has mentioned the need to develop national indoor air 
pollution guidelines or norms. The Institute for Public Health has 
proposed a project, subject for approval at present, for indoor air 
quality as part of the National Environment and Health Program of 
the Ministry of Health. 


5. (U) Currently, the GOR\'s main priorities linked to IAP are: 

-- Strengthening and updating the ability to monitor health effects 

in relation to environmental risks, including outdoor and indoor air 

quality. MEWM is responsible for monitoring outdoor air quality, 

while the Health Ministry is responsible for monitoring indoor air 

quality and its effects on the human life. 

-- Enforcing the EU \"acquis\" requirements on main pollutants and 

their monitoring, as well as updating the monitoring and reporting 

system based on Environment and Health Information Systems in Europe 
(ENHIS) indicators. 


6. (U) The Romanian Government has also made some progress on its 
commitment to IAP reduction. Recently, Romania introduced smoking 
restrictions in restaurants. The National Consumer Protection 
Authority announced that restaurants must come into compliance with 
EU regulations regarding setting aside an area for smokers. Those 
which fail to comply will be given fines or may even be closed down. 


7. (U) The Bucharest Institute of Public Health has a program on 
indoor air quality, aimed at setting up new guidelines for indoor 
air quality, especially for schools, public institutions and 

housing. 


8. (U) The main research initiative of the Institute for Public 

Health is the APHEIS (Air Pollution and Health: European Information 
System) city pollution monitoring project. APHEIS is co-funded by 

the European Commission\'s Pollution-Related Diseases Program and by 
participating institutions. There are also ongoing projects on 

related health effects and indicators for exposure to lead, benzene, 

PM 10 and PM 2.5. The Institute began running awareness campaigns 
and advocacy for the rights of children to clean air, and is 

committed to further develop such activities. 


9. (U) GOR officials were unaware of the Partnership for Clean 
Indoor Air but showed interest in learning more about this 
organization. 


10. (SBU) COMMENT: Post believes that indoor air pollution is only 
beginning to gain attention in Romania, and that loosely embraced 
rules and legislation will not be enough to effect positive change 

in the short term. EU membership and continuing sensitization on 
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pollution issues, however, will probably serve as catalysts to bring 
Romania along with other EU countries in focusing more on the indoor 
environment. END COMMENT. 


Taubman 
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E.O. 12958: DECL: 2/27/2027 
TAGS: PHUM, EAID, ELAB, SOCI, SCUL, CH 
SUBJECT: GUIZHOU GRASSROOTS NGOS FOCUS ON RURAL DEVELOPMENT 


CHENGDU 00000058 001.2 OF 002 


CLASSIFIED BY: John Hill, Acting Consul General, United States 
Consulate, Chengdu. 
REASON: 1.4 (b), (d) 


1. (C) Summary: Grassroots NGOs working on rural development in 
Guizhou Province have identified education of migrant children, 
health care, and rural governance as three primary areas of 

focus. One NGO trains teachers and volunteers who serve the 
needs of hundreds of migrant children in unregistered migrant 
schools in Guiyang, while another seeks to increase access to 
education for migrant girls. One group and its government 
partners working in the health sector were forced to stop 
programming due to government sensitivities. Work on increasing 
the participation of rural residents in public decision-making 
appears to be welcomed by local Guizhou authorities. While NGO 
leaders acknowledged the sensitive climate for NGOs, they all 

felt their organizations would continue to operate successfully 
because of the immense need for social services in the 
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countryside and the lack of government initiatives. End Summary. 


2. (SBU) During a recent reporting trip Congenoff met with two 
non-governmental organizations (NGOs) focusing on rural 
development work in Guizhou, one of China\'s poorest provinces. 
The Guizhou Institute of Highland Development and the Harmony 
Social Research Institute are both based in Guiyang and have 
complimentary missions that focus on education for children of 
migrant workers, health, and rural governance. (Note: The 
Harmony Social Research Institute is a new umbrella organization 
that includes the Guizhou Center for Rural Governance, the 
Nature Running Development Education Center and the Association 
for Youth Development Education. End Note) In separate 
meetings, the leaders of the organizations described the 
successes and challenges of rural poverty alleviation. 


Education for Migrant Workers 

3. (C) Education for the children of migrant workers who come 
from other parts of Guizhou is one of the principal focuses of 

the Guizhou Institute of Highland Development (GIHD), founded in 
2004 by Luo Shihong (strictly protect), a former participant in 

the Department\'s International Visitor Program. Luo said 
approximately 10 percent of Guizhou\'s population, or 5 million 
people, migrate for work within and outside the province. He 
estimated in Guiyang, a city of 3 million, there are 150,000 
school-age children of migrant laborers. 


4. (C) The educational situation is precarious for migrant 
children, most of whom do not have Guiyang residence permits 
(hukou). Luo described Xigua Village within Guiyang 

Municipality where there are 11 unregistered \"private\" (min ban 
xuexiao) migrant schools catering to this group of students. 

The schools are often started in farmer\'s homes by employers of 
migrant workers, and the teachers are migrant laborers as well, 
many with no more than two years\' of high school education. 
Students are expected to pay 200 RMB (USD 24) per year in 
tuition and teachers rarely earn more than 400 RMB (USD 48) per 
month. 

GIHD assists students with scholarships and grants, trains 
migrant teachers, trains NGO volunteers to teach special classes 
(handicrafts, culture and music), and conducts fund raising for 
school projects. The NGO also hopes to open a small clinic and 
start a health checkup system in the schools. 


5. (C) The Nature Running Development Education Center (NRC) 
and Association for Youth Development Education, directed by 
Huang Xiaoyu (strictly protect), are taking a more 

policy-focused approach by lobbying government officials to pay 
attention to educational equality for migrant children and 

resident urban dwellers. The groups also encourage companies to 


Column 3 

donate books and contribute to the construction of libraries. 

In 2007 the NRC is focusing on education for migrant girls who, 
according to Huang, have a 50 percent enrollment rate in 
Guiyang. The NGO is building a volunteer support network team 
to encourage continuing study for girls and to address issues of 
adaptability to city life for migrants. Huang is also working 

to encourage teachers from public schools and migrant (min ban) 
schools to work together to develop teaching materials. In a 
separate conversation, Luo of GIHD reacted skeptically to the 
notion that teachers and administrators in the government-funded 
public school system could be enticed to cooperate with the 
informal \"educators\" in the migrant schools, saying they were 
already stretched far too thin. 


Health 

6. (C) Rural health care has been a more challenging area, 
according to Luo of GIHD, due to government sensitivity over the 
issues of mine safety and health in areas brimming with 
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unregulated coalmines. After receiving initial approval from 

the Guizhou Health Bureau and CDC, GIHD began to work in two 
townships of Tongzhi and Songtao counties, where 40 percent of 
the population is reported to suffer from lung diseases. The 

plan was to carry out prevention and treatment activities and to 
cooperate with the local government to set up a health service 
center. The NGO published a glossy and well-compiled book to 
use as educational material on health and safety in the 

villages, but after the first print run, the Guizhou government 
publishing house confiscated all the copies and refused further 
printing or distribution of the materials. GIHD had to 

discontinue the planned work. 


Rural Governance 

7. (C) Mao Ganggiang (strictly protect), Director of the Center 
for Rural Governance, said his organization seeks to increase 
the participation of rural residents in public decision-making. 
The NGO uses participatory rural assessment techniques such as 
surveys, group discussions and group decision-making to 
encourage involvement. The work of the NGO is generally 
welcomed by local authorities, according to Mao, because the 
Center and the communities it works with facilitate solutions to 
problems that the government is unable to provide. Mao said he 
hopes the NGO will also become a platform for capacity building 
for other grassroots NGOs in Guiyang and Zunyi. 


Comment 


Column 3 

8. (C) Key to the ability of these NGOs to operate in this 
environment is their ability to find safe \"political space\" to 

carry out their activities: one leader even described his plan 

to use personal political connections through the Communist 
Youth League to establish linkages between public and migrant 
schools. While the leaders acknowledged the sensitive climate 
for NGOs, they all expressed optimism their organizations would 
continue to operate successfully due to the immense unmet need 
for social services in the countryside and the lack of 
government initiatives to meet those needs. 

HILL 
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E.O. 12958: DECL: 12/05/2016 

TAGS: PGOV, PINR, PREL, ABLD, KS, KN 

SUBJECT: LAWMAKERS PROPOSE DENUCLEARIZED DPRK BEFORE 
WARTIME OPCON TRANSFER 


Classified By: Amb. Alexander Vershbow. Reasons 1.4 (b,d). 


1. (C) SUMMARY: A resolution introduced by a group of 
lawmakers opposing wartime OPCON transfer passed the Defense 
Committee on February 21 and is scheduled for a National 
Assembly plenary vote in the coming weeks. The leaders of 

the anti-OPCON coalition, including a former Defense 

Minister, met separately with the Ambassador on February 16, 
prior to ROK Defense Minister\'s Washington visit at which a 
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final agreement was reached, to promote postponement of 
wartime OPCON transfer and to deliver a letter to Secretaries 
Rice and Gates (text at para 8). Endorsed by 142 lawmakers, 
the Coalition\'s letter argues that the transfer of wartime 
OPCON will significantly weaken deterrence on the Korean 
peninsula and recommends that the decision be postponed until 
certain conditions are met, including resolution of the North 
Korean nuclear issue. The Ambassador emphasized that 
effective deterrence and a combined ability to respond to any 
North Korean threat would be maintained under the future 
command structure. END SUMMARY. 


2. (C) The National Assembly Defense Committee passed a 
resolution stating that the transfer of wartime OPCON should 
not occur before the resolution of North Korean nuclear 
problem. Initiated by 21 representatives of all parties, the 
resolution was passed by one vote (7 to 6) in the Defense 
Committee on February 21. The resolution is estimated to be 
introduced to the plenary on March 5. If passed by the 
plenary, postponing wartime OPCON transfer until the 
resolution of North Korea\'s nuclear issue will become a 
formal ROK legislative position. While the resolution is not 
legally binding, it will highlight the formal differences of 

opinion within the ROK on OPCON transfer. On February 23, 
Reps Hwang Jin-ha (GNP) and Kim Song-ja (DP), co-chairs of 
the \"Parliamentarians\' Coalition to Oppose Transfer of 
Wartime Operational Control Before the Resolution of the 
North Korean Nuclear Problem,\" held a press conference at the 
National Assembly press room in support of the resolution. 


3. (C) Ina separate meeting, Foreign Relations Committee 
Chair Chung Eui-yong (URI) told POL-MIL Chief that the 
resolution passed the Defense Committee only because three of 
its members, including the Chair, were absent to vote against 
the resolution. Chung commented, however, that it was now 
\"entirely possible\" the measure would be passed by the 
plenary. Separately, Chief of Staff to Defense Committee 
Vice Chair Rep Ahn Young-keun (URI) and staff to former 
Defense Committee Chair Rep Yoo Jae-kun shared Chung\'s 
assessment that when introduced to the plenary, the 
resolution is likely to pass. 


4. (C) Ina meeting with the Ambassador on February 16, Reps 
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Hwang Jin-ha (GNP), Kim Song-ja (DP) and former Defense 
Minister Cho Seong-tae (Uri Party) argued the case for 
postponement of wartime OPCON transfer until North Korea\'s 
nuclear issue is resolved and to deliver a letter containing 

this message to Secretaries Rice and Gates. (See para 8 for 
full text of the letter). Hwang stated that the transfer of 
wartime OPCON should occur only after the following three 
conditions are met: 


- resolution of North Korean nuclear problem; 

- establishment of a peace system between the two Koreas; and 
- establishment of greater mutual confidence between North 
and South Korean militaries. 


142 lawmakers have endorsed the resolution. An additional 20 
to 30 signatures are expected to be added in coming weeks. 


5. (C) Former Defense Minister Cho explained that 
dismantlement of the Combined Forces Command (CFC) and 
cancellation of OPLAN 5027 would send a misleading signal to 
North Korea that the U.S.-ROK alliance is weakening. This 


\"missignal,\" Cho continued, would not contribute to a 
productive and speedy outcome of the Six-Party Talks. Cho 
and other supporters of the resolution believe that North 
Korean nuclear dismantlement should precede the 
disestablishment of CFC. 


6. (C) Turning to regional implications, Cho stated that 

both denuclearization and democratization of North Korea are 
necessary to achieve a peaceful and secure Northeast Asia. 
Cho warned that it would be difficult to counter Chinese 
influence once it has \"absorbed\" North Korea, and therefore 
the long-term goal must include democratization of the DPRK 
as well. 


7. (C) The Ambassador acknowledged that solving the North 
Korean nuclear issue is our common goal, but noted that the 
U.S. and ROK Defense Ministers had already reached an 
agreement in October 2006 to transfer wartime OPCON, with 
only the date still to be determined. After thanking the 
representatives for sharing their views, the Ambassador 
underscored that effective deterrence and a combined ability 
to respond to any North Korean provocation could be 
maintained under the future command structure, even if the 
North Korean nuclear threat remained. He questioned whether 
the dissolution of CFC would be a determining factor in North 
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Korea\'s willingness to abandon its nuclear weapons, as Cho 
and Hwang suggested. The key was to carry out the transition 
safely, including writing new OPLANs, conducting exercises, 
etc., and to maintain the unity of purpose that was at the 

heart of the alliance, the Ambassador said. 


8. (U) The following is the text of the letter from the 

Republic of Korea Parliamentarians\' Coalition Opposing 
Transfer of Wartime Operation Control Before the Resolution 
of the North Korean Nuclear Program to Secretary of State 
Rice and Secretary of Defense Gates. The February 23 
National Assembly press release mirrored the content of the 
letter. 


BEGIN TEXT 
February 16, 2007 


NATIONAL ASSEMBLY 
Republic of Korea 


Hon. Condoleezza Rice 
Secretary of State 


SIPDIS 
United States of America 


Dear Secretary Rice: 


We, 142 members of the Republic of Korea National Assembly, 
send this letter to you to express the Korean people\'s grave 
concern over the planned transfer of wartime operational 

control (OP-CON) between 2009-2012 agreed upon at the US-ROK 
Security Consultative Meeting on October 20 last year. 


The security situation on the Korean peninsula is more 
perilous than ever. In particular, North Korea\'s nuclear 

test has not only worsened the security situation on the 
peninsula, it has also proved that we should not make any 
decision that could induce North Korea\'s miscalculation about 
our readiness posture. 


It is fortunate that an agreement was reach at the Six Party 
Talks which ended on February 13. Nevertheless, there still 
is a long road of us until we accomplish the VComplete, 
Verifiable, and Irreversible Dismantlement (CVID)\' of the 
North Korean nuclar program. The fact that the North Korean 
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nuclear weapon and ballistic missiles threaten the security 
of Korea and the region remains unaltered. 


In this time of insecurity, transfer of wartime OP-CON is 

unwise as it will inevitably lead to dismantlement of the 

US-ROK Combined Forces Command (CFC) and significantly weaken 
our deterrence on the Korean peninsula. Thus, the Korean 

people are very much concerned about the risks the transfer 

of wartime OP-CON would bring to the US-ROK combined defense 
posture, and whether this would spell further uncertainly for 

Northeast Asia\'s future. 


It is Pyongyang who is calling for withdrawal of the American 
troops and dismantlement of the US-ROK Combined Forces 
Command. It is also Pyongyang who stubbornly insists that it 
would not discuss any military issues with a Seoul that does 
not even have wartime control over its military. Knowing 
this uncomfortable fact, we cannot allow our own alliance 
making all of North Korea\'s wishes come true. This is the 
very reason why the absolute majority of the Korean people 
including hundreds of leading intellectuals and former 
defense and foreign ministers have so strongly opposed the 
transfer. 


According to the recent opinion polls, over 70 per cent of 

the Korean people opposed the OP-CON transfer. This result 
tells the true view of the Korean people regarding the 
transfer. 


What is important is not the time of transfer but the 

security environment of the Korean peninsula. We strongly 
believe the following three conditions must be met before 
making any decision on the transfer. First, the North Korean 
nuclear problem must be resolved. We mean the Vcomplete, 
verifiable and irreversible dismantlement\' of the North 

Korean nuclear program. Second, there must be a peace system 
established between the two Koreas. And, third, there must be 
a strong mutual confidence between North and South Korean 
militaries. These are the requirements to minimize the 

impact of the OP-CON transfer. 


The number of Korean legislators endorsing this letter 
currently stands at 142 but we are certain about additional 
joining of the ruling party members who have not been able to 
do so due to their party\'s situation. With the joining of 

the ruling party members, we are certain that more than a 
half of the National Assembly members will be standing in 
opposition of the OP-CON transfer. 


Madame Secretary, 
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The Korean people are grateful for the United States for its 
sacrifice during the Korean War and contribution to Korea\'s 
economic development and democratization. We believe our 
alliance in the twenty-first Century should be developed into 
a more future-oriented and comprehensive relationship. For 
this purpose, it is critical to maintain a robust deterrence 

and stability on the Korean peninsula and the region. 


Therefore, we oppose the transfer of OP-CON before a complete 
settlement of the North Korean nuclear problem. We cordially 
ask you that our concerns and will regarding this critical 

issue are taken seriously and considered in the future US-ROK 
discussion on the OP-CON transfer. 


Lastly, we sincerely thank you for your effort for continuous 
development of the US-ROK relations. 


A copy of the same letter will be delivered to Secretary of 
Defense Hon. Robert Gates. 


Sincerely, 


Republic of Korea ParliamentariansY Coalition Opposing 
Transfer of Wartime Operation Control Before the Resolution 
of the North Korean Nuclear Program 


Seong-Tae CHO 
Advisor, Member of National Assembly (Uri Party) 


Jin Ha HWANG 
Co-Chairperson 
Member of National Assembly (Grand National Party) 


Song Ja KIM 
Co-Chairperson 
Member of National Assembly (Democratic party) 


This letter is endorsed by the 142 members of the 
parliamentarians\' Coalitions to Oppose Transfer of Wartime 
operational Control Before the Resolution of the North Korean 
Nuclear Problem 


END TEXT 
VERSHBOW 
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SIPDIS 


DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, KPAO, TW 

SUBJECT: MEDIA REACTION: U.S.-TAIWAN RELATIONS, SIXTIETH ANNIVERSARY 
OF THE 2-28 INCIDENT 


1. Summary: Taiwan\'s major Chinese-language dailies continued to 
focus news coverage February 27 on the upcoming sixtieth anniversary 
of the 2-28 Incident, and on the 2008 presidential elections. In 

terms of editorials and commentaries, an op-ed piece in the 
pro-independence \"Liberty Times discussed Taiwan\'s name change 
campaign and said the United States \"owes\" Taiwan since the signing 
of the U.S.-China Shanghai Communiqu 35 years ago, in which Taiwan 
was considered part of China. Several papers editorialized on the 

2-28 Incident: The \"Liberty Times!" editorial urged Taiwan\'s 

nativist regime to uncover the truth of the 2-28 Incident, 

thoroughly carry out transitional justice and transform Taiwan into 
anormal country. An editorial in the pro-unification \"United Daily 
News,\" however, urged Taiwan to learn from the 2-28 Incident and 
strive to prevent its rulers from manipulating ethnic antagonism. 

An op-ed in the limited-circulation, pro-independence, 
English-language \"Taipei Times,\" on the other hand, said the United 
States must \"accept moral responsibility\" because it \"stood by and 
did nothing\" in the wake of the 2-28 Incident. End summary. 


2. U.S.-Taiwan Relations 
\"United States has Owed Taiwan for 35 Years\" 


Luo Chih-cheng, associate professor and chair of the Department of 
Political Science at Soochow University, opined in the 
pro-independence \"Liberty Times\" [circulation: 500,000] (2/27): 


\"This year\'s February 28 will mark the 35th anniversaries of the 
signing of the U.S.-China Shanghai Communique, which signifies the 
origin of the United States\' Vone China policy,\' because Washington 
said in the communique that \'The United States acknowledges that all 
Chinese on either side of the Taiwan Strait maintain that there is 

but one China, and that Taiwan is a part of China. The United 

States Government does not challenge that position But the 
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problem is that major changes have taken place in the Taiwan Strait 
now since 35 years ago. In Taiwan, those who identify themselves as 
Taiwanese have long exceeded 60 percent and, besides, a majority of 
the Taiwan people believes that Taiwan is not part of the People\'s 
Republic of China. Therefore, it is obviously an obsolete move and 

a challenge to the status quo if one insists on imposing the \'one 
ChinaW framework outlined in the Shanghai Communiqu on Taiwan. 


\"On the other hand, however, the real purpose of the name change 
campaign launched proactively in Taiwan recently is not to sabotage 
the status quo but to reflect faithfully and ensure the peaceful 

status of Taiwan\'s democracy. This is because the power pushing for 
the name change campaign comes from the political reality and status 
quo of rising Taiwan identity. ... Therefore, if the United States 

can view and support with calmness TaiwanYs name change campaign 
which reflects objective reality, [it will learn that] those who 

oppose the name change campaign are those who like to make a fuss 
about trifles and who have lost contact with reality. ...\" 


3. Sixtieth Anniversary of the 2-28 Incident 


A) \"To Carry out Transitional Justice Should Be the Top Priority for 
a Nativist Regime\" 


The pro-independence \"Liberty Times!" [circulation: 500,000] 
editorialized (2/27): 


“Tomorrow will mark the sixtieth anniversary of the 2-28 Incident, 
and private communities as well as the ruling and opposition parties 
all conduct activities and seminars to show their respect and 
commemoration of this historic tragedy. The uncovering of the truth 
of the 2-28 Incident and its historical position and interpretation 

are the core subject that determines whether Taiwan is able to break 
away from the historical shadow of rule by martial law, thoroughly 

to carry out transitional justice, and to cultivate a democratic 

culture of tolerance and respect. ... 


\"The nativist regime has ruled for nearly seven years, but the 
progress it has made with regard to carrying out transitional 
justice has seemed limited. One can naturally attribute this to the 
ill-intentioned hindrance created by the Blue camp and 
pro-unification faction. But the nativist regime must also honestly 
reflect on itself and not blame others when it comes to whether it 
has really regarded the implementation of transitional justice as 
its most important historical mission and has striven for 
transforming [Taiwan] into a normal country despite all 
difficulties. ...\" 


B) \"No More Manipulation of Ethnic Confrontation: the Lesson for the 
Sixtieth Anniversary of the 2-28 Incident\" 
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The pro-unification \"United Daily News!" [circulation: 400,000] 
editorialized (2/27): 

OF THE 2-28 INCIDENT 


\"... Prior to this year's February 28 Memorial Day, several opinion 
polls of different sources indicated that as much as 50 to 60 

percent of the Taiwan people believe that ethnic antagonism is 
getting worse in Taiwan, and most analysts believe this is a result 

of election campaigning. Today, whereas the political impact caused 
by, and the pain suffered by, the families of the victims of the 

2-28 Incident have lasted for 60 years, Taiwan society, under the 
influence of different political forces, still fails to break away 

from the shadow of ethnic cleavages. This is in reality Taiwan\'s 
biggest misfortune. ... As a result, if we hope to learn a lesson 

from this historic tragedy on the sixtieth anniversary of the 2-28 
Incident, we need to acknowledge the cruel fact that war suppresses 
human nature, and we should keep in mind the spirits of those people 
who fought against the national machine. All the more, against the 
current backdrop of Taiwan\'s society, we need to strive to prevent 
political rulers from manipulating ethnic confrontation. ...\" 


C) \"228 Crucial to Taiwan\'s Political Landscape" 


Shen Chieh, a U.S.-based journalist, opined in the pro-independence, 
English-language \"Taipei Times!" [circulation: 30,000] (2/27): 


Y... The 228 Incident marked the beginning of Taiwan\'s independence 
movement, and it represents a crucial watershed in Taiwanese 
politics. The Chinese Nationalist Party (KMT) was responsible for 
mass slaughter, and the US, which stood by and did nothing, must 
accept moral responsibility. ... Sixty years later, the regime 
responsible for slaughtering Taiwanese has been eliminated by 
voters, and Taiwanese still hope that the US will recognize and 

protect this nascent democracy. The US missed an earlier 
opportunity by ignoring justice. It should do good now by giving 
Taiwanese belated justice." 


YOUNG 
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E.O. 12958: N/A 
TAGS: OTRA, PINR, JA 
SUBJECT: COUNTRY CLEARANCE FOR ROANE AND WIRKKALA 


REF: STATE 23283 


1. (U) Embassy welcomes and grants country clearance for 
the March 03-17, 2007 visit to Japan by INR/B Jamie Roane, 
Biographic Officer and Tiara Wirkkala, Political Officer. A 
notional schedule will follow separately. 


2. (U) Control Officer for the visit will be Mary Wilson. 
She can be reached at: 


Office phone: (81-3)3224-5340 

Home phone: (81-3)3224-6832 

Mobile phone: 81-90-4168-4950 

Fax: (81-3)3224-5322 

E-mail: wilsonmt@state.gov (unclassified) 


3. (U) Tokyo hotel reservations have been made for the 
nights of 04-09 March at: 


Hotel Okura 

2-10-4 Toranomon 
Minato-ku, Tokyo 105-8416 
Tel: (81-3) 3582-0111 

Fax: (81-3) 3582-3707 
Email: www.okura.com 


Confirmation Numbers: 
Roane: 618290 
Wirkkala: 619548 


4. (U) Visitors should take the airport \"limousine\" bus 
directly to the hotel or the Narita Express (NEX) train to 
Tokyo Station and then a taxi to the hotel. The limousine 
bus counter is located in the Tokyo Narita Airport Arrival 
lobby. Look for the orange signs as you walk through the 
doors from the customs area to the main lobby. The bus fare 
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is 3,000 Yen. The NEX train is located in the basement of 
the airport terminal. The train fare is 2,900 Yen. 
Twenty-four hour currency exchange facilities are available 
in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers on a 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


6. (U) Cellphones and blackberries from the U.S. have been 
known to have problems working here in Japan. The Embassy\'s 
laptop policy is as follows: Absolutely no personal, 
non-government owned laptop computers may enter the Embassy. 
Absolutely no laptop, even government owned, may be connected 
to the Embassy network in any way. TDY employees are 
reminded that no government owned laptops may enter the 
Embassy without prior RSO approval. Absolutely no laptop, 

even government owned, inside CAA areas unless special 
pre-approval, based on business need, has been given. If you 
would like to bring a US government owned and provided laptop 
computer into the Embassy, please contact the RSO\'s office 
prior to your visit for the briefing and approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 

Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
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personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


8. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


9. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


10. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

DONOVAN 
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FOR GUINEA TASK FORCE, AF/W, AF/EX, CA/OCS, DS/IP/AF 
PLEASE ALSO PASS TO AID/AFR, PEACE CORPS 


E.O. 12958: DECL: 02/26/2017 

TAGS: PGOV, PINR, PINS, AEMR, ASEC, CASC, GV 

SUBJECT: TFGV01: LANSANA KOUYATE: GUINEA\'S NEW PRIME 
MINISTER 


REF: CONAKRY 238 AND PREVIOUS 


Classified By: PolOff Jessica Davis Ba, Reason 1.4 (b,d) 


1. (SBU) On February 26, President Lansana Conte named 
Lansana Kouyate as Guinea\'s new Prime Minister. The 
announcement on the evening news was met by cheers in the 
streets and spontaneous celebrations in neighborhoods 
throughout the country. The decree stated that former Prime 
Minister Eugene Camara was \"called to other functions." 
Kouyate will arrive in Guinea today and begin the first of 
many difficult tasks ahead: assembling his new cabinet. 


2. (C) Lansana Kouyate was born in Koba, a town about 200 km 
from Conakry in the Lower Guinea Region. His official bio 
states his year of birth as 1950, although some contacts have 
suggested he is several years older. Kouyate\'s mother is a 
Soussou from Conte\'s village; his father is a Malinke of the 
lower griot caste. Kouyate is a respected diplomat and 
technocrat with significant international experience. He has 

not worked in Guinea however, for more than 20 years. He has 
been tapped before to serve as Prime Minister but has always 
rejected the offer. We understand Kouyate\'s acceptance of 

the Prime Minister position this time was predicated on his 
designation as Head of Government. 

3. (U) Prior to his appointment, Kouyate was the Special 
Representative of "la Francophonie,\" working on elections and 
transparency issues from Abidjan. Previously, he served as 
ECOWAS Executive Secretary from 1997 until Chambas assumed 
this position in 2002. Kouyate was U.N. Assistant Secretary 
General for Political Affairs focusing on West African issues 
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between 1994 and 1997. He has also been Vice President of 
the U.N. Economic and Social Council and was U.N. special 
representative on Somalia from 1993 to 1994. A career 
diplomat since 1985, Kouyate was Guinea\'s Permanent 
Representative to the United Nations in New York in 1992-93 
and also served as Guinea\'s ambassador to Egypt, Sudan, 
Turkey, Jordan, Syria, and Lebanon. 


4. (U) Kouyate studied at the National School of 
Administration at the University of Conakry and began his 
career in the mid 1970s in various mid-level administrative 
positions within the government. Between 1982 and 1983, 
Kouyate was appointed Vice Director General of an 
agricultural development project financed by USAID, the 
African Development Bank, and the UN Fund for Agricultural 
Development. Kouyate is the author of two books, 
\"International Financing for State Enterprises in Guinea; 
Problems and Perspectives and \"The End of the Cold War and 
its Impact on Third World Countries." He is married and has 
three children. 


5. (C) Kouyate\'s diplomatic skills and high-level 

international contacts and experience will stand him in good 
stead on the technical front as he faces Guinea\'s economic 
and structural problems. The larger challenges will be 
political, however. Authoritarian regimes do not die easily. 
Members of old regime have made no pronouncements since last 
Friday. They must be licking their wounds; we fear they are 
also planning their revenge/come-back. Kouyate\'s immediate 
challenge is to form a viable government of broad national 
consensus. lf the new government is too open to newcomers, 
then the hard-liners will surge against it. If it is not 

open enough to newcomers, then the people will return to the 
street. This will be a delicate balancing act for Kouyate. 


6. (C) To bring Guinea within reach of a healthier financial 
future, Kouyate will have to implement steps likely to be 
unpopular, to say the least, with the very population who 
have jubilantly greeted his appointment today. Moreover, as 
a lower-caste individual with family ties to Conte and no 
recent experience negotiating a tricky clan-based terrain, 
Kouyate offers several pressure points to those who like the 
old ways best. All will be trying to get their men (or 
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women) into positions of influence without regard for 
Guinea\'s best interests. And many will have direct access to 
Conte, the real locus of Guinea\'s plight and the man who can 
still stop Kouyate with a couple of words: \"You\re fired.\" 
MCDONALD 
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DCHA/OFDA FOR KLUU, GGOTTLIEB, AFERRARA, ACONVERY, 
KCHANNELL 

DCHA/FFP FOR WHAMMINK, JDWORKEN 
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STATE FOR AF/E, AF/F AND PRM 

STATE/AF/E FOR NGARY 
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SIPDIS 


E.O. 12958: N/A 
TAGS: EAID, PHUM, PREL 


SUBJECT: REGIONAL RIFT VALLEY FEVER UPDATE 
REF: NAIROBI 00483 
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SUMMARY 


1. A Rift Valley fever (RVF) outbreak in East Africa 

has mostly affected Kenya, with smaller outbreaks in 
Somalia and Tanzania, although weather conditions 
threaten to cause the spread of RVF further south and 
west. Through a combination of factors, including 
information campaigns and favorable weather in some 
areas, the outbreak has not been particularly severe to 
date, however scientists fear that this strain may be 
more virulent than in past outbreaks. Additional 
research is required to understand transmission 
mechanisms, fatality risk factors, and effectiveness of 
animal vaccination programs. Improved monitoring and 
early detection, and the development of standard 
response strategies by governments are needed to boost 
capacity to deal with future outbreaks. End summary. 


BACKGROUND 


2. RVF is a viral disease that causes spontaneous 
abortions, sudden collapse, or death in ruminants and 
camels. In humans, RVF presents symptoms often 
confused with influenza or malaria and can lead to 
acute hemorrhagic disease, blindness, neurological 
damage, and death in severe cases. 


3. RVF in East Africa is associated with cyclical and 
predictable periods of heavy rains in arid and semi- 

arid zones, leading to temporary flooding, and areas 
previously affected are extremely susceptible to future 
outbreaks. The disease is transmitted between animals 
via mosquito and from animal to human through contact 
with contaminated tissue at time of slaughter or 

through consumption of milk or poorly cooked meat 
products. Given its predictable nature, RVF is highly 
preventable through early use of vaccines for animals. 


4. Early and thorough vaccination can minimize the 
economic impact of the disease. Successful vaccination 
campaigns require a high coverage rate, broad targeting 
of all breeds of animals, and must occur prior to an 
outbreak to avoid spreading the disease via 
contaminated needles, however, vaccinating pregnant 
animals may cause abortion and is not recommended. 


5. Following recent flooding, RVF in livestock has 

spread across eastern Kenya, into Somalia (REFTEL), and 
Tanzania. There are no confirmed cases in Ethiopia to 
date, although experts fear the disease may spread 
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south and west to Rwanda, Mozambique, and southern 
Africa. 


OVERVIEW OF RVF VACCINATION CAMPAIGNS 


6. As of February 2007, the global supply of RVF 
vaccines has been purchased for Kenya, and the outbreak 
may be nearly over before additional supplies can be 
produced by the sole supplier in South Africa and 
transported to affected areas. The US Centers for 
Disease Control and Prevention (CDC) indicate that an 
additional 4 million vaccines may be available by mid 
April, and CDC experts are testing a diluted form of 

the vaccine in order to extend the current supply, 

although initial results are not promising. 
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7. Health agencies, including the CDC, are considering 
moving some vaccines to other affected countries, but 
no decision has been reached to date. Regardless, this 
approach would not necessarily prevent further spread 
of RVF due to the time required for CDC testing and 
transport of supplies. Experts are hoping diminished 
rainfall will slow the spread of RVF in many areas. 


STATUS OF RVF IN KENYA 


8. Kenya has been the worst-affected country during 

the recent outbreak. USAID\'s Office of US Foreign 
Disaster Assistance (OFDA) responded by providing the 
Ministry of Livestock and Fisheries Development (MoLFD) 
with 1,250,000 vaccines as part of MoLFD\'s overall 
vaccination campaign, along with complementary in-kind 
support through CDC. CDC and the Walter Reed project 
have also contributed substantially to this campaign 
through provision of staff and other resources. 
Vaccination programs are ongoing in Kenya. 


9. The UN Food and Agriculture Organization (FAO) and 
the Government of Kenya (GOK) Ministry of Agriculture 
are conducting surveillance and sampling suspected 
human and animal cases of RVF. A CDC laboratory in 
Nairobi is analyzing human samples, and animal samples 
are being tested at the GOK Kabete laboratory. Both 
facilities have the capacity to provide diagnostic 

testing on a regional level. 


10. The experts believe the outbreak in Kenya has 
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peaked, with the last confirmed case in Northeastern 
province reported on February 2, and the animal 
slaughter ban lifted on February 19. Forecasts of 
decreased rainfall nationwide, including only a few mm 
expected in southeastern Kenya, suggest the continued 
decline of RVF in Kenya. 


RVF IN ETHIOPIA, SOMALIA, TANZANIA, AND MOZAMBIQUE 


11. No cases of RVF have been reported in Ethiopia as 
of February 21, and forecasts for dry weather in the 
at-risk Somali region will likely minimize any spread. 
Texas A&M University and FAO are conducting 
surveillance and 1,400 samples from animals have been 
transported to Addis Ababa for testing. 


12. In Somalia, three human RVF cases have been 
confirmed to date, and animal samples collected in 
January are at the Kabete laboratory for analysis. 

Rains have tapered off and affected areas along the 
Kenyan border are expected to remain dry, reducing the 
likelihood of new outbreaks. Public health messages 
regarding RVF have been disseminated through FM radio 
and BBC Somalia. 


13. In Tanzania, the CDC and the UN World Health 
Organization (WHO) are working with the Ministry of 
Health to investigate the potential spread of RVF. Two 
confirmed human cases were reported in Arusha, 
additional human samples are in Nairobi for testing, 
and there are anecdotal reports of some animal deaths 
and abortions. RVF may spread given forecasted 
rainfall over the next two weeks. Since vaccines are 
not currently available, containment depends on the 
development of effective public health campaigns and 
bans on slaughter. 
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14. Authorities are monitoring Mozambique for the 
appearance of RVF due to continued rains, flooding, and 
the endemic presence of RVF in the country. 

Agriculture and health officials are also monitoring 

for RVF in Rwanda and southern Africa. 


ONGOING CONCERNS 


15. CDC and GOK scientists in Nairobi are concerned 
that surveillance data showing higher mortality rates 
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among suspected cases than in previous outbreaks may 
indicate a more virulent strain of the virus. UN, CDC, 
and GOK experts also note that the absence of RVF in 
camels this year may indicate that the virus is 

evolving. 


16. There are no obvious risk factors for severe 
infection or mortality, making it difficult to predict 

the severity of an RVF outbreak. There is some 
speculation that the slaughter of infected animals may 
lead to serious human illness and death, whereas 
mosquito bites or consumption of infected animal 
products may result in minor flu-like symptoms. 


17. CDC/Kenya has requested that the GOK Ministry of 
Livestock collect milk samples to test whether 
consumption of raw milk can cause disease. Anecdotal 
evidence suggests infections may result from 
contaminated goat milk. CDC scientists would also like 
to test whether cooking kills the virus in meat. 


18. There is no scientific evidence that vaccination 
is effective after an outbreak has begun. Multiple 
outbreaks often occur simultaneously and infected 
mosquitoes generally transcend the area of infected 
animals, making a border of vaccinated animals 
ineffective at stopping the spread of the disease. 


19. Acute outbreaks of RVF only occur every seven to 
ten years, making public information campaigns critical 
since communities at risk are likely to be unfamiliar 
with the disease. Reports of panic and people 
consuming products from sick or deceased animals 
indicate insufficient knowledge of this public health 
emergency. 


MITIGATION AND PREVENTION OPPORTUNITIES 


20. Active surveillance is essential to define the 
extent and severity of an outbreak, however, 
insufficient knowledge of the disease and its impacts 
has hindered consensus on appropriate response and 
prevention activities. Improved early warning requires 
increased capacity of animal health services, including 
surveillance and monitoring high-risk areas. Many of 
the requisite facilities and infrastructure would also 
benefit responses to avian influenza or other diseases 
transmitted between animals and humans. A better 
understanding of RVF and its impact on human health, 
economics, and trade dynamics would also encourage 
appropriate future responses. 
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21. The Somalia Rift Valley Fever Task Force has made 
a good first step by discussing an action plan to 

resume livestock exports. The plan addresses safety 
mechanisms and advocacy for standards and terms of 
trade for Somali livestock exports. The GOK and other 
governments in the region should be encouraged to 
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develop written response strategies identifying 

triggers and corresponding mitigating steps, as serious 
delays result from uncertainty. Response plans for 
high-risk areas could consider strategic pre-emptive 
vaccinations. 


RECOMMENDATIONS 


22. Although response options are limited for the 
current outbreak since the vaccine supply is 

temporarily depleted and most livestock owners are 
aware of risk factors, ongoing monitoring and 
coordination amongst actors is critical. Laboratory 

tests confirming the presence or absence of disease can 
inform decisions on slaughter bans, export policies, 

and market closures. OFDA should consider funding CDC 
for the transfer of laboratory equipment to the GOK 
laboratory in Nairobi to enable regional testing 
capacities. 


23. For mitigation purposes, OFDA is planning to 
support regional coordination and surveillance efforts 
through FAO and work to prevent further animal losses 
from unrelated diseases among already stressed herds. 
However, research into the effectiveness of vaccines to 
prevent further spread of the disease, and general 
impact assessments are also needed. 


RANNEBERGER 
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USPACOM ALSO FOR FPA HUSO AND J5 
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JOINT STAFF/J5 (WILKES/ROBINSON/CLEMMONS) 


E.O. 12958: N/A 
TAGS: MARR, MASS, MOPS, MCAP, PREL, PHUM, AU, RP 
SUBJECT: INFORMAL U.S./AUSTRALIA/PHILIPPINE DEFENSE DIALOGUE 


REF: MANILA 192 


1. (SBU) SUMMARY. The Philippine Department of National 
Defense invited U.S. Embassy representatives to participate 
in a February 22 \"informal discussion" with Australian 
officials on defense issues. Australia expects to sign a 
status of forces agreement with the Philippines in 2007 and 
hopes to explore greater participation in Balikatan and other 
exercises. The Australian Army Watercraft Project and Coast 
Watch South are two potential areas for tripartite 
cooperation. Pol/C expressed our appreciation for close 
partnership with each nation and trilaterally, but 

underscored that it was based on shared values, including 
respect for human rights, and called for additional measures 
by Philippine authorities to bring culprits engaged in 
extrajudicial killings to justice. We will actively seek out 

other opportunities for productive engagement on issues of 
mutual concern. END SUMMARY. 


2. (SBU) The Department of National Defense invited POL/C 
and representatives of the Joint U.S. Military Assistance 

Group (JUSMAG)), Defense Attache\'s Office, and Joint Special 
Operations Task Force-Philippines (JSOTF-P) to attend a 
February 22 \"RP-U.S.-Australia informal discussion," which 
turned out to be primarily a joint briefing by Philippine and 
Australian officials following their latest round of 

bilateral defense talks. Australian Ministry of Defense 

First Assistant Secretary for International Policy Stephanie 
Foster chaired the Australian delegation. 


\"ENDURING TIES AND LASTING FRIENDSHIP\" 


3. (SBU) Philippine Undersecretary for Defense Affairs 
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Antonio Santos framed the discussions by noting the robust 
U.S.-Philippine defense relationship and thanking the United 
States for its Wenduring ties and lasting friendship." He 
explained that the Philippines and Australia had agreed at 
the conclusion of their talks to open their defense dialogue 
to a tripartite exchange to identify areas for collaboration. 


POTENTIAL AREAS FOR TRIPARTITE COOPERATION 


4. (SBU) A/S Foster stated that Australia and the 
Philippines were close to resolving the remaining issues 
surrounding a status of forces agreement, which could be 
signed later this year. Looking ahead, Australia hoped to 
explore with the United States and the Philippines its 
participation in future Balikatan and other exercises. She 
cited as two potential areas of future U.S.-Australian 
cooperation with the Philippines as the Army Watercraft 
Project and Coast Watch South. 


5. (SBU) Following an exchange of letters in 2006, Australia 
agreed to train and equip one company (the 11th Special 
Forces Company) of the Philippine Army\'s proposed Riverine 
Battalion with an Armed Forces of the Philippines commitment 
to supply the infrastructure and fuel for the new 
Cotabato-based force. The Australian Ministry of Defense 
expects to release the tender for the boats soon, with the 

goal of having the unit capable of operating in the 

marshlands of central Mindanao by year end 2007. The JSOTF-P 
commander observed that his forces had a robust presence in 
Cotabato working with the Philippine Army\'s 6th Infantry 
Division, and looked forward to cooperating with Australian 
counterparts. 


6. (SBU) U.S., Australian, and Philippine representatives 
agreed that Coast Watch South offered opportunities to work 
together as the Philippines sought to upgrade its ability 

better to monitor its vulnerable maritime borders. Embassy 
Manila\'s Section 1206 proposals to establish a Maritime 
Security Force and to install high-frequency radios in 

existing and future Joint Interagency Task Force-West funded 
maritime interagency intelligence fusion centers would help 
make Coast Watch South more quickly operational by improving 
maritime interdiction, analysis, planning, coordination, and 
command and control capabilities. Australia\'s recently 
concluded Maritime Assistance Needs Analysis study could 
complement the U.S.-sponsored Border Control Needs Analysis 
in helping to identify areas for targeted assistance. All 


MANILA 00000646 002 OF 002 


Column 3 


parties concurred that close coordination and active 
identification of areas of cooperation would serve mutual 
interests and ensure greater effectiveness of bilateral 
assistance programs. 


CONCERNS ABOUT KILLINGS 


7. (SBU) POL/C underlined to Philippine defense officials 
U.S. concerns about unexplained and extrajudicial killings, 
some of which have been allegedly committed by military 
personnel. He underscored that our shared future was based 
on shared values, including commitment to democracy and rule 
of law as well as respect for human rights. He welcomed 
Philippine efforts to confront the issue squarely and urged 

the Philippine government, including the armed forces, to do 
everything possible to bring all perpetrators to justice, 
regardless of who they were. U/S Santos responded that the 
Department of National Defense shared U.S. concerns, noting 
that then-Secretary of National Defense Cruz had issued firm 
policy guidance on the issue in October 2006. \"We want to 
correct mistakes on the ground," Santos stated. 


COMMENT 


8. (SBU) This was the first time we had been invited to 
participate in the Philippine-Australian defense dialogue, 

and take it as a very positive sign about the willingness of 

our allies to pursue greater tripartite cooperation. 

Australia is one of our closest counterterrorism partners 

here, and we will actively seek out other opportunities for 
productive engagement on defense issues of mutual concern. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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E.O. 12958: DECL:02/27/2017 

TAGS: ECON, PREL, ENRG, FR 

SUBJECT: A/S SULLIVAN DISCUSSES CASPIAN ENERGY, OECD, G8 ISSUES 
WITH FRENCH FASS 


REF: PARIS 544 


Classified by Economic Counselor Stuart Dwyer for reasons 1.4 
(b) and (d) 


1. (C) Summary: On February 14 A/S Dan Sullivan briefed French 
FASS Jacques Lapouge on the state-of-play on Caspian energy and 
his recent trip to the Caspian region. Sullivan said the U.S. 

was \"very interested" in the French proposal for an WIPR FATF\" 
tabled by Finance Minister Breton. On OECD enlargement Lapouge 
said France supported Russia\'s membership, but would be willing 
to compromise on the eight recent EU accession state candidates 
(even if publicly it would have to maintain support for all 

eight). Lapouge and Sullivan touched on Open Skies, climate 
change and export credits for Iran. End summary. 


Energy and Climate Change 


2. (SBU) A/S Dan Sullivan met with French FASS Jacques Lapouge 
on the margins of the IEA\'s February 13 - 14 Caspian gas market 
diversity conference. Sullivan briefed Lapouge on his recent 

trip to the Caspian region and U.S. views on the next phase of 

gas development there. Sullivan said there was a window of 
opportunity and strong regional interest in U.S. and EU 
engagement to move things forward. 


3. (C) Lapouge said the GOF -- and the EU generally - had 
obvious interests in the region, though there was a question of 
whether there were sufficient resources to make the pipeline 
project viable. Would Iranian gas have to be added to the mix 
to achieve a critical mass, Lapouge wondered. Lapouge also 
queried Sullivan on potential legal challenges of laying a pipe 
across the Caspian, and whether there was regional interest in a 
possible southern route through Iran. On the latter point 
Sullivan said there was a strong sense that Iran was not a 
reliable partner or energy supplier, and that he had made clear 
on his travels that U.S. policy would not support such an 
option. Lapouge concluded that the southern corridor project 
was important and could put pressure on Russia, but that it\'s 
\"not the Alpha and Omega\" of European energy security. 


4. (C) In a brief discussion on the notion of a gas OPEC,\" 
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Sullivan said that during his trip he took several opportunities 

to underscore how inconsistent it would be for any party that 

had signed on to the G8 St. Petersburg principles to support a 
gas control concept diametrically opposed to those engagements. 
Sullivan and Lapouge agreed that it might be useful to reiterate 
the principles in the course of normal G8 follow-up on 
undertakings. 


5. (SBU) Lapouge said that France supported EU cooperation with 
the United States on climate change technology. But the GOF 
remained \"very attached to Kyoto-style constraints on 
emissions, and support for the former should not be seen as a 
weakening of commitment on the latter. 


IPR 


6. (SBU) Sullivan told Lapouge the U.S. was \"very interested" in 
the proposal tabled by Finance Minister Breton in the G7 for 
establishing a FATF-like organization for IPR issues. He noted 
that the United States had shared the idea of an IPR \"gold 
standard.W At some point, though, discussion of Breton\'s 
proposal might be moved to the G8. Lapouge suggested that 
Breton may have raised the initiative within the G7 so that it 
could be pushed forward by truly like-minded countries. 


Open Skies 


7. (SBU) In a brief discussion on Open Skies Lapouge said the 
GOF was very supportive of getting to an agreement. 
Negotiations were in the Commission\'s hands and there was 
\"little maneuvering room" on ownership restrictions issues. But 
France \"definitely\" wanted an agreement. 


OECD Enlargement 


8. (C) On OECD enlargement Lapouge said France supported 
Russia\'s accession. If Russia was \"good enough\" to be in the 
WTO, it would also meet the bar for OECD membership. While 
France had to maintain public support for the candidacies of 
eight recent EU accession states, it understood the need for a 
balanced enlargement and would be willing to compromise. 


Export Credits to Iran 
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9. (C) A/S Sullivan commended, and asked for more information 
about, the recent tightening of French policy on export credits 

for Iran (reftel). Lapouge said institutions entering into 
transactions would have to sign a letter indicating an 
understanding of limitations imposed by UNSCR 1737, and the 
legal consequences of any violations. The GOF had also lowered 
the credit ceiling for Iran, reflecting changes in risk ratings. 
However Lapouge made clear that the changes did not represent 
the full prohibition on export credits requested by the United 
States. Trade not covered by 1737 - consisting largely of cars 
and car parts according to Lapouge -- continued and could be 
supported with export credits. Lapouge assented to Sullivan\'s 
characterization of the change as moving \"half way" to what the 
United States was pushing. 


10. (U) A/S Sullivan has cleared this cable. 
STAPLETON 
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E.O. 12958: DECL: 02/26/2017 

TAGS: PGOV, KDEM, AG 

SUBJECT: MAY 17 ELECTION TIMETABLE 
REF: A. ALGIERS 206 


B. ALGIERS 109 
C. ALGIERS 30 


Classified By: DCM Thomas F. Daughton; reasons 1.4 (b, d). 


1. (C) SUMMARY: On February 15 President Bouteflika decreed 
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that national elections will be held May 17 to replace the 
lower house of parliament, the National Popular Assembly. In 
doing so, Bouteflika pointedly did not take the public advice 
of his prime minister and schedule concurrent elections for 
local councils -- something that other political parties and 
the minister of interior had declared unfeasible. The decree 
set forth a timetable for campaign activities leading up to 
the balloting. An open voter registration period will be 

held through February 28; political parties have until April 

1 to submit their lists of candidates to the government; and 
free media access will be accorded to qualifying political 
parties approximately three weeks before the elections. 
Attention inside and among the parties is now focused on 
whether to coordinate their candidate lists in districts 

where partnership makes sense. End Summary. 


2. (C) Key representatives of the major Algerian political 
parties expressed satisfaction with the February 15 decree on 
the elections. While there had been much speculation that 
the elections would be scheduled concurrently with voting for 
local councils (ref A), the decree made no mention of the 
local elections. They are now expected to take place 
sometime in the fall, as originally planned. The February 15 
decree was a slap in the face of Prime Minister Belkhadem, 
who had publicly called on President Bouteflika to combine 
the elections. Political activists had told us that the FLN, 

as the largest party, was best positioned to wage two 
simultaneous campaigns and stood to benefit most from holding 
combined elections. They also agreed, however, with Interior 
Minister Zerhouni\'s public observation that holding 
simultaneous elections was unworkable. 


ELECTION TIMETABLE 


3. (C) The decree established the election timetable. New 
voters and voters who have changed address since they last 
voted have from February 18-28 to register their current 
information with local officials if they want to cast a 

ballot in May. (Note: Algerian election law requires that 

all voters be given the opportunity to register or update a 
previous voter registration in October each year, but the 
ministry of interior has the option of declaring supplemental 
registration periods, like the current one, in advance of 
elections. End Note.) Political parties must submit their 
candidate lists to the interior ministry no later than April 

1, at which point the campaign will begin in earnest. Free 
broadcast media access accorded to qualifying political 
parties under Algerian law will begin 23 days before the 
election (Algerian law requires media access for 21 
consecutive days prior to the balloting, but also requires a 


Column 3 

media blackout period starting two days before the vote). It 
remains unclear when political parties will be able to review 
the revised lists of registered voters. Party 

representatives have told us that the interior ministry has 
promised them a CD-ROM containing the data for all of 
Algeria. The ministry has not given a delivery date, 
however, and is not legally required to supply parties with 
the data. 


FACTORING ALLIANCES INTO PARTY LISTS 


4. (C) On February 25, visiting NEA/MAG Director Hopkins and 
PolEc Chief met with MPs from Islah (an opposition, Islamist 
party); the Movement for a Society of Peace (MSP, an Islamist 
party in the ruling coalition); and the FLN (the largest 

party in the coalition); as well as with a senator from the 

Rally for Culture and Democracy (RCD, an opposition, 
Berber-based party). All said their parties were fully 

satisfied with the way the technical process was unfolding, 
adding that the internal preparation of their lists of 

candidates by wilaya (province) was their primary concern 
between now and April 1. FLN MP (and Vice President) Sabah 
Bounour observed that many members of her party were 
questioning the benefit of remaining in the \"presidential 
alliance" with MSP and the National Rally for Democracy 
(RND). MSP MP Mokri Abderezzak and RCD Senator Rachid Arabi 
countered that even the FLN could not obtain an absolute 
majority in the parliamentary elections and would need a 
governing partner or partners. Bounour\'s observation was 
reinforced in the media February 26, when Prime Minister 
Belkhadem was quoted as having ruled out the creation of 
common candidate lists among the three alliance parties. 


5. (C) In a separate conversation, RCD National Communication 
Secretary Mouhcene Belabbas -- whose party boycotted the last 
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parliamentary elections -- affirmed that the real issue for 
smaller political parties was deciding what, if any, 

alliances to form in advance of submitting lists for the 
various electoral districts. He observed that parties 

wishing to form a coalition would need to decide among 
themselves how to maximize potential votes for their alliance 
and opt out of competition in districts where a partner party 
had a greater chance of success. The coalition-building 
process, not the creation of candidate lists themselves, was 
the challenge in RCD\'s view. 


COMMENT 
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6. (C) Prime Minister Belkhadem has misstepped twice with the 
president in as many months. In January, he called on 
Bouteflika to reshuffle the cabinet -- a request met with 

stony silence from the Presidency. In February, he 
recommended publicly that the national and local elections be 
held simultaneously, only to see the interior minister 

announce within days that the parliamentary elections would 

be held alone in May. A couple of senior retired officials 

with close ties to the president told the Ambassador recently 
that Bouteflika was irked by Belkhadem\'s efforts to pressure 
him. The PM may now be showing public confidence about the 
FLNVs chances in the May elections, but the president\'s 
double rebuff has sent the clear signal that, in terms of the 
political process, it remains Bouteflika and not Belkhadem 

who is very much in charge. 

FORD 
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E.O. 12958: DECL: 02/27/2012 
TAGS: PHUM, PREL, BM, RP 
SUBJECT: AMBASSADOR REES ADVOCATES U.S. HUMAN DIGNITY AGENDA 


Classified By: Political Counselor Scott Bellard, reasons 1.4(b) and (d 
) 


1. (SBU) Summary. During his February 14-15 visit to the 
Philippines, Ambassador Grover Joseph Rees, Special 
Representative for Social Issues, advocated the U.S. 
Government human dignity agenda in meetings with the 
Philippine Department of Foreign Affairs, members of the 
Philippine House of Representatives, leaders of the Catholic 
Bishops\' Conference of the Philippines, and health officials. 
Ambassador Rees focused particularly on spreading awareness 
of BurmaWs use of rape as an instrument of armed conflict, on 
U.S. efforts to reduce maternal and child mortality rates, 
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mobilizing UN human rights agencies to have a greater 
practical impact, and drumming up support for U.S. efforts in 
regional and UN fora. End Summary. 


2. (SBU) In his visit to the Department of Foreign Affairs, 
Ambassador Rees briefed Undersecretary for Policy Erlinda 
Basilio, Assistant Secretary for Asian and Pacific Affairs 
Romeo Manalo, and Assistant Secretary for American Affairs 
Rey Carandang on the Burmese government\'s use of rape to 
suppress rebellious minority communities. Ambassador Rees 
asked that the Philippines raise the issue bilaterally with 
Burma or in multilateral fora, and also call for a halt to 

this practice. A/S Manalo requested a copy of the report on 
this subject. 


3. (C) U/S Basilio noted the Philippines\' traditional 

reluctance to support country-specific resolutions in the UN, 
and reiterated the Philippines\' adherence to the regional 
preference for \"engagement\" and consensus. She stated that 
ASEAN, with the Philippines as its chair this year, is 
nonetheless \"preparing a package\" to encourage Burma to take 
steps that would keep it off the UN Human Rights Council\'s 
agenda. A/S Manalo added that the Philippines and other 
ASEAN nations are committed to pursuing confidence-building 
measures. He cited a plan currently under consideration to 
dispatch medical teams to Burma. 


4. (SBU) Ambassador Rees also sought Philippine support for 
the UN Human Rights Council resolution against religious 
intolerance, stressing that the resolution must be balanced 

and cover not only Muslims but other religions as well. 
Ambassador Rees promoted U.S.-sponsored resolutions against 
forced early marriage and female infanticide and prenatal 
screening for gender to be tabled at the UN Commission on the 
Status of Women, while recognizing that the Philippines is 

not a member of the Commission. 


5. (SBU) In separate meetings with Undersecretary of 
Foreign Affairs for Special Concerns Rafael Seguis and with 
Assistant Secretary of Foreign Affairs for United Nations and 
International Organizations Aladin Villacorte, Ambassador 
Rees reinforced these key points. He also discussed with A/S 
Villacorte making the United Nations\' human rights and 
developmental assistance bodies more results-oriented. 


MYANMAR CAUCUS REP PRAISES U.S. 
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6. (SBU) Ambassador Rees met with Philippine Members of 
Congress Etta Rosales and Mario Aguja. (Representative 
Rosales is an active member of the ASEAN Interparliamentary 
Myanmar Caucus and an outspoken critic of the Burmese junta.) 
Ambassador Rees briefed them on Burma\'s 
government-sanctioned rape and the narrowly-defeated UN 
Security Council resolution on Burma. Representative Rosales 
praised the United StatesY tough stance on Burma, and 
compared U.S. efforts favorably to those of the European 

Union. 


7. (SBU) World Health Organization representative Jean-Marc 
Olive and Philippine National Center for Disease Prevention 

and Control Director Yolanda Oliveras briefed Ambassador Rees 
on their respective activities in the Philippines. Oliveras 

outlined a current Philippine Department of Health disease 
reduction program targeting dengue fever, HIV/AIDS, malaria, 
leprosy, schistosomiasis, and rabies. Department of Health 
efforts in child/maternal health care start with the premise 

that every pregnancy is \"high riskW and aim to make clinics, 
medication, and immunization widely available. Olive lauded 
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the Philippine Government\'s funding of various health care 
measures, especially relative to those of other countries in 
the region, but noted that, because of this, various 
international donor entities do not devote much-needed 
assistance to the Philippines. 


8. (SBU) The Ambassador met with General Secretary Juanito 
Figura and Spokesperson Pedro Quitorio of the Catholic 
Bishops\' Conference of the Philippines and discussed 
combating AIDS in the region, maternal and child health 

issues, and bioethics challenges. Recognizing the CBCP as a 
\"natural ally\" in many of these areas of concern, Ambassador 
Rees encouraged the monsignors to continue to be engaged on 
domestic issues. Monsignors Figura and Quitorio requested 
Ambassador Rees\' support in returning the Balanguiga Bells to 
the Province of Samar, which Ambassador Rees promised to 


Column 3 
explore. 


9. (U) Ambassador Rees did not have the opportunity to clear 
this message. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
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E.O. 12958: N/A 
TAGS: OPRC, KMDR, IS 


SUBJECT: ISRAEL MEDIA REACTION 


2. Iran 


The Jerusalem Post quoted sources in Washington as saying that Under 
Secretary of State for Political Affairs Nicholas Burns is slated to 


SIPDIS 

head the American side negotiating Israel\'s new aid package. The 
newspaper quoted \"individuals close to the issue\" as saying that the 
designation of the number three at the State Department as the team 
leader indicates the seriousness with which the Bush administration 
regards the talks. However, The Jerusalem Post reported that the 
State Department declined to confirm Burns\' participation in the 
talks. The Jerusalem Post quoted former Israeli ambassador to the 
US Danny Ayalon as saying on Monday that Israel should ask the US 
for increased military assistance, with the option of one-time 

special aid, to deal with \"real and present" strategic threats, but 
avoid asking for any outright civilian aid. Ayalon remarks came as 

a high-level Israeli delegation began talks in Washington on the 
subject. The Jerusalem Post further quoted Ayalon as saying that it 
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was wise to try and reach multi-year agreement with the US now, 
under the Bush administration. 


HaVaretz reported that on Monday Hamas political bureau chief Khaled 
Mashal visited Moscow for a series of meetings with the Russian 
leadership on the Palestinian unity government. Mashal is scheduled 

to meet today with Russian FM Sergey Lavrov. During his visit, 

Mashal called for the lifting of the international embargo on the 
Palestinian government, and blamed Israel for the diplomatic 

impasse. HaVaretz also reported that PA Chairman [President] 
Mahmoud Abbas met with Egyptian President Hosni Mubarak in Cairo on 
Monday to discuss the future of the unity government and the 

American demands that it abide by the Quartet\'s demands. 


The media (banner in The Jerusalem Post) cited the Shin Bet as 
saying on Monday that IDF troops have arrested two Palestinian 
youths for the murder of Erez Levanon, an Israeli whose body was 
found north of the West Bank city of Hebron late Sunday. HaVaretz 
reported that the largest Israeli raid in the West Bank for months 
continued on Monday, with a full curfew imposed on tens of thousands 
of Nablus residents as soldiers raided the city\'s old market in 

search of militants and arms. The forces uncovered an explosives 
laboratory, the second in 24 hours. This morning Israel Radio 
reported that the DF troops have left Nablus. 


The Jerusalem Post quoted Turkish diplomatic officials as saying on 
Monday that Ankara is in the process of putting together its 
excavations at the Mugrabi Gate in Jerusalem\'s Old City, with the 
inspectors expected to arrive some time next week. 


The Jerusalem Post reported that FM Tzipi Livni told UN special 
envoy Michael Williams on Monday that the world must stop the 
rearming of Hizbullah if it wants to see stability in the region. 


HaVaretz reported that IDF Chief of Staff Gabi Ashkenazi will annul 
most organizational changes made by his predecessor, Dan Halutz. A 
report prepared by reserves General and former police superintendent 
Herzl Shafir found that those changes caused harm during last 
summer\'s Lebanon war. 


HaVaretz reported that, during her recent visit, Secretary of State 
Condoleezza Rice met with Meretz Knesset Member Zahava Gal-On. The 
newspaper wrote that Rice did not express much interest about 

Gal-On\'s views on the peace process or the Palestinians, but that 

the talks focused on the fight against trade in women. 


HaVaretz reported that on Sunday the Yemenite government airlifted 
45 Jews from Sa\'dah, in the north of the country, to SanaVa, the 
capital, after suffering from threats and harassment by opposition 
supporters. HaVaretz said that those Jews emphasized that they do 
not want to immigrate to Israel currently. 
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Media reported that new Social Affairs Minister Yitzhak Herzog was 
also appointed Diaspora Affairs Minister. However, HaVaretz said 
that the handling of the return of Holocaust-era assets will remain 
entrusted to Pensioners Affairs Ministers Rafi Eitan. 


HaVaretz and Maariv reported that US Marines in Iraq will get 
Israeli-made armored vehicles, following the success of Rafael 
(Armaments Development Authority) in a Marines\' tender for vehicles 
to be deployed in Iraq and Afghanistan. Rafael will supply 60 

armored personnel carriers, worth USD 37 million, in a first stage 

of the deal. Several American and other companies contended for the 
tender last week, consisting of 4,000 armored vehicles. The 
contenders had to fulfill strict requirements, including protection 

from roadside bombs, mines and RPG rockets. 


All Hebrew-language media led with domestic issues, principally an 
expected general strike on Wednesday. 


The independent, left-leaning HaVaretz editorialized: \"Matityahu 
East is the latest in a series of such affairs in which the 
separation barrier, supposedly serving Israel\'s security needs, is 
used to annex West Bank territory to expand the settlements.\" 


Palestinian contributor Daoud Kuttab wrote in the conservative, 
independent Jerusalem Post: \"US diplomats complain that [the Mecca] 
Agreement \'complicates things. This is a shameful position." 


Block Quotes: 


I. \"Legitimization of Land Theft" 


The independent, left-leaning HaVaretz editorialized (2/27): \"The 
theft of private land and lawless construction, with the 

authorities\' collaboration, have long been routine in the land of 
the settlers. The scope of these deeds and their seriousness are 
described extensively in the report on illegal outposts compiled by 
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Talia Sasson, formerly a senior state prosecution attorney. The 
report was buried almost two years ago. However, the decision of 
the Supreme Planning Council (SPC) for Judea and Samaria [i.e. the 
West Bank], which was revealed in HaVaretz on Sunday, to legitimize 
the plan to build the Matityahu East neighborhood in Modi\in Ilit, 
beyond the Green Line, marks a nadir.... Matityahu East is the 

latest in a series of such affairs in which the separation barrier, 
supposedly serving Israel\'s security needs, is used to annex West 
Bank territory to expand the settlements. The Defense Minister is 
dragging his feet on everything concerning the evacuation of illegal 
outposts..... If the government does not quash the planning 

council\'s decision to allow construction to continue, the High Court 
will have no choice but to respond to the recent petition. It will 

have to abrogate that decision, to protect both the rule of law and 
the rights of those victimized by its breach.\" 


Il. \"Support the Mecca Agreement" 


Palestinian contributor Daoud Kuttab wrote in the conservative, 
independent Jerusalem Post (2/27): \"It gives me pleasure, but at the 
same time it is kind of sad, to see the Israelis and the Americans 
squirming.... The Mecca agreement represents a clear shift in 
Hamas\'s alignment, from the Iranian-Syrian axis to the Saudi side. 
In response, however, US diplomats complain that this agreement 
\'complicates things. This is a shameful position. It is a shame 

for a superpower to say that the outcome of a democratic election -- 
isn\'t that supposed to be Bush\'s legacy? -- and a deal for 
Palestinian unity aimed at ending internal Palestinian bloodletting 
and saving lives \complicates things.\' It is shameful that the 
Americans are demanding of Palestinians what they have not demanded 
of the Lebanese, Saudis or even of the Iraqi regime operating under 
US occupation. Washington has not demanded that sovereign Arab 
countries recognize Israel. But it is demanding that a government 
that is not sovereign recognize the very state that is occupying its 
land -- a state whose borders have yet to be determined.... The fact 
that the Islamic leaders have agreed to a long-term \'hudna,\' 
provided that a Palestinian state is created within the 1967 

armistice lines, shows that the vast majority of Palestinians, Arab 
countries, the US and the international community are all in 
agreement about the two-state solution. What is missing now is for 
the Israelis to agree to begin talks on how to accomplish this goal. 
Bush did declare it to be one that his administration was hoping to 
accomplish.... The fact that the Islamic leaders have agreed to a 
long-term hudna, provided that a Palestinian state is created within 
the 1967 armistice lines, shows that the vast majority of 
Palestinians, Arab countries, the US and the international community 
are all in agreement about the two-state solution. What is missing 
now is for the Israelis to agree to begin talks on how to accomplish 
this goal. Bush did declare it to be one that his administration 

was hoping to accomplish.\" 
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The conservative, independent Jerusalem Post editorialized: \"Our 
government should be doing more than reacting to this or that 
political or diplomatic fire. The times demand comprehensive 
thinking, a coherent strategy and concerted action.\" 


Block Quotes: 


\"Strategy and Action\" 


The conservative, independent Jerusalem Post editorialized (2/27): 
\"The picture painted by our intelligence agencies of the year ahead, 
in a presentation to the cabinet on Sunday, was not a pretty one.... 
The truth is Israel is not helpless. The problem is that our 
government leaders seem to be too preoccupied with the stability of 
their coalition and the next day\'s headlines to develop and follow a 
national security strategy. Such a strategy would be beginning with 
what has become the central lesson taken from the last war: the 
folly of allowing our enemies to amass huge arsenals on our 
borders.... [But] confronting Iran\'s proxies in Lebanon and Gaza 
does not deal with the main source of these problems, the mullahs in 
Tehran.... The task of isolating Iran should not be left to the 

world\'s leading governments, but should also be pursued from the 
ground up, like tne campaign against other dictatorial regimes. 
Also, governmental action should not be limited to Iran\'s nuclear 
program. The Security Council should also be acting against Iran\'s 
international aggression through its support for terrorist proxies. 
And the signatories of the Genocide Convention (almost all nations) 
should be seeking an indictment of President Mahmoud Ahmadinejad for 
incitement to genocide, which is a punishable crime under Article 

Ill of that treaty. There is, in short, much work for Israel to do, 

both publicly and behind the diplomatic scenes. Our government 
should be doing more than reacting to this or that political or 
diplomatic fire. The times demand comprehensive thinking, a 
coherent strategy and concerted action." 
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CORRECTED COPY -- PARA 1 TEXT (DATE) 


1. On February 27, 2007 Ambassador Blake and the German, 
Italian, Japanese and French Ambassadors accompanied Minister 
of Disaster Management and Human Rights Mahinda Samarasinghe 
and representatives of the United Nations and international 
non-governmental organizations on a day trip to observe 
developments in the Eastern Province of Sri Lanka. They 

departed Colombo for Batticaloa at approximately 0745 in a 

Sri Lankan Military MI 17 VIP helicopter. 


2. At approximately 0845, as the helicopter approached the 
Batticaloa Air Force base, it was diverted to a nearby 

alternate landing site when the Air Force base came under 
mortar fire from the LTTE. After a normal landing, the 

party deplaned and moved toward waiting vehicles. Before the 
party could enter the vehicles, the landing site received 
several rounds of mortar fire, one of which impacted at the 
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rear of the motorcade and another approximately twenty yards 
from Ambassador Blake. The party was placed in an armored 
personnel carrier and moved to the Batticaloa Police station. 


3. During the attack, Ambassador Blake was hit in the 

shoulder by a flying object and received a superficial wound 
which produced a small quantity of blood. Several other 
members of the party received similar injuries. The Italian 
Ambassador had an object embedded in his neck and was taken 
to the Batticaloa Hospital for treatment; the German 
Ambassador, who was uninjured, accompanied him. 
Samarasinghe\'s spokesman confirmed that the Minister had not 
been injured, but said that a number of security force 

personnel were admitted to Batticaloa hospital with serious 
injuries. 


4. DCM contacted Norwegian Ambassador Hans Brattskar and 
asked that he convey to the LTTE that diplomats had come 
under fire and that LTTE in the area must cease shelling. 
Ambassador Brattskar talked by phone with LTTE Peace 
Secretariat head Puledevan and later with LTTE Commander for 
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Batticaloa Jihan. They stated that the LTTE was unaware that 
foreign diplomats were in the area and that shelling would be 
halted. 


5. LTTE military spokesman Irasiah llanthirayan issued a 
statement via \"Tamilnet\" blaming the government for failing 
to notify the LTTE of the diplomats\' presence: \"We are 
shocked by the grave negligence of the security arrangements 
for the diplomats by the Sri Lankan government that has 
transported the delegation into the artillery launchpads amid 
the prevailing atmosphere of provocative artillery attacks." 


6. Foreign Minister Rohitha Bogollagama issued a statement 
condemning the attack on diplomats: \" The LTTE has once again 
demonstrated its terrorist nature by launching an attack on 

the Diplomatic Corps on their visit to Batticaloa, on the 

east coast of Sri Lanka, on a humanitarian mission... These 
areas have now been substantially cleared of the LTTE and the 
resettlement of IDPs is taking place.\" 


7. The Ambassador and the rest of the party received 
scheduled briefings from military officials and civil society 
representatives in Batticaloa and we expect to depart at 
15:00 for Colombo. 


8. Embassy briefed the Operations Center on the incident at 
0930 and provided updates during the day. 
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9. Comment: It is possible, or even likely, that the LTTE 
identified the aircraft as a Sri Lankan military helicopter 

and attacked without knowing that diplomats and international 
NGO representatives were on board since this model of 
helicopter is the primary transport helicopter in the Sri 

Lankan inventory. 
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E.O. 12958: N/A 

TAGS: PREL, OTRA, NATO, BE, EU 

SUBJECT: USNATO WELCOME FOR THOMAS J. BRENNAN FEBRUARY 
27-MARCH 3, 2007 


REF: STATE 22845 


1. Mission welcomes Thomas Brennan for meetings at NATO. 
Control officer for the visit is USNATO Political Officer, 

Kelly Magsamen work tel:(32)2-724-3145. Admin. support is 
Lucia Krul (32) 2-724-3233. 


2. Accommodations have been confirmed for Mr. Brennan 
arriving February 28-departing March 3 at the Metropole 
confirmation #16944. 


3. The primary mode of transportation for visitors to 

Brussels is metered taxis, which are plentiful and reliable. 
However, fares, which can be vouchered, are quite expensive. 
The bus, tram and metro system are excellent. 


4. NATO visitor pass has been arranged and can be picked up 
at the NATO front gate. For security reasons, all visitors, 
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even those with green NATO badges, must present two pieces of 
identification or their blue State Department-issued badge to 

the Marine Guard before being admitted into the U.S. Mission. 
Visitors must also leave cell phones and other electronic 
equipment with the Marine Guard. Mission appreciates your 
cooperation. 


4. Computer and Electronics Usage: Inter-agency security 
standards prohibit the introduction or use of non-USG owned 
computer hardware and software at all USG diplomatic 
facilities. Cell phones, palm pilots, radios and other 
convenience electronics are prohibited in all secure areas of 
the Mission. Travelers who anticipate having special needs 
in terms of either access or computer usage should contact 
the RSO office before arriving at post. 


5. Regarding money, there is a branch of the ING Bank at 
NATO which has an ATM that accepts U.S. bank/credit union 
cards on the \"PLUS\" system. Numerous downtown banks also 
have ATM machines. Travelers checks can be exchanged in 
most banks. On Tuesday and Thursday mornings, there is a 
cashier at USNATO to which TDY visitors with travel orders 
have access. 


6. Threat Assessment: A worldwide caution regarding the 
threat of transnational terrorism was issued by the 
Department of State. (Please consult the Department\'s 
website for text: HTTP:HTravel.State.Gov.) In light of this 
caution and the events of September 11, 2001, all visitors 
are encouraged to assess their security posture, and be alert 
to their surroundings. All visitors should exercise caution 
while traveling abroad as U.S. citizens and facilities are 

often the target of groups demonstrating opposition to the 
U.S. foreign policy. 


7. Belgium remains a relatively safe country but as a result 
of the war in Iraq, and sentiments expressed by its citizens 
against the war, American visitors are advised to exercise 
caution and avoid anti-American demonstrations. Also, it is 
prudent not to wear clothes or carry articles with logos and 
emblems associated with the United States at this time. By 
taking reasonable precautions, visitors should enjoy an 
uneventful stay. However, purse snatching and pick-pocketing 
are occuring more frequently. In Brussels, pick-pocketing 
and purse snatching are more prevalent in the metro system 
(subway, bus, tram) and at Brussels\' three major train 
stations: Gare du Nord (North Station), Gare Central 

(Central Station), and especially Gare du Midi (South 
Station). Extra caution should be used at the Gare Centrale 
Station. Victims have been asked for assistance by someone 
who appeared lost and anxious to catch their train. As the 
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victim responds to the request, a third person appears and 
steals laptop computers, and other related travel items. 
According to the police, this is a new strategy by criminal 
gangs operating at Central Station. Apparently they prefer 
platforms 3 and 4, used by trains going to the airport and 
obviously carrying the best category of potential victims. 
Valuables should never be left unattended in vehicles and car 
doors should always be kept locked when driving. Carry only 
a minimum amount of cash, credit cards and ID. Expensive 
jewelry, financial records, address books and other personal 
effects should be left at home or stored in a safe place 
during your visit. 


8. Emergency numbers for the Police and Medical Assistance 
are 101 and 100 respectively, and for cellular phones 

(locally) 112. Visitors to Belgium requiring additional 
information should contact the Brussels Regional Security 
Office at 32-2-508-2370 (if dialing locally, 02-508-2370). 


9. Please advise if further assistance is needed. 
NULAND 
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E.O. 12958: DECL: 02/12/2017 

TAGS: ECON, PGOV, PREL, ETRD, SN 

SUBJECT: BURLESQUE AND BILLIONS OF DOLLARS LATER, SINGAPORE 
STILL SEEKING SPONTANEITY 


REF: A. 05 SINGAPORE 2058 
B. 05 SINGAPORE 2609 


1. (SBU) Summary: The Government of Singapore (GOS) is 
attempting to steer the economy to become more 
knowledge-based and entrepreneurial to counter the 
competitive challenges China, India and other lower-cost 
exporters pose. Characteristically, the GOS is taking the 
lead, putting schemes in place to encourage creativity and 
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entrepreneurship, particularly in \"strategic\" sectors. It 

has even tinkered around the edges of its tight political 
controls, mandating a relaxation in social mores in order to 
give Singapore \"buzz.\" Butthe dominance of 
government-linked corporations in Singapore\'s economy, an 
educational system that stifles independent thinking, and the 
continued presence of the government in many aspects of 
Singaporean life perpetuate \"habits of constraint\" that may 
hinder the development of entrepreneurship in Singapore. The 
recent failure of a French topless revue franchise, part of a 
GOS-led effort to pump up Singapore\'s nightlife, has laid 
bare the limits of such top-down efforts. End Summary. 


2. (U) A strong record of economic success notwithstanding, 
Singapore\'s leadership recognizes that further growth will 
depend on finding economic advantages over the rapidly 
growing and low-cost economies of China, India, and ASEAN 
neighbors. As a developed nation, Singapore must also 
compete with other developed economies. To continue 
thriving, the GOS believes that Singapore must transform 
itself from an efficient platform for manufacturing and 
logistics into a global, knowledge-based and more 
entrepreneurial economy. With a small population, no natural 
resources, and a trade-heavy economy, the GOS is acutely 
aware of the need for Singapore to develop a strong 
entrepreneurial class that can adapt. 


3. (SBU) Pursuing the objective with its usual vigor, the 
government is pouring in resources. Prime Minister Lee Hsien 
Loong chairs a Research, Innovation and Enterprise Council 
(RIEC), established in 2005 to promote R&D and innovation in 
\"strategic\" sectors of the economy. In 2006, the RIEC 
announced it would provide $916 million (SGD1.4 billion) over 
the next five years to fund entrepreneurs. Also in 2006, the 
Ministry of Trade and Industry (MTI) unveiled its Science and 
Technology 2010 Plan (STP2010) which commits $4.9 billion 
(SGD7.5 billion) over the next five years to encourage 

raising R&D spending to 3 percent of Singapore\'s GDP by 2010. 


4. (SBU) GOS efforts to promote entrepreneurship continue to 
encounter a risk-averse Singaporean mindset, government 
domination of the economy, and discouragement of critical 
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thinking and inflexibility in the educational system. The 

2007 Global Entrepreneurship Monitor Report (GEM) showed 
that, among the surveyed OECD and developed economies, 
Singapore was consistently below the mean for all indicators 

of social and cultural attitudes toward entrepreneurship. 

For example, only 57.8 percent of Singaporeans believed that 
new business success was accorded high status in their 
country, compared to an average of 66.2 percent among all the 
countries in the survey, ranking Singapore 21st of 24. 


5. (C) Entrepreneurs continue to face obstacles in a number 

of sectors in the form of Government-Linked Corporations 
(GLCs), which account for nearly 60 percent of the national 
GDP. Temasek Holdings, the government\'s investment arm, is 
by far the largest investor in Singapore, with an estimated 
50-percent stake in Singapore\'s GLCs. GLCs often compete 
against each other in key markets, making entry by an 
independently-held company difficult. For example, SingTel 
and Starhub, both Temasek Holdings companies, compete 
directly in the wireless service market and will soon do the 
same in the cable television market. The strong GOS role in 
directing the economy likely has the unintended result of 
\"crowding outW natural economic development, according Dr. 
Sha Reilly, Chief Knowledge Officer at the National Library 
Board (NLB), which has a mandate to encourage creativity and 
entrepreneurship among young Singaporeans. She believes 
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Singaporeans look first to the government, rather than the 
private sector, to be the innovation leader. 


6. (C) Small and medium sized enterprises (SMEs) -- a 
potential source of innovation and commercial nimbleness -- 
find it difficult to secure financing for their businesses 

since financial institutions, accustomed to an abundance of 
large corporate customers, are reluctant to lend to riskier 
SMEs. The 2007 GEM report ranked Singapore 17 out of 21 
countries for venture capital availability. The Singapore 
Stock Exchange (SGX) is similarly inhospitable to SMEs, with 
many Singaporean entrepreneurs opting to list in other 
countries. SGX Executive Vice President Lawrence Wong told 
us that the SGX targets SMEs with a capitalization of SG$500 
million to SG$5 billion ($327 million - $3.27 billion). Wong 
characterized the amount as \"not a lot,\" but it does put SGX 
listing out of the range of many SMEs. He says a GOS 


Column 3 
proposal to develop an exchange catering to smaller firms was 
\"still under discussion.\" 


7.(C) While the government has allocated various funds to 
encourage SMEs, a number of business leaders told us that 
funding is still inadequate. They suggested that even if 
sufficient funding were available, it would still take at 

least a generation before an entrepreneurial culture would 
truly take root. Of the $4.9 billion STP2010 budget, less 
then two percent has been allocated for SME financing. 
Inderjit Singh, a Member of Parliament and an entrepreneur, 
told us that the proliferation of entrepreneurial schemes for 
SMEs was \"government lip-service that fails to address the 
critical need to divest GLCs and open markets." 


8. (SBU) The GOS\'s tight political control and the \"habits of 
constraint\" it fosters have inhibited the development of an 
entrepreneurial spirit and risk-taking culture, according to 
Nominated Member of Parliament Kum Hong Siew and others. G. 
Jahyakrishan, Assistant Director of International Enterprise 
Singapore (IE), a government entity responsible for helping 
Singaporean companies grow globally, believes that a 
prevailing atmosphere of restraint \"subtly\" leads to less 
risk-taking behavior by firms and individuals. Siew believes 
the government\'s attempt to encourage economic risk-taking 
while limiting political and social freedoms is unsustainable 
because it discourages the kind of critical thinking required 
for entrepreneurship. 


9. (C) Singapore boasts a highly competitive and 
well-regarded primary and secondary education system, but the 
number of Singaporeans completing a tertiary education is 
relatively low. Only 23 percent of Singaporean students 
entering primary school complete a degree at a local 

four-year university. In other knowledge-economies such as 
Japan\'s, around 50 percent of students complete a university 
degree. However, according to Cheryl Chan, Assistant 
Director of the Planning Division at the Ministry of 

Education (MOE), the government does not plan to encourage 
more students to get a higher education. The university 
enrollment rate will continue to be maintained at 20-25 
percent because the Singaporean labor market does not need 
everyone to get a four-year degree, she asserted. 
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10. (SBU) Singapore\'s education system has been criticized 
for being heavy on memorization and light on critical 

thinking and creativity. Based on the British model, the 
system is highly test-focused and separates students (a 
process referred to as \"streaming\") at an early age between 
high, middle, and low achievers. The GOS has slowly begun to 
introduce greater flexibility into the system by allowing 
\"streaming\" in subjects (rather than based on total average 
scores) and has created new magnet schools focused on 
mathematics, the arts, and sports. But there are only three 
such schools, and the overall education system has changed 
little. 


11. (SBU) Growth in the \"strategic\" media sector may be 
hampered by limits the government sets on freedom of speech 
and expression. Filmmakers such as Martyn See (reftels) or 
productions that touch on sensitive issues often find their 
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distribution and broadcasting rights disapproved by the Media 
Development Board (MDA), a governmental agency responsible 
for regulating and promoting media industries. Cheah Sin 
Liang, Deputy Director of International Relations at MDA, 
admitted to us that the GOSVs tight control over 

controversial political, religious, or social topics does 

limit growth in the media sector, but argued that such 

controls are necessary to prevent negative social 
consequences. 


12. (SBU) Singapore\'s approach to promoting R&D development 
in the biomedical field, another government-identified 
\"strategic\" sector, has also been criticized by foreign 

education specialists as too focused on quick economic gains 
rather than fostering the \"holistic approach" necessary for 
sustained innovation in science and technology. Dr. William 
Broady, President of Johns Hopkins University, told the local 
press in January that in order to be a leading center for 

R&D, Singapore had to get away from \"trying to measure 
short-term economic returns. There has to be a mindset 
change... in tolerating and being comfortable with failure 

and ideas that don\'t seem to be going anywhere.\" (Note: 
Johns Hopkins stopped development of a $53 million (SGD82 
million) Biomedical Sciences research unit after its 

Singapore Government partner, A*Star, accused Johns Hopkins 
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of not meeting performance benchmarks. End Note.) 


13. (SBU) The GOS appears to recognize the need to give 
citizens freer rein in order to foster creativity and 
entrepreneurship. Unwilling to loosen political controls, it 

has focused so far on easing social restrictions. The 
government made a highly controversial decision to allow 
casinos, and has awarded contracts to open two integrated 
resorts in 2009. Kumar, a popular transvestite nightclub 
comedian whose material focuses on taboo subjects including 
race, sex and the foibles of government personalities, has 
been allowed to perform on television and in public venues. 
Singaporeans returning from long stays overseas have told us 
of being shocked at the mushrooming of racy billboard 
advertising. MDA\'s Cheah pointed to the opening of the Crazy 
Horse French Burlesque in December 2005 (which subsequently 
closed in January 2007 due to poor attendance), and to the 
\"success\" of the Singapore Biennale (an arts festival) as 
further signs of greater social openness. 


14. (C) Ever thinking strategically, Singapore\'s leadership 
will keep pushing innovation in order to stay competitive in 
a rapidly changing Asia. To its credit, the government 
appears to recognize that its own penchant for control -- 
however enlightened its policy choices or soft its 
authoritarian touch -- may be at odds with the kind of 
free-wheeling atmosphere it needs to achieve its economic 
objectives. Time will tell whether it can promote 

creativity, critical-thinking, and innovation in society by 
loosening up on social issues and tinkering with the 
education system while keeping politics in quarantine. One 
way or another, Singapore\'s flirtation with openness will 
provide another interesting chapter in its unique history as 
a social-engineering petri dish. 


HERBOLD 
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E.O. 12958: DECL: 02/25/2016 

TAGS: PGOV, PHUM, PREL, OSCE, AM, TU 

SUBJECT: TURKEY: STAFFDEL TILLEMANN DISCUSSES ARMENIAN 
GENOCIDE RESOLUTION, ARTICLE 301, IRAQ 


REF: YEREVAN 194 


Classified By: A/Political Counselor Kelly Degnan for reasons 1.4(b), ( 
d) 


1.(C) Summary. SFRC Majority Staff member Tomicah Tillemann 
visited Ankara between February 22-23 to discuss the 
Congressional Armenian genocide resolution (AGR), 
controversial Turkish Penal Code Article 301 (insulting 
\"Turkishness\"), and Turkey\'s views on Iraq. Tillemann 
delivered a clear message on the AGR: Turkey can change the 
dynamic of the debate in the U.S. Congress by taking bold 
steps such as opening the Turkish-Armenian border or amending 
Article 301. GOT interlocutors said it would be extremely 
difficult to open the border while politicians are courting 
nationalistic voters prior to May presidential and November 
parliamentary elections. Tillemann welcomed the news from 
Parliamentary Justice Committee Chairman Koksal Toptan that 
change on Article 301 is expected in the next several weeks. 
Significant amendment could help reshape the Congressional 
debate on the AGR, Tillemann said. On Iraq, Turkey\'s Special 
Envoy to Iraq Oguz Celikkol told Tillemann that preserving 
IraqVs territorial integrity is critical, while several 

Kurdish contacts espoused a federal system and increased ties 
between the GOT and Kurdistan Regional Government (KRG). 
Celikkol asked the USG to urge the GOI to delay a Kirkuk 
referendum and take concrete steps against the PKK in 
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northern Iraq. End Summary. 


2.(SBU) Tillemann discussed the AGR in separate meetings with 
ruling Justice and Development Party (AKP) co-founder and 
Ankara MP Reha Denemec, DG for Bilateral Political Affairs 
Ambassador Resit Uman, and 

journalQsts and intellectuals who raise the \"genocide\" Qssue. 


3.(C) Uman, Denemec, and Toptan each told Tillemann that 
passage of the AGR would damage U.S.- Turkey relations and 
hamstring GOT moves toward Turkey-Armenia reconciliation. 
Uman reviewed Turkey\'s discussions with Armenia on 
normalization of relations and the formation of a Joint 
Commission of Historians. He described his meeting with GOAM 
Deputy FM Kirakossian in Istanbul during Hrant DinkYs funeral 
as sincere and constructive but said that subsequent actions 
by GOAM officials, such as Foreign Minister Oskanian\'s 
op-eds, had made it more difficult for the GOT to maneuver. 
Taking bold moves, as Tillemann suggested, would be 
politically difficult during an election year, Uman said. 

Opening the border would allow opposition parties to 
vigorously accuse AKP of giving into outside pressure and of 
being weak on national security issues. 


4.(C) Justice Committee Chairman Toptan told Tillemann that 
revisions to Article 301 are likely to include changing the 
text from \"insulting Turkishness\" to \"insulting the Turkish 
nation", requiring prosecutors to get clearance from a 
government authority (most likely an MOJ body) before 
launching a prosecution under the article, and lowering 
punishments under the article. AKP Ankara MP Denemec 
confirmed that the GOT is actively working on revisions. 
Tillemann welcomed the positive news, adding that such 
revisions would make it easier for supporters of strong 
Turkish-U.S. relations to vote against an AGR. 
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Iraq and the PKK 
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5.(C) Turkey\'s Special Envoy for Iraq Oguz Celikkol told 
Tilleman that the GOT\'s primary concern is maintaining the 
territorial integrity of Iraq; a splintering of the country 

would be a disaster for Iraq, the therQ is a mechanism 

to allow all communities to prticipate in determining the 
city\'s status. Celikkol agreed with Tillemann\'s point that 
Iraq\'s neighbors should play a larger role in helping to 
stabilize Iraq. On the PKK issue, Celikkol urged the USG to 
use its influence to convince the Kurdistan Regional 
Government (KRG) to cease its support for the PKK and the GOI 
to take concrete steps such as arresting top PKK leaders. 


6.(C) Kurdish contacts told Tillemann that the GOT could 
weaken the PKK by improving relations with the KRG. CHP 
Hakkari MP Esat Canan said that by increasing trade with the 
KRG, Turkey could significantly develop the economy in its 
southeastern region and weaken the PKKYs ability to recruit 
new members. Canan acknowledged the difficulty of doing so 
in a climate where all parties, including his own, were 
chasing the nationalist vote at the expense of solving the 
Kurdish problem. Canan said the CHP\'s increasingly 
nationalist bent will likely cause him to withdraw from the 
party and run as an independent in the next election. 


7.(C) Independent Kurdish politician and former Cizre mayor 
Hasim Hasimi told Tillemann the AKP understood the Kurdish 
problem but missed its window of opportunity last year to 
solve the issue by granting an amnesty for PKK members. 
Elections are now constricting the AKP\'s ability to act. 

Still, Hasimi\'s AKP sources told him that the party will 
attempt to capture the Kurdish vote from a weakened 
Democratic Society Party (DTP) by placing influential Kurds 
on its candidate list for the fall\'s parliamentary elections. 


8.(U) This message has not been cleared by Staffdel Tillemann. 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, MARR, MOPS, TU, IZ, AR 

SUBJECT: TURKISH FM GUL REAFFIRMS IMPORTANCE OF BILATERAL 
PARTNERSHIP TO CODEL DICKS 


1. (SBU) SUMMARY: Turkish FM Gul told a congressional 
delegation that the US/Turkey relationship has weathered many 
storms but that a US congressional Armenian genocide 
resolution threatens to undermine cooperation on our shared 
goals for Iraq, Afghani and more. US failure 

‘ill be Turkey\'s failure, Gpeighbors\' process as a f/rt. Gul 
welcomed Ralenvoy but expressed 

impatience with the lack of tangible results. e and DG Ocak 
urged the group to consider all of the facts and the 

potential ramifications before approving an Armenian genocide 
resolution, a request echoed separately by Turkish MPs. Rep. 
Dicks welcomed the offer of a historical commission and any 
additional steps Turkey could take towards Armenia. Rep. 
Rothman pledged to press for more action by the Iraqi Kurds 
against the PKK. Rep. Murphy urged Turkey to provide 
additional troops to Afghanistan. END SUMMARY. 


2. (SBU) Foreign Minister Abdullah Gul, in a February 20 
discussion with a 6-member congressional delegation led by 
Representative Norm Dicks (D-WA), enumerated Turkey\'s 
cooperation with the US both in the past and the present. He 
cited Turkey\'s role as the eastern bulwark against the Soviet 
Union during the Cold War; support for reconciliation 

efforts, logistical support and training for Iraq; leadership 

of ISAF multiple times, opening a PRT and constructing 
schools and hospitals in Afghanistan; contribution of troops 

to peacekeeping efforts in the Balkans and Lebanon; support 
for the international position against a nuclear Iran; and 
contributions to GWOT. However, he said, a US congressional 
resolution on an Armenian genocide threatens to damage our 
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cooperation in these areas. 


GENOCIDE RESOLUTION -- A PERIPHERAL ISSUE WITH GREAT IMPACT 


3. (SBU) Gul expressed frustration that arguments continue 
over an event that took place almost 100 years ago. Calling 
the 1915 forced relocation of Armenians from Turkey a 
\"tragedy,\" he questioned the use of the term \"genocide\" to 
describe an action taken against a population revolting 

against its government during wartime. Use of the term makes 
citizens here very unhappy, especially when they recall the 3 
million Turks killed in Balkan violence during and before 

WWI. The government will be unable to explain it if the 
measure passes. 


4. (SBU) FM Gul outlined Turkey\'s yet-unanswered offer to 
Armenia to establish a joint historical commission to study 

the issue. In response to a comment by Rep. Rothman (D-NJ), 
Gul stated that the commission is open to third parties, 
including historians from California. 


5. (SBU) Vefahan Ocak, new MFA Director General (DG) for 
Americas Affairs, noted that two delegation members are 
sponsors of the latest draft resolution. Asking rhetorically 
what other country in the region shares such a wide-ranging 
dialogue and agenda with the US, he warned that the genocide 
issue -- peripheral in comparison to our shared concerns -- 
threatens to derail bilateral cooperation on our core agenda. 
Turkey\'s offer to jointly examine history is genuine, he 

said. There is no ulterior motive. He urged the delegation 

to study the offer and to evaluate Armenia\'s objections, 
which, he claimed, have no intrinsic value. Rep. Dicks 
offered to explain Turkey\'s offer to others in Congress but 
urged that Turkey take any additional steps possible to reach 
out to the Armenians. 


IRAQ -- YOUR FAILURE IS OUR FAILURE 


6. (SBU) In response to a question by Rep. Frelinghuysen 
(R-NJ) about the consequences of a US troop withdrawal from 
Iraq, Gul said that a US failure will be Turkey\'s failure. 

US forces should not withdraw immediately and leave a vacuum 
behind. Everything must be done to preserve that country\'s 
territorial integrity and unity. Towards that end, Turkey 
supports President Bush\' strategy to secure Baghdad. Without 
stability or normal life in the capital, he said, one cannot 

be optimistic about the country. The constitutional 

committee should also complete its work on possible changes 


to that document; issues related to energy and federalization 
need to be addressed; Kirkuk must be avoided as an issue that 
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could spreadndum should be 

postpp who are not terrorists rs should not follow maximp 
Sunnis out; and lraqit successful to 

dat%, should continue. The US cannot be expected to stay in 
Iraq forever, he said. Iraqis must tke responsibility for 
themselves. 


7. (SBU) Partition is not an option, said Gul in response to 
Rep. Kaptur\'s (D-OH) suggestion that a \"soft partition\" might 
provide a solution to the instability. Iraq is not like the 

former USSR. There are no natural borders between the ethnic 
groups. If Iraq was divided into three states, Iran would 
influence the Shia area and become a real threat to the Gulf 
region. Many government and religious leaders came from 
Iran, which already has influence in Baghdad. The Sunnis, 
however, would be the most dangerous element. The wealthy, 
educated Sunnis would leave, stated Gul, and the terrorists 
would stay, giving al Quaeda a true fundamentalist state. 

Civil war would continue and -- willingly or not -- 

neighboring countries would get involved. 


JOIN FORCES WITH IRAQ\'S NEIGHBORS 


8. (SBU) Gul touted the Iraqi Neighbors\' process, established 
at Turkey\'s initiative, as a tool which the US could employ 

to foster greater regional support for Iraq\'s security and 
democratic development and to unite the regional countries on 
other issues. The group has already agreed on a joint 
mechanism to counter terrorism, he said. In response to Rep. 
Carney\'s (D-PA) question about what the US should do to 
stabilize the region, Gul said that US engagement is critical 

and recommended the use of \"soft power\" to spread the values 
of democracy, a free-market economy, and human rights. Rep. 
Rothman applauded the Neighbors\' effort and urged that 
regional leaders -- who may be more effective than the US to 
get Iraq to move forward on constitutional reforms -- use 

this forum to press for action. 


PKK - THE WEDGE BETWEEN FRIENDS 


9. (SBU) The PKK terrorist group is creating problems between 
the US and Turkey, said Gul. Responding to PKK attacks 
consumes Turkey\'s military resources. The Foreign Minister 
said it is unimaginable that the PKK finds safehaven in the 
friendly country of Iraq that the US supports and that Turkey 
cannot do anything about it. Turkey has its own military and 
can act, but does not want to cause more problems in Iraq. 

It hopes the US will help. Gul welcomed the efforts of Gen 
(ret) Ralston but said some think he was appointed to 
\"satisfy Turkey and buy time.\" Turkey expects a tangible 
result at the end, said Gul, and urged Congress to press the 
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administration for action. 


TURKEY A LEADER IN AFGHANISTAN 


10. (SBU) Turkey has increased its troop levels in 

Afghanistan to nearly 1000, said Gul. He noted Turkey\'s two 
France, the establishmenQ and its pledge of $100. 

This assistance heped to build and manage hospitals where 

650,00 Afghanis have been treated and to open 44 schols 

around the country where 35,000 children are being educated. 


11. (SBU) Rep. Murphy (D-PA) thanked Turkey for its 
contribution of peacekeeping troops in the Balkans and 
elsewhere. Expressing concern about an expected Taliban 
spring offensive, Murphy asked if Turkey could contribute 
additional troops to Afghanistan. Gul stated that Turkey\'s 
recent increase of troops to 1000 was done at US request and 
said that the battle in Afghanistan cannot be won by military 
means alone. He urged the international community to 
increase efforts to reach out to the Afghan population, to 
include alternative crop development as part ofthe 
counter-narcotics program. Foreign forces cannot stay in 
Afghanistan forever, said Gul. We must strengthen the 


Afghans academically, socially and economically. 
POSITIVE ENERGY STORY 


12. (SBU) Gul called bilateral energy cooperation a good news 
story, noting the US role in the construction of the 
Baku-Tbilisi-Ceyhan pipeline. Rep. Kaptur welcomed Gul\'s 
explanation of Turkey\'s energy pipeline projects. Kaptur 
noted her interest in developing port-to-port cooperation 

with other countries such as Turkey. 


TURKISH MPs ON IRAQ AND ARMENIA 


13. (SBU) At a dinner in their honor, Codel members heardhd opposition CHP members ` 
would not like to sedrawal froy for 

thQStudy Group report an$s provided training to Irs and 
encouraged Sunni participaion in the political process. 

They noted te sensitivity of Kirkuk as a potentially 

explosive microcosm of Iraq,s problems, and said Turkey 
expects more U.S. support against PKK terrorism from northern 
Iraq. Reps Rothman and Kaptur urged Turkey to take a more 
active role with Iraq,s neighbors, including at the 

parliamentary level, to foster regional stability, and they 

urged more Turkish-US parliamentary dialogue, including, for 
example, via DVC. 


14. (SBU) Turkish MPs asked how congressional passage of an 
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Armenian genocide resolution would serve US interests, given 
the damage it would cause to US-Turkish relations. They 
claimed that government and opposition parties are working 
together to address Turkish-Armenian relations and both back 
the Turkish offer to establish a joint historical commission 
whose conclusions they would accept. Turkey needs more time 
and US support for this process, not a genocide resolution, 

they stated. Rep Rothman said it would be helpful if Turkey 
could show more leadership to improve relations with Armenia. 


15. (U) Codel Dicks did not have an opportunity to clear this 
message. 
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STATE FOR SCA/FO DAS GASTRIGHT, SCA/A, S/CRS, S/CT, 
EUR/RPM, INL/CIVPOL 
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OSD FOR SHIVERS 

CENTCOM FOR CSTC-A, CG CJTF-76, POLAD 


E.O. 12958: DECL: 02/26/2017 
TAGS: PGOV, PREL, MARR, KJUS, ASEC, PTER, AF 
SUBJECT: DIAG: STALLED AND SEARCHING FOR MOMENTUM 


Column 3 
Classified By: Ambassador Ronald Neumann for reasons 1.4 (b) (d) 


1. (C/REL/) Summary: President Karzai chaired a 
meeting of cabinet ministers and international 
community representatives February 7 to review 
progress made to date by the Disbandment of Illegally 
Armed Groups (DIAG) program and to approve formally 
the new DIAG Action Plan. While the revised action 
plan is designed to ensure greater political support 

at all levels and to move responsibility for DIAG 
operations into the line ministries, especially 

Ministry of Interior, the discussion never got around 

to the action plan. President Karzai opened and 
closed the meeting by noting that the program was 
important and should go forward, but that the 
environment was \"delicate.\" While there was strong 
support for reinvigorating the program from some 
participants, notably the Japanese, and to a lesser 
extent from the EU, the discussion among the Afghan 
participants highlighted the many problems and 
challenges facing the program. Fairly pointed 

criticism of the program\'s lack of accomplishment and 
focus came both from Afghans and international 
partners. Inthe end, Karzai declared the program 
should go forward with greater speed, but that all 
should keep in mind the challenge of reconciling 
momentum with sensitivity to security concerns. While 
an incremental increase in DIAG activity could 
conceivably take place in some areas of the country, 

it is clear that process is stalled and no one knows 
how to invigorate it in the midst of the current level 

of fighting End Summary. 


2. (C//REL/) Following an uninspiring presentation 

by First Vice President Khalili consisting mainly of a 
recitation of the details of the 28,700 weapons and 
explosives collected thus far under DIAG, Afghans and 
international partners alike struggled unsuccessfully 

to articulate a vision for a reinvigorated DIAG 

process that would reinforce the government\'s 
authority and make a real difference in the security 
situation on the ground. 


International Community Concerns and Themes 


3. (C//REL/) Views from the international community 
representatives fell broadly into two categories: 

those who wanted to restructure and refocus the DIAG 
program, learning lessons from past mistakes, and 


Column 3 

those who wanted to move forward quickly, arguing that 
DIAG was too important to dismantle and restructure. 
There was considerable overlap in these two views and 
even those with significant criticisms of the program 
acknowledged that long term security could not be 
achieved without DIAG. Several stressed the need for 
Presidential intervention to remove political 

obstacles. The Canadian Ambassador stressed the need 
for responsibility and ownership at the ministerial 

level, noting that his government had invested 
resources but didn\'t see results. The EU 
representative made an important distinction between 
quality and quantity, sensibly urging that DIAG focus 

on \"weapons that threaten the population,\" rather than 
being strictly the numbers game that it has been in 

the past. The Ambassador of Japan, the \"lead nation\" 
for DIAG, on the other hand, declared that his country 
was satisfied with the progress to date and that 
Japanese people understand it is a difficult problem. 
(Note: when queried later whether this was truly the 
Japanese view, or merely a positive statement for 
tactical purposes, he reiterated this position. End 
note.) The Dutch charge said that while the momentum 
is stalled at the moment, the program needs to move 
forward. 
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The View from the Afghan Side 


4. (C//REL/) Several of the Afghan participants, 
notably NDS chief Amarullah Saleh offered criticism as 
severe as anything from the international side. 
Claiming that the incentives were not working, Saleh 
cited a \"lack of courage\" in the security services to 
move against illegal armed groups when NDS provided 
information on them. Public confidence is weak 
because of the lack of loyalty and confidence in the 
security structures. The typically exuberant Attorney 
General Sabit suggested that the president sign a 
proclamation stating that after a date certain all 
persons possessing unlicensed weapons will be 
prosecuted, but his own colleagues dismissed the 
suggestion as impractical. The Minister of Interior 
unhelpfully suggested that DIAG was hampered by lack 
of infrastructure and could not move forward until the 
GOA had buildings from which to operate in all the 
districts, a comment which was privately derided by 
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one of his colleagues after the meeting. 


Not with a Bang but a Whimper... 


5. (C//REL/) Perhaps drawing comfort from the one 
bright spot, the relatively successful strategic 
communications and public affairs component of the 
program, President Karzai noted that the concept had 
strong support from the public and said that he 
regularly receives requests from around the country to 
increase DIAG activity. He concluded by promising to 
raise DIAG from time to time in the Policy Action 
Group (PAG). 


Comment 


6. (C//REL/) Frustration with the slow pace of 
progress on DIAG is nothing new. DIAG, as a concept, 
has strong Afghan and international support, however - 
reflecting political and security realities on the 

ground - implementation has not lived up to its 
promises. Many of the keys to successfully 
implementing DIAG in the long term, including 
strengthening leadership at the Ministry of Interior 
and expanding the reach of the police and security 
services across the country, are also keys to 
defeating the ongoing insurgency in the short to 
medium term. President Karzai, while offer symbolic 
support for DIAG, correctly appears more focused on 
strengthening his government and defeating the 
insurgency as his immediate priority. DIAG still has 
significant long term support. But many private 
discussions indicate that Ambassadors and Afghans 
alike share the perception that progress will require 
development of greater confidence that the GOA can 
protect those who disarm, and threaten those who do 
not. 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, PHUM, ECON, VM 

SUBJECT: VFM LE VAN BANG ON UPCOMING HIGH-LEVEL VISITS, OUTSTANDING 
BILATERAL ISSUES 


Ref: Hanoi 349 


1. (SBU) Summary: The GVN is placing great stock in the upcoming 
visit of DPM/FM Khiem to the United States as \"preparing the 
atmosphere\" for President Triet\'s own travel to the United States 
later this year, VFM Le Van Bang told the Ambassador February 26. 
The DPM\'s visit will also provide the occasion to close out 

remaining bilateral business, such as the Maritime Agreement and the 
Dalat reactor conversion project. The VFM assessed in positive 
terms recent advances in mil-mil relations and USG efforts to 

address dioxin remediation, was less sanguine about the possibility 

of a Peace Corps breakthrough and suggested that President Triet\'s 
visit -- possibly in late June or the second week in July -- should 

be the \"finish line\" for pending commercial agreements and a new 
Embassy land deal. The Ambassador raised human rights concerns 
(reftel) and pressed for clarity on what issues the DPM plans to 

raise in Washington -- including issues related to a bilateral TIFA, 
each country\'s respective consular presence, dioxin remediation and 
ODA. The Ambassador also sought greater bilateral law enforcement 
cooperation, such as in addressing the growing money laundering 
problem. End Summary. 


2. (SBU) The Ambassador, in his February 26 meeting with Vice 
Foreign Minister Le Van Bang, discussed at length human 
rights-related issues (reftel). This message details discussions on 
other issues raised during the meeting. One focus of the discussion 
was the March 10-17 visit to the United States of DPM/FM Pham Gia 
Khiem. Arrangements are underway for a four-city tour taking the 
DPM to San Francisco, Los Angeles, Chicago and Washington. 


3. (SBU) The Ambassador noted the that the DPM\'s visit could help to 
continue the forward momentum in bilateral relations spurred by 
President Bush\'s very positive visit to Vietnam last November, while 
laying a foundation for the successful visit later this year of 

President Nguyen Minh Triet. In that vein, it is important that, 

before the United States and Vietnam move on to new bilateral 
business, the two sides close out remaining issues such as the 
Maritime Agreement, Dalat, Peace Corps and a number of commercial 
matters, the Ambassador said. 


Maritime Agreement, Dalat, Peace Corps, Commercial Deals 
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4. (SBU) The Maritime Agreement signing has been set for March 15, 
and we hope that this does not change, the Ambassador continued. 
Regarding our cooperation in reducing the threat of the 

proliferation of nuclear material, Vietnam and the United States 

have agreed to cooperate in converting the Dalat nuclear reactor 

from HEU to LEU fuel. Our two sides are close to agreement on this 
projects details, and we are working towards signing two key 

contracts in March. On a possible Peace Corps program, however, 
although many in the USG and GVN support reaching an agreement, to 
date it has been difficult to translate this support at the working 

level toward concrete progress. Particularly nettlesome has been 

the lead agency\'s (MOET, the Ministry of Education and Training) 
limited mandate to reach an agreement on key points regarding the 
status and scope of the program. At this point, the USG needs a 

clear signal from the GVN on whether to continue to push forward or 

to shelve this matter. A number of large commercial deals involving 
Boeing, AES, Alcoa and Gannon also remain before us, the Ambassador 
said. 


NEG, Mil-Mil Relations 


5. (SBU) Resolution of the land issue for our new Embassy has also 
been elusive, the Ambassador noted. The USG\'s presence in Vietnam 
continues to grow, and our plans for a new Embassy will provide a 
50-year platform for carrying out USG business in Vietnam. Moving 
forward on this issue would allow not only the USG, but also the 

GVN, to address problems related to our respective presences in 
Hanoi and Washington. VFM Bang pledged to take a close look at this 
matter, and suggested that the President Triet visit may be the 
occasion to wrap this up. 


6. (SBU) Improvements in bilateral military-to-military relations 

have been notable, and we look forward to further progress in this 
area, the Ambassador continued. For example, we would like to move 
ahead with sales of non-lethal military equipment and have requested 
from the Ministry of Defense a non-binding Letter of Request on 
potential items of interest. Furthermore, we are looking forward to 

a number of possible ship visits in the months ahead that would 
include vessels with meteorological and humanitarian missions. We 
hope that the GVN relaxes its stated one-per-year limitation on 

foreign ship visits, the Ambassador said. 


DPM\'s, President\'s Visits 


7. (SBU) The DPM\'s visit will be key to preparing the atmosphere for 
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President Triet\'s own travel to the United States, VFM Bang 

asserted. In response to tne Ambassador\'s question about the Triet 
visits timing, VFM Bang said that the MFA had proposed to the 
President\'s office either the last two weeks of June or the second 

week in July, but has not yet received any feedback. It is also 

unclear where, other than Washington, D.C., President Triet will 

visit. Texas and New York City are two possibilities. As for the 

DPMVs visit, he will be accompanied by a number of high-ranking 
officials from the Ministries of Trade, Transportation, Education 

and Training, Science and Technology and Planning and Investment, as 
well as the Office of the Government (the Prime Minister\'s Office). 
While in Washington, in addition to the confirmed meetings with the 
APNSA Hadley, the Secretary and USTR Schwab, the DPM is seeking 
meetings at OPIC, ExImBank, Commerce, the IMF, the World Bank and 
Congress. 


Peace Corps \"Complicated\" 


8. (SBU) VFM Bang acknowledged the upcoming Maritime Agreement 
signing and noted that the DPM\'s visit will hopefully be an occasion 

to seal the Dalat-related agreements. Peace Corps is more 
complicated. While the GVN would welcome a \"first-stage\" Peace 
Corps program that is focused on English-language training, the USG 
appears to want more. As with other bilateral projects, such as 

fullest possible accounting, demining and other forms of 

humanitarian assistance, a successful Peace Corps presence requires 
a step-by-step approach to build confidence; once this has been 
achieved, then the program\'s activities could be expanded. There is 
no doubt that Vietnam, in light of its national aspirations, could 

use the English-language training that a Peace Corps program could 
provide. VFM Bang said that the issue \"should be kept alive\" and 
addressed by a step-by-step approach that will \"hopefully begin 
something.\" 


Commercial Deals, Trade Relations, ODA 


9. (SBU) Regarding pending commercial deals, although the DPM\'s 
visit will be an opportunity to \"work on them." President Triet\'s 

visit should be the \"finish line we aim for,\" VFM Bang continued. 
Vietnam is currently weighing offers from Boeing and Airbus and VFM 
Bang surmised that Boeing could win a deal for half of the 15-20 

aircraft that will be added to Vietnam Airlines\' fleet. The AES and 
Gannon power plant deals are in \"good shape.\" Regarding Alcoa, 
Chinese, French and Canadian companies have also expressed interest 
in bauxite mining, but Alcoa\'s bid may be more attractive because of 

its added pledge to refine the bauxite in Vietnam, VFM Bang said. 
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10. (SBU) VFM Bang reported that the GVN is still \'puzzled\" by the 
textile issue (referring to possible anti-dumping action to limit 

the import into the United States of apparel products from Vietnam) 
and expressed his hope that \"nothing happens.\" The GVN has been 
urging Vietnamese textile manufacturers \"not to rush to export goods 
to the United States nor price their wares too low. On a possible 
bilateral TIFA and GSP, the GVN is \"very interested," he added. As 
for ODA, the GVN is pleased with the ongoing incremental increases 
in USG assistance. The recent announcement about dioxin-related 
environmental remediation was also welcome, \"particularly in dealing 
with certain people, VFM Bang continued. Vietnam remains hopeful 
that there will one day be a highly visible \"U.S. symbol, such as an 
American university,W which could be launched on the basis of both 
private and public support. 


11. (SBU) The GVN agrees that both sides should maintain the 
positive momentum in mil-mil relations and that military sales can 

help in this regard. Military sales can also serve to lower the 

trade deficit, VFM Bang observed. In the minds of Vietnam\'s 
leadership, spare parts for helicopters and armored personnel 

carriers are priorities. High-tech items and other equipment, such 

as fast patrol boats, are also desirable. \"We understand that the 
United States does not want Vietnam to be weak militarily,\" VFM Bang 
opined. As for other forms of mil-mil cooperation, the VFM recalled 
the recent visit of CINCPACFLT Admiral Gary Roughead and noted the 
prospects of future bilateral cooperation in search and rescue, 
meteorological data collection and sharing, humanitarian operations 
and ship-borne fullest possible accounting. 


What\'s on the DPM\'s Mind? 


12. (SBU) Returning to the subject of the DPM\'s upcoming U.S. visit, 
the Ambassador mentioned that it would be helpful to know what 
issues the DPM plans to raise in order to be fully prepared to 
respond. For example, USTR has suggested a TIFA as an excellent 
next step in developing our bilateral economic relationship, and the 
Ambassador asked whether DPM Khiem will raise it. Similarly, it 
would be useful to Know whether the DPM will want to discuss the 
issue of opening of new consular facilities in each other\'s country, 
which has been the subject of some informal discussions. On dioxin 
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remediation, we are searching for ways to strengthen our two 
Presidents\' commitment in this area, and knowing how the DPM plans 
to raise this matter would be useful. VFM Bang responded that the 
MFA will not advise the DPM to raise the dioxin matter. VFM Bang 
went on to note that Vietnam\'s former Vice President Nguyen Thi Binh 
has been very vocal on this subject and that U.S. support for 
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organizing international NGOs to address the \"human side\" of the 
dioxin problem might \"ease the situation.\" 


Law Enforcement Cooperation 


13. (SBU) In terms of law enforcement cooperation, the DEA-MPS MOU 
signed last November was a good step forward, and our recent 
exchanges on money laundering were welcome, the Ambassador noted. 
However, we need to increase our cooperation to address money 
laundering, which now involves a flow of an estimated USD one 

billion per year. While the USG has at its disposal the ability to 

freeze suspect bank accounts, there are better ways to deal with 

money laundering. The Ambassador suggested that senior members of 
the DPM\'s delegation meet with Department of Justice officials to 
discuss this matter further. VFM Bang responded that it remains 
unclear whether a Ministry of Public Security official will join the 

DPM\'s delegation; perhaps the Office of the Government 
representative could discuss this. However, effectively addressing 

the money laundering problem must begin in the United States, VFM 
Bang argued. The Ambassador responded that better bilateral 
cooperation requires changes in Vietnam\'s own legislation. 


Education ODA? 


14. (SBU) Recalling Prime Minister Nguyen Tan Dzung\'s direct request 
to President Bush last November for Weducation ODA\" for Vietnam, and 
the Prime MinisterYs own recent mention of this to him, the 
Ambassador sought clarification from VFM Bang on what the GVN 
envisions in this area and whether and how the DPM will raise it. 
Expanding the Fulbright program, working with the GVN on English 
language curriculum development or initiating a Peace Corps English 
language program are obvious education-related steps, but it seems 
that the PM has something bigger in mind. On the question of ODA in 
general, the Ambassador noted that, while the USG has increased the 
total amount of ODA for Vietnam over the years, big ticket 
infrastructure and other items should not be expected, and it would 

not be useful for the DPM to raise this request in Washington. 


MARINE 
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SIPDIS 
DEPARTMENT PLEASE PASS TO NSC FOR ADAM STERLING 


E.O. 12958: DECL: 02/25/2012 

TAGS: PGOV, KDEM, HU 

SUBJECT: CANDID IN CAMERA: FIDESZ FACTION LEADER NAVRACSICS 
ON OPPONENTS IN AND OUT OF THE PARTY 


REF: A) BUDAPEST 226 AND PREVIOUS B) 06 BUDAPEST 2229 
Classified By: POL/C ERIC V. GAUDIOSI; REASONS 1.4 (B) AND (D) 


1. (C) Summary: FIDESZ Parliamentary Faction Leader Tibor 
Navracsics outlined his ongoing efforts to shift the party\'s 

focus from politics to policies in a meeting with Ambassador 
Foley February 23. Navracsics downplayed the prospects for 
\"fireworks\" initiated by FIDESZ on March 15, detailed the 
emerging factions within his own party, and shared his candid 
assessment of the reform communist\" MSZP leadership. End 
Summary. 


2. (C) In a private meeting with Ambassador Foley, an 
expansive and thoughtful Navracsics minimized the chances of 
violence on March 15 (ref a), stating that any \"excitement\" 
would be \"started by the authorities. He added that FIDESZ 
is planning to have its rally in the evening, in part to 

avoid any conflict with government-sponsored events. In 
subsequent public statements, Navracsics indicated that 
FIDESZ officials might even attend the official ceremonies. 


FROM ELECTORAL WALK-OVER TO PARLIAMENTARY WALK-OUT 


3. (C) Reviewing his nearly one year as parliamentary 
faction leader, Navracsics confided that he had found the 
party \"defeated in mind and in spirit" after last year\'s 
parliamentary elections. Although the overall picture 
remains Wsomber and tense,\" he is positive regarding the 
progress made in moving the party\'s focus from politics to 
policy. He conceded that the present political gridlock is 
likely to remain, however, noting that \"the government can 
use its majority to have its own way and the opposition sees 
no reason to ease the government\'s burden.\" He predicted 
that the current \"excommunication\" policy of walking out on 
PM Gyurcsany\'s speeches in Parliament (\"and then walking 
right back in\") will continue, but explained that the 

practice was more symbolic than practical" in its impact and 
is \"the least disruptive step we could have taken." 
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WHO\'S WHO IN FIDESZ 


4. (C) Analyzing his own party, Navracsics described 
FIDESZVs evolution from a small cadre from the same 
generation to a broader spectrum of membership. He cited MP 
Laszlo Kover as an example of the partyYs more \"radical\" 
members and MPs Mihaly Varga and Zoltan Pokorni as 
\"moderates,\" though he sees Pokorni as \"fading.\" Orban, he 
concluded, is \"shifting ... as always.\" When asked about the 
party\'s process of identifying and promoting talent from the 
local to the national level, Navracsics described popular 
Debrecen Mayor Lajos Kosa and Budapest District V Mayor Antal 
Rogan as \"local heroes,\" noting that they are not \"new faces\" 
but had focused on local governance to date. He sees no 
reason why \"Kosa couldn\'t be Prime Minister one day.\" 


5. (C) Navracsics described a simple party structure with 
\"limited spin doctors.\" He said the party\'s executive 
committee, including himself, Pokorni, Varga, and Kosa, 
strove for consensus but recognized diverse views. He 
demurred regarding his own future, commenting that \"I can 
stay if | want to,\" but noting that he would not need to make 
a decision until the summer. 


KNOWING YOUR ENEMY 


6. (C) Turning to the other parties, Navracsics saw the 
upcoming race for the SZDSZ presidency as a battle \"between 
the party\'s head (Economy Minister Janos Koka) and its soul 
(MP - and former FIDESZ member - Gabor Fodor).\" Koka, he 
continued, would make the SZDSZ \"the business branch of the 
MSZP\" and blur any distinction between the parties, while the 
more passionate and doctrinaire Fodor is \"a good guy ... but 
not a doer.\" 


7. (C) Surveying the MSZP, Navracsics readily conceded that 
the Gyurcsany government \"appears stable.\" Although the 
majority could \"reconsider\" its support for the PM, 
Navracsics believes the elections of 2010 are the \"realistic\" 
focal point for FIDESZ\'s efforts. Not that the opposition 

will mute its criticism in the meantime: Navracsics described 
the MSZP as \"Bolshevik in its organization culture\" and in 
its practice of \"always asking the public for more time for 

its policies to achieve success.\" Even many in the MSZP\'s 
\"new generation,\" he added, focus solely on controlling the 
bureaucracy rather than mastering the issues. Of the most 
frequently discussed alternatives to Gyurcsany, Navracsics 
described Defense Minister Imre Szekeres as the \"master 
apparatchik,\" Minister of Labor and Social Affairs Peter Kiss 
as an \"ideologue\" and an \"eternal candidate,\" and 
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Parliamentary Speaker Katalin Szili as \"the most popular.\" 


8. (C) As for the independent opposition MDF, Navracsics 
ruefully remarked that he would \"like them as a coalition 
partner\" but that personal conflict with party leader Ibolya 
David makes rapprochement unlikely. He believes that the 
MDF\'s official line of \"neither Orban nor Gyurcsany\" will be 
sustainable and that the party will have to \"get off the 
fence\" before the next elections. As far as he is concerned, 
\"the door to a coalition remains open." 


THE UPHILL BATTLE 


9. (C) In a brief reference to the potential referenda on 

various aspects of the government\'s reform package (ref b), 
Navracsics minimized their chance of success, commenting \"7 
questions are just too many.\" He expressed greater 
confidence in longer-term efforts to build a \"new majority\" 

of those who had been disappointed by the Gyurcsany 
government\'s policies. His optimism is tempered, however, by 
the realization that \"the people and the press are still more 
interested in who refused to shake who\'s hand\" than in the 
substance of policy. 


MILES TO GO 


10. (C) Comment: Rising to his present position largely 
through his role as a policy advisor, Navracsics is a 

relative newcomer to Parliament. As FIDESZ faction leader, 
his formal interventions articulating the party\'s hard line 
often strike us as strained. He revealed a far more moderate 
and cerebral side in private, particularly in assessing the 
relative strengths of his allies and his adversaries. He is 
correct in assessing the continued focus on politics and 
personalities, but that is nowhere a greater problem than in 
FIDESZ. Although he has changed the party\'s slogan to \"A New 
Majority\" (from the short-lived \"Democracy without 
Compromise\"), he has miles to go in changing the party\'s 
culture to realize that vision. End Comment. 


FOLEY 
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E.O. 12958: DECL: 02/27/2017 

TAGS: PGOV, PHUM, PREF, PREL, KDEM, ASEC, TH 

SUBJECT: AMBASSADOR AND CNS GENERAL WINAI DISCUSS POLITICAL 
SITUATION 


REF: A. BANGKOK 1036 (SOMKID RESIGNS) 
B. BANGKOK 1034 (CHATURON DEFIES BAN) 
Classified By: Ambassador Ralph L. Boyce, reason: 1.4 (b) and (d). 


SUMMARY 


1. (C) The Ambassador cautioned the Council for National 
Security (CNS) against responding harshly to political 

activities by the Thai Rak Thai (TRT) party leader. Ina 
February 26 lunch with CNS Secretary General Winai 
Phattiyakul, the Ambassador also expressed USG interest in 
the CNS lifting restrictions on political activities as soon 

as possible. Winai discussed the CNSVs plan to educate the 
citizenry about the constitution in advance of the referendum 
likely to take place in August or September. Winai admitted 

he had a hand in the recent decision of some senior officials 

to leave TRT, but he did not have insights into the Prime 
Minister\'s much criticized decision to appoint former Thaksin 
era Deputy Prime Minister Somkid Jatusripitak as an economic 
envoy. (Somkid ended up resigning shortly after assuming his 
duties.) Winai discussed rumored divisions within the CNS, 
hinting that General Saprang Kalayanamitr would likely become 
the next Army Commander. The RTG wanted to begin reforming 
the national police but did not expect to complete the job in 

the coming months. Winai said the RTG had no evidence of 
future terrorist attacks in Bangkok. The Malaysian 
government could help facilitate -- but not mediate -- RTG 
dialogue with southern insurgents by creating an environment 
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more conducive to talks. Winai assured the Ambassador the 
RTG would not deport Hmong refugees in Nong Khai to Laos. 
End Summary. 


OUTLOOK ON THE CONSTITUTION 


2. (C) The Ambassador hosted CNS Secretary General (and 
Defense Ministry Permanent Secretary) Winai Phattiyakul for 
lunch on February 26. Appearing relaxed and confident, Winai 
first discussed the ongoing constitution drafting process. 

Winai believed the Constitution Drafting Committee (CDC), and 
CDC Chairman Prasong Soonsiri, understood clearly how to 
produce a good document. The result would be an improved but 
not dramatically changed version of the 1997 Constitution. 

The form of the Senate -- whether composed of elected or 
appointed officials -- remained to be determined, Winai said. 
He predicted modifications to the provisions allowing for a 
party list for House of Representatives elections, although 

he believed that the party list might not be abolished 

entirely. 


3. (C) Winai said the authorities had ample time to educate 
and inform the public about the new constitution before the 
upcoming referendum (likely in August or September). The 
authorities would devote much of their attention in this 
effort to Thai Rak Thai (TRT) supporters. If the public were 
to reject the constitution, Winai said, it would be 

politically disastrous, but, in that event, as provided by 

the interim constitution, the CNS and the Cabinet would 
simply prepare a new constitution and submit it to the King. 
Winai predicted that such a constitution would not differ 
dramatically from the Constitution Drafting Assembly\'s 
version, but it would be better for the charter to emerge 
from a relatively transparent process which involved 
extensive give-and-take with the public and interest groups. 


RESPONDING TO TRT LEADER\'S CAMPAIGNING 


4. (C) The CNS would meet on the afternoon of February 26, 
Winai said, to discuss how to respond to the political 
gatherings held by TRT Party Leader Chaturon Chaiseng, who 
had recently flouted a ban on party activities (ref B). 

Winai said Chaturon had acted highly inappropriately, and the 
authorities were very upset. The government would have to 
respond in some fashion, Winai said, and would do so after 
reviewing the relevant laws. Winai acknowledged Chaturon 
might have deliberately sought to provoke a harsh response. 


5. (C) The Ambassador urged Winai to consider carefully how 
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best to respond to Chaturon, and to weigh the possible 
international repercussions. Cracking down on Chaturon 
appeared unnecessary, the Ambassador said, if the CNS would 
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lift the ban on political party activities in the near 

future. Lifting the ban as soon as possible would help 

improve Thailand\'s standing, the Ambassador conveyed. Winai 
said the ban would likely be repealed in June at the latest 

-- and Chaturon should have waited until then to hold such 
gatherings. Tangentially, Winai noted resentfully that the 

TRT populist policies that Chaturon advocated in his meetings 
represented a significant financial burden on the government, 
which had spent billions of Baht (hundreds of millions of 

USD) to continue some of Thaksin\'s programs. 


DEFECTIONS FROM TRT 


6. (C) The Ambassador asked about the recent defection from 
Thai Rak Thai of Deputy Party Leader Suwat Liptapanlop and 
others, who recently formed a \"Reconciliation Alliance!" (ref 

B). Winai readily admitted that he had pressed Suwat to 

leave TRT; according to Winai, Suwat and his allies were 
reluctant to break from the party, saying they preferred to 

wait and see the new mechanism established by the next 
constitution. Winai had recounted to his TRT contacts that 
deposed Prime Minister Thaksin Shinawatra had an opportunity 
in early 2006 to take a break from politics; had Thaksin made 
his move early enough, he would have commanded a degree of 
sympathy from the public and could have returned successfully 
to political life in the future. Suwat and his allies seemed 

to take on board Winai\'s message and decided to jump ship. 


7. (C) Winai expressed strong confidence that the 
Constitutional Tribunal would dissolve TRT, after hearing all 

the evidence that the party had committed undemocratic acts. 
(Note: The legal case against TRT began during Thaksin\'s time 
in office; it was not initiated by the coup leaders, although 

the coup leaders strengthened the sanctions that could apply 

to party executives. End Note.) Winai predicted the 

Tribunal would hand down its ruling in May. 


8. (C) When the Ambassador asked about the recent appointment 
(and quick resignation) of former Thaksin era Deputy Prime 
Minister Somkid Jatusripitak as Chairman of a government 
commission to explain the King\'s \"sufficiency economy" 
principles, Winai admitted that Prime Minister Surayud\'s 

decision to appoint Somkid had generated widespread 
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disappointment. Winai said he had no role in Somkid\'s 
appointment, and he did not know the details behind it. 


SECURITY IN BANGKOK 


9. (C) Turning to security issues, the Ambassador asked Winai 
about recent public statements by RTG officials that unnamed 
perpetrators might carry out bombings in Bangkok. 
Dismissively, Winai said the government had no evidence of 
planned attacks. Discussing Defense Minister Boonrawd 
Somthat\'s public claim that students from Ramkhamhaeng 
University might be involved in attacks, Winai said that 
Ramkhamhaeng -- which has many southern Muslims -- typically 
fell under suspicion whenever government officials focused on 
terrorism, and surveillance activities at the university has 

risen as a matter of course after the New Years Eve bombings 
in Bangkok. 


DIVISIONS IN THE CNS 


10. (C) The Ambassador asked about continuing rumors of 
divisions within the CNS. Winai said he did not see any 
meaningful rifts, but General Saprang Kalayanamitr and 
General Anupong Paojinda seemed to be warily eyeing each 
other, wondering which of them might be selected to replace 
General Sonthi Boonyaratglin as Army Commander in September. 
Winai remarked that some people felt Saprang would not be the 
best candidate, but he was senior to Anupong. In any case, 
Saprang would have to retire after a year, and Anupong seemed 
willing to defer to Saprang, hoping then to replace him in 

2008. 


11. (C) The Ambassador then raised the bitter public dispute 

in January between Saprang and former Prime Minister Chavalit 
Yongchaiyudh. Winai said this dispute had ended after Privy 
Council President Prem Tinsulanonda told Chavalit to stand 
down. Winai relayed that ChavalitWs political ambitions had 
revived after the coup, when it became unclear who among the 
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civilian politicians might be able to fill the vacuum left by 
Thaksin\'s removal. 


POLICE REFORM 


12. (C) The Ambassador asked Winai for his assessment of the 
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RTG\'s intentions for institutional reforms of the Royal Thai 
Police (RTP). Winai disclaimed responsibility in this 

matter, noting the Prime Minister\'s office was managing the 
issue. When asked whether it would be best for an interim, 
unelected administration to carry out such an effort, Winai 
said it was important for the current leadership to initiate 

the process. He did not expect the RTP to be restructured by 
the time Surayud leaves office, but if the interim government 
did not start the ball rolling, future administrations would 

not have the will to carry out necessary reforms. 


13. (C) Citing a characterization of new Police Chief 

Seripisuth Temiyavet as a maverick in the mold of Saprang, 

the Ambassador asked Winai\'s view. Winai said Seripisuth was 
even more independent-minded than Saprang -- Seripisuth was 
known to have criticized his senior officers, Winai said, 

whereas Saprang would not do so. 


MALAYSIAN ROLE IN SOUTHERN THAILAND 


14. (C) The Ambassador asked Winai what type of role the 
Malaysian government might play in helping to end the 
insurgency in southern Thailand. Winai said the Malaysians 
could not mediate between the RTG and insurgents, but the GOM 
could help to facilitate dialogue. Specifics steps the GOM 

could take included establishing a joint committee to examine 
dual nationality; resolving the disposition of 131 Thai 

villagers from the border area who sought refuge in Malaysia 

in August 2005, claiming they feared Thai government 
persecution; and sharing information with the RTG on 

insurgent leaders. Bilateral Thai-Malaysian cooperation 

could make the environment more conducive to talks, but Winai 
emphasized that the Malaysians would not be directly involved 
in any dialogue. 


HMONG REFUGEES 


15. (C) Acknowledging that Winai no longer had formal 
responsibility for refugee issues (as he had previously, when 
serving as NSC Secretary General), the Ambassador 
nevertheless explained USG interest in having access to Hmong 
refugees at Nong Khai. Winai was not in a position to 

facilitate this access, but he assured the Ambassador without 
qualification that the Hmong refugees would not be refouled 

to Laos. 


COMMENT 
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16. (C) We will continue to raise at the highest levels our 
interest in seeing the early restoration of civil liberties. 

We note Winai is well aware of the political hazards 
surrounding the constitutional referendum, and are encouraged 
that the authorities are already planning extensive voter 
education. 

BOYCE 
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E.O. 12958: DECL: 02/24/2017 

TAGS: PREL, SCUL, KDEM, AG 

SUBJECT: ALGERIAN FOREIGN MINISTER BEDJAOUI CRITICIZES U.S. 
POLICY ON IRAQ, PALESTINIANS BUT WANTS MORE U.S. EDUCATION 
PROGRAMMING IN ALGERIA 


Classified By: Ambassador Robert S. Ford; reasons 1.4 (b, d) 


1.(C) SUMMARY: FM Bedjaoui and U/S Hughes agreed February 
24 on the need to work in partnership with the U.S. in 

finding solutions to the problems of the region. While 

agreeing on the importance of fighting terrorism across 

borders, Bedjaoui and Hughes parted ways on how best to bring 
about viable solutions in Palestine and Iraq. Bedjaoui 
suggested that withdrawing U.S. troops and forcing the Iraqis 

to solve their own problems was the best way forward. 

Bedjaoui encouraged the U.S. to consider engaging parties 

like Palestinian Hamas that it did not like, drawing an 

analogy to the French not wanting initially to consider 

Algerian independence worthy of negotiation. Bedjaoui said 
bringing about democracy in the Middle East would take time 
but that education was vital to the process. End Summary. 


ALGERIA OFFERS LITTLE ON IRAQ AND PALESTINIAN PROBLEMS 


2. (C) Under Secretary Karen Hughes, accompanied by the 
Ambassador, NEA/MAG Director Elizabeth Hopkins and Embassy 
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Pol/Econ chief (notetaker), called on Foreign Minister 
Mohamed Bedjaoui in Algiers February 24. Hughes described 
one of the major aims of her job as addressing the root 
causes of terrorism. She said the U.S. had much to learn 
from the Algerian experience in combating terrorism. 

Bedjaoui affirmed that Algeria\'s \"long and bitter\" struggle 
with terrorism had taught it that terrorism knew no borders. 
Algeria had also learned that it was equally vital to address 
social and economic ills in combating extremism. 


3. (C) U/S Hughes asked Bedjaoui for Algeria\'s help and 
advice on Iraq and the Palestinian situation. Bedjaoui 
suggested that withdrawing U.S. troops and forcing the Iraqis 
to solve their own problems was the best approach. The 
Ambassador noted that withdrawing U.S. troops would increase, 
not diminish, the power of the militias in Iraq and hence 
increase the likelihood of sectarian strife. Bedjaoui cited 

the withdrawal of British troops as an indication that the 
situation in lraq was getting worse and expressed 
disappointment that Iran now had more clout in the region 

than it had prior to the U.S. invasion. He told U/S Hughes 

the Administration should have taken more seriously the 
Baker-Hamilton Report, which encouraged U.S. engagement of 
Iran and Syria. Later over lunch, Bedjaoui decried the 
execution of Saddam Hussein, which he insisted was a quote 
political assassination end quote, had been done badly. 
Hughes said the Iraqi government had been responsible for the 
timing and manner of the execution but all should agree that 
Saddam was a dictator who deserved no sympathy personally. 


4. (C) On the Palestinian situation, where Hamas did not 
recognize Israel\'s right to exist, Bedjaoui pointed out that 
many negotiations started from such circumstances. He cited 
Algeria\'s own independence struggle as an example, noting 
that Charles DeGaulle of France did not initially recognize 

the need to negotiate with the Algerians on their 
independence. Hamas, continued Bedjaoui, won free and fair 
elections. Bedjaoui opined that over time Hamas would come 
to recognize Israel. The situation in Iraq, like that in 
Palestine, concerned everyone. Algeria joined the U.S. in 

the desire to find a settlement to both conflicts as soon as 
possible. It would be foolish and irresponsible now to blame 
the Americans for trying to find solutions to these problems, 
no matter what paths had been traveled to this point. 

Algeria, he said, would do its best to assist. (Comment: he 
offered nothing concrete, however. End Comment.) 


EDUCATION VITAL TO MIDDLE EAST 


5. (C) The foreign minister offered the example of the 
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African Union\'s Counterterrorism Center, located in Algiers, 

as an area of cooperation with the United States in advancing 
mutual interests -- in this case fighting terrorism in the 

Sahel. Hughes said the U.S. was indeed grateful for 

Algeria\'s cooperation in the fight against terrorism and 

sought to expand our cooperation, as partners, in economic 
and educational areas. Bedjaoui opined that he was one of 
relatively few Arab senior officials who carefully reads the 
annual UNDP reports on human development in the Arab world. 
The reports, he noted, made clear that the educational system 
inthe 22 Arab countries was poor and dwindling. Without a 
push from outside, future educational development in the 
region faced bleak prospects. Bedjaoui said it was vital to 
overcome this educational deficit in tne Arab world. 

Developing democracy, he observed, was a process of learning 
a culture through education. 


6. (U) Under Secretary Hughes has cleared this message. 


FORD 
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DEPT FOR SCA/CEN 
EUR/ACE FOR GERALD OBERNDORFER AND JOHN POST 


E.O. 12958: DECL: 02/27/2017 

TAGS: EAID, PHUM, SOCI, UZ, USAID 

SUBJECT: SURVIVING AGAINST ALL ODDS 

REF: TASHKENT 276 

Classified By: AMB. JON R. PURNELL, FOR REASONS 1.4 (B, D) 


1. (C) Summary. Despite the GOU\'s closure of the U.S. NGO 
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Counterpart International in June 2006, the organization\'s 
Community and Humanitarian Assistance Program (CHAP) has been 
able to continue operations, thanks in large part to its 

local representative\'s re-registering as a private 

entrepreneur. Since the entrepreneur\'s name is not included 
as a consignee on any of the humanitarian shipments, the 
containers have been distributed as planned to recipients 
around the country. Since 1998, the CHAP program has 
distributed over $82 million worth of assistance, of which 

$3.5 million has been distributed since Counterpart\'s closure 
last year. The Cabinet of Ministers has tacitly approved 

this arrangement, which could serve as a success story in 

other countries where the government has shut down NGOs but 
continues to see value in allowing humanitarian assistance. 

End summary. 


2. (C) Despite the GOU\'s closure of the U.S. NGO Counterpart 
International in June 2006, the organization,s Community and 
Humanitarian Assistance Program (CHAP) has been able to 
continue operating, due in large part to its resourceful 

local representative, Kamol Khusainov, who registered as a 
private entrepreneur. His firm, \"Khusainov K.H.,\" which was 
established in summer 2006, is authorized to provide 
\"information support services\" and \"documentation 
processing.\" Khusainov emphasized that he is not the 
consignee for any of the shipments, and therefore merely 
oversees the delivery and distribution process. (Note: Since 
1998, the CHAP program has provided over $82 million worth of 
humanitarian assistance to Uzbek recipients, with the State 
Department covering the transportation costs. End note.) 


3. (C) Khusainov told the DCM that he has continued to meet 
with Vladislav Bolkonov, the head of the Cabinet of Ministers 
Working Group on Humanitarian Assistance, Health, and Social 
Issues, who is responsible for approving all humanitarian 
shipments. Bolkonov has been willing to work with Khusainov, 
acknowledging that the consignee is the end recipient rather 
than Khusainov. (Note: CHAP recipients include the 
Republican Children\'s Fund, health departments, labor and 
social protection offices, and local NGOs and associations. 

End note.) Khusainov told Poloff that after becoming a 

private entrepreneur he opened a new bank account at the 
Korea Development Bank (KDB), where he receives his salary by 
fund transfer in his capacity as a private citizen, rather 

than in any company\'s name. 


4. (C) Since Counterpart\'s June 2006 closure, Khusainov told 
us that CHAP has shipped clothing and household items worth 
over $3.5 million to Uzbek recipients. According to 
Khusainov, two containers have so far cleared customs in 
2007, with a further five awaiting clearance. On January 
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28-30, Poloff accompanied Khusainov and CHAP\'s Tbilisi-based 
regional director Sergey Khomchenko on site monitoring visits 

to hospitals, orphanages, schools, and Republican Children\'s 
Fund offices in the Ferghana Valley (reftel). All assistance 

was fully inventoried, documented, and accounted for. In 
Namangan the program distributed clothing to several needy 
families, who commented that with all their disposable income 
spent on food, CHAP support enables them to adequately clothe 
their children. 


5. (C) Comment: The key ingredient in CHAP\'s ability to 
persevere in such a restrictive environment has been a 
quick-thinking local manager, who secured both his own 
organization\'s confidence for this arrangement and the 
government\'s blessing. This success story could have 
applicability in other countries where NGOs have been shut 
down, but where governments still see value in humanitarian 
aid. 
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PP RUEHDE RUEHDIR 

DE RUEHKU #0281/01 0581048 

ZNR UUUUU ZZH 

P 271048Z FEB 07 

FM AMEMBASSY KUWAIT 

TO RUEHRH/AMEMBASSY RIYADH PRIORITY 2337 
RUEHDO/AMEMBASSY DOHA PRIORITY 1576 

RUEHC/SECSTATE WASHDC PRIORITY 8376 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE PRIORITY 
RHEBAAA/DEPT OF ENERGY WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RHMFUU/DEPT OF HOMELAND SECURITY WASHINGTON DC PRIORITY 
RULSJGA/COMDT COGARD WASHINGTON DC//CG-3PCP-4// PRIORITY" "UNCLAS SECTION 01 OF 03 ł 


SIPDIS 

SIPDIS 

STATE FOR NEA/ARP, DS/T/ATA, S/CT, PWPPA; ENERGY FOR 
WILLGING, NSC FOR JESSEE; RIYADH FOR ECON, RSO, ENERGY 
ATTACHE; DOHA FOR RSO 

E.O. 12958: N/A 

TAGS: KU, QA, KCIP, ASEC, ENRG, OTRA, PTER 

SUBJECT: KUWAIT COUNTRY CLEARANCE GRANTED: KUWAIT CRITICAL 
INFRASTRUCTURE SURVEY TEAM (ATA 6156) 


REF: A. STATE 21022 
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B. STATE 23269 


1. Embassy Kuwait welcomes and hereby grants country 
clearance for the following Kuwait Critical Energy 
Infrastructure Protection Survey Team (ATA 6156) members 
traveling to Kuwait from March 13-21, 2007: Richard Soler - 
DS/T/ATA; Kevin Maloy - DS/T/ATA; Patrick Willging - U.S. 
Dept. of Energy; Donald Moffett - DS/PSD/PSD; Gary Risden - 
DS/PSD/PCB; Patrick Whelan - DS/PSD/PCB; William Spencer - 
U.S. Dept. of Homeland Security; Bruce Averill - State CEIP 
Policy Coordinator; CAPT Donald Grant - U.S. Coast Guard; 
Randy Rhodes - Port Security Specialist; and Walter Lewis 
Edwards - Operations and Training. 


2. This clearance is not/not valid for entry into Iraq; you 
must apply for Iraq clearance through Embassy Baghdad. 


3. Embassy Point of Contact: Steve Conlon, Economic 

Officer. - Phone: (965) 259-1249. Fax: (965) 259-1051. 

Mobile: (965) 942-3897. Email: ConlonSM@state.gov - Embassy 
will meet and assist upon arrival. 


4. Lodging: Hotel reservations have been made at the Hilton 
Kuwait Resort - Phone: (965) 225-6222. Fax: (965) 225-6292 - 
at a daily rate of USD 263.42, which includes breakfast. The 
hotel accepts major credit cards and is within the per diem 
rate. The daily per diem rate for Kuwait is USD 260.00 for 
lodging, plus a meal and incidental expense (M&IE) allowance 
of USD 96.00 for a total of USD 356.00. 


5. Following is post\'s standard guidance for visitors to 
Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry 
visas to American citizens on arrival, upon presentation of a 
valid passport. There is a processing fee of three (3) 

Kuwaiti Dinar (KD 3.000, approximately USD 10.50) for each 
visa issued. The fee may be paid either in KD or USD. Post 
strongly advises travelers to carry some documentation on the 
purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side 

of the airfield and passports have to be carried to a 

different location at the airport for processing. Airport 

visas are valid for 90 days after arrival; anyone staying 
beyond this period must obtain an extension, which should be 
requested 2 weeks prior to visa expiration. Anyone departing 
Kuwait who has overstayed the visa will be charged a fine of 
KD 10.00 (USD 35.00) per day at the airport. All travelers 
planning to visit Iraq should make sure that they obtain the 
required exit/entry stamps for each transit through Kuwait, 
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and be aware that they will need to obtain anew Kuwaiti visa 
upon return, even after a day tripto Baghdad. Failure to do 
so can result in heavy fines. If possible, travelers should 

try to obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of alcohol, 
pork products, personal firearms, and any 
suggestive/pornographic materials (videotapes, magazines or 
books) is strictly prohibited by Kuwaiti law. Kuwait is 
still clearing mines and munitions. Visitors must remain on 
major paved roads when traveling in Kuwait. Travel north of 
Jahra toward the lraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. The time 
difference with the East Coast of the United States is EST 
plus 8 hours. The Embassy switchboard number is (965) 
259-1001, and the IVG number is 4950000. The after hours 
number which rings at Marine Guard post one is (965) 
538-2098. The mission duty officer can be reached through 
the embassy switchboard, Post One, or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, 
Dulles, VA 20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and 
the military threatcon is currently Charlie. We have 
increased security precautions at official U.S. installations 
in Kuwait and recommend that all Americans in Kuwait remain 
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alert to their surroundings and review their personal 
security practices. 


e. Health Advisory for Kuwait: April through October is 
the hot season in Kuwait. Temperatures reach 120-140F in 
summer. Caution should be taken to prevent dehydration and 
heat exhaustion by 1) drinking plenty of fluids and 2) 
staying indoors, especially during peak temperature hours of 
12:00-15:00. Low humidity coupled with high temperatures 
creates excessive moisture loss from evaporation. It is 
necessary to drink 2-4 quarts of water daily to prevent 
dehydration. Visitors in November through March can expect 
cold winds and at times heavy rains. Light winter clothing is 
suitable for Kuwait during these months. At this time 
allergies and colds are more common. Persons traveling to 
the area are advised to have over-the-counter medications, 
such as Tylenol, Ibuprofen, cold and cough medications with 
them for self-treatment. 
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f. Money: Credit cards are widely accepted in hotels, 
restaurants and other establishments throughout Kuwait and 
ATM machines are also readily available. For travelers on 
official orders, the Commercial Bank of Kuwait can provide 
accommodation services (cashing a personal check drawn on a 
U.S. bank into local currency) up to a maximum of USD 300.00 
per day from noon to 2:00pm, Saturday through Wednesday. At 
the current rate of exchange, one Kuwaiti Dinar (KD) is 
equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the attention 
of the RSO, and include the level of their clearance. The 
cable should include the visitor's Social Security Number, 
and the name of the agency granting the clearance. Cables 
should include the ASEC tag to ensure distribution to the RSO 
office and the Marine Security guard at post one. 


h. Computer and Electronics usage: Sensitive military 
information has been discovered recently on business center 
computers at local hotels in Kuwait City. All U.S. 

Government personnel and contractors must remember that it is 
their responsibility to observe good computer and information 
security practices. Information processed on computers in 
hotel business centers, through email correspondence or 
document creation, is highly exploitable. Public computers 
located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or 
disseminate sensitive information. Compromise of sensitive 
government or military information can result in serious 
damage to national security. Compromises of sensitive 
personal data can result in significant personal and 

financial hardship. Random checks are conducted by Embassy 
personnel on public PC\'s. Breaches in COMPUSEC will result 
in the violator receiving security infractions and/or 

security violations. Inter-agency security standards 

prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell 
phones, palm pilots, radios and other convenience electronics 
are prohibited in all secure areas of the mission. 


i. Photography: Tourist photography is encouraged in 
Kuwait. However, it is strictly forbidden to photograph 
public buildings, economic infrastructure, or military and 
other security-related facilities and personnel. 

Confiscation of film and camera and even arrest may result 
from doing so. A good rule of thumb: If there is any doubt 
as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length 
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of stay, must bring or forward fiscal data to pay for direct 
costs of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed to 
their visit. Direct charge costs include, but are not limited 
to: American and LES staff overtime (e.g., expeditor, 
accommodation exchange, representational event support), 
field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all 
other costs that are directly attributable to the visit. If 

fiscal data on visitors travel authorization is to be used 

for this purpose, this information must be spelled out in the 
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travel orders and sufficient funding must be provided to meet 
these expenses. In addition, for TDYers over thirty (30) 

days, there will be a charge for ICASS support services. If 
your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. 
The agency should provide post with written communication, 
generated by the traveler\'s headquarters, that confirms the 
agency will pay ICASS charges for the TDYer, provide the 
agency ICASS billing code for the TDY support to be provided, 
and authorize the traveler to sign the ICASS invoice 

generated by the TDY module. When travel is urgent, TDYers 
should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not 

provide any services to a TDYer staying in excess of 30 days 
without having received this documentation prior to day 31 of 
the TDY. 


k. Visit Kuwait\'s unclassified intranet website at 
http://kuwait.state.gov. 


6. This cable was last updated on October 30, 2006. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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ZNR UUUUU ZZH 

R 271051Z FEB 07 

FM AMEMBASSY NAIROBI 

TO RUEHC/SECSTATE WASHDC 7779 

INFO RHMFIUU/DEPT OF HOMELAND SECURITY WASHINGTON DC 
RUCPDOC/DEPT OF COMMERCE WASHDC 
RUEATRS/DEPT OF TREASURY WASHDC 
RUEHRC/USDA FAS WASHDC 1457 
RUEHDS/AMEMBASSY ADDIS ABABA 9136 
RUEHAE/AMEMBASSY ASMARA 4916 
RUEHBJ/AMEMBASSY BEIJING 0309 
RUEHJB/AMEMBASSY BUJUMBURA 0034 
RUEHEG/AMEMBASSY CAIRO 3926 
RUEHDK/AMEMBASSY DAKAR 1255 
RUEHDR/AMEMBASSY DAR ES SALAAM 5115 
RUEHDJ/AMEMBASSY DJIBOUTI 4590 
RUEHKM/AMEMBASSY KAMPALA 1857 
RUEHKH/AMEMBASSY KHARTOUM 0965 
RUEHLGB/AMEMBASSY KIGALI 4703 
RUEHNE/AMEMBASSY NEW DELHI 0213 
RUEHLO/AMEMBASSY LONDON 2162 
RUEHFR/AMEMBASSY PARIS 2118 
RUEHKO/AMEMBASSY TOKYO 0614","UNCLAS NAIROBI 000924 


SIPDIS 

SENSITIVE 

SIPDIS 

USDOC FOR USPTO OFFICE OF ENFORCEMENT 

STATE PLEASE PASS USTR WILLIAM JACKSON AND JENNIFER CHOE GROVES 
STATE ALSO FOR AF/E, AF/RSA, AF/EPS, EB/TPP/IPE, AND EB/TPP/MTA 
TREASURY FOR VIRGINIA BRANDON 

HOMELAND SECURITY FOR CBP/DHS AND ICE/DHS 

E.O. 12958: N/A 

TAGS: KIPR, ETRD, EINV, EFIN, ECON, PGOV, KE 

SUBJECT: KENYA MAKES STEADY PROGRESS COMBATING COUNTERFEITING AND 
ENFORCING IPR IN 2006 

REFS: (A) STATE 0794 (B) NAIROBI 0583 (C) NAIROBI 0439 


(D) 06 NAIROBI 5374 (E) 06 NAIROBI 4940 
(F) 06 NAIROBI 3729 (G) 06 NAIROBI 1953 


1. Sensitive but Unclassified. Please protect accordingly. 
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2. (SBU) Although the Kenyan Minister of Trade himself admits that 
his country is the \"dumping ground in East Africa for substandard 
goods\" from China and India, Kenya in fact made steady progress in 
2006 towards more effective enforcement of intellectual property 
rights. In November, the government established an enforcement 
division within the Kenya Copyright Board (KCB) in the Office of the 
Attorney General (AG). It has since made several high profile 
confiscations and begun developing working relationships with the 
American Chamber of Commerce of Kenya (ACCK), the Kenya Association 
of Manufacturers (KAM), and other business associations. The AG 
will likely table an Anti-Counterfeit Goods bill before Parliament 

this spring. Following a February 20, 2007 meeting with an 
executive from GlaxoSmithKline, Trade Minister Mukhisa Kituyi 
announced that the government would seek passage of an 
anti-counterfeit medicines bill this spring as well. End Summary. 


3. (SBU) In response to repeated complaints from the American 
Chamber of Commerce of Kenya (ACCK), the Kenya Association of 
Manufacturers (KAM), and other business associations that Kenya must 
do more to safeguard intellectual property rights, the Government of 
Kenya (GOK) established in November 2006 an IPR enforcement 
division, staffed by five prosecuting attorneys and two police 
investigators, within the Office of the Attorney General's Kenya 
Copyright Board (KCB). At the time, Minister of Trade and Industry 
Mukhisa Kituyi vowed that Kenya would no longer be the dumping 
ground in East Africa for substandard goods, from China and India. 
He said Kenya would strengthen surveillance of its sea and land 
borders, prohibit Kenya from being used as a transit country for 
trafficked goods destined for other nations, and pursue agreements 
with its neighbors on joint customs operations. In keeping with 
these commitments, the Kenya Revenue Authority\'s (KRA) Deputy 
Commissioner in Charge of Policy and Legislation Creck Boyange 
announced on February 19, 2007 that Kenya had purchased four patrol 
boats from a Dutch firm to \"facilitate customs anti-smuggling 

patrols in the Indian Ocean and Lake Victoria.\" In an attempt to 
stem the flow of pirated goods from their source to Kenya, the GOK 
signed an agreement with China last fall wherein Chinese officials 
promised to make a good faith effort to prevent the shipment of 
bogus products to Kenya. 


4. (U) Minister Kituyi participated in a number of high profile 
confiscations and destructions of pirated goods, ranging from Bic 
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pens, to cans of phony Kiwi shoe polish from China stamped \"Made in 
Kenya,\" to illegal copies of Microsoft software. In February 2007 
police officers attached to the KCB\'s Copyright Enforcement Division 
confiscated 40 personal computers from two Nairobi retail outlets 


after discovering they were loaded with pirated Microsoft software. 

Kituyi was particularly incensed when KRA officials discovered that 
counterfeiters had forged the government\'s \"Diamond Mark of Quality\" 
in their attempt to smuggle the bogus Bic pens (ref D). 


5. (U) Assistant Trade Minister Abdirahman Hassan was among several 
senior Kenyan officials who attended an inaugural ACCK November 1-3, 
2006 East Africa IPR Conference (ref E). Other government 
participants were from KRA, the KCB, the Bureau of Standards (KBS), 
and the Kenya Industrial Property Institute (KIPI). Attendees 

called upon Parliament to pass the GOK\'s proposed Anti-Counterfeit 
Goods bill. In her address before a January 26, 2007 International 
Customs Day audience, Commissioner of Customs Wambui Namu said the 
government would seek passage of the bill when Parliament reconvenes 
on March 20. KRA Commissioner General Michael Waweru added that 
Kenya would encourage its East African Community (EAC) partners to 
consider adopting a regional anti-counterfeit bill consistent with 

the East African Community Customs Management Act (ref B). 


6. (SBU) The government also intends to seek passage of a bill 
prohibiting the sale of counterfeit medicines. Following a February 
20 meeting with the GlaxoSmithKline President of Pharmaceutical 
Operations David Stout, Minister Kituyi said the GOK would press 
Parliament to adopt an anti-counterfeit drugs bill. Kituyi assured 
Stout that in the meantime the GOK would destroy all counterfeit 
products. According to Sylvance Anderson Sange, the KIPI Chief 
Trademark Examiner, Kenya will amend its industrial property rights 
laws to \"domesticate WTO decisions on TRIPS.\" This, he explained, 
is in keeping with Kenya\'s efforts to ensure that its IPR laws 
conform to international statutes. 


7. (SBU) Aside from wanting to better adhere to its TRIPS 
obligations, Kenya has become more IPR-conscious for several 
reasons: 


-- Local manufacturers and legitimate traders are clamoring that 
their businesses are being undermined by counterfeit goods. 
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-- Multinational corporations such as Sara Lee have threatened to 
vacate Kenya if the government does not combat pirating. 


-- Kenyans were taken aback in 2006 when Japan patented the \"Kiondo\" 
brand of hand-woven baskets and handbags made by Kikuyu women of 
central Kenya and the Akamba women of eastern Kenya. Similarly 
Kenyans are astounded that a British company, \"Kikoi Ltd.,\" has 
attempted since last August to patent the word \"kikoi\" as an 

exclusive UK trademark. In the Kenyan context, kikoi is a 100 

percent East African hand-knitted cotton sarong. Kenyans now 

realize that they, too, can lose out if they do not legally claim 

and protect homegrown intellectual property. 


-- Kenyan pastoralists have suffered large losses of livestock when 


using adulterated tick sprays that left their cattle vulnerable to 
pest-borne diseases. 


-- Without their consent or payment of royalties, Kenyan musicians, 
writers, and artists have had their works copied. In August 2006, 
President Mwai Kibaki acknowledged that counterfeiting is denying 
Kenyan musicians, artists, recording companies, and publishers a 
return on their creations and investment. He called upon the police 
and the judiciary to collaborate in combating piracy. (Note: In 

Kenya, common counterfeit goods include substandard batteries, fake 
drugs, pirated music and films, illegal computer software, and 
textbooks. An estimated 80% of all popular trademarks have been 
counterfeited and 97% of all music cassettes sold in the local 

market is believed to be pirated. According to KRA, counterfeiting 
costs legitimate producers an estimated USD 430 million per annum in 
Kenya. The government suffers about USD 90 million in lost revenue 
annually. End Note.) 


8. (U) The enforcement of intellectual property rights in Kenya has 
been a joint effort between rights holders and various government 
agencies. For example, the Anti- Counterfeit and Substandard 
Products Secretariat, a unit that was housed in the KRA, drew 
members from other government departments such as Weights and 
Measures, KBS, KIPI, KCB, and the Department of Trade in the 
Ministry of Trade and Industry. It also had members from the 
private sector, including KAM and the Music Society of Kenya (MSk). 
Formed to deal with various counterfeit and piracy matters, it 
successfully carried out raids on various premises, seized goods, 
and had the cases brought to court. However, its legality was 
challenged in court, leading to its disbandment in 2005 and the 
rebirth of an anti-counterfeit enforcement division within KRA. 
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9. (SBU) Partly as a result of Kenyan participation in USPTO GIPA 
training programs, the KCB is putting together a copyrights database 
and, in concert with the KRA, is designing an authentication device, 
which will be affixed to all audiovisual and software products 
approved by the board. This anti-piracy security device will be used 
to identify legitimate products. In other new developments, the 
government has begun de-linking the KCB from the Office of the 
Attorney General to give it the independence to ensure the effective 
administration and enforcement of copyright legislation in the 
country. 


10. (U) The Anti-Counterfeit Goods bill of 2006 aims to recreate 
(by statute) the Anti-Counterfeit and Substandard Products 
Secretariat. The new agency would be an independent corporate body 


SIPDIS 

consisting of representatives of both the private and public 
sectors. It would coordinate with national, regional, or 
international organizations involved in combating counterfeiting. 
The proposed law provides for penalties that are pegged to the 
retail value of the legitimate goods. A first-time offender would 
be liable to a penalty three times the market value of the goods 


and/or three years in prison. A repeat offender would be subject to 

a fine five times the value of the goods and/or five years in 

prison. The proposed act makes it an offence for one to obstruct an 
inspector in the course of his duties or to disclose information 

that is deemed to be a trade secret. This offence is punishable by a 
maximum fine of Ksh 2 million (about USD 28,600) and/or three years 
in prison. 


11. (U) Passage of the Anti-Counterfeit Goods bill is a government 
priority. The AG has been quoted as saying \"my office is committed 
to ensure that the Bill is published and debated in the National 
Assembly and enacted by parliament during the course of this year." 


12. (SBU) Comment: As counterfeiting has become a larger issue in 

the economy, the GOK has responded well and come a long way in 
improving protection of IPR in Kenya. But much work still needs to 

be done. In an election year full of other distractions, the test 

will be whether the GOK can maintain the momentum established in 2006 
by following through on the promises and commitments it has made. 

End Comment. 


Ranneberger 
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SIPDIS 
SIPDIS 


STATE FOR ISN, EB, NEA, IO, VCI, P AND T 
TREASURY FOR TFI 


E.O. 12958: DECL: 02/27/2022 

TAGS: KNNP, EFIN, PREL, JO, IR 

SUBJECT: UN SECURITY COUNCIL RESOLUTION 1737 - JORDAN 
FOLLOW-UP 


REF: A. A) AMMAN 659 


B. B) AMMAN 701 
C. C) STATE 14071 
D. D) STATE 15761 


Classified By: Amb. David Hale, Reasons 1.4 (b) and (d). 


1. (C) Per ref\'s A and B, Ambassador and other senior 
embassy officers have engaged the director of the Office of 
King Abdullah, the director of Jordan\'s General Intelligence 
Directorate, the Foreign Minister, and the director of the 
private office of the Foreign Minister on ensuring effective 
implementation of UNSCR 1737 (ref C) and focusing this 
message on Russia during the recent visit to the region of 
President Putin (ref D). All GoJ parties engaged pledged 
vigorous cooperation. 


2. (C) Post has since verified that none of the Iranian 

entities cited in Ref C are currently licensed to operate in 
Jordan, and there are no indications of any activities by 

them in Jordan. Deputy Governor of the Central Bank of 
Jordan Faris Sharaf assured ECOUNS that he would also 
cooperate fully in pursuing this issue. He added that Bank 
Sepah does not operate in Jordan, and he will alert banks not 
to have any banking relationships with it. 

HALE 
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RR RUEHGI 

DE RUEHNJ #0174/01 0581101 

ZNR UUUUU ZZH 

R 271101Z FEB 07 

FM AMEMBASSY NDJAMENA 

TO RUEHC/SECSTATE WASHDC 4972 
INFO RUEHUJA/AMEMBASSY ABUJA 1357 
RUEHAS/AMEMBASSY ALGIERS 0163 
RUEHGI/AMEMBASSY BANGUI 1310 
RUEHEG/AMEMBASSY CAIRO 0134 
RUEHKH/AMEMBASSY KHARTOUM 0403 
RUEHLO/AMEMBASSY LONDON 1648 
RUEHNM/AMEMBASSY NIAMEY 2904 
RUEHFR/AMEMBASSY PARIS 2112 
RUEHYD/AMEMBASSY YAOUNDE 1474 
RUCNDT/USMISSION USUN NEW YORK 0959","UNCLAS SECTION 01 OF 02 NDJAMENA 000174 


SIPDIS 
SENSITIVE, SIPDIS 
LONDON AND PARIS FOR AFRICA WATCHERS 


E.O. 12958: N/A 

TAGS: EFIN, PHUM, PGOV, CD 

SUBJECT: CHAD: Ministry for Morality Anti-fraud Unit 
Uncovers Teacher College Admissions Fraud 


1. (U) Summary: Based on an investigation of 
malfeasance in the grading of entrance examinations and 
selection procedures for admission to Chad\'s teacher 
colleges, the anti-fraud unit of the Ministry for 

Morality identified 11 senior Ministry of Education and 
other officials for prosecution and/or disciplinary 

action January 29. The anti-fraud unit\'s findings also 
resulted in the removal of 460 fraudulently admitted 
students and their replacement by 579 wrongly-excluded 
applicants. While the extent to which Chad\'s judicial 
and government administrative systems will ultimately 
hold those accused accountable, their detention and the 
planned criminal prosecution of the group\'s ringleaders 
offer some hope for change to a Chadian public 
accustomed to influence peddlers and bribe takers 
operating with impunity. End summary. 


2. (U) The eleven individuals charged with fraud in 

the selection of students for the 2006/07 academic year 

at Chad\'s teacher colleges include a virtual \"Who\'s 
Who\" of the country\'s primary and secondary educational 
establishment. The officials were members of a 14- 
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member jury responsible for grading the examinations 

and for identifying the 2,080 candidates admitted to 
Chad\'s teacher colleges for 2006/07 school year. The 
accused were arrested on January 29 and suspended from 
their functions. 


3. (SBU) PolOff met February 22 with the Director 
General of the Anti-fraud Unit of the Ministry of 

Morality, Chadian Army Air Force General Mbaissanebe 
Mornadji Kar-Ouba, who headed the investigation. 
General Mornadji would not say what prompted the 
investigation, but indicated that it took one month to 
uncover the extent of the fraud committed. He said the 
evidence as revealed that fraud had been committed 
individually by several members of the jury and 
\"collectively\" by the jury as a whole when it endorsed 

a decision that admitted 460 unqualified candidates and 
excluded 579 qualified candidates. General Mornadji 
stated that his investigators had uncovered altered 
exam scores and evidence of other bias in the selection 
process. 


3. (SBU) General Mornadji would not comment on the 
disposition of criminal or administrative charges 
pending against those accused. He explained that the 
function of his office was strictly to identify and 
investigate fraud, not to prosecute or take 

disciplinary action against the accused. He commented, 
however, that the involvement of some of the accused 
appeared to be less grave than that of others and that 
the judicial system and/or disciplinary procedures 
within the respective ministries of those involved 
would determine their fate. 


4. (U) A list of members of selection committee 
(\"jury\") recommended by the Anti-fraud Unit for 
prosecution and/or administrative sanction and 
subsequently detained follows: 


Djasra Assingar, Jury Chair, Secretary General, 
Ministry of Personnel Management (Fonction Publique) 


Doromon Michel, Vice Chair, Secretary General, Ministry 
of Education 


Ahmat Mahamat Djazim, Director General of General 
Education, Training and Literacy, Ministry of Education 


Baba Laye, Director of Studies and Registrar, Ministry 
of Education 
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Ms. Mbairo Tog-Naye Ramadji, Director of Examinations, 
Ministry of Education 


Mahamat Ali Nassir, Deputy Director of Examinations, 
Ministry of Education 


Alhadji Ngare, Director of Teacher Training, Ministry 
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of Education 


Mahamat Nadjib Al-Boukari, Director of Studies, General 
Secretariat of Government 


SIPDIS 


Ms. Makamaye Yanral, Director of Human Rsources, 
Ministry of Education 


Mahamat Al-Boukari Oumar, Director of Primary 
Education, Ministry of Education 


Djimasbeye Ngarbim, Office of the Inspector General, 
Ministry of National Education 


5. (U) Ofthe eleven officials detained on January 29, 
criminal charges against eight were dropped on February 
16 and they were released from custody. Three, Djasra 
Assingar (Jury chairman), Mbairo Tog-Naye Ramadji 
(Director of Examinations) and Djimasbey Ngarbim 
(Office of the Inspector General) remain in custody 
pending prosecution. In addition, a Ministry of 

Education computer specialist whose name has yet to be 
released has been charged and is being detained. Those 
released remain on administrative suspension and face 
possible disciplinary charges. 


6. (SBU) Comment: We frequently hear complaints about 
grade \"buying\" and student and parental intimidation of 
\"uncooperative teachers. Academic fraud appears to be 
fairly widespread - even at the primary and secondary 
level. This initiative of the Anti-fraud Unit of the 

Ministry of Morality is an all-too-rare example of 

justice being served in Chad. While it is too early to 
predict the extent to which Chad\'s judicial and 
government administrative systems will ultimately hold 

the alleged malefactors accountable, the continued 
detention and planned prosecution of the ringleaders 

and the three-week detention of their accomplices offer 
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some hope for change to a Chadian public accustomed to 
influence peddlers and bribe takers operating with 
impunity. End comment. 


7. (SBU) Bio Note: General Mornadji, a Chadian Army 

Air Force officer and former Chief of Defense, said 

that he has been on loan to the Ministry of Morality 

since it was established in 2004. A fighter pilot 

early in his career and later a navigator and pilot of 
C-130s, he commented that he was a 1990 graduate of the 
U.S. Air Force Staff College at Maxwell Air Force Base. 
Wall 
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E.O. 12958: N/A 

TAGS: PARM, PREL, CWC 

SUBJECT: CHEMICAL WEAPONS CONVENTION (CWC): WRAP-UP FOR THE 
WEEK ENDING FEBRUARY 23 


This is CWC-18-07. 


1. (U) Ambassador Parker (UK) chaired a meeting of the 
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open-ended working group for the Second Review Conference on 
February 20. The meeting covered the modalities for a 

possible meeting of States Parties and NGOs, as well as the 
implementation of the CWC relating to general obligations and 
declarations; general provisions on verification; and CW and 

CW facilities. Parker had scheduled the morning and 

afternoon for consultations, but in the end most delegations 
seemed to lack guidance from capitals, so the consultation 
wrapped up after the morning session. 


2. (U) After the meeting, Parker told del rep that he was 

surprised by the limited amount of input from delegations, 
particularly on the destruction issue. Parker said that he 

had expected much more criticism of major possessors\' 

destruction efforts. 


3. (U) On the proposed meeting with NGOs, Parker suggested 
that delegates consider holding the NGO meeting immediately 
after the academic conference in October or November, or 
immediately after the CSP this year. Of the three 

possibilities, Parker said he thought the first would be the 

best. He also advocated holding a meeting to review the 
outcome of the Scientific Advisory Board meeting during the 
summer. 


4. (U) Sudan, speaking on behalf of the African group, which 
had just held a coordination meeting before the OEWG meeting, 
said that the African group opposed holding the NGO meeting 
concurrently with the revcon itself as had been done at the 

last revcon. Sudan said that only respected NGOs active in 

the field of arms control should take part in the meeting. 

Sudan also called for TS funding from the regular budget to 
subsidize the travel costs of NGOs from developing countries. 
South Africa, Iran, and Cuba proposed holding the NGO 
meeting in early 2008. 


5. (U) India, after arriving at the meeting late and not 

having heard the earlier interventions made by delegations, 
proposed holding the NGO meeting concurrently with the 
revcon. Parker noted the African Group request not to do so. 
New Zealand and the U.S. also noted that the concurrent 
meeting had not worked so well at the last revcon. Asa 
result, India withdrew its suggestion. The Netherlands said 
that holding the NGO meeting in January 2008 could be 
problematic as it would be too close to the revcon. The 
Dutch suggested holding the meeting in December 2007. 


6. (U) South Korea urged the TS to post NGO documents on the 
website. Parker said that this issue could be considered, 

but that a filtering mechanism would have to be considered as 
well. He said that perhaps the external server would be more 
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appropriate than the public website for NGO documentation. 
Turkey said that efforts should be made to encourage 
\"geographic representation\" be taken into account in inviting 
NGOs to the meeting. Parker deftly suggested that 
delegations and regional groups themselves could most 
effectively play a role in this by urging NGOs from their 
countries or regions attend the meeting. Iran proposed the 
creation of a trust fund to pay for the travel of NGOs from 
developing countries. Parker said thatthe EU may consider 
funding such travel. 


7. (U) Inthe end, Parker said that the bureau would reflect 

on delegations comments on dates, the use of the website, NGO 
participation, and other issues and then revise the paper on 
these issues and redistribute it to SPs. 


8. (U) On the second agenda item, the implementation of the 
CWC, Iran said that the revcon should reaffirm the 
obligations of the possessor states to destroy their 

stockpiles and note that the existence of CW stockpiles 
constitutes a threat to international peace and security. 


Iran stated that the revcon would also have to make it clear 
that the failure of possessor states to meet destruction 
deadlines would constitute non-compliance with the CWC. Iran 
said that the use of incapacitants in lraq raises questions 

that will have to be addressed by the revcon. The importance 
of universality should be emphasized at the revcon 
particularly \"in states of serious concern\" according to the 
Iranian Ambassador. He said that the transfer of schedule 3 
chemicals to non-SPs, as well as the full and complete 
implementation of Article XI, would also have to be 
addressed. Finally, the lranians proposed discussing the 
creation of an international support network for the victims 

of CW at the revcon. 


9. (U) India emphasized the importance of upholding the CWC 
in its entirety and said it looked forward to reviewing the 
verification annex particularly in light of the TS experience 
since the last revcon. India looks forward to examining ways 

in which the TS could help SPs in completing their 
declarations. 


10. (U) Germany said that it found the paper on the revcon 

of September 22 to be a useful starting point for issues that 

need to be covered during the revcon. The Germans emphasized 
that the revcon should not excessively focus on the future 

but rather on the past with a particular emphasis on 
implementation to date. In the German view, there is a 

backlog of outstanding issues that should be addressed. The 
Germans would also like a fuller discussion of the general 
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purpose criterion, optimization, the verification of the 
conversion of CWPF\'s, and guidelines on the frequency of 
inspections for schedule 1 facilities. 


11. (U) France also advocated further examination of the 
general purpose criterion, as well as discussion of 

electronic declaration submissions, the VIR, and sampling and 
analysis. The UK noted the importance of deadlines and 
meeting them. They advocated an increase in spending by 
possessor states in order to meet the 2012 deadline. The UK 
highlighted the importance of all destruction activities 

being irreversible. They also noted that the CWC is a living 
document and that technological and scientific developments 
needed to be continued to be studied. The UK urged the DG to 
ask the SAB to look into these issues. The UK also 
introduced a non-paper that it distributed on the general 
purpose criterion (e-mailed to ISN/CB on 2/20). The U.S. 
delegation circulated the non-paper provided in State 20175. 


12. (U) Sudan requested an updated document listing 
outstanding issues since the last revcon. Germany and France 
supported the Sudanese request. Turkey called for a stronger 
focus on Article | obligations. 


13. (U) The next meeting of the OEWG on the revcon will be 
on March 23, and will focus on activities not prohibited 
under the convention. 


14. (U) Informal consultations on Article X were held on 
February 21 by the new facilitator Jitka Brodska (Czech 
Republic). The first topic was an overview of submissions on 
paragraphs 4 (National Programs Questionnaire) and 7 (Offers 
of Assistance Questionnaire). Muhammad Kazi of the 
Assistance and Protection Branch said every year the TS sends 
a reminder letter. This year they also asked Regional 

Bureaus to promote submissions, took a previous U.S. 
suggestion to add the formats to the OPCW website, and at 
each APB activity held, encouraged submissions. APB chief 
Gennadi Lutay said some offers originally made under para 7 
were no longer valid, and the offers need to be renewed. He 
said the TS plans to renew efforts to obtain more bilateral 
agreements and will ask delegations to talk to their 

capitals. 


15. (U) Germany suggested creating an action plan to raise 
the number of submissions, perhaps piggybacking on 
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universality and Article VII action plans. The suggestion of 
an action plan was supported by Colombia, the Netherlands, 
Iran and Algeria. The facilitator noted this and suggested 
that would be a basis of work for the next session. In the 
meantime she wanted to bring attention to submissions by 
mentioning the upcoming para 4 deadline in her remarks at 
EC-48, at which time the TS would hand-out copies of the 
format. The U.S. suggested adding the web address for the 
format. The TS said it would inform recipients that 
countries should submit even in the case of a nil declaration. 


16. (U) The next topic was APB activities for 2006 and 
projected activities for 2007. The TS noted they want to do 
additional regional courses, over the one per year they 
currently do in Africa and Asia, noting high risk countries 

need more activities. The facilitator suggested using the 

2008 budget as a lever to focus on APB programs, to see where 
there are gaps and fill them. She told delegations she 

wanted to encourage a strategic approach to APB programs. 
South Korea echoed the facilitator. They said the TS needs 

to coordinate regional and national programs to get the 
information together in order to build on previous events 

with both small and large activities, and basic courses 

should be followed-up by advanced courses. The Netherlands 
said delegations need to see how resources (the TS budget, 
voluntary contributions and in-kind offers) fit together 

before digging at the budget. 


17. (U) The TS is continuing to look into linking the 
databank to the external server so National Authorities can 
access it. However they are still researching the technology 
to do this securely. 


18. (U) Under any other business, the U.S. strongly 
encouraged the TS to finish the status of implementation 
report and distribute it to SPs as soon as possible before 

the EC so capitals have enough time to evaluate it. There 
was no response from other delegations. Also, the U.S. 
requested the TS finish the Joint Assistance Exercise 2005 
Lessons Learned Report as soon as possible and asked if the 
TS had been working on the next major exercise -- perhaps in 
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the Asian region as suggested in previous consultations. The 
TS responded by saying they had not had a proposal from a 
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partner, which is essential. Lutay said that he would like 

to have another exercise in 2008, however planning should 
begin now, as 18 months is needed to prepare for such an 
exercise. 
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19. (U) Iran asked delegations to consider beginning work on 
implementing paragraph 11 of Article X, noting that victims 

of CW suffer in the long-term, rather than short-term. They 
realize it is something of a static clause, but suggested 
consultations to develop an idea, a framework or concept 
paper on the issue. There was no response, however this does 
follow comments made in their national statements over the 
last two ECs and CSP-11. 


20. (U) The facilitator said the next meeting would be at 
beginning of May in order to get a better idea of how many 

para 4 submissions are received by the April 30 deadline. 
Documents (including submissions up-to-February 20) have been 
faxed to ISN-CB. 


21. (U) Del rep met with Malik Ellahi (External Relations 
Division) to discuss plans for the proposed Universality for 
Africa workshop to be held in Algiers. A similar workshop 
had been proposed and then canceled by the Algerians last 
year. According to Ellahi, the TS and the Algerians are 

still moving on planning for the workshop likely to be held 

in June 2007. Malik told del rep that this would likely be 
one of the last universality workshops. He said that ERD 
would fund the travel of the non-SPs from Africa and the EU 
would use left-over money from last year to fund the travel 
of several African SPs who would share their experiences with 
the non-SPs. Del will continue to monitor planning for the 


workshop. 


22. (U) Javits sends. 
BLAKEMAN 
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E.O. 12958: N/A 

TAGS: PREL, CH, NK, JP, CE, BM 

SUBJECT: FEBRUARY 27 MFA PRESS BRIEFING: KIM KYE-GWAN TO 
US, US-DPRK FINANCIAL TALKS, DPRK BORDER-CROSSING, IRAN, 
MILITARY BUILDUP, BURMA, REMOVAL OF AMBASSADOR TO ROK, SRI 
LANKA ATTACK 


1. Key points made at the February 27 MFA press conference 
were: 


-- Kim Kye-gwan has no plans for meetings with Chinese 
officials en route to the United States and China hopes that 
the United States and the DPRK can realize full diplomatic 
relations. 


-- Qin called China\'s military buildup natural in relation to 
its long borders while criticizing Japan\'s new militarism and 
calling for greater transparency. 


-- Responding to VP Cheney\'s criticisms, Qin emphasized 
China\'s assistance with the DPRK and called for greater 
dialogue. 


-- The MFA confirmed Ambassador to ROK Li Bin has been 
dismissed, but did not respond to speculation on charges of 
divulging state secrets. 


-- Qin gave no comment on the house arrest of a pro-democracy 
leader in Burma, adding that such issues are the internal 
affairs of Burma. 


-- Deputy Secretary of State Negroponte will visit China 
March 3-5. 


Kim to United States, Macau Financial Talks 


2. MFA Spokesperson Qin Gang said at the February 27 regular 
press briefing that DPRK diplomat Kim Kye-gwan was in Beijing 
en route to visit the United State, but had no plans to meet 

with Chinese officials. Qin added that meetings between the 
United States and the DPRK aimed at the normalization of 
relations will be an important step toward the 

denuclearization of the Korean Peninsula. China hopes the 

two sides can resolve outstanding issues and move toward the 
full normalization of relations. 


3. The spokesman referred all questions regarding meetings of 
United States officials in Macau addressing the freezing of 
North Korean assets to the Macau SAR government. 
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Additionally, he had \"no exact information\" with respect to 
the timetables of the five working groups to be established 
under the agreement reached in the Six-Party Talks. 


4. Qin had not seen an Amnesty International report that two 
North Korean soldiers were to be executed for assisting 
refugees escape into China, but maintained that China has 
always addressed the issue of \"illegal border-crossers\" 
according to domestic and international law. 


Sanctions on Iran not the Goal 


5. Questioned about China\'s recent participation in the 
London talks regarding the Iran nuclear situation and China\'s 
position on further sanctions against Iran, Qin confirmed 

that China participated in the meeting and reiterated 
whatever UN Security Council actions taken should be 
conducive to a peaceful solution through diplomatic means. 


China Defensive Military Build-up \"Natural\" 


6. Qin ardently defended China\'s rising military spending in 

the face of recent criticisms by Japan Liberal Democratic 

Party leader Nakagawa and United States Vice President 
Cheney. Qin said with China\'s lengthy borders, large size 

and population it is \"natural\" that the country should have 
adequate defensive power and reiterated China\'s commitment to 
peaceful development. He pointed to Japan\'s huge military 
expenditures and linked demands for China to increase 
transparency with calls for Japan to follow suit while 

questioning the motives behind Japan\'s military buildup. 


7. In response to Cheney\'s comments, Qin emphasized China\'s 
role in working to solve the Korean Peninsula issue, 

opposition to the proliferation of weapons of mass 

destruction and commitment to the peaceful use of outer 

space. He noted that the international community praises 
China\'s peaceful development and called for strengthening 
dialogue while forging constructive cooperative relationships. 


Dismissed Ambassador to ROK Leaked State Secrets? 


8. Asked repeatedly for more information regarding the 
investigation of ex-Chinese envoy to Korea Li Bin for leaking 
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state secrets, Qin would only say that Li has been moved from 
his post. 


China Not to Interfere in Internal Issues of Burma 


9. State Councilor Tang Jiaxuan has completed a three-day 
visit to Burma, in which the two sides exchanged views on the 
bilateral relationship. Asked for comment on the house 

arrest of pro-democracy leader Aung San Suu Kyi, Qin replied 
that such internal issues are for the people of Burma to 

solve, as Burma is a sovereign country. 


U.S. Ambassador Victim of Attack in Sri Lanka 


10. Asked for comment on today\'s Tamil rebel attack which 
wounded foreign diplomats including the United States 
ambassador to Sri Lanka, Qin had not heard reports of the 
attack, but affirmed China\'s support for the Sri Lankan 
government in its road topeace and development. TheSri 
Lankan president is currently paying a state visit to China. 


Deputy Secretary Negroponte\'s Visit 


11. Deputy Secretary of State Negroponte will visit China 
March 3-5 to exchange views on bilateral relations and 
important national and regional issues of common interest, 
Qin said. 

RANDT 
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E.O. 12958: DECL: 02/27/2017 


TAGS: PREL, UNSC, ELAB, BM, CH 
SUBJECT: PRC-BURMA: MFA ON NEXT STEPS FOR INTERNATIONAL 
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COMMUNITY AND SPECIAL ENVOY 


REF: STATE 20000 


Classified By: Political Minister Counselor Daniel L. Shields. Reasons 
1.4 (b/d). 


Summary 


1. (C) An MFA International Organizations Department 
official told us that State Councilor Tang Jiaxuan 
discussed Beijing\'s ideas about Burma\'s political 
situation during his visit to Burma that ended 

February 27. Responding to reftel demarche on next 
steps for the international community regarding Burma, 
the official said China believes that U/SYG Gambari 
has been a useful Special Envoy whose term might merit 
extension. Beijing is willing to cooperate with other 
stakeholders to address the situation in Burma in 
relevant international fora but stands by its view 

that the UN Security Council \"should not interfere\" in 
Burma\'s affairs, the official said. End Summary. 


2. (C) Chinese State Councilor Tang Jiaxuan, 
accompanied by a host of senior MFA officials, 
discussed Beijing\'s views about Burma\'s political 
situation during his February 25-27 visit to Burma, 
MFA International Organizations Department official 
Dai Demin and Asia Department official Sun Shenyang 
said February 27 in response to Poloff\'s delivery of 
reftel demarche. The MFA agreed to convey our points 
to the traveling delegation and, later the same day, 
provided an extensive readout to the DCM on Tang\'s 
visit (septel). 


Burma Likes Gambari, So Beijing Does Too? 


3. (C) China believes U/SYG Gambari has done a good 
job as Special Envoy and that his term might merit 
extension, International Organizations Department 
official Dai said in response to reftel points. 

Burmese officials tell Beijing they are willing to 
continue discussions with Gambari and think his two 
most recent visits were productive and helpful, Dai 
said. Poloff emphasized the need to appoint a strong 
Special Envoy and questioned whether the degree to 
which someone is liked by the Burmese generals is an 
appropriate selection criterion. 
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Lukewarm Support For Further UN Action 


4. (C) Referring to China\'s statement explaining its 
UNSC veto on January 12, Dai said China is willing to 
cooperate with other international stakeholders to 
address the Burma issue in appropriate fora. China\'s 
goal in this endeavor is to help the Burmese people, 

he said. Dai pointed to recent discussions between 

the International Labor Organization and Burma on a 
complaint resolution system as an example of progress 
in an appropriate forum. China stands by its view, 
however, that Burma does not threaten international or 
regional security. The UNSC \"should not interfere\" in 
Burma\'s affairs, Dai said, adding that China would 
have concerns about any country-specific resolution 
criticizing Burma in the UN Human Rights Council. 
Poloff emphasized the need for meaningful steps 
towards reform in Burma and urged Beijing to find ways 
to cooperate with the United States to address Burma\'s 
problems, both within and outside of the UN. 

5. (C) Note: The Deputy Director-level officials who 
received our demarche were the highest ranking 
officials available. Vice Minister Wu Dawei, Asia 
Department DG Hu Zhengyue, International Organizations 
DG Wu Hailong and Burma Division Director Chen Dehai 
are all accompanying State Councilor Tang on his trip 
to Burma and Thailand, we were told in response to 
requests for a higher-level meeting. Previous Acting 
Deputy Director General for Asia Tong Xiaoling has 

left that position to become ChinaYs Ambassador to 
Brunei, Asia Department officials said. End Note. 


6. (C) Separately, MFA Korean Peninsula Affairs 
Director (and reportedly a leading candidate to 

replace Tong as the next Asia Department Deputy 
Director General for Southeast Asia) Yang Jian told 
Poloff that Tang\'s trip to Burma and Thailand combines 
political consultations with a post-Chinese New Year 
holiday. VFM Wu Dawei was not particularly happy to 
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be going on the trip, Yang said, noting that the 
travel to Burma\'s new capital Nay Pyi Taw was 
logistically difficult and required a military 
aircraft. 
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E.O. 12958: DECL: 02/26/2016 
TAGS: PGOV, PHUM, PREL, KDEM, TH 
SUBJECT: CONSTITUTION DRAFTER REPORTS PROGRESS 


Classified By: Political Counselor Susan M. Sutton, reason 1.4 (b) and 


(d). 


1.(C) SUMMARY: The first draft of the constitution should 
be ready for review by government agencies by mid April, 
according to Constitution Drafting Committee deputy Chair 
Charan Pakditanakul. EAP/MLS Director Rapson underscored the 
USGVs interest in Thailand\'s quick return to full democracy 
during a meeting with Charan on February 26. Charan said 
that the drafting process was on track to permit a referendum 
by later July or August, and he anticipated elections before 
the end of the year. He also expressed concern, however, 
that the constitution might not pass the referendum, which 
could contribute to political instability and \"clashes.\" He 
admitted that this constitution, built on the weak foundation 
of the coup, might not be sustainable once the country 
returned to elected government. End summary. 


2. (C) EAP/MLS Director Rob Rapson met with Charan 
Pakditanakul, deputy chairman of the 35-member Constitution 
Drafting Commission (CDC), on February 26, to discuss the 
progress on the draft constitution. Rapson emphasized the 
importance the USG places on the quick restoration of full 
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democracy in Thailand. Charan said that the time allotted to 
draft tne new charter was very short, but he believed that 
they would be able to complete the job, as they were relying 
in large part on the 1997 Constitution as amodel. The 
committee hoped to have a rough first draft ready by April 

19, which would be broadly disseminated to Thai government 
agencies, ministries, universities and others for their 

review, a process that would take about one month. The input 
from these bodies, and from the ongoing public consultations, 
would be taken into account in the preparation of the final 
draft, which would be submitted to a referendum, probably in 
late July or August. 


3. (C) Charan noted that there were serious concerns that the 
constitution might not pass the referendum. There were \"100 
issues\" covered by the constitution, and there could be 
opposing points on view on each one. He singled out two 
issues as particularly contentious: making Buddhism the state 
religion, and whether the prime minister would have to be 
drawn from among the elected MPs. On the latter (one of the 
most contentious), he believed that the constitution would 
specify that the PM must be drawn from the elected 
parliament, but he expected that those who opposed this 
provision might try to amend the constitution after the 
elections to allow for a non-elected PM. On the state 

religion, Charan noted that some elements of Thai society 
believe that the government devotes too little attention to 
supporting Buddhism, and too much to the concerns of \"other 
religions.\" Other contentious issues still remain undecided. 
The 35 members of the CDC will go \"off-site\" next week and 
will try to determine their recommendations for the election 

of the Senate. They have also not agreed on a system to 
elect the MPs. They are currently considering variations on 
system that would draw larger, multi-member constituencies, 
but this is still undecided. 


4. (C) Asked whether this new constitution would be durable, 
Charan replied, frankly, that he did not believe it would be. 
First of all, the CDC had to consider the problem of the 
referendum. In some cases, they might not be able to choose 
\"the best\" option, if they thought it could prove a serious 
obstacle to winning popular approval. \"We may have to drop 
good points in order to get it to pass,\" he noted. There was 

a great concern that, if the constitution did not pass the 
referendum, there would be \"clashes\" within society, a 
concern he returned to several times. (Note: if the 
constitution fails to pass the referendum, the coup council 
can choose any previous constitution, amend it as necessary, 
and promulgate it as the basis for the new elections. If this 
happens, many Thai anticipate significant public protest. 

End note.) There was also the problem of the weak 
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\"foundation\" of the constitution (i.e., the coup). For these 
reasons, the new constitution might not be sustainable" A 
possible outcome, he said, was to get an OK!" constitution, 

get through the referendum, get a government of the people!" 
and start again (on constitutional reform.) 

5. (C) The elections for the new government would probably 
take place in November or December. Charan said, \"We want to 
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hand back sovereignty to the people by the end of the year" 
through \"clean elections." December 5 will be the King\'s 
80th birthday, and a very important event for Thailand; 
therefore, some are pressing for elections in November, to 
have the new government elected and in place before then. 
Charan told Rapson that \"most of us\" did not want to see PM 
Thaksin ousted in a coup, but Wwe couldn\'t find any better 
way. Maybe we\'re too stupid... Now, they are trying to 
return to democratic government as soon as possible, he 
repeated. 


6. (C) Comment: Charan is well-regarded by the NGO community; 
he is viewed as a fair and accomplished jurist. From his 
account, it is clear that there are still a number of major 
issues to be worked out in the draft constitution. It does 

not appear, as some feared, that the coup leaders have their 
own draft which they are pushing from behind the scenes, but 
it will be a while yet before we can get a clear idea of 

shape of the new constitution, and what influences are being 
brought to bear on the drafters. For Charan, at least, it 
appears that pragmatism is a key consideration -- get the 
best text possible under these difficult circumstances, and 
don\'t be surprised if Thailand\'s 18th Constitution doesn\'t 
last very long. End comment. 


7. (U) EAP/MLS Director Rapson cleared this cable. 
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Classified by Polcouns Craig Karp, for reasons 1.4 (b) and 


(a). 


1. (C) Summary: King Mohammed VI has recently become more 
visibly active as Chairman of the OICVs Al-Quds (Jerusalem) 
Committee. In letters to President Bush, P-5 heads of state, 
the UN SYG, and the EU, he protested Israeli excavations on 
the disputed Temple Mount. The King also publicly suggested 
that the Quds Committee could undertake responsibility for 
the restoration of the crumbling Maghrebi Gate at the Aqsa 
complex. This proposal appears aimed at assuaging Muslim 
sensitivities while satisfying the IsraelisW stated practical 
concerns. The King has often seemed ambivalent about using 
his father\'s valued perch as chairman of the Quds Committee, 
which groups 16 OIC member states into a body charged with 
coordinating pan-Islamic policy and assistance to Jerusalem. 
The King\'s recent efforts are likely motivated by the 

perceived need to outflank Islamists at home. End summary. 


2. (C) In the past two weeks, King Mohammed VI, in his 
capacity as chairman of the Al-Quds Committee (one of five 
standing committees of the Organization of Islamic 
Conference), has written to President Bush and the heads of 
state of the U.K., France, Russia, Germany, China, and UN SYG 
Ban-ki Moon. In the past week, letters were sent to the 
President and External Affairs Commissioner of the European 
Commission, as well as the Speaker of the European 
Parliament. All of the letters have expressed concern about 
the Israeli excavations near the Aqsa Mosque. The letters 
follow a February 6 communique issued in the King\'s name 
condemning the excavations and calling on Israel to respect 
international law and the sanctity of the site. 


Column 3 
A Potential Compromise Formula? 


3. (SBU) Maghreb Arabe Presse, the state news agency, 
reported on February 12 King Mohammed\'s proposal that the 
Bayt Al-Mal Al-Quds Al-Sharif, the Quds Committee\'s finance 
arm, underwrite restoration of the reportedly crumbling 
Maghrebi Gate on the Temple Mount. This proposal may have 
been a trial ballon and has not been further fleshed out to 
date. 


4. (C) Comment: We are not in a position to judge the 
viability of the Moroccan offer, but we recall that an 
analogous and generally satisfactory formula was found for 
external Arab funding and management of major maintainance of 
the Dome of the Rock in the early 1990s. At face value, the 
KingVs proposal seems aimed at reconciling the Israelis\' 
stated practical concerns about the Maghrabi Gate\'s 
structural integrity with the international Muslim 
community\'s sensitivities about altering the site. We would 
not be surprised if the Moroccans had made use of their 
various channels with the Israelis to consult on the proposal 
in advance. End comment. 


5. (C) Since assuming the throne, King Mohammed VI has 
exercised only erratically his prerogatives as Chairman of 

the Quds Committee. He inherited the role from his father, 
Hassan Il, who energetically presided over the committee from 
its creation at an OIC Ministerial in Jeddah in 1975, until 

his death in 1999. Long-term observers recall Mohammed VI\'s 
enthusiasm in the initial meetings he presided over as chair. 


6. (C) This enthusiasm waned markedly after the emergence of 
the \"Aqsa Intifada\" in late 2000 and the concomitant decline 
of the Arab-Israeli peace process. Mohammed VI declined an 
invitation to participate in the June 2003 \"Red Sea Summit\" 
with President Bush, President Mubarak, the King of Bahrain, 
and (then) Saudi Crown Prince Abdullah. When the King 
appointed Abdelkebir Mdaghri secretary of the Bayt Al-Mal, he 
instructed him to focus on technical and development issues, 
rather than political ones, and to make the fund more 
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accountable. Observers speculate that had Hassan II been 
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alive during the past five years, he would have used more 
actively the Quds Committee chairmanship as a \"bully pulpit\" 
from which to project himself as a relevant Islamic leader, 

as he did through the 1970s and 1980s, even as he kept open 
channels to the Israeli leadership. 


7. (C) Comment: King Mohammed VIVs recent activities as Quds 
Committee Chair suggest that his own calculations may be 
changing. Apparently reluctant to engage in the \"no-win\" 
Arab-Israeli dispute, the King has instead focused 

principally on internal issues and on Western Sahara. The 
recent round of international Muslim anger over the Israeli 
works near the Aqsa mosque appears to have forced the King 
into action, mainly to shore up his credentials at home as a 
Muslim leader and defender of Islamic causes, and, perhaps 
most importantly, to outflank domestic Islamists, who have 
been maintaining a steady drumbeat of outrage in public fora 
about events in the Israel-Palestine arena. End comment. 
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Column 3 
SUBJECT: MOROCCO, THE QUDS COMMITTEE, AND THE AQSA MOSQUE 
DISPUTE 


Classified by Polcouns Craig Karp, for reasons 1.4 (b) and 


(d). 


1. (C) Summary: King Mohammed VI has recently become more 
visibly active as Chairman of the OIC\'s Al-Quds (Jerusalem) 
Committee. In letters to President Bush, P-5 heads of state, 
the UN SYG, and the EU, he protested Israeli excavations on 
the disputed Temple Mount. The King also publicly suggested 
that the Quds Committee could undertake responsibility for 
the restoration of the crumbling Maghrebi Gate at the Aqsa 
complex. This proposal appears aimed at assuaging Muslim 
sensitivities while satisfying the Israelis\' stated practical 
concerns. The King has often seemed ambivalent about using 
his father\'s valued perch as chairman of the Quds Committee, 
which groups 16 OIC member states into a body charged with 
coordinating pan-Islamic policy and assistance to Jerusalem. 
The King\'s recent efforts are likely motivated by the 

perceived need to outflank Islamists at home. End summary. 


2. (C) In the past two weeks, King Mohammed VI, in his 
capacity as chairman of the Al-Quds Committee (one of five 
standing committees of the Organization of Islamic 
Conference), has written to President Bush and the heads of 
state of the U.K., France, Russia, Germany, China, and UN SYG 
Ban-ki Moon. In the past week, letters were sent to the 
President and External Affairs Commissioner of the European 
Commission, as well as the Speaker of the European 
Parliament. All of the letters have expressed concern about 
the Israeli excavations near the Aqsa Mosque. The letters 
follow a February 6 communique issued in the King\'s name 
condemning the excavations and calling on Israel to respect 
international law and the sanctity of the site. 


3. (SBU) Maghreb Arabe Presse, the state news agency, 
reported on February 12 King Mohammed\'s proposal that the 
Bayt Al-Mal Al-Quds Al-Sharif, the Quds Committee\'s finance 
arm, underwrite restoration of the reportedly crumbling 
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Maghrebi Gate on the Temple Mount. This proposal may have 
been a trial ballon and has not been further fleshed out to 
date. 


4. (C) Comment: We are not in a position to judge the 
viability of the Moroccan offer, but we recall that an 
analogous and generally satisfactory formula was found for 
external Arab funding and management of major maintainance of 
the Dome of the Rock in the early 1990s. At face value, the 
King\'s proposal seems aimed at reconciling the Israelis\' 
stated practical concerns about the Maghrabi Gate\'s 
structural integrity with the international Muslim 
community\'s sensitivities about altering the site. We would 
not be surprised if the Moroccans had made use of their 
various channels with the Israelis to consult on the proposal 
inadvance. End comment. 


5. (C) Since assuming the throne, King Mohammed VI has 
exercised only erratically his prerogatives as Chairman of 

the Quds Committee. He inherited the role from his father, 
Hassan Il, who energetically presided over the committee from 
its creation at an OIC Ministerial in Jeddah in 1975, until 

his death in 1999. Long-term observers recall Mohammed VI\'s 
enthusiasm in the initial meetings he presided over as chair. 


6. (C) This enthusiasm waned markedly after the emergence of 
the \"Aqsa Intifada\" in late 2000 and the concomitant decline 
of the Arab-Israeli peace process. Mohammed VI declined an 
invitation to participate in the June 2003 \"Red Sea Summit\" 
with President Bush, President Mubarak, the King of Bahrain, 
and (then) Saudi Crown Prince Abdullah. When the King 
appointed Abdelkebir Mdaghri secretary of the Bayt Al-Mal, he 
instructed him to focus on technical and development issues, 
rather than political ones, and to make the fund more 


RABAT 00000376 002 OF 002 


accountable. Observers speculate that had Hassan II been 
alive during the past five years, he would have used more 
actively the Quds Committee chairmanship as a \"bully pulpit\" 
from which to project himself as a relevant Islamic leader, 

as he did through the 1970s and 1980s, even as he kept open 
channels to the Israeli leadership. 


Column 3 
An Evolving Calculation? 


7. (C) Comment: King Mohammed VIVs recent activities as Quds 
Committee Chair suggest that his own calculations may be 
changing. Apparently reluctant to engage in the \"no-win\" 
Arab-Israeli dispute, the King has instead focused 

principally on internal issues and on Western Sahara. The 
recent round of international Muslim anger over the Israeli 
works near the Agsa mosque appears to have forced the King 
into action, mainly to shore up his credentials at home as a 
Muslim leader and defender of Islamic causes, and, perhaps 
most importantly, to outflank domestic Islamists, who have 
been maintaining a steady drumbeat of outrage in public fora 
about events in the Israel-Palestine arena. End comment. 
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SUBJECT: KOSOVO"''S FINAL STATUS BURDENS ECONOMIC TIES 


1. (U) This is a joint cable from USOP and Embassy Belgrade. 


SUMMARY 
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2. (SBU) Belgrade econ chief and Pristina econ officer made the 
rounds of UNMIK and PISG economic agencies to identify some of the 
economic issues that are factors in current and future relations 
between Kosovo and Serbia. Trade is a bright spot, with imports 

from Serbia up some one-third in 2006, although some issues still 
have not been resolved. The payments system appears to be gradually 
improving, in part because of Belgrade-based Komercijalna Banka\'s 
decision to obtain a license from the Central Banking Authority of 
Kosovo. Power transmission appears to be a bit smoother, according 
to Kosovo Energy Company (KEK) officials, but the relationship still 

is troubled by sovereignty-linked disputes over payments. Telecom 
remains a sore point, with Kosovo\'s telecom regulator determined to 
drive out Telekom Srbija\'s substantial cellular business, while the 
Government of Serbia sticks to a hardline on other telecom issues. 
Key privatizations that could benefit Kosovo Serbs appear to be 

frozen by political uncertainty. END SUMMARY. 


THAW IN TRADE RELATIONS 


3. (SBU) Peter Walker, UNMIK Customs director, welcomed econ 
officers on February 7. He described a gradual thaw in trade 
relations over the last five years, culminating in Serbia\'s lifting 

of its transit tax on third-country goods in 2005. (In addition, 

Serbia permits VAT refunds on goods transported to Kosovo, as is 
common practice on exports.) The easing of restrictions resulted 
in a big increase of Serbia-origin exports to Kosovo in 2006, from 
about EUR 130 million to EUR 189 million. Some 25-30 percent of 
Kosovo\'s exports enter from Serbia, he said. (Note: Serbia\'s trade 
data is considerably different, showing exports of USD 528 million 
in 2006; the issue is further complicated by the fact that 2005 data 
included Montenegro.) 


4. (SBU) The thaw was not without its problems, Walker noted. The 
shift of trade to Serbian border points in 2005 and 2006 had 

resulted in initial revenue losses estimated at some EUR 20 million. 
Customs staff in the north is mostly Serbian, and UNMIK suspects 
that corruption, at least partly driven by organized crime, had 
undermined staff performance. Additional security measures had been 
employed, and losses have declined, he added. 


5. (SBU) Further easing of trade could be accomplished through 
administrative and logistical improvements, Walker said. For 

instance, seasonal backups can last hours at Gate 3, north of 

Podujevo, because of the heavy flow of summer returnees mixed with 
commercial traffic on a two-lane road. A simple by-pass, combined 

with an UNMIK agreement to accept Serbian documentation cleared at a 
checkpoint inside Serbia, could facilitate trade, he said. He noted 

that Serbian fuel exports should be booming, based on the increase 

of a Macedonian fuel excise tax at the beginning of 2007. 
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PAYMENTS SYSTEM NORMALIZES 


6. (U) The increase in trade may be driven in part by an easing of 
payments. Komercijalna Banka, a Belgrade bank controlled by state 
shareholders, has obtained a provisional license from the Central 
Banking Authority of Kosovo and now operates nine offices in Kosovo. 
(These are located largely, but not exclusively, in Serbian 

enclaves.) Econoffs met with Kosta Sandic, a Komercijalna manager 
from Belgrade, and two local managers at the bank\'s Mitrovica branch 
on February 8. 


7. (SBU) Sandic said that Komercijalna\'s business in Kosovo is 
largely driven by trade. National Bank of Serbia regulations permit 
Komercijalna to do business in Kosovo either in dinar or euro, ata 
competitive rate fixed in Belgrade. (Komercijalna obtains cash from 
the National Bank of Serbia branch in Leposavic.) Many Albanian 
traders from Southern Serbia use Komercijalna Banka, he said, and 
management expects such activity to increase. Another source of 
growth may come from UNMIK payments to Serb property owners; 
Komercijalna has been approached by the UN Habitat agency about 
handling the payments work. However, the bank closely controls 
lending in Kosovo, since real property pledged as collateral has 
proved not to be sellable, he said. 


8. (SBU) Komercijalna is not the only bank serving Kosovo Serbs. 
Jugobanka Kosovska Mitrovica and Kosovkso Metohiska Banka, based in 
Zvecan, also serve the enclaves. But Sandic observed that the two 
banks are not making money and might face difficulty in meeting the 
requirements of the Central Banking Authority of Kosovo. 

(Supervision officials at the National Bank of Serbia told us that 

they supervise these banks only through off-site supervision, since 
on-site visits are not practical.) However, Komercijalna intends to 
expand as political conditions improve; Sandic said that the bank 

has hired Kosovar staff and made a commitment to use mixed-ethnicity 
branch teams. 


ENERGY: PROGRESS ON AGAIN, OFF AGAIN 


9. (SBU) Econoffs met with a variety of energy sector interlocutors 

in Kosovo. Kosovo Energy Company (KEK) officials said that power 
availability has been better this year, for which they also credit 

their decision to contract with energy traders for delivery at 

Kosovo\'s borders. However, officials at the PISG Ministry of Energy 
and Mining complain of SerbiaWs continuing failure to recognize its 
Transmission System Operator as a separate entity and remit revenues 
based on transit of power through Kosovo to third parties. And they 
expressed unwillingness to consider the sort of independent power 
distributor that Serb officials seek for the enclaves. 
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10. (SBU) Pranvera Dobruna, KEK managing director, described an 
uncertain outlook for cooperation with Serbia. Serbian enclaves 

still do not pay for power, but she said that local Serbian 

electricity company representatives had responded to appeals to 
conserve power in the enclaves over the holidays. And power 
availability to consumers had been better this year, she said, in 

part because of milder weather but also because of such cooperation. 
One result was better power availability in the enclaves. (This was 
confirmed by Serbian power company officials in north Mitrovica.) 


11. (SBU) Regarding the GOS offer (through the Coordination Center 
for Kosovo, CCK) of a power donation of 50 gigawatt-hours per month, 
Dobruna said that the proposal simply was not feasible. Switching 

on service areas below the 10-kilovolt feeders on a 24-hour basis 
would require 130 gigawatt-hours, leaving KEK to pay for the other 
80 not covered by the Serb donation. Regarding the Serb proposal to 
switch power on at smaller substations below the 10-kv level, 
Dobruna said that this would require that KEK crews drive around 
constantly, turning power on and off every three hours at the 

smaller service areas not included in the Serb offer, a prospect 

that simply was not practical. 


12. (SBU) Handing econoffs an e-mail correspondence with Serb power 
officials, Dobruna complained sharply about a January 29 incident in 
which KEK\'s request for an emergency power transfer through the 
Serbian transmission network was allegedly rejected by Serbian 
transmission authorities because only state power utilities can 

deliver emergency power. (The transfer had been contracted through a 
trader, the Energy Financing Team.) She said that the Serbs had 
delivered emergency power on previous occasions. Dobruna said that 
non-emergency deliveries had been more regular this year because KEK 
had adopted the policy of requiring that power traders deliver 

directly to Kosovo\'s borders, shifting responsibility for arranging 
transmission through Serbia (or a third country) directly to the 

seller. 


13. (SBU) The KEK director also expressed exasperation with 

Serbia\'s policy of non-recognition of Kosovo\'s Transmission System 
Operator (TSO). In practice, this means that Serbia is not 
compensating Kosovo for transfers of power through its territory, 

but instead is retaining the revenue with the argument that it still 

owns the transmission system. This revenue loss may amount to EUR 5 
million by now, she said. 


14. (SBU) Merita Kostari, head of the legal department at the UNMIK 
Energy Regulatory Office, said that Kosovo would file a complaint on 
this issue. Kosovo\'s TSO is now a fully recognized member of the 
Southeast Europe Transmission System Operators Association, but 
Serbia has blocked its admission to the cross-border trading 
mechanism that allocates capacity and revenues. Kosovo would raise 
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this issue in February at the next regional TSO meeting in Athens, 
she said. 


15. (SBU) Econoffs raised the issue of licensing a separate power 
distributor to operate in Serbian enclaves. Kostari said that, 

under Kosovo\'s energy law, only the PISG could nominate such a 
distributor; it could not apply independently. 


16. (SBU) Agron Dida, deputy Minister of Energy and Mining, 
expressed similar frustration with Serbia\'s approach on cross-border 
transfers. Serbia had paid such compensation to Kosovo until 2004, 
then had stopped, raising over and over their contention that system 
assets belong to Serbia. In January 2006, when Kosovo sought more 
power to cope with demand related to the funeral of Ibrahim Rugova, 
the Serbs had stopped a Bulgarian offer to provide power but then 
offered to sell the power to KEK at a much higher price. 


17. (SBU) The Ministry had requested that UNMIK not accept Serbia\'s 
offer to donate power, Dida said, as it would mean \"anarchy.\" The 
Serbs still see Kosovo\'s system as part of their system, and they 
instruct Serbs not to sign contracts with KEK because they do not 

want to recognize the rule of law in Kosovo. When econoff raised 

the issue of creating a separate distributor to facilitate payment 

by Serbs, one of Dida\'s assistants insisted that the Serbs could 
function only as a supplier, to collect payments, but not as a 

distributor with independent control of a sub-network. 


TELECOMS A BATTLEGROUND 


18. (SBU) Anton Berisha, chairman of Kosovo\'s Telecommunications 
Regulatory Authority (TRA), describes a situation in which the 
Kosovar and Serbian systems have been largely de-linked. Although 
fixed line calls to Kosovo still use SerbiaWs country code and, to 
some extent, transit Serbian infrastructure, Telekom Srbija has 
completely ended its reliance on Kosovo\'s fixed line network, 
instead using radio relay for fixed line service to the enclaves. 
Berisha said that once the TRA had dismantled a Telekom Serbija 
cellular tower, only to find it had disrupted fixed line service to 

an enclave, as well. With regard to frequency spectrum, Telekom 
Serbija simply uses what it wants without permission, he said. 

Serbia is still blocking Kosovo\'s request to obtain a country code 
from the International Telecommunications Union. 


19. (SBU) Fixed line service works without problems, Berisha said, 
although he asserted that he was not familiar with any arrangements 
under which long-distance revenues are shared with Telekom Srbija. 
But he left no doubt that the TRA is determined to push out the 
cellular operators from Serbia, Telenor and Telekom Srbija\'s MTS 
service. Telenor chose not to participate in Kosovo\'s tender for a 
second mobile operator, he said, and it must leave the Kosovo 
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market. Such frequency use is unlicensed, he argued. Kosovo\'s 
state-run telecom, PTK, has filed a lawsuit in Kosovo\'s courts 
against Telenor, seeking to end the company\'s operation in Kosovo. 
Berisha said TRA would respect UNMIK\'s order not to dismantle 
cellular towers in enclaves, but said that Telekom Srbija had 

reacted to TRA\'s dismantling of towers outside enclaves by locating 
towers on property of the Serbian Orthodox Church. 


20. (SBU) Ilija Ivanovic, Telekom Srbija\'s manager for Kosovo (based 
in Kosovska Mitrovica, the northern half of Mitrovica), confirmed 

that TRA had dismantled 15 of the company\'s cellular towers about 10 
weeks previously, damaging equipment and shrinking the company\'s 
coverage over Kosovo. He did not deny that Telekom is using church 
property but insisted that it does so for technical reasons. 

However, he said Telekom\'s celluar service still has 300,000 
customers in Kosovo, most of them Kosovars who use it because it is 
better and cheaper than the single TRA-licensed operator. 


21. (SBU) However, Ivanovic claimed the TRA, backed by Kosovo 
Police Service (KPS) units, tried to take down two towers in Zvecan 
and Trpca, but were prevented from doing so by Serbs, who then 
mounted a 24-hour watch on the sites, he said. In addition, the PTK 
had carried out work adjacent to a fixed line cable installed by 
Telekom, without actually seeking to dismantle Telekom\'s cable. He 
described a situation in which Telekom crews work throughout Kosovo 
at their own risk, at times prevented from carrying out their work 

by Kosovo authorities. Telekom had requested that UNMIK cease 
efforts to undermine its system, Ivanovic said, but had not 
responded to UNMIK\'s suggestion that it bid for a license: why bid 
for a license when Telekom has one valid for all of Kosovo? (Note: 
PTT Representative for Kosovo Randjel Nojkic told USOP that no 
telecom equipment north of the Ibar River has ever been dismantled. 
End note.) 


22. (SBU) Andreas Wittkowsky, deputy head of UNMIKYs Pillar IV, 
said that Telekom Srbija had exploited a gentlemen\'s agreement 
allowing them to sell SIM cards in Kosovo to expand their operation 
for commercial reasons, not to serve minorities. And its fixed line 
network operates in Kosovo in violation of UN Resolution 1244. But 
UNMIK has prevented disruption to Telekom services in the enclaves 
for political reasons, he said. 


23. (SBU) The pushing and shoving over links between Kosovo and 
Serbia continues in a number of areas, Wittkowsky said. Serbia 
recently had changed its policy on bus transit to require that 

operators use Serbian-registered buses. Previously, Kosovar 
operators had been permitted to use buses registered in third 
countries and pay a small fine, but Serbia suddenly began to force 
passengers to disembark at the border and continue on 
Serbian-registered buses, at a much higher cost. Serbia still is 
blocking UNMIK\'s request for membership in the International Railway 
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Union. Serbian state airline JAT recently filed an application 
requesting permission to fly to Pristina, Wittkowsky said, but PISG 
authorities argued against granting permission without a deal to 
unblock use of Serbian airspace for Pristina flights. 


Privatization: Future On Hold 


24. (SBU) Privatization in Serb enclaves has been informally put on 
hold pending greater political clarity, Ahmet Shala, deputy director 

of the Kosovo Trust Agency (KTA), told econoffs. Sale documents for 
the Brezovica ski center had been prepared, but the sale was delayed 
at the behest of UN authorities in New York, he said. KTA had 
consulted extensively with Serbs in the Strpce enclave, including 

the ski center's general manager, and agreed to include their 
conditions on to employment and investment issues. But starting the 
tender required a political decision, he noted. 


25. (SBU) With regard to the Trepca lead mining complex, the 
outlook is even more complicated because of the geography of the 
complex and because of conflicting views within the PISG, Shala 
said. Two mines are practically on the border with Serbia, the 
concentrator mill is in the enclave town of Leposavic, while other 
facilities are in Albanian areas. Production recently has restarted 
with some EUR 60 million in public subsidies, and the PISG is 
seeking to appoint an administrator for property. The new advisory 
board includes Kosovo Serbs, he noted. But there is no political 
consensus even within the PISG, Shala said, with the prime 
minister\'s key adviser skeptical about privatization. 


26. (SBU) Comment. This series of meetings in Pristina and north 
Mitrovica illustrated clearly that much of Kosovo\'s economic future 
is tied up in disputes with Serbs and with the Belgrade government. 
In many areas, the elements of a quid pro quo are apparent, but 
there is little political will at this point to negotiate. The 

outlook for major investments, whether it is in development of the 
lead mines at Trepca, the ski center at Brezovica, or in the energy 
tender, will be influenced by the course of status talks and the 
temperature of the relationship between Pristina and Belgrade. End 
Comment. 


27. (U) USOP is grateful to Embassy Belgrade and to econ chief Mark 
Bocchetti. 
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In Today's Papers 


Barzani on the PKK, Kirkuk 

All papers report Massoud Barzani, president of the regional Kurdish 
administration, told Turkey\'s NTV that it would be out of the 
question for his administration to fight against the PKK in northern 
Iraq. Barzani welcomed Ankara\'s initiative to establish dialogue 
with the Iraqi Kurdish leaders. He rejected the allegations that 

the regional administration supports the PKK: \"Rest assured that 
the PKK presence in the Kandil region is not dependent on our 
approval. It is not easy to control this remote region. General 
Buyukanit knows the difficulties and the conditions in the region 
better than many people. He should not expect us to confront the 
PKK militarily." Barzani reiterated his thesis that Kirkuk is a 
Kurdish city, the people of Kirkuk have waited patiently, and the 
referendum to determine the status of Kirkuk will not be put off. 
He maintained that external intervention in Kirkuk will worsen the 
situation. Independence is the Kurds\' natural right, Barzani said, 
stressing that the Turks, Iranians, and the Arabs should \"get used 
to\" that idea. 


Turkey Wants to Host Iraq\'s Neighbors Meeting 

Sabah, Milliyet, Radikal, Cumhuriyet and others report Turkey wants 
to host the 12th meeting of Iraq's neighbors, in which 
representatives of the US, EU and UN will also participate. 
Cumhuriyet says Ankara wants to revive Iraq\'s neighbors\' meetings 
mechanism, with the next gathering to be held at the \"technical 
level\" in Iraq in the second half of March, to be followed by a 
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high-level meeting in Istanbul. Meanwhile, Prime Minister Erdogan 
denied yesterday press reports that he was planning an official 
visit to Iraq in March. 


Court Sentenced DTP Leaders 

All papers report that Ankara 9th Heavy Penal Court sentenced DTP 
leader Ahmet Turk and his deputy Aysel Tugluk to 18 months in prison 
on charges of distributing party materials in the Kurdish language 

and praising jailed PKK leader Abdullah Ocalan. Turk and Tugluk may 
not be able to run in the general elections since article 76 of the 
constitution and article 11 of the Election Law stipulate that those 

who are sentenced to imprisonment for a term of more than one year 
shall not be elected to Parliament. 


Meanwhile Yeni Safak reports that former DEP deputies Leyla Zana, 
Hatip Dicle, Selim Sadak and Orhan Dogan who stayed in prison for 10 
years on charges of belonging to a terrorist organization will join 

the DTP at an extraordinary party convention tomorrow in Ankara. 

The four Kurdish activists will be working on the party 

administrative board. 


Editorial Commentary on Anti-PKK Operations in Europe 

Kubilay Celik writes in the nationalist Tercuman: \"The operations on 
February 8 against PKK networks in European countries were met with 
joy in the Turkish media. However, there are now enough indications 
to prove that this was only a cosmetic and false action. France, 

for instance, arrested 14 PKK members, and 8 of them are now free. 
Among those released are the Europe chieftain of the PKK and the 
accountant. Just watch -- you will see other releases in other 
countries as well. Consider the crimes they were arrested for: 
financing terror, organized crimes, money laundering and drug 
trafficking. Anyone who commits these kinds of crimes goes to jail 
for years. But it was not the case this time! The only thing that 
remains is for us to continue to listen to the lies from the US -- 

that they are pressuring Europe to cut off the PKK\'s financial 
resources and getting results." 


Turkish Hizbullah Members Sentenced to Life 

All papers report 20 members of Turkish Hizbullah have been given 
life sentences for killing 38 people in southeast Turkey in the late 
1980s and early 1990s, targeting mostly Kurds during fighting 

between Turkish security forces and the PKK. Another two defendants 
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were sentenced to 16 years due to their young age when the murders 
were committed. The case lasted 13 years. 


Sarafyan Proposal for a Joint Research on the Armenian Issue 
Commentator Ismet Berkan, writing in Radikal expressed hope that 
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contacts between Gomidas Institute\'s Ara Sarafyan and Turkish 

History Institution\'s Yusuf Halacoglu might constitute a first step 

for establishing a historians committee between the two countries. 
Berkan referred to a letter from Sarafyan who proposed the following 
steps for the joint research: 1. The Gomidas Institute would present 

to Halacoglu documents showing that what had happened in Harput in 
1915 and that this was not a simple exodus but harassment, massacre 
and genocide; 2. Halacoglu would present them documents on how the 
exodus in and around Harput was implemented and how each family was 
moved from one place and settled in another; 3. Sides would study 
whether the exchanged documents were credible. They would see what 
the similar points or differences were. Later all these documents 

would be available for whoever wanted to study them. 


Berkan stressed that the important point was that historians from 
both sides would begin to study documents. He also predicted that 
this process would allow Turkey to take a deep breath in the 
international arena. 


Srebrenica Massacre was Genocide 

All papers report the International Court of Justice (ICJ) has ruled 

that the death of 8,000 Bosnians in Srebrenica was \"genocide\" but 
that the Serbians were \"not directly responsible.Y Turkish papers 
react to the decision, with Cumhuriyet quoting Srebrenica Victims 
Association in Turkey as saying, \"Once again, Europe has shown that 
it\'s against Muslims.\" A headline in the conservative/intellectual 
Zaman reads, \"The Justice of The Hague: \'Genocide\' Committed in 
Bosnia, but Serbia is Not Responsible.\" The Islamist-oriented Yeni 
Safak says, \"Genocide Committed in Srebrenica, with No One 
Responsible. The liberal/intellectual Radikal says in a headline, 
\"The Hague Blatantly Clears Belgrade of Genocide.Y Mainstream Sabah 
reports thousands of Bosnians react to the decision blocking their 
way to file lawsuits for compensation. 


Erdal Safak comments in the mass appeal Sabah: \"The events of 1995 
were an ethnic cleansing which the ICJ also defined as genocide. 

This is compatible with the decision of the International Penal 

Court earlier, whdovan Karadzic and Ratko Mladic, 

the commander of the militia. All of this clearly is enough for 

more than 3,500 people to turn their graves. This is the justice 

coming from big powers, if you can call it justice.\" 


TV Highlights 

NTV, 6.00 A.M. 

Domestic News 

- Queen Beatrix of the Netherlands will visit Turkey from February 


27-March 2 to meet with President Sezer and Prime Minister Erdogan 
as well as address the AKP MPs in the Parliament. 
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- Two suspects detained in connection with the murder of Armenian 
journalist Hrant Dink have been released. 


- The Turkish High Election Board again plans to ink voters\' thumbs 
inthe general elections to ensure they do not cast multiple 
ballots. 
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- Tehran has warned Ankara not to re-export Iranian natural gas to 
third countries. 


- Turkey\'s Finansbank said it will go by the official title Credit 
Europe Bank as of March 1, 2007. 


International News 


- Foreign Minister Abdullah Gul said in Kabul Turkey will increase 
its troops to 1,000 from 825 with the NATO-led force ISAF in 
Afghanistan in April. 


- Azerbaijan\'s President Ilham Aliyev joined a ceremony to mark the 
15th anniversary of the Khojaly genocide. Armenians have killed 
more than 600 civilians in the Azerbaijani town of Khojaly in 
February 26, 1992. 


- Iraq\'s Shia vice president Adel Abdul-Mahdi has escaped an 
assassination attempt with bruises. 


- The London-based Minority Rights Group International said minority 
groups in lraq are facing desperate conditions, a barrage of 

attacks, and the threat of being forced out of their homeland. 
http://www.state.sgov.gov/p/eur/ankara/ 
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1. (SBU) Summary. A visit to one of Ankara\'s oldest squatter 
settlements provided insight into the multiple challenges Turkey 
faces in dealing with its endemic squatter housing problem, which is 
linked to persistent regional income disparities and the country\'s 
deep urban and rural poverty. Residents of the Mamak district told 
us the GOT\'s efforts to move people out of single-story squatter 
dwellings into high rise apartments may, among other things, 
diminish contact between different religious and ethnic groups that 
currently live in -- and get along with each other in -- the city\'s 

many \"gecekondus.\" Residents also worry whether the municipality 
will make good on earlier promises regarding title deeds and 
apartment sizes. The recent construction of a giant mosque in a 
predominantly Alevi neighborhood of Mamak has angered many residents 
and could highlight political differences among ethnic groups during 
parliamentary elections later this year. End Summary. 


2. (SBU) Mamak, an impoverished district of northeast Ankara with 
approximately 500,000 inhabitants, is representative of the 

capital's numerous squatter settlements, and to a large degree 
mirrors the cultural diversity of Turkey in general. Over the past 
fifteen years, Bilkent Political Science Professor Tahire Erman has 
spent thousands of hours in Ankara\'s squatter areas, predominantly 
in the Mamak district, interviewing hundreds of residents and 
researching squatter issues ranging from migrant residents\' 
perceptions of urban living to the effects of social exclusion of 
squatter youth. While visiting a predominantly Alevi neighborhood 
of Mamak, Erman introduced Econoff to two Mamak families, one Sunni 
and one Alevi, with whom she has established close ties during the 
course of her research. 
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3. (SBU) Although large parts of the Mamak district have been 
transformed slowly from mainly single-story residences to uniform 
apartment complexes over the past five years, the area we visited 
retained a distinctive village-like quality. Nestled among similar 
crude dwellings and perched on the edge of the Imrahar Valley, a 
modern Ankara skyline visible in the distance, the Sunni family\'s 
modest single-story residence previously housed an Alevi family as 
well. Sharing a wood burning stove and kitchen area, each family 
enjoyed small separate living quarters until the Alevi family moved 
to a nearby rental property last year. The Alevis\' new landlord 
uses rental income from two squatter properties to finance monthly 
payments on the apartment she purchased, a common trend among former 
squatters. 


4. (SBU) Stricken recently with bone cancer, the Sunni mother of two 
small kids reflected on her good fortune to have a husband with a 
regular monthly salary and a father-in-law employed as a gardener at 
the municipality. Her husband pays out-of-pocket for her 
chemotherapy at a private doctor\'s office, an expense not covered by 
social security. Relying on the generosity of neighbors and her 
elderly mother to assist with child care and cooking, she remained 
nevertheless optimistic about her family\'s future. The Alevi mother 
of a teenage girl expressed a desire to establish a women\'s caf in 
the neighborhood, as a counterpart to the traditional men\'s tea 
houses, for socializing and to promote women\'s issues. As the wife 
a taxi driver whose husband pays more than half his income to her 
uncle who owns the taxi, she supplements their household income by 
selling hand-made purses and socks. 


5. (SBU) No longer housemates, the Alevi and Sunni families 
nevertheless remain close, and despite their divergent political and 
religious views (the Alevi community in Mamak tend to support 
left-of-center secularist parties while the Sunni generally support 
the ruling Justice and Development Party), a common respect was 
evident. Strictly observant Muslims, the Sunni female household 
members openly discussed the propriety of their uncovered Alevi 
counterparts, comments the Alevi women merely shrugged off with a 
smile. Professor Erman noted that being a good neighbor was 
generally the norm in the squatter areas she has researched, and 
that close ties among families in places like Mamak often transcend 
ethnic and religious identities. Living in close proximity to one 
another with minimal privacy creates a sense of community that 
residents and academics fear will be lost through the construction 
of high rise apartment buildings. 


6. (SBU) The target of urban improvement projects in the late 1990s, 
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Mamak has undergone gradual transformation. Surveying the various 
neighborhoods, Professor Erman pointed to new eight-story apartment 
buildings where until a year ago there had been traditional squatter 
residences. Erman noted that Mamak was abuzz over title deeds and 
apartment sizes after Ankara\'s mayor spoke to residents in 2002, at 
which time there was strong opposition to rumored plans for all 
residents to receive the same size apartments. Erman explained that 
because the plot sizes were fixed pursuant to the municipality\'s 
development plan, squatters must agree on the number of apartments 
to which each family is entitled prior to construction of new 

buildings, and achieving consensus among residents has been 
problematic. 


7. (SBU) The principal authority in the neighborhood is the muhtar, 
elected to a five-year term and responsible for supervising the 
planning and operation of communal projects and services as well as 
the administration of directives from higher authorities. Although 
an Alevi from a Kurdish region in Turkey, the elected muhtar with 
whom we met keeps his personal origin to himself, describing it as 
potentially divisive. He and several of the local elders commented 
on the recent construction of an enormous mosque a stone\'s throw 
from the muhtar\'s office, explaining that the mosque\'s owner, a 
local contractor involved in several squatter transformation 

projects, apparently erected the mosque in an attempt to transform 
the composition of the neighborhood from Alevi to Sunni. 


8. (SBU) The mosque\'s construction has angered many long-time Alevi 
residents who resent attempts to create discord among Sunni and 

Alevi neighbors who have lived peacefully alongside one another for 
decades. Professor Erman commented that tensions ran high among 
residents during previous parliamentary elections because the Sunni 
and Alevi neighbors tended to be at opposite ends of the political 
spectrum. She feared that the mosque controversy might heighten 
tensions among residents during parliamentary elections later this 

year. 


9. (SBU) While local governments have begun to implement measures to 
address squatter housing through large-scale urban renewal projects, 
they have largely ignored the social aspect of the squatter 

phenomenon in Turkey. Razing single-story houses in favor of 

high-rise apartments essentially destroys the village-like communal 
atmosphere squatters create in large urban centers such as Ankara. 
Opportunities for social networking among members of different 
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ethnic and religious communities will diminish as families move to 
apartments, and this could increase tensions among these groups down 
the road. The destruction of communal space in squatter areas is 
designed to end the proliferation of unregulated, untitled housing. 

It is likely to reduce the clear sense of community and 

interdependence that exist in neighborhoods like the one we visited, 
perhaps condemning squatter residents to a more isolated, anonymous 
future. 

#WILSON 
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1. (SBU) SUMMARY: Welcome to Kenya, a stable, dynamic 
democracy and a key regional partner for the United 
States. Our partnership with Kenya focuses on five major 
goals: cooperate to fight insecurity and terrorism; 

combat disease and save lives; promote prosperity, fight 
poverty and invest in people; advance shared democratic 
values, human rights, and good governance; and 
collaborate to foster peace and stability in East Africa. 
While corruption, insecurity and inter-ethnic conflict 
remain major obstacles to Kenya achieving the aspirations 
of its citizens, there is a positive process of change 
underway that our partnership is designed to support. 


2. (SBU) In addition to managing this robust bilateral 
partnership with Kenya, the U.S. Mission in Nairobi also 
has the mandate to implement U.S. policy in Somalia. The 
U.S. has three principal goals in Somalia: support the 
establishment of a stable national government based on 
national reconciliation; promote security and stability 

on the ground - which includes combating terrorism; and 
respond to the humanitarian needs of the Somali people. 
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These goals are mutually reinforcing. END SUMMARY. 


U.S. Mission Kenya: A Vital Regional Platform 


3. (U) The U.S. Mission in Kenya serves as a vital 
regional platform to promote U.S. interests throughout 
much of Africa. It is the largest U.S. diplomatic 

mission in sub-Saharan Africa, comprising 18 federal 
government agencies or offices, most of which have 
regional mandates. Among these agencies are the U.S. 
Agency for International Development/East Africa, 
Peace Corps, Library of Congress, Center for Disease 
Control, and the Departments of State, Defense, 
Commerce, Agriculture, Homeland Security and Justice. 


4. (U) Aside from our bilateral relationships with Kenya 

and Somalia, described below, U.S. Mission Kenya also 
represents the USG to United Nations bodies headquartered 
in Nairobi (UNEP and U.N. Habitat) and engages with 
diplomatic missions and international NGOs involved in 
promoting peace, stability and development in southern 
Sudan and the Great Lakes region. 


The U.S.-Kenya Partnership 


5. (U) Our partnership with Kenya focuses on five major 
goals: cooperate to fight insecurity and terrorism; 
combat disease and save lives; promote prosperity, 
fight poverty and invest in people; advance shared 
democratic values, human rights, and good governance; 
and collaborate to foster peace and stability in East 
Africa. U.S. foreign assistance to Kenya is geared 

to achieving these goals. That assistance came to 
about $480 million in 2006. It is expected to rise to 
$550 million this year. 


6. (U) The U.S. private sector also has a robust 
relationship with Kenya. Bilateral trade in 2006 
amounted to $800 million. U.S. investments in 
Kenya total about $300 million. The American 
Chamber of Commerce in Kenya actively promotes 
corporate social responsibility by its member firms, 
which account for about ten percent of Kenya\'s GDP. 


7. (U) There were 86,500 American tourists in Kenya 
in 2006. About 6,000 Americans live in Kenya. 


Counter-Terrorism: Priority Number One 
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8. (SBU) Al-Qaeda bombed our Embassy on August 7, 1998. 
It also attacked an Israeli-owned hotel and Israeli 
chartered aircraft in Kenya in 2002. Al-Qaeda retains 
the ability to operate in and around Kenya. Working 
with Kenya against the threat from terrorism remains 
the first priority on our bilateral agenda. We have 
provided training to the Department of Public 
Prosecutions. We have provided civil aviation security 
and safety equipment and training to Kenyan agencies 
under the Safe Skies for Africa program. The U.S. Navy 
Maritime Operations and Training Coastal Security 
Program with the Kenyan Navy, Police, and Kenyan 
Wildlife Service is the only inter-ministerial 
counter-terrorism effort in Kenya. Our Anti-terrorism 
Assistance (ATA) office has established a robust police 
training program, and a coastal security program that 
promises to improve Kenya\'s capacity to secure its 
extensive coastline, through the combined efforts of 


ATA, the Kenya-U.S. Liaison Office (KUSLO), the 
Djibouti-based Combined Task Force-Horn of Africa 
(CJTF-HOA), the Defense Attache\'s Office (DAO), and 
the Economic and Political sections. Cooperation with 
the Kenyan Government on this program is excellent and 
should serve as a model for such multi-sectoral 

projects. As a top priority, our counter-terrorism 

efforts benefit from the cooperation of all Mission 
agencies, including DOJ\'s Resident Legal Advisor, FBI, 
USAID, and DHS. CJTF-HOA Civil Affairs teams have 
been active in Kenya since 2003, providing humanitarian 
assistance and building infrastructure in the poorest 

and most remote regions of the country. 


9. (SBU) Polling data consistently shows that violent 
crime is a top concern of Kenyan voters while terrorism 
does not figure at all as an issue of concern to them. 
Kenya\'s political leadership shares this perspective. 
Members of the U.S. Mission and their family members 
have been severely wounded and killed in criminal 
attacks in recent months. We fully understand why the 
topic of insecurity resonates more with the Kenyan 
public than does the topic of terrorism. The resource 
increases and reforms required for the judicial and law 
enforcement sectors to better respond to the terrorist 
threat would equally promote improved response to 
threats to the general public posed by violent criminal 
gangs. We find that the most effective way to advocate 
for the necessary resource increases and legislation is 
to speak in terms of addressing Kenya\'s chronic 
insecurity threats, of which terrorism is but a part. 
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10. (SBU) Kenya, nonetheless, has an international 
obligation to enact counter-terrorism and anti-money 
laundering legislation in accordance with the UN 
conventions it has signed. The issue of 
counter-terrorism legislation has become controversial 
in Kenya, with elements of the press, the political 

class, the human rights community, and Muslim leadership 
criticizing such legislation as anti-Muslim. The 
Government of Kenya has not institutionalized the 
necessary integrated legal framework nor organized a 
joint counter-terrorism task force of police and 
prosecutors, despite significant U.S. financial support 
and advocacy. Military aspects of our counter-terrorism 
activities, particularly training, suffered a loss of 

funds due to Kenya\'s failure to conclude an Article 98 
agreement. The lack of an overarching Kenyan 
counter-terrorism strategy and legal framework limits 
the impact of our efforts. 


Military Cooperation Strong 


11. (SBU) Despite Kenya\'s ratification of the Rome 
Treaty and failure thus far to conclude an Article 98 
Agreement with the U.S. (which effectively froze IMET 
and FMF for Kenya as of March 2005), the 
military-military relationship remains strong. (Note: 

A Presidential waiver restored IMET in SEP 06.) Our 
cooperation includes training, combined exercises, 
some provision of equipment, an intelligence exchange 
program, and senior DOD visits. Our strong support of 
the Kenyan military also includes the African 
Contingency Operations Training Assistance Program 
(ACOTA) which prepares Kenyan battalions for United 
Nations or African Union mandated peace-keeping 
deployments with training and equipment. 


Politics: Intense Campaigning by Two Unstable Coalitions 


12. (SBU) This is an election year in Kenya. Kenyan 

politics is evolving into a system of two unstable 

coalitions fiercely competing for power. Ethnic voting 

blocs, patronage and money, rather than issues and 

ideology, dominate politics. While most observers favor 
President Mwai Kibaki\'s chances of re-election, 

conventional wisdom may change if the opposition unites 
behind a candidate with national popularity. However, 

the opposition Orange Democratic Movement-Kenya may have 
difficulty retaining its unity once it makes a choice 
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among its contending presidential aspirants. Neither 
coalition can be counted on to observe electoral codes 
of conduct or practice self-restraint. Thereisa 
distinct danger of politicians inciting ethnic 

animosity for political mobilization purposes. 


13. (U) Following the election in 2002 of President 
Mwai Kibaki, political space and civil liberties 
increased dramatically, a far cry from the torture 


chambers and political imprisonments of the preceding 

24 years under former President Daniel arap Moi. With 
greatly improved respect for human rights, a variety of 

media and civil society organizations thrive, measuring 

the performance of the government by higher standards 

than in the past. Kenyans themselves demand and expect 
democratic behavior from their government. This was 

vividly demonstrated during the constitutional referendum 

of late 2005 during which voters demonstrated their ability 

to (mostly peacefully) oppose a largely government-supported 
initiative. It was also seen in the public outcry against 

the government\'s attack on free media during the March 2006 
raids on the Standard Media House. Other good governance 
success stories are the effectiveness and independence of 
the Electoral Commission of Kenya, which the Mission has 
assisted, and the Kenyan National Commission on Human Rights. 
Particularly in light of public exposure of two massive 
corruption scandals in mid-2004 and early 2006, Parliament 
has more fully assumed its role of checking the power of 

the executive through oversight committees. The executive, 
however, continues to wield considerable power over the 
legislature. 


14. (SBU) Kenya continues to be led by politicians who 
came of age during the colonial era. President Kibaki, 

his Vice President and his Ministers of Defense and of 
Security (among other cabinet members) were all in their 
30s when Kenya achieved independence in 1963. The three 
top opposition leaders, as well as the \"young Turks!" of 
the Kibaki administration, were all teenagers or young 
children at the time of independence. Kenya is in the 
midst of a crucial generational transition of political 
leadership that will be fully realized following either 

the 2007 or, at the latest, the 2012 general elections. 
Kenya since independence has developed one of Africa\'s 
most vibrant civil societies and most highly educated 
electorates (73 percent adult literacy). The country\'s 
future political leadership will better reflect 
post-independence Kenyan society. 


15. (SBU) There are several long-awaited pieces of 
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legislation pending before Parliament of particular 
interest to the United States. The draft Anti-Money 
Laundering Bill, is required for Kenya to meet its 
international obligations and to strengthen efforts against 
corruption, drug trafficking, and terrorism. Also awaiting 
discussion in Parliament are a bill providing for public 
access to government information, viewed as a key 
anti-corruption mechanism; and a bill which would permit 
the funding of political parties from government coffers 
to level the playing field and reduce pressures to raise 
campaign funds through corruption. We are also advocating 
on behalf of pending anti-trafficking in persons 
legislation, labor reforms and legislation to address the 
growing problem of narcotics trafficking. 


The Economy: Corruption Holding Back Development 


16. (U) The Kenyan economy grew by an estimated six percent 
in 2006, continuing a steady economic recovery that began 

in 2002 after over a decade of debilitating economic 

stagnation in the 1990s. The current expansion is fairly 
broad-based, and is built on a stable macro-environment 
fostered by government, and the resilience, resourcefulness, 
and improved confidence of the private sector. The recovery, 
however, is just that - a recovery phase that began from a 

low base of economic activity in 2002. Growth needs to be 
higher, and on a sustained basis, to begin to noticeably 

reduce poverty. Currently, 56 percent of Kenyans liveon a 
dollar-a-day or less and unemployment/under-employment is 
also about 50 percent. Accelerating growth to achieve Kenya\'s 
potential will require continued de-regulation of business, 
improved delivery of government services, massive investment 
in new infrastructure (especially roads), reduction of chronic 
insecurity caused by crime, and improved economic governance 
generally (see below). 


17. (U) Tourism is now Kenya\'s top economic sector, 
followed by flowers, tea and coffee. Africa is Kenya\'s 

largest export market, followed by the EU. Kenya is the 
regional center for industry and services, with Mombasa 
handling imports and exports for the whole region. 

Critical to more rapid growth in Kenya and the wider 

region is expanded capacity and improved efficiency at 
Mombasa Port, which despite some improvements since 2002 
remains plagued by mismanagement and corruption. 


18. (U) Kenya continues to benefit from the Africa Growth 
and Opportunity Act (AGOA). lts apparel industry is 
struggling to hold its ground against Asian competition 
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following the renewal by Congress in November 2006 of the 
AGOA third country fabric provision, meant to provide more 
time to develop local cotton and fabric production that 

meets the buyers\' rigorous standards. Kenya\'s main exports 
to the U.S. are AGOA-program garments. 


19. (U) Rains in 2006 ended two previous years of drought 
and avoided rationing of hydro-electric power. Kenya 
nonetheless faces profound environmental challenges brought 
on by high population growth, deforestation, shifting 

climate patterns, and the overgrazing of cattle in marginal 
areas in the north and west of the country. Significant 
portions of the population will continue to require 

emergency food assistance in the coming years. 


20. (SBU) Corruption is the greatest challenge facing the 
Kenyan economy. In the first year after taking office, the 
new government took some bold action, including passing 
important anti-corruption legislation and removing nearly 
half of the country\'s judges following allegations of 
corruption. However, the expectations of dramatic 

action against grand scale senior-level corruption 
(Anglo-Leasing and Goldenberg cases) have not been met. 
There have been only a few prosecutions of senior officials 
from either the former or the current regime for 

corruption, despite ample evidence of wrongdoing and public 
outcry, in particular following the publication of reports 

in early 2006 detailing the extent of the rot. However, 
Kenya\'s press, civil society, Parliament, and general 
public have shown that they will not suffer quietly while 

the country's coffers are emptied. The revelations of 
corruption scandals by an opposition MP and the press, 
commonly referred to by the name of the fictitious 

financial corporation involved - ¡.e., Anglo-Leasing - 

are noteworthy because they demonstrate more space for 
public criticism in Kenya. 


21. (SBU) Confronting corruption in the government is a 
high priority for the U.S. Mission in Kenya. As part of 

our support for Kenyan anti-corruption efforts, the Mission 
helped create the Department of Public Prosecutions\' (DPP) 
specialized anti-corruption unit and has supported training 
and other capacity building activities. Parliament has 
contributed a moderate degree of accountability and has 
questioned the effectiveness of the government\'s 
anti-corruption institutions. The Mission supports a 
legislative strengthening program designed to empower key 
committees and promote quality legislation. 


HIV/AIDS and the President's Emergency Plan 
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22. (U) The President\'s Emergency Plan for AIDS Relief 
achieved impressive advances in 2006, and those successes 
continue in 2007. Kenya has the second largest 
single-country PEPFAR program in the world. Five Mission 
elements coordinated their programs to implement USD 208 
million worth of activities in the areas of prevention, 

treatment and care in 2006. Thanks in part to efforts with 

our Kenyan partners, the HIV prevalence rate among adults 
declined from 6.8 percent in 2003 to 6.1 percent in 2005 
(UNAIDS). PEPFAR\'s impressive results include an increase 
in the number of U.S.-supported anti-retroviral treatment 
(ART) sites from three to more than 200 in just over two 
years. In 2006, PEPFAR funding bought drugs for 58,000 of 
the estimated 111,000 Kenyans on ART. By the end of 2007, 
we will be directly supporting over 70,000 Kenyans on ART. 


Kenya?s Ethnic & Religious Demographics 


23. (U) Kenya\'s population of 34 million is comprised of 
over forty ethnic groups representing three of Africa\'s 
major socio-linguistic families (Bantu, Nilotic and 
Cushitic). The two largest and most politically relevant 
communities are the Kikuyu (mostly pro-government) and 
the Luo (mostly pro-opposition). 


24. (U) Kenya\'s religious demographics are roughly 80 
percent Christian, 10 percent Muslim and 10 percent other 
(mostly African traditional religions). Most Kenyan 
Muslims practice a moderate, often Sufi-influenced Islam. 
While a handful of Kenyan Muslims have been radicalized, 
imported radical dogma has not been widely embraced. 


Somalia 


25. (U) The U.S. Mission in Kenya has the mandate to 
implement U.S. policy in Somalia. Many of Somalia\'s 
political leaders maintain residences in Nairobi. The 


United Nation\'s political office for Somalia is located 

in Nairobi as are the \"Somalia Affairs\" offices of 

most major multilateral organizations and diplomatic 
missions. Kenya is the current Chair of the 
InterGovernmental Authority on Development (IGAD), which 
has a mandate from the African Union (AU) to promote 
peace, stability and national reconciliation in Somalia. 
Kenya is an active participant in Somalia diplomacy and 
security issues. 
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26. (SBU) The U.S. has three principal goals in Somalia: 
support the establishment of a stable national government 
based on national reconciliation; promote security and 
stability on the ground - which includes combating 
terrorism; and respond to the humanitarian needs of the 
Somali people. These goals are mutually reinforcing. 
Somalia will not be stable as long as foreign terrorists 
are active there. Similarly, achieving a stable national 
government will help ensure that Somalia is not exploited 
as a base of operations by foreign terrorists. Helping 

the Somali people to counter the impact of drought, 
flooding, and near-continuous warfare for the past 15 
years, and to address their development aspirations, will 
contribute to achieving a firm foundation for a lasting 
national government. 


27. (SBU) Kenya took the lead, through the 
InterGovernmental Authority on Development (IGAD), in 
the Somali National Reconciliation Conference that took 
place over 23 months in Kenya. Since the conclusion of 
the conference, Kenya has continued to support the 
strengthening of the Somali Transitional Federal 
Government (TFG) and institutions (TFls) which emerged 
from the conference and were established in 2004. Asa 
result of Ethiopia\'s intervention in late December 2006, 

the Islamic Courts that controlled most of southern and 
central Somalia during the second half of 2006 collapsed. 
In early January 2007 the TFG moved its capital from Baidoa 
back to Mogadishu and began a process of establishing 
governing bodies and appointing administrative officials. 
Early assessments of efforts by President Yusuf and Prime 
Minister Gedi to reach out to all segments of Somali society 
to establish a broad-based government have been mixed. 


28. (SBU) Ethiopian forces, whose presence is widely 
opposed within Somalia, have remained to provide 
security until such time as either an AU peace 

support mission is deployed within Somalia or TFG 
capacity to provide security is greatly improved. 

At this time, only Uganda has agreed to provide troops 

for an African peace support mission. The AU, Kenya, 
and the U.S. are soliciting additional contributions of 
troops from African nations in order to stand up a peace 
support mission as soon as possible. The U.S., UNDP and 
European partners are working to enhance the capacity of 
TFG police and security forces to provide security. 


Strong Reasons to be Upbeat about East Africa 
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29. (U) Kenya\'s renewed economic vitality and new-found 
democratic space give us strong reasons for optimism 
about its prospects for real progress toward achieving 

the aspirations of its people. Likewise, we see cause 

for optimism that Somalia may be on the verge of finally 
achieving stability, national reconciliation and re-entry 

into the international community, shedding its status as 

a refuge and launching pad for global terrorism. This is 
an exciting time to visit U.S. Mission Kenya. Welcome! 
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E.O. 12958: N/A 
TAGS: ECON, EAID, ETRD, EFIN, PREL, IMF, GA 
SUBJECT: THE GAMBIA: BACK ON TRACK WITH IMF 


REF: 06 BANJUL 722 


IMF APPROVES NEW DISBURSING PROGRAM 


1. (U) We note, per the IMF\'s press release, the IMF 
Executive Board\'s February 21 approval of a three-year, dols 
21 million Poverty Reduction and Growth Facility (PRGF) for 
The Gambia. According to the IMF\'s announcement, the 
Executive Board also approved additional interim assistance 
of dols 0.5 million under the enhanced Heavily Indebted Poor 
Countries (HIPC) Initiative. The IMF\'s resumption of a 
disbursing program here represents the culmination of the 
GOTG\'s several-year effort to get back on track with the IMF, 
following its suspension in 2003 of the then-existing PRGF 
arrangement due to the GOTG\'s misreporting of its foreign 
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exchange balances. 


2. (U) Approval of the new PRGF followed a November 2006 
visitto The Gambia by IMF officials (reftel), who expressed 
satisfaction with the GOTG\'s overall performance under the 
Staff Monitored Program (SMP) instituted here by the IMF 

prior to deciding whether to go ahead with a new disbursing 
program. In their readout to us, the IMF officials indicated 

that the GOTG was firmly on course for a new PRGF and 
subsequently, assuming the Gambians\' satisfactory performance 
under the PRGF for at least six months, debt relief under the 
Multilateral Debt Relief Initiative (MDRI). 


CHALLENGES AHEAD 


3. (U) In announcing the new PRGF, IMF Deputy Managing 
Director Murilo Portugal commended the GOTG for successful 
economic stabilization policies over the previous three 

years, citing, inter alia, tightened monetary policies and 

prudent macroeconomic policies. However, he also went on 
mention \"formidable economic challenges\" to be addressed 
under the PRGF: \"widespread poverty, vulnerability to 
exogenous shocks, and a heavy public debt burden.\" The IMF 
official stated that the GOTG\'s maintaining \"fiscal 

discipline\" would be crucial for the achievement of 
macroeconomic objectives enshrined in the PRGF and noted, in 
particular, the need for the GOTG to \"contain\" domestic 
borrowing. 


COMMENT 


4. (SBU) The GOTG wasted no time in signalling its 
satisfaction over the IMF\'s move, issuing a statement that 
contained excerpts from the IMF press release and that ran as 
the lead item in two dailies on February 23. In past 
discussions with us, the two leading architects of the GOTG\'s 
normalization of ties with the IMF -- Finance and Economy 
Minister Musa Bala Gaye and Central Bank Governor Famara 
Jatta -- indicated awareness of the need for the GOTG to 
continue economic reforms following anticipated approval of 
the PRGF so as to achieve their top priority -- reaching HIPC 
completion point and qualifying for debt relief under MDRI by 
mid-2007. At the same time, these two officials acknowledged 
a key economic \"challenge\" cited by IMF offical Portugal -- 
keeping spending and borrowing under control -- that the 
GOTG had to face in order to help ensure performance under 
the new PRGF that would earn debt relief. END COMMENT 
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E.O. 12958: DECL: 02/25/2017 

TAGS: PREL, MARR, BA, BILAT, OFFICIALS 

SUBJECT: SCENESETTER FOR MARCH VISITS OF BAHRAINI CROWN 
PRINCE SHAIKH SALMAN AND FOREIGN MINISTER SHAIKH KHALID 


Classified By: Ambassador William T. Monroe for reasons 1.4 (b) and (d) 


1. (C) Crown Prince Shaikh Salman bin Hamad Al Khalifa and 
Foreign Minister Shaikh Khalid bin Ahmed Al Khalifa will both 
visit Washington in early March. Shaikh Khalid will arrive 

first for meetings beginning on March 1 and he plans to 
remain in the Washington area for more than a week until the 
end of the Crown Prince\'s visit. Shaikh Salman will be in 
Washington March 7-10 after first going to Chicago with a 
trade delegation organized by the American Chamber of 
Commerce in Bahrain. The Crown Prince last visited 
Washington in March 2006, and he participated in events on 
the margins of the UN General Assembly opening in September 
2006 in New York. Shaikh Khalid also attended the opening of 
the UNGA in 2006 and is a participant in GCC 2 meetings. 


2. (C) Shaikh Salman and Shaikh Khalid will both be looking 
to strengthen the bilateral relationship during a period of 
escalating regional tensions. Bahrain has clearly and 

publicly aligned itself with the United States in the 
international community\'s face-off with Iran, and the 
Bahrainis will want confirmation that we recognize the steps 

it has taken and reassurance that we will support Bahrain and 
consult closely as the situation develops further. Bahrain 
generally supports our Iraq policy and recently hosted Abdul 
Aziz Al Hakim in Manama while he was on a regional tour and 


Column 3 

we understand former Prime Minister Al Allawi hopes to visit 

in mid-March. The Bahrainis have engaged cautiously with the 
Iraqi government and are worried that sectarian violence 

could lead to heightened tensions inside Bahrain. The CP 

will lead the Bahraini delegation in a meeting of the Gulf 
Security Dialogue (GSD) on March 8. The Bahraini government 
expects the GSD process to lead to a further strengthening in 
mil-mil cooperation, including financial and material support. 


3. (C) What we want from the visits: 


-- Close coordination on Iran policy and development of 
strategies that go beyond sanctions contained in UNSCR 1737. 


-- Public expression of support for the goals of U.S. policy 
in Iraq and a commitment for pro-active Bahraini engagement 
with IraqVs leadership. 


-- Continued cooperation on regional maritime operations, 
including in Coalition Task Forces in and around the Gulf. 


-- Enhanced commitment to political reform, including through 
serious engagement with the newly elected lower house of 
parliament Council of Representatives. 


4. (C) Shaikh Salman and Shaikh Khalid will want to hear 
from us on: 


-- Reaffirmation of the Navy\'s long-term commitment to 
Bahrain and U.S. interest in protecting Bahrain. 


-- Recognition of Bahrain\'s public and private steps to align 
with and support the United States, including participating 

in the Proliferation Security Initiative, joining the 

Coalition Task Forces (CTF), and deploying a special forces 
contingent to Afghanistan. 


-- Strategies to harden Bahrain\'s defenses and contain Iran 
while avoiding a military confrontation. 


-- Briefing on the way ahead in Iraq, with emphasis on the 
Iraqi government\'s responsibilities and ways the GCC can 
engage and assist. 
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-- Next steps in U.S./Quartet consultations with Israel and 
the Palestinians and methods to address the plight of 
Palestinian civilians. 
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5. (C) We suggest Washington interlocutors consider raising 
the following points: 


-- Recognize the long history of mil-mil cooperation with 
Bahrain, most notably through hosting NAVCENT. Reaffirm the 
commitment of the U.S. Navy to Bahrain. 


-- Praise Bahrain\'s support for OEF, OIF, and U.S. policy on 
Iran and Iraq, and for enhancing its strategic commitment to 
the United States. 


-- Pledge continued close engagement with Bahrain on regional 
challenges through the GCC 2 and GSD initiatives, and discuss 
the way forward. 


-- Emphasize the importance of continued political reform and 
participation. Propose USG support for Bahrain\'s 
democratization process, including by reactivating 
programming by the MEPI-funded National Democratic Institute 
(NDI). 


-- Hail the implementation of the U.S.-Bahrain free trade 
agreement and almost 50 percent growth in bilateral trade in 
2006, and welcome the Crown Prince\'s personal support for 
expanded commercial relations through his participation in 
the AmCham trade mission to Chicago. 


6. (C) The Bahraini leadership is greatly concerned about 
the threat posed by Iran and increased tensions between Iran 
and the international community. Crown Prince Salman has 
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suggested several times that the U.S. and GCC countries hold 
a significant military exercise in the Gulf, which would send 

a strong signal to Iran. Bahrain hosted and participated in 
Proliferation Security Initiative exercise Leading Edge in 
October, and the boarding/interrogation portion took place 
just outside its territorial waters. NAVCENT personnel were 
impressed with the Bahraini Navy\'s professionalism and 
aggressiveness during the exercise. Bahrain has been an 
enthusiastic partner in the Gulf Security Dialogue and GCC 2 
initiatives. 


7. (C) Bahrain\'s relationship with Iran is complex. The 
Bahraini leadership is united in its suspicion of Iranian 
intentions regarding Bahrain and often sees an Iranian hand 

in incidents involving Bahrain\'s Shia community, which 
comprises some two-thirds of the country\'s citizens. They 

are convinced Iran seeks to develop nuclear weapons and 
assert its influence around the region. Atthe same time, 
Bahrain faces the reality that it must live with its large 

neighbor across the Gulf. Bahrain maintains \"correct\" but 
not warm diplomatic relations with Iran, with Bahraini 

leaders meeting with Iranian officials when they visit. 

Foreign Minister Shaikh Khalid visited Tehran February 24 and 
met with President Anmadi-Nejad and Foreign Minister Mottaki. 
(We do not yet have a readout of his visit.) Bahraini 

officials repeatedly assert their strong view that the 
international community should engage in diplomacy to deal 
with lran, and not resort to a military solution. They 

recognize, however, that a robust military posture can 

facilitate diplomacy. Bahrain supports UNSCR 1737 but may be 
wary of implementing additional sanctions that go beyond the 
language of the resolution. 


8. (C) The GOBpublicly supports U.S. operations in Iraq, 

but a King Hamad and Crown Prince Salman have told seveal 
recent U.S. delegations, it believes Iraqi forces should be 
moving to the front lines in place of coalition forces. This 
would force Iraqis to take responsibility for their own 

security and put the GOI into the position of requesting 
assistance from its Arab neighbors, which the Bahrainis feel 

it has not yet done in a meaningful way. Iraqi Shia leader 
Abdul Aziz Al Hakim visited Bahrain February 8 while on a 
regional tour and met with the King. Former Prime Minister 
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lyad Al Allawi has asked to visit Bahrain in mid-March. The 
GOB\'s greatest concern related to Iraq is that sectarian 
violence could spill over into Bahrain, which has a 
Shia-majority population ruled by a Sunni-controlled 
government. GOB officials will support long-term measures to 
reduce sectarian violence while recognizing that the 

near-term situation in Iraq is extremely difficult. 


9. (S) Although physically distant from the 

Israel-Palestinian conflict, the Bahraini government and 
people remain highly concerned about the lack of forward 
progress on peacemaking and the plight of the Palestinian 
people. The GOB believes that progress on Israel-Palestinian 
relations will improve regional receptivity for U.S. 

policies. During Bahrain\'s term as (rotating) president of 

the Arab League (AL) in the latter half of 2006, Bahrain took 
an unprecedented foray into peace process diplomacy. Foreign 
Minister Shaikh Khalid was asked to present the AL\'s views on 
reviving Israel-Palestinian talks to the UN Security Council 
during the opening of the UN General Assembly in September 
2006. Israeli Foreign Minister Livni attended that 

presentation and reportedly was pleased with Shaikh Khalid\'s 
handling of the issue. Shaikh Khalid met with Livni on the 
margins of the UNGA at that time and successfully established 
a relationship with her. After the Secretary\'s meeting with 

the GCC 2 on October 3 in Cairo, Shaikh Khalid made the first 
visit by a Bahraini official to Ramallah to see Palestinian 
President Abbas. Shaikh Khalid briefed Livni by telephone 
after departing Ramallah. 


10. (SBU) Bahrain in November/December 2006 conducted its 
second set of parliamentary and municipal elections since the 
adoption of the 2002 constitution. Some 70 percent of 
registered voters and all registered political societies 
participated in the elections, with oppositionists winning 18 

of 40 seats in the elected lower house Council of 
Representatives (COR). Thirty-two of the 40 seats are held by 
Islamists (Sunni and Shia) and membership is marked by a 
stark Sunni-Shia divide. One woman, Lateefa Al Qaoud, ran 
unopposed and is Bahrain\'s first female elected member of 
parliament. An NGO election monitoring committee released 
its findings earlier this month and, while the report does 

not clearly acknowledge that the elections were free and 
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fair, it states that the committee did not uncover tangible 
evidence of the government rigging election outcomes. 


11. (C) In the run-up to the elections, in May 2006, the 
government forced the MEPI-funded NDI project director out of 
the country. Government officials complained privately that 

the director was too close to oppositionists. With an 
overwhelming majority of COR members, and almost all members 
of municipal councils, being new to their positions, there is 

a great need for the type of technical assistance and 

expertise offered by NDI. Conditions may be favorable for a 
renewed approach to the GOB for the resumption, even if 

limited, of NDI programming in Bahrain. 


12. (C) Foreign Minister Shaikh Khalid has come under 
pressure from parliament \"to do something\" about the 
remaining two Bahraini detainees at Guantanamo. He is likely 
to raise the issue in a call at the Pentagon. 


13. (SBU) The U.S. Navy has worked closely with Bahrain for 
more than 50 years. When the U.S. Fifth Fleet was 
re-commissioned in 1995, Bahrain took the then-controversial 

step of being the first Gulf state to provide host government 
support for regionally \"home-ported\" U.S. Navy forces, and 
Bahrain remains the only country in the region which hosts a 
permanent component command headquarters. NAVCENT directs 
naval operations in the Arabian Gulf, Arabian Sea, and Gulf 
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of Aden in support of Operations Enduring Freedom and Iraqi 
Freedom, CJTF Horn of Africa, as well as Maritime 
Interception Operations to enable freedom of navigation and 
prevent oil smuggling, piracy and various other operations in 
support of the Global War on Terrorism. 


14. (C) Bahrain\'s relatively stable and secure political 
environment allows deployed U.S. Navy ships to stop, 

replenish supplies, and provide crews much needed onshore 
rest and recreation opportunities. Bahrain is currently one 
ofthe U.S. Navy\'s busiest overseas ports. In direct support 

of OEF and OIF, Bahrain in 2003 deployed 1,500 troops, a tank 
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battalion task force, and its frigate the RNBS Sabha to 

defend Kuwait. Bahrain also flew combat air patrols over 
Kuwait and Bahrain and continues to keep F-16s on 24-7 strip 
alert. A special operations unit embedded in a UAE 
contingent deployed to Afghanistan in 2005. Bahrain assigned 
three shore-based naval officers to work in the command post 
for maritime task force CTF-150, which covers the Strait of 
Hormuz to the Sea of Aden. For CTF-152, which covers central 
Gulf waters, Bahrain has provided one frigate and two 
corvettes to participate in coalition operations. Bahrain is 

the only GCC country to participate in the CTFs. 


15. (C) Bahrain has the smallest economy in the GCC and is 
quickly depleting a very limited petroleum reserve. We have 
had active FMF and IMET programs in Bahrain for several years 
but the FMF program in particular has declined precipitously 
in recent years, from $90 million in 2003 to a budgeted $15 
million for FY 2007. We are working closely with the 
Bahrainis to upgrade their early warning and air defense 
radar systems, an initiative that has been promoted in the 
Gulf Security Dialogue. Future programs include the sale of 
nine Blackhawk helicopters to the Bahraini Air Force ($200 
million) and six Bell helicopters to the Ministry of Interior 
(approximately $70 million). A proposal to provide two MK-V 
Fast Patrol Boats to the Bahraini Navy through 
counter-terrorism (1206) funding is awaiting signature by the 
Secretaries of State and Defense. Announcing final approval 


SIPDIS 

of this effort during the visit of the CP to the Pentagon 
would make a significant statement about the U.S.\'s 
commitment to Bahrain and the role it plays in the War on 
Terror. 
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E.O. 12958: N/A 

TAGS: ASEC, PGOV, PHUM, IN 

SUBJECT: AFTER TWO ROUNDS OF PEACEFUL VOTING, VIOLENCE HITS MANIPUR 
ELECTIONS 


REF: KOLKATA 00028, KOLKATA 00059 


1. (U) Summary: On February 23, Manipur held the third and 
final phase of its Legislative Assembly elections for the 
remaining 12 seats in the 60-seat legislature. Unlike the first 
two phases, this final round of polling was marred by violence 
and intimidation due to ethnic rivalries in the polling 

districts. Though Congress is expected to maintain control of 
the assembly after the ballots are counted, the violence is 
another reminder of the instability plaguing this small 
Northeastern state. End Summary. 


2. (U) The final phase of Manipur\'s State Assembly elections 
covered constituencies in Churachandpur, Tamenglong, Chandel and 
Imphal East districts. The Congress Party contested 11 of the 
seats, the Lok Janshakti Party (LUP) 9, Rashtriya Janta Dal 

(RJD) 6, Samajwadi Party (SUP) 5, Communist Party of India (CPI) 
4, the Manipur People\'s Party (MPP), Bharatiya Janta Party 
(BJP), National People\'s Party (NPP) 3 each, Samata Party (SP) 
2, People\'s Democratic Alliance (PDA) and Janata Dal United 
(JDU) one each. There were also 23 Independent party 
candidates. Election results are scheduled to be announced on 
February 27. 


3. (U) Because of the number of ethnic groups living in the 
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districts included in the third phase of polling, Chief 

Electoral Officer R.R. Rashmi termed the final polling day the 
\"the toughest phase.\" The two rival National Socialist Council 
of Nagalim factions, Isak-Muivah (NSCN-IM) and Khaplang 
(NSCN-K), share territorial influence in the Chandel and 
Tamenglong districts, along with some ethnic Kuki and Meitei 
groups struggling for control over smaller portions of these 
districts. Nagas control 11 seats in Manipur, of which 5 were 
being contested in this third phase. 


4. (U) At least 10 abductions occurred during the gap between 

the second (February 14) and third phase. Nine civil society 
organization leaders in Chandel were abducted, reportedly by 
NSCN-IM, and are yet to be released. In Tamenglong, NSCN-K 
supporters attacked the NSCN-IM backed Independent candidate on 
February 20. Three candidates -- one Independent contesting in 
Tamenglong and two CPI candidates in Chandel - were forced to 
\"retire\" from the election by militant groups. 


5. (U) The intimidation was not limited to the Naga factions. 

A BJP candidate in Churachandpur N. Haokip has been in hiding 
since February 16 after he and his family were harassed by thugs 
allegedly hired by the Congress Party. Minister for Information 
and Public Relations T.N. Haokip, also contesting in 
Churachandpur, was accused by his LJP opponent of using Kuki 
National Army cadres to intimidate voters and opposition 
workers. On February 21, two political workers of the NPP and 
the Congress were killed in Churachandpur by unknown assailants, 
most likely rival party \"enforcers.\" The Indian Army was not 
spared either -- militants ambushed an Assam Rifles team in 
Chandel district, killing one and injuring another. 


6. (U) The NSCN-K in Zeliangrong and Tamenglong banned all 
candidates and declared a poll boycott alleging that NSCN-IM was 
carrying out \"dictatorial activities" in the districts. The 
NSCN-IM, for their part, imposed a curfew in the constituency on 
election day. When polling day arrived, a gunfight between 
NSCN-IM and NSCN-K militants took place at Makoinung polling 
station area of the district. No casualties were reported. In 
another incident in Tamenglong, unidentified armed militants 
entered the Tharon polling station and told voters to cast their 
votes in favor of a candidate. Voting in the polling station 

was discontinued thereafter. Unidentified militants also 

attacked the house of an Independent candidate in Imphal East. 


7. (U) Capping the violence on February 24, sixteen Indian 
Reserve Battalion and police personnel were killed and several 
others wounded in an ambush by unidentified militants at 
Jouzangtek under Bishnupur police station. The security 
personnel were returning from election duty in Tamenglong 
district. The first two vehicles of the six vehicle convoy came 
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under attack reportedly from prepared positions uphill from the 
road as they were nearing Jouzangtek village. The attackers 
used rocket launchers and automatic weapons, completely 
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destroying the two vehicles. Following the ambush, all 
security personnel deployed on election duty have been asked not 
to move out from their posts till further instructions. 


8. (U) Comment: The violence surrounding the final phase of 
polling was in contrast to the relatively peaceful previous 
phases earlier this month. With nearly 20 percent of the 
Assembly seats up for grabs in this phase, there was a potential 
opportunity for a coalition to form to counter Congress 
influence. However not surprisingly, intra-ethnic infighting 
among the various Naga groups and local rivalries dashed any 
chance at political progress in one of IndiaWs most troubled 
states and demonstrated the difficulty of implementing 
democratic elections in a region wracked by persistent ethnic 
violence. 

JARDINE 
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FOR NATIONAL SECURITY ADVISOR HADLEY FROM AMBASSADOR 
STAPLETON 


E.O. 12958: DECL: 04/07/2012 

TAGS: PREL, PGOV, FR, PINR, SOCI, ECON, EU 

SUBJECT: YOUR MEETING WITH FORMER FRENCH PRESIDENT VALERY 
GISCARD D\'ESTAING 


Classified By: Ambassador Craig Stapleton reasons 1.4 (b) and (d) 


1. (C) Steve, Thank you for agreeing to a brief meeting with 
former French president Valery Giscard d\'Estaing. The 
historical perspective Giscard brings to his assessment of 
international developments are unmatched. | believe you will 
also find his views on the current French presidential 
election, and its likely impact on U.S.-France relations, 
particularly interesting. 


2. (C) Any conversation with Giscard inevitably touches on 
Europe\'s future. As the principal drafter of the EU 
Constitutional treaty, Giscard has an abiding interest in 
salvaging as much of it as possible. He will have views on 
how the French election outcome will serve or impede that 
end. He will also likely take the opportunity to make a 
pitch for more visible U.S. support for a strong EU. 


3. (C) Giscard celebrated his eighty-first birthday earlier 

this month. Late last year he published the third volume of 

his memoirs. President Chirac -- in Giscard\'s portrait of 

him in that book -- is an opportunist who has weakened France 
and harmed U.S.-French relations. Even so, Giscard did 
support Chirac\'s policy of keeping France out of the 

coalition that liberated Iraq from Saddam\'s regime. Giscard 

is concerned we\'re on a Collision course with Iran. However, 
in conversations with me he has seemed complacent about the 
destabilizing effect of an Iranian bomb on the region, and 

the proliferation danger it poses. 


4. (C) Giscard has keen observations about the leading 
contenders for France\'s presidency, center-left candidate 
Segolene Royal and center-right candidate Nicolas Sarkozy. 
Royal and Sarkozy remain strong favorites to win, on April 
22, the first round of the French presidential elections. A 
run-off between them, judging from current polls, is likely 

to be extremely close. 


5. (C) Two other candidates have positioned themselves as 
\"third man\" alternatives to the two leaders: Centrist 
Francois Bayrou (the current head of the party Giscard 
founded in 1978), who has enjoyed a recent surge of interest 
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and rising poll numbers, and right wing extremist Jean-Marie 
Le Pen, who at 78 years old, is making his last run at the 
Presidency. Each currently enjoys the support of about 15 
percent of the electorate (about half of Royal\'s and 
Sarkozy\'s). Le Pen\'s support appears stable; Bayrou\'s has 
been growing. 


6. (C) The electoral base and organizational strength 
provided by the two main parties continue to strongly favor 
Sarkozy\'s and Royal\'s chances. A continuing steady rise of 
Bayrou, and a poll-hidden reservoir of support for Le Pen 
could still conceivably put one or the other over the top -- 
but only if one of the two leading candidates should suffer 
an unforeseeable collapse of his or her electability. 


7. (C) Giscard in the U.S. on a speaking tour. While in 
Washington he will deliver a speech at Georgetown University 
commemorating the Fiftieth Anniversary of the treaty of Rome. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 02/13/2016 

TAGS: MCAP, SMIG, PREL, KPKO, BF, HA 

SUBJECT: DEFENSE FORCE SEEKS TO EXPAND REGIONAL INFLUENCE 
AND U.S. TIES 


Classified By: Charge d\'Affaires Brent Hardt for reasons 1.4(b) and (d) 


1. (C) SUMMARY: On February 9, Ambassador met with Royal 
Bahamas Defense Force (RBDF) Commodore Clifford Scavella to 
discuss the bilateral military relationship. Scavella wants 

to expand the RBDF\'s international role, and improve its 

migrant interdiction capabilities. He expressed interest in 

building a new migrant detention center on Inagua island, 
purchasing new boats for the RBDF and improving the RBDF base 
in Inagua. In what has become a theme of discussions with 
Scavella, he promised to rid the RBDF of corruption and 

improve RBDF standards. Scavella also repeated another 
welcome theme -- his goal to strengthen ties with the U.S. 

This pro-U.S. stance results both from common goals and the 
need for U.S. support to fund expanded RBDF anti-smuggling 
capabilities. END SUMMARY. 


SCAVELLA PUSHES FOR BAHAMIAN PEACEKEEPING PARTICIPATION 


2. (C) During a meeting with Ambassador February 9, RBDF 
Commodore Scavella said he sought an expanded Bahamian role 
in international peacekeeping operations and desired 
increased CARICOM military coordination on international 
issues. He specifically noted Haiti as an area of need, and 
touted the benefits of international experience for Bahamian 
soldiers. However, he cautioned that a political push was 
needed to bring the Bahamian government in line with the 
Bahamian military, and requested US political support for 
international engagement. NOTE: Scavella served as a 
military officer for The Bahamas in Haiti and talks often of 
the benefits he received from his time in Haiti. Following 

his military service, he worked in the Bahamian embassy in 
Haiti, including as Charge dVAffaires. END NOTE. 


RBDF SEEKS EXPANDED INAGUA OPERATIONS 


3. (C) Also speaking to his international aspirations and 
focus on Haiti, Scavella said he wanted to expand operations 
on Great Inagua, The Bahamas\' southernmost island 
approximately 60 miles from Haiti. The RBDF is considering 
construction of a migrant detention facility on Inagua, which 
the Ambassador noted could be of great interest to the U.S. 
as it develops mass-migration plans. Also under 
consideration is renovation of housing for Bahamian officers 
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on Inagua. (NOTE: U.S. military personnel are stationed on 
Inagua as part of Operation Bahamas Turks and Caicos (OPBAT), 
under significantly better conditions than Bahamian 

personnel. END NOTE.) Ambassador and Scavella agreed to 
explore a joint visit to U.S. and Bahamian bases on Inagua, 

and to continue discussions about potential U.S.-Bahamian 
partnerships in Inagua and throughout The Bahamas. A 

follow-up meeting with key staff was tentatively agreed for 

March. 


RBDF WANTS EXPANDED NAVY TO FIGHT SMUGGLING 


4. (U) Scavella thanked the U.S. for support of The Bahamas 
through Operation Enduring Friendship, which will provide 
four 43-foot interceptor boats, equipment and training to 
improve Bahamian anti-smuggling capability. Scavella also 
said that The Bahamas also hoped to add two additional 
60-foot vessels to its current two-boat fleet in an effort to 
patrol its 100,000 square mile territory. He requested 
suggestions of possible suppliers/manufacturers of the new 
boats was forwarded to the NLO. 


PRO-U.S. SCAVELLA COMMITTED TO FIGHTING CORRUPTION 


5. (U) Finally, noting his desire for improved U.S. trust 

and cooperation, Scavella repeated his promise to weed 
corrupt officers from the Force and improve RBDF standards. 
(NOTE: Scavella gained his position following a decade long 
investigation of RBDF officer theft of drugs from the 
smuggling boat Lorrequin. END NOTE.) Scavella specifically 


requested that Post provide detailed information regarding 
officers failing U.S. vetting so that he could take 
appropriate action against them, including potential removal 
from the RBDF. 


6. (C) COMMENT: The conversation with Scavella was 
encouraging. He is emerging as a strong leader who is 

focused on improved standards and deepening U.S. ties. His 
focus on Haiti and expanded international role suggest an 
ambitious vision for the RBDF consistent with U.S. goals. 

While not raising the issue with the Ambassador, Scavella has 
previously announced his intention to improve anti-smuggling 
operations by a new base in Grand Bahama and the development 
of an RBDF air wing based in Nassau. ScavellaWs plans are 
welcome, but his ability to carry them out will depend upon 


Column 3 

new funding. The addition of multiple boats and planes, and 
the expansion of operations on Grand Bahama and Inagua are 
not currently in the budget for this small force of only 

1000. Scavella\'s overtures to the U.S. and interest in UN 
peacekeeping can be seen as attempts to secure needed 
partnerships to fund RBDF expansion. Given Scavella\'s 
pro-U.S. bent and goals, Post welcomes existing U.S. military 
support of the RBDF, particularly Operation Enduring 
Friendship and the Rhode Island National Guard State 
Partnership Program. Post would also support new training 
and equipment initiatives in The Bahamas to help build a more 
effective and reliable partner in fighting drug and migrant 
smuggling and in maintaining regional stability and security. 
END COMMENT. 

HARDT 


98219 

OO RUEHWEB 

DE RUEHRB #0377 0581216 

ZNY SSSSS ZZH 

O 271216Z FEB 07 

FM AMEMBASSY RABAT 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5947 
INFO RUEHAS/AMEMBASSY ALGIERS PRIORITY 4335 
RUEHRY/AMEMBASSY CONAKRY PRIORITY 0070 
RUEHLO/AMEMBASSY LONDON PRIORITY 3237 
RUEHMD/AMEMBASSY MADRID PRIORITY 5659 
RUEHNK/AMEMBASSY NOUAKCHOTT PRIORITY 3432 
RUEHFR/AMEMBASSY PARIS PRIORITY 4546 
RUEHCL/AMCONSUL CASABLANCA PRIORITY 2732 
RHEHNSC/NSC WASHINGTON DC PRIORITY", "SE C R E T RABAT 000377 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 11/01/2009 

TAGS: MO, PGOV, PREL 

SUBJECT: MOROCCAN MINISTRY OF FOREIGN AFFAIRS COMMENTS ON 
CRISIS IN GUINEA 

REF: SECSTATE 19838 

Classified By: POL/C Craig Karp for Reasons 1.4. (b) and (d) 

1. (S) Summary: Embassy delivered Reftel demarche to MFA on 
February 21 PolCouns urged Abdellatif Bendahane, MFA Director 
of African Affairs to take advantage of any possible GOM 


influence to resolve the situation. 


2. (C) On February 26 PolCouns and Poloff followed up with 
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Bendahane, who claimed that Morocco was indeed deeply and 
constructively involved with the situation in Guinea. 


3. (S) Bendahane (strictly protect) said he had personally 
been in contact with President Lansana Conte, who did not 
appear to show any inclination to cede real power. The MFA 
received a cable that day from the Moroccan Ambassador to 
Guinea. ECOWAS is acting as mediator to establish a 
solution to the crisis. The Moroccan ambassador informed 
Bendahane that Conte and the opposition unions and civil 
society have reached an agreement wherein on 27 February 
President Conte will choose a new prime minister from the 
following three candidates, who were proposed by the unions 
and civil society : (1) Mohamed Beavogui, Fonds 

International de Development Agricole; (2) Lansana Koyate de 
|,OIF (Francophonie); and (3) Saidou Diallo, Social 

Security. The strike will also end on 27 February. 

Bendahane said he had requested a readout from the Moroccan 
Embassy on what the Prime MinisterYs exact powers would be. 
He was suspicious that this would be only a symbolic act that 
would not satisfy the opposition. According to the Moroccan 
Ambassador to Guinea, there is no opposition party, only 
unions. This has complicated the situation. 


4. (S) Bendahane said he conveyed to President Conte the 
hopes of the GOM for a peaceful resolution of the Crisis. 

King Mohammed VI has passed a message to Conte, who owns a 
house in Morocco, advising the latter that he is welcome to 

reside in Morocco, but neither asking nor advising him to 

leave. Bendahane did not think Conte was ready to take up 

the offer. 


5. (S) This, he said was in accord with views of the French 
‚as privately heard during last week\'s Franco-African meeting 
in Cannes, the only viable solution to the crisis in Guinea 

is for President Conte to resign. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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E.O. 12958: DECL: 02/27/2017 

TAGS: PREL, PGOV, AF, IR, PK, IN 

SUBJECT: INDIAN JOURNALISTS AND POLITICAL WATCHERS 
CRITICIZE IRAN,S NUCLEAR PROGRAM AND USG NEGOTIATION 
STRATEGIES 


Classified By: PolCouns Ted Osius for Reasons 1.4 (B, D) 


Summary 


1. (C) On February 16, a group of distinguished Indian 
journalists and political strategists gathered in Delhi for a 

digital video conference (DVC) discussion of Iran,s nuclear 
program with U.S. Permanent Representative to the UN Mission 
in Vienna Ambassador Schulte. With two IAEA votes and many 
months of debate since a similar November 2005 DVC, the 
participants avoided the contentious debate that had 

previously occurred. In particular, they refrained from 

bringing up more sensitive topics like the proposed 
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Iran-to-India oil pipeline and second-guessing India,s IAEA 
votes. Our Indian interlocutors did not dispute Iran,s 

pursuit of nuclear weapons or that an Iranian weapons program 
would destabilize the region, but they did question the US 
negotiation strategy, particularly our insistence that Iran 
suspend its uranium enrichment program before multi-lateral 
talks begin. Overall, their comments reflected a growing 
acknowledgement among Indian experts that Iranian acquisition 
of nuclear weapons is unacceptable to India. Support for the 
GOl,s policy of lukewarm engagement on this issue seemed 
uniform among the group. End summary. 


Growing consensus on Iran 


2. (SBU) On February 16, a group of distinguished Indian 
journalists and political strategists gathered in Delhi for a 

DVC discussion of Iran,s nuclear program with U.S. Permanent 
Representative to the UN Mission in Vienna Ambassador Gregory 
Schulte. With two IAEA votes and many months of debate since 
a similarly themed DVC in November 2005, the participants 
avoided the contentious debate that had previously occurred. 

In particular, they refrained from bringing up sensitive 

topics like the proposed Iran-to-India oil pipeline and 
second-guessing India,s IAEA votes. 


3. (SBU) Ambassador Schulte began the conference by 
emphasizing 1) Iran had the right to benefit from a peaceful 
nuclear program, but violated its Nonproliferation Treaty 
obligations; 2) as a result, Iran incurred sanctions similar 

to a pariah state like North Korea; and 3) Iran could still 

choose to suspend all uranium enrichment activities, in which 
case the US would agree to suspend current UNSC sanctions and 
participate in multi-party talks on Iran,s nuclear program 

) a scenario Schulte termed &double suspension.8 


US negotiation strategy questioned 


4. (SBU) Indian participants did not dispute Iran,s pursuit 
of nuclear weapons or that this would destabilize the region, 
but they did express uncertainty about the US negotiation 
strategy described by Ambassador Schulte. Vice Admiral 
(ret.) K.K. Nayar, Chairman of the Forum for Strategic and 
Securities Studies, suggested that back-channel bilateral 
discussions would be more effective than public multilateral 
talks. Schulte responded that because Iran,s nuclear 
program affected the world, the better diplomacy was to pit 
Iran against the larger community of nations through the 
mechanism of multi-party negotiations, citing recent success 
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in curbing North Korea,s nuclear arms development in such a 
forum. 


5. (SBU) Schulte also underlined that Iran is destabilizing 
the region and might trigger a nuclear arms race. The world 
needs to hear the Gulf States confirm this threat, C. Raja 
Mohan, Strategic Affairs Editor of the Indian Express, 
argued. Ambassador (ret.) G. Parthasarthy, Senior Fellow at 
the Center for Policy Research, on this note, recommended 
expanding the other side of the table, so that instead of 

just Iran,s program, the multi-party talks could include the 
de-nuclearization of the entire Persian Gulf. 


6. (C) Indrani Bagchi, Foreign Affairs Editor of the Times 

of India, who had just returned from accompanying External 
Affairs Minister Mukherjee on his visit to Tehran, noted that 
Iran was not prepared to accept suspension of enrichment as a 
condition precedent to talks and asked why the USG is 
insisting on this double suspension formula. In the past, 

Iran has used negotiations to stall for time while it moves 
forward with its uranium enrichment program, Schulte 
explained, making complete suspension of all enrichment a 
necessary precondition for future talks. 


7. (C) Finally, several participants asked about the 
possibility of a US military action against Iran. Schulte 
acknowledged that there has been a lot of &noise8 on this 
issue in the media, but that the USG wants a diplomatic 
solution. 


Comment 


8. (C) Overall, our interlocutors, comments reflected a 
growing acknowledgement among Indian experts that Iranian 
acquisition of nuclear weapons is unacceptable to India. 
Support for the GOl,s policy of lukewarm engagement on this 
issue seemed uniform among the group. End comment. 


9. (U) This message has been cleared by UNVIE. 
MULFORD 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, IN 
SUBJECT: BUP WINS CLEAR MAJORITY IN UTTARAKHAND 


REF: A. NEW DELHI 000910 
B. NEW DELHI 000659 


1. (U) Summary: The Uttarakhand unofficial election results 
were announced February 27, and the BJP won a clear mandate 
to form the next state government. According to media 
reports, Congress has conceded defeat, with state party 
spokesman Surendra Agarwal blaming divisions among secular 
voters for the loss. The BJP obtained an almost total 
reverse of its earlier defeat, winning 36 seats in the 
70-seat assembly vice 20 for Congress. In the 2002 
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elections, Congress won 36 seats and the BJP 19, with the 
remainder going to various regional parties and independents. 
The BJP must now pick a chief minister for the state. The 
likely choice, according to press reports, is General B. C. 
Kundari, but former BJP Chief Minister B. S. Koshiari cannot 
yet be counted out. 


Retired General Top Contender for Chief Minister Slot 


2. (SBU) In an effort to avoid splits in the party in the 

runup to the election, the BJP did not name a chief 

ministerial candidate. With victory now in hand, the BJP 
Parliamentary Board will select the next Chief Minister on 

the evening of February 27. There are two contenders for the 
post, Bhuvan Chandra Khanduri and former BJP Chief Minister 
B. S. Koshiyari. Khanduri, the president for the BJP\'s state 
election campaign committee, is thought to be the 
front-runner. A retired major general and native of 
Uttarakhand, the 72-year old Khanduri is currently the Lok 
Sabha member representing Garhwal district. Press reports 
speculate that he may have the blessing of former PM Atal 
Bihari Vajpayee and L. K. Advani, as Khanduri served as 
Minister of Road Transport and Highways in the previous NDA 
government. Also popular with the electorate, Khanduri\'s 
main rival for the Chief Minister slot is former Uttarakhand 
Chief Minister Bhagat Singh Koshiyari. In a pre-election 
survey done by CNN-IBN in January 2007, Khanduri and 
Koshiyari were ranked as close second and third picks, 
respectively, for Chief Minister, behind number one pick 
incumbent Congress Chief Minister N. D. Tiwari. Tiwari\'s 
pre-election announcement that he did not want to fill the 
Chief Minister slot (reftel A) seems to have damaged the 
Congress and opened the way for the BJP victory. 


Rough Road Ahead for Congress 


3. (SBU) Even though the results were only announced on 
February 27, the BJP electoral victories in Uttarakhand and 
Punjab have already emboldened the party to turn up the heat 
on Congress in Parliament. BJP MPs disrupted the February 27 
Parliament session with demands that Prime Minister Manmohan 
Singh resign over alleged UPA mishandling of Octtavio 
Quattrocci\'s extradition from Argentina. Quattrocci is the 

main accused in the Bofors gun payoff scandal that ledto a 
national electoral defeat for Congress in 1989, and the BJP 

is hoping that it can again make political capital from a 

scandal with connections to the Gandhi family. BJP President 
Rajnath Singh told reporters in Parliament that the 

Uttarakhand and Punjab results were a clear setback for 
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Congress party. The Uttarakhand and Punjab results (septel) 
do not bode well for Congress party momentum-or spirits--in 
the runup to the Uttar Pradesh elections. We will provide 
septel analysis regarding the national implications of the 
election results. 


4. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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RR RUEHWEB 

DE RUEHBM #0219 0581226 

ZNR UUUUU ZZH 

R 271226Z FEB 07 

FM AMEMBASSY BUCHAREST 

TO RUEHC/SECSTATE WASHDC 6129 

INFO RUEHGV/USMISSION GENEVA 0380 
RUCNDT/USMISSION USUN NEW YORK 0128 


SIPDIS 
SIPDIS 


DEPT FOR EUR/NCE AARON JENSEN 
EUR/PGI, IO/RHS, DRL/MLGA 


E.O. 12958: N/A 

TAGS: PHUM, PREL, UNHRC-1, RO 

SUBJECT: DEMARCHE DELIVERED: SEEKING EU-COORDINATED 
APPROACH TO UNHRC EEG CANDIDATES 


REF: SECSTATE 21984 


1. (U) POLOFF delivered demarche to MFA Deputy Director for 
the UN and Specialized Institutions Directorate, Eugen Mihut, 
on February 25. Mihut told POLOFF that based on the U.S. 
support of Bosnia for a soon-to-be-vacant UN Human Rights 
Council (HCR) seat his office would also support Bosnia for 

the seat. Mihut speculated that the leadership in the MFA 
would support his offices recommendation but gave no 
guarantees. Mihut said that he would have Romanian UN 
Mission check to see if Bosnia had officially put in its 
candidacy. He suggested that Bosnia become active in gaining 
support from other countries. 
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2. (U) On a separate note, Mihut said that the MFA Director 

for OSCE, Council of Europe and Human Rights, Brandusa 
Predescu had met her counterparts at the State Department and 
discussed the possibility of the U.S running for a seat on 

the HCR. Mihut inquired if any decisions had been taken 
regarding this; Romania strongly encouraged the U.S. to run 

for a seat. 


TAUBMAN 
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OO RUEHWEB 

DE RUEHTV #0620 0581230 

ZNY SSSSS ZZH 

O 271230Z FEB 07 

FM AMEMBASSY TEL AVIV 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9647 
INFO RUEHLB/AMEMBASSY BEIRUT PRIORITY 1721 
RUEHLO/AMEMBASSY LONDON PRIORITY 9375 
RUEHFR/AMEMBASSY PARIS PRIORITY 9850 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 4876","SE CR E T TEL AVIV 000620 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/27/2017 

TAGS: PREL, PBTS, KPKO, LE, IS 

SUBJECT: FOLLOW-UP ON FEBRUARY 7 ISRAEL-LEBANON BORDER 
INCIDENT 


REF: A. TEL AVIV 508 
B. STATE 18502 
Classified By: Ambassador Richard H. Jones, Reason 1.4 (b) (d) 


1. (S) The Ambassador, accompanied by PolCouns and Assistant 
Air Attache, called on MOD Pol-Mil Director Amos Gilad 

February 26. Noting that he had received authorization from 
Washington to share the imagery on which we had based our 
earlier demarche (reftels) on the February 7 border incident 

with Lebanon, the Ambassador gave Gilad a copy of the imagery 
with the reported IDF violation of the Blue Line marked. 


2. (S) Referring to separate discussions between the IDF and 
the DAO, Gilad said he understood that DAO was convinced that 
there should be a \"correction to the data." The Ambassador 
responded that the issue continued to be under discussion in 
Washington. He added that the point of our demarche was to 
avoid future incidents and promote improved contacts between 
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the IDF and UNIFIL and the LAF. Gilad agreed, but added that 
the real question was what would be the future of Lebanon. 


3. (S) In a subsequent conversation with PolCouns, MFA 
Deputy Director General for the UN and International 
Organizations Ronni Leshno Yaar expressed great concern at 
the U.S. demarche to the MOD on the border incident. 
PolCouns reiterated the Ambassador\'s comment to Gilad that 
the purpose of the demarche had been to promote closer 
Israeli cooperation with UNIFIL and the LAF, not to point 
fingers at Israel. Yaar, saying he was speaking for Foreign 
Minister Livni, declared that the MFA was \"shocked\" that the 
U.S. had accused the IDF of violating the Blue Line with 
Lebanon, an accusation which Yaar claimed equated Israel with 
Hizballah since the IDF had only been responding to 
Hizballah\'s placing of IED\'s on the Blue Line two days before 
the border incident. Yaar asserted that the imagery on which 
the demarche was based was inaccurate and that tne IDF had 
not crossed the Blue Line. Yaar stressed that the MFA 
expected the Embassy to retract the demarche since it was 
based on false analysis. Noting that Gilad\'s response had 
been much milder, PolCouns said Washington agencies were 
looking into the accuracy of the imagery. Yaar said he would 
discuss it further with Gilad as well. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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SIPDIS 


TREASURY FOR JONATHAN ROSE 
STATE PLEASE PASS OPIC/HOUSING DIRECTOR DEBRA ERB 
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USDOC 4232/ITA/MACCHERIE RUSNAK 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: ECON, EFIN, PGOV, TU 
SUBJECT: HIGH EXPECTATIONS FOR TURKEY\'S NEW MORTAGE LAW 


ANKARA 00000432 001.6 OF 002 


1. (U) Summary. In a social and economic watershed moment for 
Turkey, officials, real estate developers and finance experts are 
trumpeting the recent passage of a long-awaited mortgage law as an 
important step toward transforming TurkeyYs housing market and 
blighted urban landscape, a move that could potentially pave the way 
for millions of Turks to become first-time home owners. In addition 
to facilitating home ownership, the new law will be a boon to the 
banking and construction industries and may lead to substantial 
job-creation by energizing growth and investment in Turkey\'s real 
estate sector. Some local economists downplayed the impact of the 
new law\'s overall effect given still high interest rates and the 
absence of tax incentives for interest payments. End Summary. 


2. (U) After three years of preparation and delay, the Government 
submitted to parliament legislation earlier this year that would for 

the first time create a legal framework for mortgage lending. The 
legislation moved relatively quickly through the Budget and Planning 
Commission and was passed by the parliament on February 21. Deputy 
Prime Minister Abdulatif Sener heralded this \"vital new mechanism!" 
of reform as ushering a new era in Turkey, one in which average 
Turks will be encouraged to think \"I will have a house.\" Short-term 
housing loans already existed in Turkey, but with the astronomical 
interest rates prevailing in high-inflation Turkey from the 1970\'s 

until very recently, Turks relied primarily on personal savings to 
finance home purchases. Far more commonly, they rent units in the 
uniform apartment blocks found throughout Turkish cities and towns 
or squat on public land. For the first time in many generations, 
mortgage financing will enable middle income families to achieve 
home ownership through installment payments approximately equal to 
current monthly rents. 


3. (U) The new law requires consumers to pay one-fourth of a homes 
sale price up front and finance the remainder through long-term 
mortgage contracts with fixed or variable interest rates, in 

addition to requiring mandatory earthquake and life insurance for 
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all homes purchased or sold. . Only homes with municipality-issued 
certificates of occupancy will be eligible for mortgage loans under 

the new system. Consumers have the option to convert their existing 
housing loans to mortgage loans within three months of the new laws 
enactment. 


4. (U) To help deal banks originate long-term funding, the law 
allows for the establishment of mortgage finance institutions to 
which bank-issued mortgage loans may be sold. In the event of 
default for two consecutive installments, banks will give customers 
an extra month to make their payments before foreclosing. The law 
is thereby expected to make housing finance more attractive to 
financial institutions since it will make it easier for lenders to 

seize collateral. The law will also facilitate the creation of a 
secondary market in asset-backed securities issued by financial 
institutions and available for purchase on the Istanbul stock 
exchange to institutional investors, such as insurance companies and 
pension funds. By facilitating the creation of new, attractive 

assets, Sener asserted that the mortgage law will help Turkey 
attract more foreign investment. 


5.(U) Haluk Sur, one of Turkey\'s leading property developers and 
chairman of the Istanbul-based Association of Real Estate Investment 
Companies (GYODER), estimated that sixty percent of the country\'s 75 
million inhabitants will benefit from the mortgage system. Sur 

predicts Turkey\'s annual housing loan market could reach 60 billion 
dollars once the mortgage system is fully operational. 


6. (U) Many experts predict that new long-term financing will play a 
crucial role in creating much-needed employment opportunities, 
particularly in the construction sector. Manufacturers of cement, 
glass, home textiles, building materials, and steel may also hire 
additional laborers as the demand for housing increases. Others 
predict Turkey is poised to attract substantial foreign portfolio 
investment now that the law has passed. The requirement that 
mortgages obtain private earthquake insurance also will help ensure 
higher quality construction in a country plagued by weak enforcement 
of official building codes despite the high earthquake risk. 


CRITICS WEIGH IN 
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7. (U) Although the new law\'s passage has been widely praised, there 
are critics. The Consumer Protection Association and others said 

the law would not help low-income people afford housing. Some 
financial experts criticized the laws exclusion of tax incentives, 

and measures to encourage home ownership among salaried employees 
such as civil servants. The Finance Ministry opposed granting tax 
relief to mortgage borrowers because of the prospective loss of 
revenue. Minister of Economy Babacan said that other countries with 
mortgage tax breaks advised Turkey against including incentives in 

its legislation and the IMF opposed tax incentives. Ozgur Altug, an 
economist at Raymond James, noted that to make the new law 
effective, interest rates will have to fall and interest payments 

will have to be tax deductible.\" Others adopt a wait-and-see 

attitude claiming it is too soon to assess the new laws potential 

until interest rates on bank loans come down from their current 

levels of more than 20 percent. 


8. (U) The introduction of a mortgage system shows how far Turkey 
has come in creating a modern economy that meets the needs of 
consumers, as well as the work remaining to be done. As the rural 
migration to Turkey\'s urban centers steadily continues, and with 
half the country\'s population under the age of 25, demand for 
housing is only expected to grow over the next decade. The new 
opportunity for long-term financing, coupled with declining 

inflation, a growing economy, and falling interest rates, promises 

to provide growth opportunities for the housing, real estate and 
banking sectors. The mortgage law will also help Turkey\'s financial 
sector continue to deepen and modernize. There may also be 
additional opportunities for U.S. firms in niches like title 

insurance and asset-backed securitization. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/27/2017 
TAGS: PGOV, PHUM, PREL, PINR, KISL, IN 
SUBJECT: UTTAR PRADESH FACES A LONG BITTER ELECTION SEASON 


REF: A. NEW DELHI 871 


B. NEW DELHI 776 
C. NEW DELHI 396 
D. NEW DELHI 346 
E. NEW DELHI 659 
F. NEW DELHI 753 


Classified By: Political Counselor Ted Osius for reasons 1.4 (B,D) 


1. (C) Summary. The protracted drama of Uttar Pradesh (UP) 
politics is likely to go on throughout a long grueling 

election campaign, and may not even be resolved after the 
election results are out. Despite growing opposition against 
SP misrule, the crafty UP Chief Minister Mulayam Singh Yadav 
continues to hold on. In what was more show that substance, 
Mulayam won his 24th confidence motion on February 26. The 
opposition displayed its own penchant for drama by staging 
boycotts and demonstrations. Despite the high feelings, 
observers agree that the Center will be unable to impose 
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President\'s Rule, and only an election will determine the 

fate of the SP government. Mulayam is so unpopular that most 
expect his arch-rival Mayawati and her BSP party to return to 
power. Early indications are that Congress suffered an 
electoral disaster in state elections in Uttarakhand and 

Punjab (septels) and as a result will have little chance of 
reviving in UP. Having won control of Uttarakhand, the BJP 
will be more determined than ever to return to power in the 
Hindi heartland state of UP where it got its start. However, 

for the immediate future, it can only do so asa member ofa 
coalition government headed by the SP or BSP. While the BJP 
is willing to join forces with either, there is growing 

speculation in UP that the BJP and SP have established ties 
and may have agreed to cooperate. Speculation centers around 
the communal divide. Communal antipathy would likely cement 
Muslims into the SP fold and push ardent Hindu nationalists 
into the arms of the BJP. With the Manipur, Uttarakhand and 
Punjab elections out of the way, all pundits will focus on 

UP, which is the last and biggest electoral prize of this 

year\'s election cycle. End Summary. 


Build Up to Drama 


2. (U) Uttar Pradesh (UP) Chief Minister Mulayam Singh Yadav 
called the Legislative Assembly into session February 26 to 
prove the majority of his Samajwadi Party (SP) government. 
This is the 24th time that Mulayam has conducted this 

exercise since assuming office in 2003. In the days leading 

up to the vote, the opposition (which now includes almost 

every party in the state), tried to gain maximum political 

mileage by announcing resignations and boycotts. Some 63 
MLAs from the dalit-based BSP turned in resignations to 

former Chief Minister and party chief Mayawati. Likewise, 

the 15 member Congress legislative delegation turned in 
resignation letters to party chief Salman Khurshid, who 
forwarded them to Assembly Speaker Mata Prasad Pandey (of the 
ruling SP). In their letters, the Congress MLAs said that in 

light of the Supreme Court disqualification of 13 BSP MLAs 
(Ref A), the SP government had \"no constitutional basis." 

The BSP, Congress, and the Rashtriya Lok Dal (RLD - a 
regional party from West UP), announced on February 24 that 
they would boycott the February 26 session. The Jan Morcha 
Party of former Prime Minister VP Singh, which does not yet 
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have any MLAs, announced its support for the boycott. 


3. (U) On February 24, BJP MLA and leader of the opposition 
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Lalji Tandon presided over a meeting of the BJP legislative 
delegation in Lucknow. At the meeting, the MLAs decided not 
to join the boycott of the other opposition parties and 
determined that none would submit resignations. Instead, 
Tandon pledged that the BJP would remain in the house to 
Vlive up to its role of a constructive opposition.\" Tandon 
insisted that the BJP would pillory the SP government for its 
poor performance, raising the issues of the mass rape of 13 
tribal women, the incarceration of BJP workers on false 
charges in east UP, the deteriorating law and order 
situation, and the failure of the SP government to mitigate 
the growing impact of inflation. One BJP MLA quit the party 
in disgust with this course of action and joined the Congress 
delegation. 


Political Theater 


4. (U) On February 26, MLAs from the three opposition 
parties (BSP, Congress, RLD) were duly absent. Instead, they 
and their party leaders joined with members of the Jan Morcha 
Party to stage a loud demonstration against the continued 
\"unconstitutional\" rule of the SP. Inside the house, the BJP 
delegation loudly demanded that the Speaker disqualify 10 of 
its MLAs who had crossed the floor to vote with the SP during 
the January 25 vote of confidence (which the SP won 223:0, as 
every opposition MLA boycotted the vote). While 
acknowledging that he had received the petition for 
disqualification from the BJP, Speaker Pandey dismissed it as 
a political gesture, saying that the BJP had not \"pursued the 
matter" He also claimed that he did not have the authority 

to act on the petition, which must be submitted to a tribunal 

for final action. Pandey also dismissed the purported 
resignations of the BSP MLAs as a \"publicity stunt,\" noting 
that he had received no resignation letters, which had been 
sent only to BSP Chief Mayawati and Governor TV Rajeswar. 


5. (U) When Speaker Pandey attempted to submit the 
confidence motion, many BJP MLAs left their seats to 
congregate in the \"well\" in front of the speaker\'s chair and 
shout anti-SP slogans. Pandey held the vote despite the 
protests. Some 215 SP and independent MLAs voted in favor 
and none against. As soon as Pandey announced the results, 
the BJP delegation staged a walkout. 


Views of a Pundit 


6. (C) HT columnist and well-connected political pundit 
Pankaj Vohra told Poloff on February 26 that despite sailing 
through two successive votes of confidence, Mulayam is done 
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for\" and will not return as Chief Minister after the 

election. Saying that Mulayam has \"had his day in the sun," 
Vohra predicted that Mayawati\'s BSP would emerge from the 
upcoming elections as UP\'s largest political party, but would 
still not have an absolute majority. Vohra anticipated that 
Congress would join with the Rashtriya Lok Dal (RLD) and the 
Jan Morcha to construct an \"anti-Mulayam front." that should 
be able to eat into the SP vote banks in various regions of 

the state during the elections. (Congress has its base in 
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East UP, while the RLD retains the loyalty of the powerful 
Jat caste of West UP. VP Singh is a well-regarded Rajput 
leader and his Jan Morcha could deliver the crucial Rajput 
vote). Vohra felt that this front was likely to join with 

the BSP to form the government after the poll. Vohra 
speculated that, despite her anticipated victory, Mayawati 
may not be able to become Chief Minister, as she is facing 
serious corruption charges associated with her handling of 
the aborted \"Taj corridor\" scheme during her previous tenure. 
She could instead install RLD Chief and Jat leader Ajit 
Singh as Chief Minister. He would be expected to act as a 
placeholder until the BSP quashed the Taj corridor charges 
and completed a pogrom against the SP and its supporters. 
Events on the ground provided some substance to Vohra\'s 
speculation, as on February 26, an SP MP Munawar Hasan 
resigned and joined the RLD. Hasan claimed that he would 
convince the large Muslim population of West UP to switch 
from the SP to the RLD. Approximately 30 percent of the 
state\'s Muslim population resides in West UP and, without 
these crucial votes, the SP cannot hope to retain power. 


7. (C) Vohra confirmed that he is hearing persistent rumors 
regarding behind the scenes collusion between the SP and BJP. 
The current Election Commissioner is a former Home Secretary 
under the previous NDA government and quite close to the BJP. 
According to Vohra, he called a seven stage election to 

allow the BJP to make use of its RSS cadres. The BJP 
purportedly plans to send teams of RSS organizers across the 
state to get out the Hindutva vote. No other party in UP has 

this capability. Vohra also determined that the inflation 

issue (especially the rising price of onions and other food 
staples) has the capability to \"destroy Congress across the 
country,\" and give victories to the BUP. Because of the 

current dominance of regional parties in UP, the BJP can only 
form the government with a regional partner. There is 

growing speculation throughout political circles in the state 

that the BUP and SP could collude to exacerbate relations 
between Hindus and Muslims and even stage a few low-level 
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communal riots during the run-up to the elections. In their 
estimation, this would serve to deliver tne Muslim vote to 

the SP and the Hindutva vote to the BJP. The rumor is that 

if the two parties have sufficient numbers after the polls, 

they will join to form the government and keep the BSP out of 
power. Vohra was adamant that Congress has no chance of 
staging a comeback in the state because of poor organization 
and leadership and that even the intensive involvement of 
Rahul Gandhi and the Gandhi family will not help Congress get 
out of last place. 


Comment - The Role of UP 


8. (C) Early returns coming out of Uttarakhand and Punjab 
indicate that this election has proven to be a disaster for 
Congress. This Congress setback could provide a boost to the 
BJP (and we will provide a more detailed analysis of the 
election outcome septel). Most analysts say that regardless 

of local issues, the economy and particularly inflation has 
become the millstone around the neck of Congress. Without a 
quick downturn in the inflation rate, Congress may suffer in 
future electoral contests as well, including in the 2009 
Parliamentary election. Congress is now fighting for its 
survival in UP, where it has been reduced to a junior partner 
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to regional parties. In decline in the state since 1997, the 
latest losses will likely prevent Congress from reviving 
there during this election cycle. 


9. (C) UP is the birthplace of the BJP, and the saffron 

party is intent on returning to power in the state at all 

costs, so as to be firmly established for the crucial 2009 

race. The BJP wave in Uttarakhand and Punjab has fueled 
growing speculation that the party could pick up many seats 
in the UP polls. Despite this, no one expects the BJP to 

form the UP government, but rather to be a major partner in a 
coalition government headed by a regional party. 


10. (C) Although the BJP is capable of cutting a deal with 
either the BSP or the SP, speculation is beginning to focus 

on a nascent BJP/SP alliance that could only emerge after the 
contest. UP analysts point to a virulent BSP/BJP rivalry to 

win the loyalty of the state\'s Brahmin community. The 
Brahmins have long been a crucial component in the BJP caste 
equation and the BSP is determined to win them over. Should 
the BSP form the next government, it would have the means to 
attract crucial Brahmin voters into its fold and severely 
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undermine the BJP presence. A BJP/SP coalition government 
would be less problematic, as the constituencies of the two 
parties do not overlap and they do not compete for the 

loyalty of the same caste and religious groups. With so much 
at stake, UP faces a long and grueling campaign. 


11. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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SIPDIS 
SIPDIS 
PARIS AND LONDON FOR AFRICA WATCHERS 


E.O. 12958: DECL: 02/06/2017 

TAGS: PREL, LY, CD, SU, SCRS 

SUBJECT: DARFUR/ABECHE CONFERENCES YET TO MATERIALIZE, BUT 
SOME REBELS ATTEND TRIPOLI CONFERENCE 


REF: A. TRIPOLI 190 B. NDJAMENA 70 
Classified By: S/CRS Charles Wintermeyer for reasons 1.4 (B) and (D). 


1. (C). Summary. Although the proposed rebel conferences 
in Darfur and Abeche still have not occurred, a number of 

rebel leaders did attend the Tripoli conference last week. 
According to representatives of the Sudanese Liberation 
Movement (SLM) in Ndjamena, a unified SLM must still be 
achieved before any new Darfur peace talks can succeed. End 
Summary. 


Tripoli Conference 


2. (C) G-19 members Adam Bahkit, Knamis Abdullah and Adam 
Kashsham met with Ambassador and EmbOff on 24 February. 
Bahkit, Abdullah and Kashsham were escorted by Chadian 
Pan-Sahel Initiative (PSI) Anti-Terrorism Coordinator LTC 
Abakar Mohamed Abdullah. 
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3. (C) Khamis Abdullah had just returned from the Tripoli 
conference (Ref A), and listed other attendees as Khalil 
Abdullah (NMRD), Ahmed Abdelshafi (SLM), Khalil Ibrahim 
(JEM), and Mohamed Abdullah of the Defense Forces. Bahkit 
said that he did not attend the Tripoli conference. The 

Darfur commanders conference has not occured yet, and Bahkit 
believed the rebel groups had to unify first in order for new 
Darfur talks to succeed. He did not trust Libya and was 
concerned that the GoL would bring the GoS and rebels 
together without notifying them beforehand. For these 
reasons, he did not attend. 


4. (C) Khamis Abdullah stated he only went to Tripoli in 
order to talk to President Deby and the President of Eritrea; 
he did not go to meet with either President Bashir or other 
rebel leaders. He concurred with Bahkit that the rebels had 
to unify first before any new negotiations could be held with 
the GoS. He said he had asked the two presidents not to try 
to force talks between the GoS and the rebel leaders. 


Still No Darfur Or Abeche Conferences 


5. (C) Khamis Abdullah claimed that having an SLM conference 
in Darfur was his idea. He recommended who would be invited, 
including political leaders, and was upset when the political 
leaders were not invited. He faulted the AU, UN and EC for 

not being transparent in organizing the conference. He did 

not plan on attending any NRF conference in Abeche until 

after the SLM was unified (Note: The NRF conference in 
Abeche had been scheduled for last week, after several 

delays, but has still not taken place. However, there were 

some smaller rebel meetings in Abeche last week. End Note.). 


No Renunciation of Regime Change 


6. (C) Asked directly, these interlocutors responded that 

they were not prepared to renounce violent regime change as a 
goal, as SE Natsios recommended (Ref B). They seek a 
negotiated solution, and have told the AU they would try to 
reach a solution through the AU. However, they do not trust 
the AU, since they believe some AU members are trying to 
block progress. 


Comment 


7. (C) While rebel leaders agree on the need to unify before 
negotiating with the GoS, they are not any closer now than 
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they were five weeks ago. 


8. Minimize considered. 
WALL 
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E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Spain, OIC, Israeli Nukes, Palestinian Territories, 
Lebanon, Iraq, Iran (2/23-25) 


1. Summary: Syrian papers on Feb. 25 reported that on Feb. 22 in 
Madrid King Juan Carlos and Queen Sofia of Spain inaugurated Arab 
House and the Spanish Political Conference with the participation of 
Foreign Minister Walid Mouallem and the Foreign Ministers of Saudi 
Arabia, UAE, Tunisia, Yemen, Iraq and Jordan. King Carlos, who 
heads the Council of Secretaries of Arab House, hoped the conference 
would be the starting point for an Arab-Spanish ministerial forum 

and a framework for political interaction for reaching joint 

positions in the future. Al-Mouallem delivered a speech at the 
conference in which he reiterated the importance of reviving the 
Arab-Europe dialogue, touching upon the important role that Spain is 
playing as \"a bridge between Arabs and Europeans in understanding 
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the issues of the region....\" He called for reviving the Middle 

East peace process with the aim of reaching a just and comprehensive 
settlement that ends the Israeli occupation of the occupied Arab 
territories in the Golan and Palestine. 


Papers also reported the OIC Ministerial meeting that concluded on 
Feb. 22 in Jeddah with the participation of Deputy Foreign Minister 

Dr. Faisal al-Meqdad. The conference focused on Israeli assaults 
against the Al-Aqsa Mosque. The conferees supported the Mecca 
Accord between Fatah and Hamas and welcomed efforts to form a 
Palestinian national unity government. The meeting mandated the OIC 
Group in New York to follow up on its request to the UN Security 
Council to take the necessary measures to end the serious violations 
against the al-Aqsa Mosque. It requested the OIC Group at UNESCO to 
continue to urge this organization to fulfill its responsibilities 

and take the necessary measures to preserve the human and 
civilization heritage of Jerusalem, including the formation of a 
committee to investigate the Israeli assaults against the al-Aqsa 
Mosque. 


Papers also reported that the Arab Ambassadors Council in Vienna has 
stressed, in a message sent to the Director General of the 

International Atomic Energy Agency, IAEA, Mohammed Baradei on Feb. 
23, that by possessing military nuclear capabilities, Israel is 

violating the will of the international community. The message, 

which was sent by the Dean of the Arab Diplomatic Corps, Omani 
Ambassador in Vienna, Salem Ben Mohammed, underlined the importance 
of the Syrian Initiative in 2003, which was proposed on behalf of 

the Arab Group at the UN Security Council, that called for ridding 

the Middle East of WMD, confirming the Arab countries\' right to take 

all measures necessary to deal with the threat represented by the 

Israeli nuclear arsenal. 


End of summary. 
2. Selected Headlines: 


\"Foreign Minister Mouallem calls for reviving Arab- European 
dialogue and the Middle East Peace Process\" (Government-owned 
Tishreen, 2/23) 


\"Deputy Foreign Minister Miqdad addresses the OIC Ministerial 
meeting in Jedda: The weakness of the Arab nation encourages 
Israeli assaults against the al-Aqsa mosque\" (Government-owned 
Al-Thawra, 2/23) 


\"Former US Ambassador to the UN Richard Holbrooke and US Democratic 
Senator Christopher Carney call on US President Bush to hold 
dialogue with Syria\" (Government-owned Al-Ba\'th, 2/25) 


\"The Organization of Islamic Conference calls for boycotting 
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relations with Israel\" (Government-owned Tishreen, 2/25) 


\"British VDaily Telegraph\': Israel negotiates with Washington to 
hit Iranian positions\" (Government-owned Tishreen, 2/25) 


\"The Lebanese opposition: The current government works according to 
the directives of US Ambassador in Lebanon Jeffrey Feltman\" 
(Government-owned Tishreen, 2/25) 


\"Solana: We will not leave Palestinians without help. Mishaal in 
Moscow tomorrow: European steps to break siege on Palestinians have 
started; Arabs are capable of breaking the siege\" (Government-owned 
Al-Ba\'th, 2/24) 


\"A UN report depicts Israeli occupation as apartheid\" 
(Government-owned Tishreen, 2/24) 


\"The UN Human Rights Council: Israel is practicing racist 
discrimination and terrorism\" (Government-owned Al-Thawra, 2/23) 


\"Arab Ambassadors in Vienna urge Director General of the 
International Atomic Energy Agency el-Baradei to address the Israeli 
nuclear threat\" (Government-owned Tishreen, 2/24) 


\"The Lebanese national opposition heads towards a decisive week. 
The agenda of the February 14 team is not Lebanese. The explosives 
that were discovered in Al-Ashrafia are Israeli-made\" 
(Government-owned Tishreen, 2/24) 


\"Former Lebanese Prime Minister al-Huss: Lebanese accord is 
achievable without superpowers\' intervention\" (Government-owned 
Al-Thawra, 2/23) 


\"Turkish Prime Minister Erdogan: The International Court must 
unveil the truth, not settle scores\" (Government-owned Al-Ba\'th, 
2/25) 


\"US helicopters are successively falling in Iraq. British papers: 
Blair\'s decision on reducing forces in Iraq is a classic scenario 
for a defeated leader\" (Government-owned Al-Thawra, 2/23) 


\"Iran launches a satellite and warns against any aggression. US 
Vice President Cheney: All options are on the table with regard to 
Iran\" (Government-owned Al-Bal'th, 2/25) 


\"Iran persists in its right to a peaceful nuclear program. US 
political and military mobilization is met by Russian-Chinese 
opposition and German patience\" (Government-owned Tishreen, 2/24) 


3. Editorial Block Quotes: 
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Isam Dari, an editorialist in government-owned Tishreen, wrote 
(2/24): \"When Israel conducts large-scale military maneuvers, using 
all types of weapons, on occupied Syrian territory -- as recognized 

by the whole world - it acts as if it is exercising a natural right! 

Is it not the spoiled child of the near and far West and the 
illegitimate baby of the colonialist West\'s conspiracy against Arabs 
for more than a century? 


\"If a news report about Syria\'s intention to conclude a normal and 
purely defensive arms deal is leaked, the US Administration raises a 
hue and cry and works without limit to hinder the deal because any 
weapons for Syria threaten the security of Israel and the United 
States itself, and perhaps the security of the galaxy! 


\"But when the United States shows all generosity toward Israel and 
opens the doors of its storehouses wide for Tel Aviv to scoop up 
whatever defensive and assault weapons it wants, conventional or 
not, Syria, the Arabs, and the peoples of the region from Central 
Asia to central Africa should not worry...! 


\"Because there is a mythical project in the minds of Israel, the 
Zionist Conference Organization, and the Zionized Americans who 
embrace so-called \'Zionist Christianity,\' the threat is not 
imaginary; it has not been invented by any Arab, Muslim, or 
Christian... 


\"We do not think people could disagree that what is happening in 
Iraq is aimed at serving Israel, Zionists, and neoconservatives in 
the United States, Britain, and many other countries in the 
civilized West! 


\"For more than a quarter of a century, Israel believed that a strong 


Arab Iraq posed a threat to it and that Syria was the second 
threat... 


\"The Zionist Israeli strategy that the Zionized forces are 
implementing does not stop at the border of Iraq, Syria, Lebanon, 
and Palestine. It includes the entire Arab world and beyond, up to 
Iran, Turkey, and Central Asia....\" 


\"The Quartet and a Tripartite Meeting\" 
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Adnan Ali, a commentator in government-owned Al-Thawrah, wrote 
(2/23(): \"The result of the Quartet meeting in Berlin was very 
similar to the result of the tripartite meeting among US Secretary 

of State Condoleezza Rice, Israeli Prime Minister Ehud Olmert, and 
Palestinian President Mahmud Abbas, which was even more of a 
failure.... 


\"The quartet has been unable so far to play a role independent of 
American influence, which always drags it toward Israel.... 


\"Israel is benefiting from nearly full American cover and it has 
nothing to offer to Palestinians, irrespective of who represents 
them.... Israel seeks to foil the Mecca Accord between Fatah and 
HAMAS and bring Palestinians back to internecine clashes. This 
being the case, Palestinians need to demonstrate maximum national 
unity and adhere fully to the Mecca Accord.... 


Muhammad Khayr al-Jammali, an editorialist in government-owned 
Al-Thawra, wrote (2/23): \"British Prime Minister Tony Blair 
surprised the US Administration with his decision to withdraw 
British forces from Iraq by the end of 2008 and to set a timetable 
for the implementation of this decision, a timetable that begins 

with the speedy return of 1,600 soldiers to their country.... 


\"How will Bush react to the British decision? If he says the 
decision is correct, he will be asked to do the same, and if he says 
that this is a betrayal of the biggest ally, he will be asked: why 
don\'t you withdraw the troops now that they are left alone in the 
quagmire of death and blood? 


\"The British decision closed the door to Bush\'s maneuvers to stay in 
Iraq and blocked the false policies through which he has justified 

the worst decision by an American president, namely, the decision to 
invade Iraq. 


\"If Bush still has an option to save face after the withdrawal of 

his big allies -- Spain, Italy, and Britain -- from Iraq, then it is 

the option of following in their footsteps and making a courageous 
decision to pull out of Iraq to save the American troops and the 
Iraqi people from the bloodbath and allow Iraq to regain its 
freedom, independence, and unity, which the occupation is trying to 
tear apart in its effort to control the country, which rejects the 
invasion and its colonial plans. 


Column 3 
Corbin 
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E.O. 12958: DECL: 02/27/2022 

TAGS: KDEM, PREL, PGOV, HU 

SUBJECT: HUNGARY\'S POSITION ON IRAN EXPORT CREDIT INSURANCE 
LIMITS: DUAL USE ITEMS ONLY 


Classified By: POL/C Eric V. Gaudiosi. Reasons 1.4 (b) and (d). 


1. (C) America Desk officer Andras Bacsi-Nagy told poloff on 
22 February that the GOH will support the consensus of EU 
member states in terminating export credit insurance to Iran 
for \"dual use items only.\" According to Mr. Bacsi-Nagy, the 
GAERC council will take up this issue again at the next 
scheduled meeting, and Hungary will support the \"recently 
agreed to consensus of the council.\" The MFA \"had 
considerable internal debate." said Bacsi-Nagy, over whether 
to follow the \"U.S.-UK plan to terminate export credits 

across the boardW or to support a more limited approach. 
When asked \"what criteria\" would be applied to determining 
what constitutes a dual use item, Mr. Bacsi-Nagy said Vit is 
unclear at this point which internationally accepted 
agreements will take precedent.\" 


2. (U) The Embassy will report any additional details in 

advance of the next GAERC FM\'s meeting. (NOTE: GOH position 
paper submission deadlines for GAERC FM meetings are 
generally on Tuesday of the week prior to GAERC meetings.) 
FOLEY 
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E.O. 12958: DECL: 02/27/2017 
TAGS: PGOV, MASS, PREL, PTER, PHUM, NP 
SUBJECT: NEPAL: COAS CONCERNED ABOUT THE MAOISTS 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C/NF) General Rukmangud Katawal, Chief of Army Staff of 
the Nepal Army (NA), told the Ambassador February 26 that the 
Maoists were not serious about arms management or joining a 
democratic system. The NA was the last shield against a 
Maoist takeover, and the U.S. should not abandon it. The 
NAVs \"political masters\" had not been listening to Katawal\'s 
suggestions on negotiations with the Maoists. The political 
leadership did not support the NA, and Katawal worried that 
the Maoists were on a path to a totalitarian state which they 
controlled. The NA would not allow the Maoists to take 

control of the state in an unconstitutional way. The 
Ambassador pushed Katawal on responsibility for past human 
rights abuses. Katawal pledged to help in any way he could 
without damaging the morale of the NA. 


Maoists Are Not Serious 


2. (C/NF) On February 26, Chief of Army Staff (COAS) General 
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Rukmangud Katawal told the Ambassador that the Maoists were 
not serious about peaceful entry into a democratic system. 

The arms management exercise had not been done well, with the 
Maoists putting weapons into storage containers that did not 
match up, by type, with the list of weapons captured by the 
Maoists from the NA and Nepal\'s other security forces. The 
NA\'s attempts to push back in the UN-Government-Maoist Joint 
Monitoring Coordinating Committee (JMCC) had gone unheeded. 
Maoist participants in the JMCC had spent much of the time 
complaining about the actions by NA participants, claiming 

that the NA was trying to roll over them. The Maoists also 
retained weapons, including AK-47s, that had not been 

captured from the Government of Nepal and had also been 
registering crummy weapons brought from India, as the 
Ambassador had stated to the media. The NA had shared this 
information with the police, informing them of arms 

trafficking routes and types, but the police had turned a 

\"blind eye.\" 


Political Leaders Are The Problem 


3. (C/NF) Katawal worried that the political party leaders 

were handing the country over to the Maoists and were afraid 
to stand up to the Maoists on anything. The Maoists had been 
able to use the politicians to their advantage by dividing 

them. The biggest mistake the government had made thus far 
was to make Krishna Sitaula simultaneously Home Minister and 
head of the government\'s negotiation team, two contradictory 
responsibilities. The political leaders had not supported 

the NA; Katawal recounted a situation in which a general 
spoke out about political issues incorrectly to the press, 

and Katawal was hauled before Parliament to give an 
explanation and apologize, then was required to take action 
against the general. Why, Katawal asked, were the Maoists 
not held to the same standards when they violated the Peace 
Agreement almost daily? The political double standard for 

the NA and the Maoists had caused mounting frustration for 
the COAS. 


Maoists On A Path To Total Takeover 


4. (C/NF) Katawal complained that politicians throughout the 
country were not able to do anything effective because of 
continuing threats from the Maoists. Both inside and outside 
the Kathmandu Valley, political leaders had told Katawal that 
they would take action against the Maoists if the NA would 
protect them and their families. Katawal had responded that 
the NA was unable to do that without orders from the Prime 
Minister. The country did not belong to the Maoists, even 
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though the politicians seemed to be handing it over wholesale 
to them. Katawal had made it clear to the Prime Minister 
that, if he decided to stand up against the Maoists, the NA 
would back him completely. 


KATHMANDU 00000437 002 OF 002 


NA Will Not Allow A Takeover 


5. (C/NF) Katawal said that the NA would not allow an extreme 
leftist government to take over Nepal and asked whether the 
U.S. would stand behind him. The Ambassador responded that 
the U.S. would support any constitutional effort to stop 
unconstitutional behavior by the Maoists. The Ambassador 
made it clear, however, that the U.S. would not support any 
extra-constitutional action by the NA. Katawal quickly 

replied that any action to NA might take would be in support 

of the civilian authorities. He reiterated his call for the 

U.S. \"not to give up\" on Nepal, and not to let the Maoists 

take over. The NA was the vanguard of the democratic forces 
in Nepal, and would do all it could to help the government 
succeed in bringing the Maoists into a peaceful mainstream. 


Royal Secretariat To Be Replaced 


6. (C/NF) Katawal said he planned to remove the battalion of 
soldiers from the royal palace, and the government planned to 
decrease the size of the palace civilian secretariat. The 
government would replace the King\'s secretary (the highest 
advisor to the King) with someone who was accountable to the 
interim parliament. 


Human Rights Abuses: No Accountability In Sight 


7. (C) The Ambassador pushed Katawal hard on accountability 
by the NA for past human rights abuses, specifically the 

Maina Sunwar rape and killing case. Katawal responded that 
there had been an investigation into most cases of abuse, and 
wondered what more he could do. The morale of the NA was his 
responsibility, and he would not do anything that would 

endanger that. Furthermore, after one investigation into 49 
alleged disappearance cases at the Bhairavnath Battalion, 11 

or 12 had been accounted for, proving in the COASVs mind that 
many allegations were false. The NA was there to protect the 
public from the Maoists during the war. Mistakes had 

happened, but the NA needed to look forward. The Ambassador 
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strongly suggested that the NA needed to take more action at 
all levels to account for past abuses, including responding 

to inquiries from the UN Office of the High Commissioner for 
Human Rights (OHCHR). Katawal stated that his office and the 
NA stood ready to help with police investigations as 

necessary, but made no indication that he would respond to 
OHCHR or that he would look into past cases of abuse. 


Comment 


8. (C/NF) Katawal is growing increasingly frustrated with the 
lack of leadership from his political masters. He has 
repeatedly tested the waters only to be told that the U.S. 
would not support extra-constitutional action by the NA. His 
adamant stance against the Maoists and close relationship 
with the PM will likely boost the PM to hold a line against 
allowing the Maoists into an interim government until the 
arms management exercise has been completed. We will 
continue to push the COAS to stand strongly behind the 
civilian leadership. We will also urge the NA leadership to 
focus on past abuses and hold those responsible accountable 
while continuing to adopt best practices human rights 
standards in the Nepal Army. 

MORIARTY 
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E.O. 12958: N/A 
TAGS: ECON, EINV, ETRD, TU 
SUBJECT: PRIVATE SECTOR MEETINGS INFORM U.S. - TURKEY EPC 


1.(U) Summary: The third meeting of the U.S. - Turkey 
Economic Partnership Commission began in Istanbul with a 
full-day session devoted to the private sector. These 

private sector meetings were designed to inform the 
government-to-government meetings that followed on February 9 
(septel.) Private sector representatives grappled with ways 

to increase bilateral trade and investment. Turkish business 
representatives noted that competition for market share in 

the U.S., particularly from China is stiff. U. S. business 
representatives cited a lack of transparency and excessive 
regulation as deterrents to increased growth and investments, 
but in general expressed optimism about recent economic 
reforms. End Summary. 


2. (U) Members of the U. S. delegation to the third 

U.S.-Turkey Economic Partnership Commission (EPC) 
participated in a day of private sector meetings in Istanbul 

on February 8,2007. Business Forum events were organized by 
the Union of Chambers and Commodity Exchanges of Turkey 
(TOBB) and Turkey\'s Foreign Economic Relations Board (DEIK). 
The U. S. Delegation was led by EEB A/S Daniel Sullivan and 
included representatives of the Departments of Commerce and 
Energy. Istanbul events included a book release/press 
conference, a luncheon with remarks by A/S Sullivan a 

business forum session and a meeting with the American 
business community organized by AmCham affiliate the American 
Business Forum Turkey (ABFT). 


3. (U) The day began with a book launch/press conference 
organized by TOBB Chairman Rifat Hisarciklioglu. 
Hisarciklioglu and Athens-based U. S. Chamber of Commerce 
regional representative Kristal Alley announced the release 

of a handbook on Doing Business in the United States jointly 
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developed by TOBB and the U. S. Chamber with USAID financing. 
Alley briefly described the joint business development 

project that led to the publication of the handbook. A/S 

Sullivan noted that these initiatives have the potential to 

deepen our relationship and that the program Alley described 

is completely private-sector led. 


4. (U) Following the book lunch, at a lunch organized by DEIK 
and TOBB, A/S Sullivan and MFA Energy Coordinator Mithat 
Balkan described the outlook on regional energy security and 
cooperation from both government\'s perspectives. Balkan 
stressed that Turkey\'s geographic location makes it a 

critical player. He noted the Baku-Tbilisi-Ceyhan (BTC) 
pipeline is proving to be of great commercial value. He 

cited U. S. involvement in the BTC pipeline project as proof 
that cooperative efforts to create alternate energy 

distribution projects could succeed. Both A/S Sullivan and 
Balkan stressed the need to improve trade relations and 
increase energy efficiency, Balkan urged support for a common 
energy policy and sought assistance in reducing the number of 
oil tankers transiting the Bosphorous. 


5. (U) After lunch, DEIK hosted a Business Forum\" where the 
two delegations listened to ideas and suggestions from the 
business community about how to increase flows of trade and 
investment between Turkey and the U.S. USDOC DAS Paul Dyck\'s 
remarks at the forum covered the US-Turkey trade 
relationship, touched on market access issues that impede 
these figures from meeting their potential, and then noted 
some ways in which we could strengthen the bilateral 
commercial relationship including by fostering innovation and 
encouraging private sector partnerships such as the TOBB - 
U.S. Chamber initiative. Guven Sak, Director of the Economic 
Policy Research Institute, described efforts to increase 

bilateral trade including customs modernization and joint 
production in third countries as well as ways of increasing 
foreign direct investment. 


6. (U) The business forum also featured presentations by 
representatives from various sectors. In general, the 

Turkish business community expressed its disappointment with 
the relatively low level of bilateral trade, underscored the 
importance of the GSP program and complained about the threat 
China poses to manufacturers. Presentations made by U.S. 
company representatives are noted. 

-Construction: Turkish companies are having trouble breaking 
into the U.S. market. 

-Tourism: Although this is the fastest growing sector in 

Turkey, few Americans visit, and most are cruise line 
passengers. 

-Textiles: Exports to the EU are doing fine, but Turkey\'s 
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share of the U.S. market is too low. 

-Insurance (AIG): Recent reforms mean opportunities for U.S. 
companies are growing in this sector. 

-Steel Industry: Difficult to compete with China; U.S. market 

is hard to break into. 

-Jewelry: Stressed the need for continued inclusion in the 
GSP program. 

-Food (ADM): Government involvement in the Turkish market is 
unhelpful. Supply and demand are out of balance; government 
subsidies distort the market. 

-Natural Stones: Turkey has unrealized potential in this 

sector; GSP is vital for Turkish exporters. 

-Energy (GE): Turkish industry needs more investment in 
research and development as well as better technology. 
-Automotive Spare Parts: Difficult to compete with China; 

U.S. market is hard to break into. 

During the subsequent Q&A session, one participant asked for 
assistance with customs and security-related delays at U.S. 
ports and called for the inclusion of Turkey in the Container 
Security Initiative. A/S Sullivan agreed to look into the 

matter. 


7. (U) The final event of the day was a private meeting 
between the U.S. delegation and representatives from the U.S. 
companies. The mood was generally positive, with several 
executives noting that recent economic reforms had made 
Turkey a much more attractive market. The main concern 
shared by all was the need for more transparency on the part 
of the Turkish government. Many pharmaceutical company 
representatives described difficulties in bringing new 
products to the market. Medicines are being introduced to 
the market two or three years behind the U.S. market due to 
delays on the part of the GOT. Representatives from other 
sectors described difficulties completing projects due to 
excessive red tape and/or corruption. One suggested way 
forward was for the GOT to accelerate the rate of EU 
harmonization. 


8. (U) A/S Sullivan and members of the EPC delegation 
returned to Istanbul on February 10 and 11. The Consul 
General hosted a dinner on the 10th that provided an 
opportunity for A/S Sullivan to interact with senior business 
leaders, both U.S. and Turkish, in an informal setting. 
During a lively conversation A/S Sullivan described progress 
the delegation made during February 9 Ankara meetings. In 
response to a question, he noted that Qualified Industrial 
Zones (QIZ), long a topic of great interest in Turkey, 
required legislative action and were thus problematic. He 
urged the group to think beyond textiles, noting that QIZs 
including textiles were an absolute non-starter for the U.S. 
The conversation quickly turned to Iraq, with one 
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representative from an oil company urging the U.S. to 
consider providing payment guarantees and/or bridge loans to 
the Iraqi government in an attempt to regulate payment and 
ensure on time deliveries of fuel. 


9. (U) A/S Sullivan cleared this message. 
JONES 
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E.O. 12958: N/A 

TAGS: PHUM, PINR, SNAR, KCRM, Cl 

SUBJECT: CHILE: APPROVED HUMAN RIGHTS VETTING CLEARANCE FOR 
SCI2007JCET330WF 


REF: A. STATE 23150 
B. SANTIAGO 00209 


1. Per reftel A, Embassy verifies that as of February 22, 

2007, the Department of State possesses no credible evidence 
or information of gross human rights violations by the 

Chilean candidates cited in reftel B. 


2. Counselor for Economic and Political Affairs, Juan A. 
Alsace, certifies the above statement. 
KELLY 
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STATE FOR EB/TPP/IPE BOGER AND URBAN 

STATE FOR SCA/CEN 

STATE PLS PASS NSC MCKIBBEN 

STATE PLS PASS USTR DONNELLY, ERRION, JCHOE-GROVES, MCCOY 
USDOC FOR 4231/MAC/RISD/JBROUGHER, DSTARKS 


E.O. 12958: N/A 
TAGS: KIPR, ECON, ETRD, TI, EINV 
SUBJECT: TAJIKISTAN 301: RECOMMEND REMAIN ON WATCH LIST 


REF: State 7944; Dushanbe 06 2107; Froman-Groves email 12-20-06 


1. Tajikistan has taken significant steps over the past year to 
protect intellectual property, but much work remains in order to 
change its position on the Special 301 List. Therefore, post 
recommends that Tajikistan retain its Watch List status. 


2. Recent advances include: an amendment to the Law on 
Intellectual Property to protect copyright owners from Internet 
theft; a new office dealing with intellectual property 

violations in the Ministry of Interior; a geographical 

indication law adopted in January; and a November parliamentary 
agreement to join the Rome Convention for the protection of 
intellectual property. 


3. Despite the positive legislation, Tajikistan has taken few 
practical steps to defend intellectual property rights. Customs 
officials have no equipment to detect counterfeit products, and 
they do not check for violations unless a copyright owner 
specifically requests protection of his/her copyright. The 
Ministry of Interior office formed to crack down on intellecutal 
property violations does not yet have actual operational 
capacity. (Post provided further detailed information in 

Reftels B and C). 
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DEPT FOR EUR/CARC 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, AM 

SUBJECT: JOURNALIST WINS COURT CASE ON FREEDOM OF 
INFORMATION 


1. The head of Armenia\'s independent Asparez Press Club won a 
freedom of information case against several village mayors in 

the Shirak region on February 23. The mayors had denied 

press club director Levon Barseghyan\'s requests for copies of 
the village budgets. The court ruled that the mayors had to 
provide Barseghyan with the information, and fined them each 
24,000 AMD (about 69 USD). 


2. Shushan Doydoyan, head of the USG-funded Freedom of 
Information Center of Armenia (FOICA), whose attorney 
represented Barseghyan in court, told us that the center was 
winning most of its cases. Doydoyan said that, particularly 
on the lower government level, courts were ruling in FOICA\'s 
favor. She said the ministries by and large were complying 
with FO! requests, eliminating the need for litigation. 
GODFREY 


98234 

OO RUEHCHI RUEHCN RUEHDT RUEHGH RUEHHM RUEHNH RUEHVC 
DE RUEHBJ #1269/01 0581306 

ZNY CCCCC ZZH 

O 271306Z FEB 07 

FM AMEMBASSY BEIJING 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5040 

INFO RUCNASE/ASEAN MEMBER COLLECTIVE IMMEDIATE 
RUEHOO/CHINA POSTS COLLECTIVE IMMEDIATE 


Column 3 
RUEHGG/UN SECURITY COUNCIL COLLECTIVE IMMEDIATE 
RUEHGV/USMISSION GENEVA IMMEDIATE 1642""CONFIDENTIAL SECTION 01 OF 02 BEIJING 0 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/27/2017 
TAGS: PREL, UNSC, ASEAN, BM, CH 
SUBJECT: CHINESE STATE COUNCILOR TANGVS VISIT TO BURMA 


REF: BEIJING 1268 
Classified By: DCM David S. Sedney. Reasons 1.4 (b/d). 


Summary 


1. (C) China encouraged Burma to accelerate its democratic 
and national reconciliation processes, develop its economy 

and improve the lives of the Burmese people, State Councilor 
Tang Jiaxuan told Burmese generals on his February 25-27 
visitto Burma. According to a readout provided to the DCM 

by MFA Director General for North American Affairs Liu Jieyi, 
Tang said Burma\'s internal affairs should be settled through 
consultation between the government and the people and noted 
that the international community can provide \"constructive 
helpW in this regard. Burmese officials told Tang they are 
prepared to have formal written communication with Aung San 
Suu Kyi, to engage with the international community and to 
continue progress in their roadmap toward eventual elections. 
The generals! priorities remain domestic stability, economic 
development and training of personnel. DG Liu\'s readout was 
notable for its promptness, provided on the same day that 

Tang and his delegation departed Burma. The Chinese provided 
the same prompt readout to our Russian, Japanese and ASEAN 
colleagues. End Summary. 


2. (C) MFA North American Affairs DG Liu Jieyi called in the 
DCM late February 27 to provide a briefing on State Councilor 
Tang Jiaxuan\'s just completed three-day visit to Burma at the 
invitation of State Peace and Development Council (SPDC) 
First Secretary General Thein Sein. Tang met with SPDC 
Chairman Than Shwe, Thein Sein and Vall the top generals on 
February 25-26 before departing February 27 for Thailand, Liu 
said. 


China Urges Reconciliation and Responsiveness 


3. (C) Tang made clear China\'s hope that Burma can 
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accelerate its democratic and national reconciliation 

processes, develop its economy and improve the lives of its 
people, Liu said. After listening to the generals\' 

description of Burma\'s domestic situation, Tang stressed that 
Burma\'s internal affairs should be settled through 

consultation between the Burmese people and government. The 
international community can provide constructive help in this 
regard, Tang said. 


4. (C) In addition, Tang said China believes Burma needs to: 


- respond to concerns of the international community, 

- handle its domestic problems in a \"timely and appropriate 
way," 

- maintain consultation with the international community and 
- embark on a path toward unity and peace at an early date. 


Ready for Dialogue With International Community? 


5. (C) BurmaWs leaders emphasized they are ready to maintain 
dialogue with the international community. The regime 
welcomes outsiders to visit and learn about Burma\'s \"true 
situation,\" DG Liu said. Burma wants to maintain good 
relations with its neighbors and especially with all ASEAN 
countries. Maintaining domestic stability, promoting 

economic development and training of personnel remain the 
regime\'s highest priorities, as these factors are the key to 
national prosperity and development, they said. 


Generals Prepared to Talk With ASSK 


6. (C) Atthe same time, the government told Tang it is ready 
to be in touch with Aung San Suu Kyi (ASSK) and the National 
League for Democracy. The government is prepared to 
communicate with ASSK in writing with the goal of achieving 
national reconciliation through dialogue and consultation. 

The generals said they \"do not intend to hold on to power for 
a long period of time,\" Liu said, and are willing to transfer 
power at an appropriate time to people who are \"patriotic and 
truly representative of the people\'s wishes.\" Responding to 
the DCM\'s questions, Liu said Tang did not attempt to meet 
ASSK, but added China took the government\'s expression of 
readiness to talk with her as a positive sign. 


7. (C) Moreover, the government will steadily move forward 
with a Constitutional National Assembly and other steps 
toward eventual elections based on its roadmap for democracy, 
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the Burmese told Tang. The Assembly will reconvene in the 
near future to finalize the principles for a new 

Constitution. The government is committed to \"appropriately 
address\" relations between different political factions, 
including the armed forces of ethnic minority groups. The 
goal of this process, they told Tang, is to build a peaceful, 
stable, prosperous and orderly democratic country. 


Criticism of the United States and DCM\'s Response 


8. (C) Liu said the generals told Tang that the United Sates 
has made things difficult for Burma, especially by \"applying 
sanctions when it has no reason to do so.\" Sanctions, the 
Burmese claimed, are contrary to the self-interest of the 
United States. 


9. (C) The DCM noted that after China took an opposite line 
from the United States and vetoed the resolution to place 

Burma on the UNSC agenda, China expressed willingness to 
continue to work with the United States on Burma. We 
appreciate the prompt briefing provided in that spirit and in 

light of important upcoming consultations on Burma by EAP DAS 
Eric John. DG Liu said the MFA looks forward to DAS John\'s 
visit. 


10. (C) Russian and Japanese diplomats told us separately 
that they and the ASEAN countries received similar readouts 
on Tang\'s visit. 

RANDT 
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STATE FOR SCA/CEN, DRL 


E.O. 12958: N/A 
TAGS: PGOV, PHUM, KDEM, TI 
SUBJECT: NEW SUGHD GOVERNOR PRIORITIZES TRANSPARENCY 


1. The Sughd region\'s new governor is instituting transparent 
practices and other democratic principles in the local 

government. In his first speech as Governor, Abdukhir Nazirov 

told the Sughd public that his priority was to make the 

government\'s actions transparent. Tajikistan\'s three regions, 
Sughd, Khatlon and Gorno-Badakhshan Autonomous Region all have 
governors appointed by the president. In the country\'s power 
structure, their authority ranks just below the prime 

ministerial level. 


2. Nazirov is a breath of fresh air compared to his predecessor 
Kasim Kasimov. During PolOffs\' visit to the region February 
14-16, interlocutors from independent news agencies, local 
governments, political parties and non-governmental 
organizations all remarked on the positive outlook for human 
rights, freedom of the press, democracy and economic 
development. They cited examples of how in the governor\'s short 
tenure they have already begun to operate without fear of 
government censorship. 


3. Since entering office in November 2006, Nazirov has given 
open press conferences, inviting all members of the press 
including independent media. A presidential decree mandates all 
government agencies hold regular press conferences; however, 
many officials do not abide by the rule. The previous Sughd 
Governor requested journalists provide questions ahead of time 
and would not invite independent media or journalists critical 

of the administration. Nazirov has changed all that. 

Journalists do not have to provide questions in advance, Nazirov 
himself conducts the conference, and the media are allowed to 
report on any story they choose, even if it is critical. The 

heads of Varorud News Agency and CM-1 television, two 
independent media organizations, directly attributed the more 
open media environment in Sughd to the governor\'s respect for 
freedom of the press. 


4. As opposed to the previous governor who appointed key staff, 
Nazirov advertises open positions, interviews candidates and 
hires staff based on their applications, experience and merit, 

not personal connections. A competitive hiring practice shows 
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transparency and the beginnings of a meritocracy, breaking with 
the tradition of nepotism and corruption and leading to a more 
qualified staff. IIhomi Jamoliyon, Nazirov\'s press secretary, 
headed Varorud News Agency before joining the governor\'s staff. 
Jamoliyon\'s office initiates press briefings before and after 
important events and delegation visits, a routine and essential 
practice for any press office, but not employed in previous 
administrations. 


5. In February 2007, the governor ran for a position in the 
regional parliament. Although he is new to the area with no 
real local power base, he ran unopposed and won the election. 
He may eventually be selected for a seat in the national 
parliament as well. In the Tajik system, he can serve both as 
governor and a member of parliament. Nazirov also plans on 
creating a civic council comprised of the region\'s leaders from 
all backgrounds and political parties, nominated by the public. 
As the former Minister of Water for Tajikistan, Nazirov will 
continue working on transboundary water issues in the Sughd 
region, soothing relations with Uzbekistan on Syr Darya river 
usage. Nazirov also is exploring creating a free economic zone 
to stimulate business development in Sughd. 


6. COMMENT: Nazirov\'s even-handed and transparent approach to 
governing the Sughd region may be a tactical concession by the 
central government in Dushanbe. The Sughd region was formerly 
the seat of national power, and civil society and media in the 

region have frequently criticized the government since power 
transferred to the south after the civil war. Under the 

previous governor, this resulted in the government taking a 
strong-arm approach to cracking down on \"opposition.\" Media 
reports recorded several examples of political party members 
detained and imprisoned and incidents of torture. By appointing 
Nazirov, the president maintains firm control over the region, 

while allowing enough new freedom to keep the public from 
becoming angry over unjust government actions of the previous 
governor\'s regime. The powers in Dushanbe want to avoid both an 
Andijon-like public uprising and more people turning to 

underground organizations such as Hizb-ut-Tahrir. END COMMENT. 


JACOBSON 
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E.O. 12958: DECL: 02/27/2017 

TAGS: PREL, FR 

SUBJECT: CODEL TANNER: MEETING WITH FRENCH POLITICAL 
DIRECTOR ARAUD 


Classified By: Political Minister-Counselor Josiah Rosenblatt for reaso 
ns 1.4 (b) and (d). 


Summary 


1. (C) During a meeting with Codel Tanner on February 22, 
French MFA Political Director Gerard Araud reviewed the 
current state of the bilateral relationship, commented on 
NATO\'s continuing purpose, and compared France\'s and 
Britain\'s historically distinct orientations towards the U.S. 
He also discussed Afghanistan and Iran, two outstanding 
cases of U.S.-French cooperation. On Afghanistan, Araud 
highlighted France\'s continued participation in NATO 
operations, but called for a more explicitly defined 

\"political strategy\" for reaching a desired end-state. On 
Iran, he emphasized the need for continuing pressure on Iran, 
through P-5 unity, which is impacting on Ahmadinejad\'s 
weakened position, and which offers the only hope for a 
negotiated outcome. End Summary. 


NATO\'s Purpose 


2. (C) MFA Political Director Gerard Araud hosted Codel 
Tanner, in Paris for the annual discussions of the NATO 
Parliamentary Assembly (NPA) Economic Committee with the 
OECD, to a meeting and luncheon on February 22. Ambassadors 
Stapleton and Morella also attended. Both sides saluted the 
historical links and continuing cultural and economic ties 
between the U.S. and France, along with our wide-ranging 
diplomatic cooperation. Araud took the opportunity of the 

visit of the U.S. members of the NATO Parliamentary Assembly 
to offer, in his typically plain-spoken fashion, a thumb-nail 

history of U.S.-French relations since World War Il, 

including our different approaches to NATO. Recalling an 

Cold War bromide, Araud said that NATO\'s original purpose had 
been \"to keep the Germans down, the Russians out, and the 
Americans in.\" Its current purpose is -- for the newer 

central European and Baltic members, given their fear of 

Russia, \"rational or not\" -- to keep the Americans in. For 
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other members, NATO provides a way to meet their defense -- 
without having to pay for it. Araud decried the abysmally 

low defense spending by the European allies. Among the 
Europeans, only the French and the British come close to 
carrying their weight, an exception which can be explained by 
their history as global powers, and their residual desire to 
exert influence. 


Trans-Atlantic Ties: The Cases of Britain, France and Germany 


3. (C) Taking up this theme, Araud offered the Codel a 
historical disquisition on the differences between France\'s 
and Britain\'s post-war relationship with the U.S. Britain, 

for its part, tries to \"ride the tiger,\" influencing U.S. 

policy behind the scenes. This is what they have tried to do 
on Iraq: \"With what success, we might ask?\" France, on the 
other hand, tries to defend its interests, \"tries to exist 

(as an independent player).\" The U.S. often views this 

simply as opposition, or anti-Americanism, which it isn\'t: 
\"We\'re trying to exist, and to exercise our right to have our 
own opinion, including on how to address international 

crises. That means that we may agree in some cases -- as on 
Iran where we work extremely closely, coordinating daily. In 
others, as in Iraq, we disagreed, and still do. This is not 
anti-Americanism, it\'s France developing its own analyses and 
exercising its own policy.\" Stepping back, Araud recalled 

that the 1956 Suez Crisis had marked the end of both France 
and the UK\'s great power aspirations. Each, however, drew a 
different lesson from their joint failure. U.S. opposition 

to the Suez operation, (which together with the Soviet 

Union\'s threat to use nuclear weapons had scuttled the 
Anglo-French operation), had led the British to conclude that 
\"nothing was possible without the Americans," and that their 
influence would have to be applied through the U.S., by being 
at its side, and having its voice heard as America\'s most 
trusted ally. The French took a distinctly different course, 

that of autonomy and independence (as symbolized in its 
decision, a few months after Suez, to create its own nuclear 
force). Germany was a case apart, for historical reasons. 
With a military that was totally integrated into NATO, it was 
America\'s model ally. Now things are changing: for the first 
time since WW II, during the Iraq crisis, Germany opposed the 
U.S. While the British and French conception of their own 
roles -- \"the special relationship\" and 
independence/autonomy, respectively -- still apply, Germany\'s 
is now a question mark. 


Afghanistan 
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4. (C) In the back and forth that followed Araud\'s 
presentation, Ambassador Stapleton noted that we describe the 
current state of the relationship as \"normal,\" a 
characterization which Araud\'s historical synopsis supported. 
It\'s a relationship we value, said the Ambassador; and we 
certainly do not take the French for granted. Rep John 
Tanner (D-TN) agreed on the value of a diversity of opinion. 
Reaffirming strong U.S. support for NATO, he pointed to 
Afghanistan as the Alliance\'s defining issue. The U.S. 
appreciates France\'s support in this crucial battle. 
Congressman Paul Gillmor (R-OH), Vice-President of the NPA, 
noted the importance of the NATO to the U.S, France\'s 
commitment of resources to defense, and the commonality of 
interests in our joint effort in Afghanistan. (NOTE: 
Congressmen Tanner and Gillmor earlier met with French 
television and print media to push for strengthened Allied 
support in Afghanistan. END NOTE.) Araud agreed, citing the 
recent dispatch of the French aircraft carrier Charles de 
Gaulle to the region, which will allow France to increase its 
participation in airstrikes in Afghanistan. However, 

France\'s concern is lack of a \"political strategyW concerning 
Afghanistan, a point Chirac tried to make at the Riga Summit. 
Perhaps France\'s proposed Contact Group wasn\t the right 
solution, said Araud, as it raises the question of 

neighboring countries\' roles, and Afghanistan\'s as well. But 
at the end of the day, success in Afghanistan will be 

political, and we are simply not convinced we have a 
political strategy, an end-game in view, a roadmap to 
success. If what we are doing simply amounts to killing 
Taliban every Spring, some of us, five years from now, will 
have tired of this. That's our concern; weVre not 

criticizing NATO, which is doing it\'s job. It\'s the 

political strategy that\'s missing. For example, Iran is a 
natural ally in the fight against the Taliban. And there is 

the drug problem, which affects you, us and Russia. We\'re 
concerned about where weVre going.\" 


Iran 

5. (C) Responding to Congressman Dennis Moore\'s (D-KS) 
question about the French view of Iran, Araud underlined how 
closely the U.S. and France have been working together over 
the past four years. He distinguished Iran from North Korea, 
Va criminal regime which doesn\'t care about the suffering of 
its people.\" Iran, on the other hand, is a \"sort of 
democracy,\" a proud country, where public opinion counts for 
something, and which doesn\'t want to be seen as a pariah 
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state. This complex reality calls for a dual policy: a 

readiness to negotiate, but in a context of international 
pressure. During the negotiation of UNSCR 1737 a difference 
opened up between the U.S. and the EU-3, said Araud, with the 
U.S. seeking a stronger text, while the Europeans insisted on 
one that could be supported by the P-5. Araud contended that 
now the U.S. agrees, retrospectively, that the Europeans were 
right on insisting on a unanimous outcome, one that could not 
be interpreted as the West ganging up on Iran. UNSC 
unanimity (and especially China\'s vote) sent a powerful 
message of Iran\'s isolation, impacting strongly on Iranian 
public opinion. Araud admitted that \"mercantile\" factors 

were driving some, especially the Russians. While the French 
Treasury \"is furious\" about U.S. warnings to European banks 
about their operations with Iran, said Araud, those efforts 

work -- they\'re very effective. Araud commented that the 

U.S. military option is taken very seriously in Iran. As 
recounted to him by well-known French journalist Bernard 
Guetta, who recently returned from Tehran, \"the Iranians are 
terrified; they take the U.S. military threat seriously -- 

people don\'t want it.\" Another important factor is 
Ahmadinejad\'s growing weakness. \"He was elected because he 
wasn\'t corrupt, he promised housing and good administration, 
but he hasn\'t delivered. And there was his recent defeat in 
the municipal elections. That said, although the music has 
changed, the words haven\'t\": The Iranians continue to refuse 
to suspend enrichment. Therefore we must keep up the 
pressure. And the pressure is working. So now we must work 
on a second sanctions resolution, and keep the door open to a 
\"double suspension" deal with Iran. We haven't failed, 
emphasized Araud. According to Guetta, he said, many people 
close to Supreme Leader Khamenei had \"incredibly violent 
things to say about Ahmadinejad whom they regard as an 
upstart. They want him out. The subdued celebration of 
Revolution Day, including Anmadinejad\'s speech, in which he 
did not mention the Holocaust, was significant. Araud also 
pointed to a recent press interview with Velayati in which he 
affirmed that the Holocaust was a historical reality. We 

have two to three years, concluded Araud, to work on this 
before Iran gets the bomb. We will and must continue to work 
on this together -- including with the Russians and Chinese. 


(6). (U) Codel Tanner did not have the opportunity to clear 
this cable before departing Paris. 
Please visit ParisW Classified Website at: 
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http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: N/A 
TAGS: OTRA, JO, IZ, GM, KU, COUNTRY CLEARANCE 
SUBJECT: KUWAIT GRANTS COUNTRY CLEARANCE FOR TODD SCHWARTZ 


REF: STATE 020005 


1. Embassy Kuwait welcomes and grants country clearance for Todd 
Schwartz to travel to post o/a 7 March, 2007. 


2. This clearance is not/not valid for entry into Iraq; you must 
apply for Iraq clearance through Embassy Baghdad. 


3. Visit Officer: An Embassy visit officer and a driver/expeditor 
will meet and assist you at the airport. 


Embassy point of contact is: 


Carri Mowry, ISU Coordinator 

Office- (965) 259-1419 

Cell- (965)973-9854 

Fax- (965) 259-1190 

Unclass e-mail: MowryCA@state.gov 


SIPDIS 
4. Following is post\'s standard guidance for visitors to Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry visas to 
American citizens on arrival, upon presentation of a valid passport. 
There is a processing fee of three (3) Kuwaiti Dinar (KD 3.000, or 
USD 12.00) for each visa issued. The fee may be paid either in KD or 
USD. Post strongly advises travelers to carry some documentation on 
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the purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side of the 
airfield and passports have to be carried to a different location at 
the airport for processing. Airport visas are valid for 90 days 

after arrival; anyone staying beyond this period must obtain an 
extension, which should be requested 2 weeks prior to visa 
expiration. Anyone departing Kuwait who has overstayed the visa 
will be charged a fine of KD 10.000 (US 35.00) per day at the 
airport. All travelers planning to visit Iraq should make sure that 
they obtain the required exit/entry stamps for each transit through 
Kuwait, and be aware that they will need to obtain a new Kuwaiti 
visa upon return, even after a daytrip to Baghdad. Failure to do so 
can result in heavy fines. If possible, travelers should try to 
obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of alcohol, pork 
products, personal firearms, and any suggestive/pornographic 
materials (videotapes, magazines or books) is strictly prohibited by 
Kuwaiti law. Kuwait is still clearing mines and munitions. Visitors 
must remain on major paved roads when traveling in Kuwait. Travel 
north of Jahra toward the Iraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through Wednesday, 
and office hours are from 8:00 a.m. to 4:30 p.m. The time difference 

with the East Coast of the United States is EST plus eight hours. 

The embassy switchboard number is (965) 259-1001, and the IVG number 
is 4950000. The after-hours number which rings at Marine Guard Post 
One is (965) 538-2098. The mission duty officer can be reached 

through the embassy switchboard, Post One or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, Dulles, VA 
20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and the military 
threatcon is currently Charlie. We have increased security 
precautions at official U.S. installations in Kuwait and recommend 
that all Americans in Kuwait remain alert to their surroundings and 
review their personal security practices. 


e. Health Advisory for Kuwait: April through October is the hot 
season in Kuwait. Temperatures reach 120-140 degrees F in summer. 
Caution should be taken to prevent dehydration and heat exhaustion 
by 1) drinking plenty of fluids and 

2) staying indoors, especially during peak temperature hours of noon 
to 3:00 p.m. (1200-1500). Low humidity coupled with high 
temperatures creates excessive moisture loss from evaporation. It 
is necessary to drink 2-4 quarts of water daily to prevent 
dehydration. Visitors from November to March can expect cold winds 
and, at times, heavy rains. Light winter clothing is suitable for 
Kuwait during these months. At this time, allergies and colds are 
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more common, and visitors to the area are advised to bring 
over-the-counter medications, such as Tylenol, Ibuprofen and cough 
medicine, with them for self-treatment. 


f. Money: Credit cards are widely accepted at hotels, restaurants 

and other establishments throughout Kuwait and ATM machines are also 
readily available. For travelers on official orders, the Commercial 

Bank of Kuwait can provide accommodation services (cashing a 
personal check drawn on a U.S. bank into local currency) up to a 
maximum of USD 300.00 per day from noon to 2:00 p.m., Saturday 
through Wednesday. At the current rate of exchange, one Kuwaiti 

Dinar (KD) is equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into secure areas 
of the mission must slug cables to the attention of the RSO, and 
include the level of their clearance. The cable should include the 
visitor\'s Social Security Number, and the name of the agency 

granting the clearance. Cables should include the ASEC tag to 

ensure distribution to the RSO office and the Marine Security guard 

at Post One. 


h. Computer and Electronics Usage: Sensitive military information 

has been discovered recently on business center computers at local 
hotels in Kuwait City. All U.S. Government personnel and 

contractors must remember that it is their responsibility to observe 

good computer and information security practices. Information 
processed on computers in hotel business centers, through email 
correspondence or document creation, is highly exploitable. Public 
computers located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or disseminate 
sensitive information. Compromise of sensitive government or 

military information can result in serious damage to national 

security. Compromises of sensitive personal data can result in 
significant personal and financial hardship. Random checks are 
conducted by Embassy personnel on public PC\'s. Breaches on COMPUSEC 
will result in the violator receiving security infractions and/or 

security violations. Interagency security standards prohibit the 
introduction or use of non-USG owned computer hardware and software 
at all USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all secure areas 

of the mission. 


i. Photography: Tourist photography is encouraged in Kuwait. 
However, it is strictly forbidden to photograph public buildings, 
economic infrastructure, or military and other security-related 
facilities and personnel. Confiscation of film and camera and even 
arrest may result from doing so. A good rule of thumb: If there is 
any doubt as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length of stay, must 
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bring or forward fiscal data to pay for direct costs of the visit. 

Each agency, organization or visiting delegation will be charged for 
the actual costs attributed to their visit. Direct charge costs 

include, but are not limited to: American and LES staff overtime 
(e.g., expeditor, accommodation exchange, representational event 
support), field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all other 

costs that are directly attributable to the visit. If fiscal data 

on a traveler\'s authorization is to be used for this purpose, this 
information must be spelled out in the travel orders and sufficient 
funding provided to meet these expenses. In addition, for TDYers 
over thirty (30) days, there will be a charge for ICASS support 
services. If your sponsoring agency is not signed up for ICASS 
services at post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. The 
agency should provide post with written communication, generated by 
the traveler\'s headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provide the agency ICASS billing code for the 
TDY support to be provided, and authorize the traveler to sign the 
ICASS invoice generated by the TDY module. When travel is urgent, 
TDYers should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not provide 

any services to a TDYer staying in excess of 30 days without having 
received this documentation prior to day 31 of the TDY. 


k. Visit Kuwait\'s Classified Website at 
http://www. state.sgov.gov/p/nea/kuwait/ 


5. This cable was last updated on October 30, 2006. 
Tueller 
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STATE FOR EUR/SCE BLACK AND EUR/NCE NORDBERG 


E.O. 12958: DECL: 02/26/2017 
TAGS: PGOV, PREL, SR, BU 


Column 3 
SUBJECT: KOSOVO: BULGARIANS ENCOURAGED BY MODERATE RHETORIC 
IN BELGRADE 


Classified By: Ambassador John Beyrle for reasons 1.4 (b) and (d) 


1. (C) SUMMARY: President Parvanov told the Ambassador that 
on his one-day visit to Serbia February 21 he found the Serbs 
to be much less hardline in their rhetoric in private. His 
overarching message to Belgrade\'s leaders was that the 
Ahtisaari plan is agood proposal and a \"necessary basis for 
making progress.\" In a further readout, MFA Director for 
Europe 1 Kosio Kitipov told us that none of Serbia\'s leaders 
appear to know exactly what Russia is planning to do 
regarding Kosovo. Belgrade expects the U.S. to immediately 
recognize Kosovo\'s independence and assumes the EU will 
follow shortly thereafter, but would prefer Brussels and 

other member states to briefly delay their recognition of the 
new state. Kitipov said Kostunica, Tadic and Dinkic have 
agreed in private to form a coalition, but had no information 
on whether leaders prefer to form the government before or 
after the Kosovo decision. END SUMMARY 


\"SERB VIEWS EVOLVING IN THE RIGHT DIRECTION\" 


2. (C) Parvanov told the Ambassador and USNAVEUR ADM Ulrich 
in their February 22 meeting that he had deliberately visited 
Serbia as his first foreign trip of his second term. 

Parvanov met with Kostunica, Tadic and the head of the G17 
party, Mladen Dinkic. Parvanov delivered the message that 
the Ahtisaari plan is a good proposal and \"solid basis for 
further talks.\" He encouraged Belgrade to now participate 
constructively in the next round. Parvanov was surprised by 
the more moderate rhetoric of Tadic and particularly 
Kostunica during their private meetings. Kostunica took his 
message on Ahtisaari\'s plan \"well\" in contrast with their 
earlier discussions. Parvanov said the views of Serbian 
leaders seem to be evolving in the right direction, despite 
their continuing negative remarks in public. Parvanov told 
Kostunica that he had made a big mistake by refusing to meet 
with Ahtisaari. Kostunica \"admitted his mistake,\" but said 
the refusal was based on his lack of legitimacy after he and 
his government resigned. Parvanov said there was no talk of 
breaking diplomatic relations with countries that recognize 
Kosovar independence, despite Kostunica\'s campaign platform 
to the contrary. 


3. (C) Parvanov told the Ambassador he had asked plainly 

whether Serb leaders thought it would be better if an outcome 
on Kosovo came before or after a government was formed; he 
received no clear answers. His sense was that \"before\" was 
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probably better for them, and this would also give them time 

for some \"healing\" before the Presidential elections. 

Parvanov described Tadic as a modern leader with courage, who 
desires to fully resolve the Kosovo issue but who needs a lot 

of support. 


SERBS EAGER TO ENGAGE BUT ALSO TO DELAY PROCESS 


4. (C) MFA Europe 1 Director Kosio Kitipov, in a subsequent 
readout of the trip, told us the Serbs plan to be very active 

on talks in Vienna, scrutinizing every section and paragraph 
of the proposal. If an agreement cannot be reached in 
Vienna, the Serbs say they are prepared to continue 
consultations after Vienna under the framework of the 
Security Council. This suggests Serbia still is eager to 
prolong the process, admitted Kitipov. He said Parvanov told 
Serb leaders that Bulgaria will insist on strong supervision 

of Kosovo from the EU, NATO and the international community. 
He also emphasized the need for more active links between 
Serbia and other EU member states, including the German 
presidency. 


5. (C) Leaders like Dinkic stressed the importance of 

Northern Kosovo\'s economic sovereignty\" and envision the 
area\'s economic ties being closely linked to Serbia and not 
going directly through Pristina. In the event Kosovars 

declare independence following an international decision on 
the province, Serb leaders expressed hope that the EU and EU 
countries would not be the first to recognize Kosovo\'s 
independence. They expect the United States to quickly 
recognize Kosovo but were hoping--and presumably lobbying--EU 
member states to not be a rush to recognize the new state. 
Regarding Russia, none of Serbia\'s leaders have a clear 
picture of Moscow\'s next steps concerning Kosovo, remarked 
Kitipov. 


6. (C) Kitipov said Kostunica, Tadic and Dinkic have agreed 
\"behind closed doors\" to form a government, possibly by 
mid-March. While Kostunica would be prime minister, Tadic 
and his party expect to play a prominent role in the 
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government and to receive several key ministries such as the 
Foreign or Interior Ministry. Kitipov noted that Tadic is 

eager to make quick reforms to the police and Interior 
Ministry in an effort to capture Mladic or at least verify if 

he still is in Serbia. Tadic remains optimistic about 

steering Serbia towards its goal of EU membership, 


Column 3 

envisioning Serbia joining the EU in 2012 atthe same time as 
Croatia. 

BEYRLE 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PINR, ASEC, PINS, JA 

SUBJECT: GOVERNMENT COUNCIL RECOMMENDS NEW NATIONAL 
SECURITY COUNCIL 


1. (SBU) During a February 27 meeting with Deputy National 
Security Advisor J.D. Crouch, Japan\'s National Security 
Advisor Yuriko Koike provided Dr. Crouch with an advanced 
copy in Japanese of the V Report (draft) by the Council to 
Strengthen the National Security Function of the Prime 
Minister\'s Office,\" which was to be released to the public 
later that day. Below we summarize the main points of the 
report. Fuller translation and analysis will follow septel. 


Background 


2. (SBU) \"The Council to Strengthen the National Security 
Function of the Prime Minister\'s Office\" was established in 
November 2006 to make recommendations on how best to 
reorganize and strengthen the Prime Minister\'s Office in 
order to meet new threats in a rapidly changing international 
environment. The Council met seven times to discuss various 
options before releasing its report on February 27. 


Function 


3. (SBU) The Council recommended the establishment of a new 
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body, tentatively named the National Security Council (NSC). 
The NSC will have three primary roles: 1) establishing basic 
policy on important foreign policy and defense matters; 2) 
coordinating important foreign and security policy issues 
among the relevant ministries and agencies; and 3) 
establishing basic policy on how to deal with serious foreign 
policy and national security-related situations. 


Structure 


4. (SBU) The Council\'s report explained that, unlike the 
current security council, whose role is limited to responding 
to specific security-related situations and which lacks 
flexibility, the new NSC is intended to play the role of a 
\"control center." Membership will include the Prime Minister 
(as chairman), Chief Cabinet Secretary, Foreign Minister, 
Defense Minister, and, with approval of the chairman, other 
relevant ministers. The National Security Advisor is also to 
attend, along with other officials as needed. Final 
decision-making authority on policy matters will remain with 
the Cabinet. 


5. (SBU) NSC members are to meet at least twice a month to 
discuss emergency situations and defense-related matters. 
Issues requiring outside expertise may be discussed in 
separate meetings held under the NSCVs authority. The 
Council report also recommends that the NSC be called upon, 
if needed, in the event of an emergency such as a large-scale 
disaster, hijacking or terrorist attack, to complement the 
existing emergency response system. 


National Security Advisor 


6. (SBU) The Council recommends establishment of a permanent 
National Security Advisor (NSA). The National Security 

Advisor (NSA) will conduct regular briefings for the Prime 

Minister on matters of national security, and operate under 

the direct orders of the Prime Minister. The NSA will travel 

to foreign countries on behalf of the Prime Minister to 

promote Japan's foreign and security policy. 


Secretariat 


SIPDIS 


7. (SBU) In order to facilitate the NSC\'s operations, the 
Council recommends the creation of a permanent Secretariat 
composed of a small group of d experts under the direction of 
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NSC chairman. The Secretariat, under the leadership a 
Secretary-General, will be composed of 10-20 full-time 


SIPDIS 

staffers. Secondment from the Japanese Self Defense Force 
will be encouraged. Leading experts on foreign and security 
issues may also be brought in as advisors. As envisioned by 
the Council, the Secretariat will play a pivotal role in 
producing comprehensive government policies on matters 
related to Japan\'s national security. 


Linkage with Intelligence Offices 


8. (SBU) The Council report calls for strengthening Japan\'s 
intelligence capabilities and establishing better linkages 
between the policy and intelligence elements of the 
government. The Director of the Cabinet Intelligence and 
Research Office (CIRO) and other government intelligence 
offices are to provide the Council with regular, timely, and 
appropriate information. The NSA and the NSC 
Secretary-General will receive regular briefings by CIRO\'s 


SIPDIS 
Director and other government intelligence offices. 


Protection of Information 


9. (SBU) Protection of sensitive information is a critical to 
securing Japan\'s national security, the Council\'s report 
underscores. lt calls for new legislation that would allow 
the severe punishment of those who provide or receive 
sensitive information. NSC members and Secretariat staff 
should be held to higher standards of maintaining 
confidentiality than other government officials. The Council 


SIPDIS 
report also recognizes the need to create a new mechanism to 
fully protect sensitive information 


Relationship with Other Government Offices 


10. (SBU) The Council report recommends that the NSC be 
placed within the Cabinet. The creation of the NSC will not 
alter the authority or jurisdiction of other government 

offices, namely the Foreign Ministry and the Defense Ministry 
which oversee foreign and defense issues, respectively. The 
report concludes by calling on the government to submit a 
bill creating the NSC to the Diet and to seek its enactment 
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during the current Diet session. 
DONOVAN 
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STATE FOR ISN, IO, NEA, AND EUR/AGS 


E.O. 12958: DECL: 02/26/2017 

TAGS: KNNP, PREL, IR, GM 

SUBJECT: GERMANY AGREES WITH NEED FOR CLOSE COOPERATION TO 
BRING IRAN INTO COMPLIANCE WITH UNSCR 1737 


REF: A. STATE 23001 
B. BERLIN 272 


Classified By: Minister-Counselor for Economic Affairs Robert F. Cekuta 
, for reasons 1.4 (b) and (d). 


1. (C) Global Affairs Counselor and Global Affairs officer 
delivered points in Ref A to German MFA Deputy Director 
General for Economic Affairs Michael Witter and MFA 
International Economic and Financial Policy Desk Officer 
Claudia Schuett February 26. Drawing on reftel points, 

Emboffs underscored the need for close coordination to 
dissuade Iran from continuing its defiance of international 

norms and UNSC resolutions. Witter thanked Emboffs for 
sharing the USG views on the IAEA\'s February 24 report on 
Iran\'s compliance with UNSCR 1737. Witter stated as well 

that the German Government considers Iran\'s compliance a top 
international issue, and that Germany is \"in the same boat\" 

as the U.S. and \"rowing with the same oar.\" He appreciated 
the USG\'s emphasis on cooperation with Germany and the other 
UNSC permanent members (P5 1), indicating that a joint 
message to Iran will be more effective than individual 
statements. 


2. (C) Witter said the German Government is considering ways 
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to apply more pressure on Tehran to persuade it to comply 
with UNSCR 1737. Possibilities are restrictions on visas for 
Iranians connected with the nuclear program and to broaden 
the list of goods that could be considered dual-use items. 
Witter suggested that the German Federal Intelligence Service 
(BND) could identify additional items that are useful in some 
way to Iran\'s nuclear or ballistic missile program for 
sanctions. The challenge, he noted, is building a consensus 
within the P5 1 and then within the entire UNSC for 
ratcheting up the pressure on Iran. Witter also said ongoing 
dialogue with Iran is desirable. 


3. (C) Schuett asked whether the USG had identified any 

suitable interlocutors in the Iranian Government who might be 
more willing to comply with UNSCR 1737. She noted the German 
Government is working to identify such officials. 

TIMKEN JR 
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DEPT FOR EAP/MTS 

USUN FOR RICHARD MCCURRY 
PACOM FOR POLAD AND JOC 
SIPDIS 


E.O. 12958: DECL: 2/27/2017 
TAGS: PGOV, PREL, MAAR, KPKO, UN, AU, TT 
SUBJECT: REINADO\'S LAST STAND: REBEL LEADER SURROUNDED 


REF: 2006 DILI 597 
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DILI 00000070 001.2 OF 003 


CLASSIFIED BY: Stanley Harsha, Charge d\'Affaires, U.S. Embassy 
Dili, Department of State. 
REASON: 1.4 (a), (b), (d) 


1. (C) Summary: As of 9 p.m. local time February 27, a large 
contingent of the mainly Australian International Security 

Forces (ISF) in a western East Timor town had cordoned off 
escape routes for dissident F-FDTL Major Alfredo Reinado and his 
group, who on February 25 seized 15-25 assault rifles from three 
Border Patrol Unit (BPU) posts. Barracaded in with Reindado were 
petitioner spokesman Lt. Gustao Salsinha and opposition 
politician Leandro Isaak. Reinado\'s February 25 actions have 
produced an immediate and unified consensus by both national and 
international authorities, including President Xanana Gusmao, 
that he has crossed a line and that the International Security 
Forces (ISF) should affect his surrender or capture as soon as 
possible. An unknown number of \"petitioners,\" the group of 
soldiers fired from the military in March 2006 after they 
complained of discrimination, are also in the area. ISF forces 
reportedly are tightening the cordon in hope that Reinado will 
surrender, but failing that are determined to arrest him, 

according to the Australian ambassador to East Timor. However, 
the Australian Embassy is also apparently seeking written 
authorization from the President and Prime Minister before 
taking decisive action with the objective of persuading Reinado 

to surrender in light of public proof that the ISF has official 
authority to act forcefully. Regardless of the outcome of the 
current standoff, there will be several questions and risk 

factors to consider. His popular support in the West could 
produce a backlash in response to action against him, especially 
in the context of perceptions of double standards in holding key 
actors in the recent crisis accountable. In addition, he has 
become increasingly close to the military \"petitioners\" group 

and it is not clear how they will respond to current 

developments. End summary. 


2. (C) On Sunday February 25, dissident F-FDTL (East Timor\'s 
defense force) Major Alfredo Reinado and eight or nine of his 

men descended upon the BPU outposts of Tonobibi, Mota Masin, and 
Salele Suai in three vehicles, and acquired between 15 to 25 

HK-33 assault rifles and some ammunition. Based on various 
sources, it appears that between 13 to 16 rifles were acquired 

in Tonobibi, three in Mota Masin, and five more from Salele 

Suai. All reporting from those areas indicates that these 

acquisitions were not the result of attacks, but rather that 
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there was at least some collaboration between Reinado\'s group 
and the BPU, and that mutual coordination may have actually 
preceded Reinado\'s arrival at two of the locations. According 

to one report, tne commander at Tonobibi did challenge Reinado 
initially, but capitulated after succumbing to rhetoric about 

how \"we are all Westerners and must work together.\" 
Additionally, sources told us that BPU officers Marciano Andrade 
and Acacio de Araujo from Mota Masin, and Joao Martinho from 
Tonobibi joined Reinado following the handover of weapons. 
However there are conflicting reports as to whether or not this 
actually occurred as other sources report that the three simply 
accompanied him to facilitate the movement of the weapons and 
then returned to post. 


3. (C) Reinado\'s actions have produced an immediate and unified 
consensus by both national and international authorities that he 
has crossed a line, that all dialogue options are now off the 

table, and that (ISF) should achieve his surrender or capture as 
soon as possible. Perhaps most damning for Reinado, President 
Xanana Gusmao who has been sympathetic to his stance, went on 
television the night of February 26 to proclaim that what 

Reinado had done was \"stupid\", and that he had given the ISF 
authorization to launch an operation against him. Prime 

Minister Jose Ramos-Horta contacted President Susilo Bambang 
Yudhoyono on the day ofthe weapons seizure and requested that 
the Indonesian Armed Forces (TNI) be used to secure Jakarta\'s 
side ofthe border. Ramos-Horta\'s presidential campaign manager 
today relayed to Emboff that they had been intending to reach 

out to Reinado to ask for his support of the Ramos-Horta 
candidacy but that this was now out of the question. Special 
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Representative of the Secretary General (SRSG) Atul Khare, in a 
meeting with Charge d\'Affaires, stated unequivocally that 
negotiations were now off the table. Khare added that he was 
previously intent on pursuing a course of action that would give 
Reinado every possible chance to surrender himself peacefully 
and that, in fact, Reinado had recently indicated that was ready 
to surrender. 


4. (C) Former Prime Minister Mari Alkatiri in a meeting today 
with CDA remarked that Reinado should have been captured 
immediately following his prison break last year, instead of 
being given time to organize and build support. (Alkatiri and 

his ruling Fretilin party have repeatedly alleged that Reinado 
was part of a larger conspiracy involving opposition parties to 
unseat him and undermine Fretilin\'s governance.) However, he 
expressed satisfaction with the current leadership consensus to 
take military action to capture Reinado, identifying the ISF as 
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the appropriate force to do so. 


5. (C) Following a great deal of collective speculation as to 
Reinado\'s whereabouts, we received accurate reporting that he 
would be holding a press conference in Same at 10 a.m. February 
27. About two hours after the press conference was scheduled to 
begin, we began receiving eyewitness reports of an ISF cordon of 
Same, where no one - journalists included - were being allowed 
to leave or enter the town, that Reinado was trapped inside, and 
that his whereabouts had been confirmed. One member of his 
group was reportedly captured with weapons this afternoon. At 
the close of the day as night fell, it appeared that no further 

action would be taken overnight except to ensure that Reinado is 
unable to escape. It is not known whether he is armed at this 
time, how many of his men are with him, or what his intentions 
are. An unknown number of the \"petitioners\" group is also in 
Same. In a conversation this afternoon with Embassy staff, the 
petitioners\' spokesperson Lt. Gastao Salsinha confirmed that he 
is currently with Reinado. Deputy SRSG Finn Reske-Nielson 
confirmed at 8 p.m. February 27 that ISF was tightening the 
noose around Reinado and had spotted 10-15 unarmed petitioners 
walking around town intoxicated, but that decisive action would 
likely not happen until the next day. 


6. (C) Late this afternoon the Australian Ambassador relayed to 

us that the ISF is seeking to obtain a letter signed by both 
Gusmao and Ramos-Horta to give them unambiguous authorization to 
\"take specific action" against Reinado, and that the two men 
were to meet late today for this purpose. With this 

authorization, it is expected that the ISF will initiate 

operations that should culminate in either Reinado\'s capture, or 
perhaps his death, should he choose not to surrender. Earlier 
today, in speaking with media sources Reinado stated that he 
would not surrender and that he would in fact fight to the 

death. In a possible indication of increasing desperation, 

Reinado attempted to reach the CDA by conveying his current 
number and a request for a call via opposition Member of 
Parliament Quiteria da Costa. No call was made to Reinado and 
the information was passed to SRSG Khare and the Australian 
Ambassador. The Ambassador said this information was useful in 
determining how desperate Reinado was in grasping for straws. 


7. (C) With the current leadership consensus on the need for 

action, it is possible that the risk of a pro-Reinado backlash 

may be somewhat mitigated but it is by no means eliminated. 
Although there are reports that some Catholic Church leaders in 

the western districts have dropped their support, he has built 

up widespread sympathy and varying degrees of support throughout 
the western districts (see Reftel). Underscoring this support 

is the fact that there has been no evident movement by Timorese 
authorities to begin formal legal proceedings against a number 
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of prominent individuals, with the exception of former Interior 
Minister Rogerio Lobato, who were recommended for prosecution by 
the United Nation\'s Commission of Inquiry (COI) for their roles 

in the events of April and May 2006. Besides Reinado, other 
individuals named in the COl\'s report include ex-Defense 

Minister Roque Rodrigues, Defense Force Chief Brigadier General 
Taur Matan Ruak, and several others. Nearly all of them are 

still holding the same position they occupied during the period 

last year when several possible human rights violations 

occurred. The recent archiving of the criminal case against 
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ex-Prime Minister Mari Alkatiri, along with these other factors, 
probably contributed to Reinado and his supporters an even 
greater sense of injustice in light of the possible fate which 
may soon await him. 


8. (C) Additionally, there appears to have been almost nothing 
achieved by the Commission of Notables appointed by the GOET to 
look into the circumstances surrounding the military 

\"petitioner\" episode, the trigger for the period of crisis which 
began last April. The petitioners also have much sympathy 
throughout the West and, unlike Reinado, are regarded as having 
conducted themselves maturely and non-violently throughout the 
crisis (although some individuals or small sub groups have been 
accused of involvement in violent incidents). The fact that the 
petitioners appear to have now thrown in their lot with Reinado 
may also have a significant influence on the response to action 
against Reinado. ReinadoWs closeness to the military 

petitioners is also a key to his overall tactical capability, 

and perhaps more significantly, his ability to project himself 

as athreat. While there are still many unanswered questions 
with regards to the actual number of arms the petitioners 
possess, this ambiguity plays to one of Reinado\'s strengths of 
being able to project a threat while not actually having 

requisite capability. 

HARSHA 
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SIPDIS 


USAID/DCHA/AA FOR WGARVELINK, LROGERS 

DCHA/OFDA FOR GGOTTLIEB, CGOTTSCHALK, KCHANNELL 
DCHA/FFP FOR JDWORKEN, TANDERSON, CMUTAMBA, TMCRAE 
AFR/EA FOR JBORNS, SMCCLURE 

USMISSION UN ROME FOR RNEWBERG 

GENEVA FOR NKYLOH 

BRUSSELS FOR PLERNER 

NSC FOR JMELINE 

BUJUMBURA FOR PMOLLER, RLUNEBURG 

DAR ES SALAAM FOR PWHITE, MLATOUR 


E.O. 12958: N/A 

TAGS: BY, KE 

SUBJECT: USAID/FFP CONTRIBUTES $5 MILLION IN FOOD AID TO 
FLOOD AFFECTED IN BURUNDI 


1. SUMMARY: Excessive and exceptional heavy rains and 
floods in November - December 2006 have negatively 
impacted food and seed production in Burundi. Their 
impact prolongs the hunger gap period to ten months; the 
short dry season harvest of December - January never 
occurred severely limiting the availability of seeds for 

the February 2007 planting season, which normally 
produces 50 percent of Burundi\'s agricultural 

production. WFP is targeting 2.5 million beneficiaries 

for food for April - June 2007. This period is critical 

since the last productive harvest was in June 2006. 
USAID/FFP has allocated an additional 6,080 MTs of food 
commodities valued at $5,016,200 to WFP for the flood- 
affected victims. END SUMMARY 


2. Regional USAID/East Africa/FFP Officer conducted an 
assessment of flood affected areas of Burundi from 

January 25 - 27, 2007. The floods were caused by 

excessive and exceptional rains in November and December 
2006 that have negatively impacted food and seed 
productions. The entire country has been affected to 

varying degrees, with the highlands most seriously 

impacted by erosion and plant crops that were swept 

away. This area corresponds with the traditional \"bread 
basket" areas of the country. The Crop and Food Supply 
Assessment Mission (CFSAM) of January 2007 which was 
conducted by FAO, WFP and GOB, indicated that 50 percent 
of the people in those zones have been affected while 

the six month agricultural season (2006C: June - 
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November 2006) has lost an estimated 50 - 80 percent of 
its yields. The 2007A five month planting season 
(September - January) that produces 35 percent of 
national production was also negatively impacted. The 
short dry season (December - January) is when crops are 
dried to produce seeds that are normally produced in 
planting season A. Since this never occurred due to the 
rains, seeds will be in short supply for the most 
significant planting season (Agricultural Season B) of 
February - May, that normally produces 50 percent of 
Burundi\'s annual agricultural production. It is 

probable that the seeds that are made will likely be 

eaten during the prolonged hunger period. 


3. Inaregional FEWSNET presentation in Nairobi in 
February, 2007, FEWSNET officials reported that the slow 
warming of the Indian Ocean has created excess moisture 
generating heavy rains across the southern belt of 

Africa, which includes Burundi, during October - 

January. FEWSNET shared that soils that have been 
subjected to drought over a long period of time become 
very porous. When it rains, the water runs right off 

taking the soil and plant life along as well, explaining 

the devastating erosion that occurred in the highlands. 
With the exception of the recent flooding, Burundi has 
been experiencing drought since 2000. 


4. Burundi has been affected by a series of 

agricultural and climactic incidences over the past few 
years, creating a domino effect that consistently 

weakens future food security prospects for the country. 
The critical implication of this latest occurrence is 

not only the immediate impact of reduced food and seed 
stocks, but also the cumulative aspect of a hunger gap 
season that has been extended from six intermittent 
months to 10 consecutive months from September 2006 to 
June 2007. Cassava Mosaic disease (CMD) attacked fields 
throughout East and Central Africa, appearing in Burundi 

in 2004. FAO estimates that CMD has decimated 60% of the 
cassava plant (a usual hunger gap staple) throughout the 
country, in many of the same areas affected by the heavy 
rains and floods. 


5. There are other indirect yet important implications 
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of the recent heavy rains and floods: 


This event is occurring at a period during which 
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Burundi has ended a 13 year civil war and humanitarian 
donors and organizations are winding down emergency 
activities and preparing to leave Burundi, diminishing 
the capacity to respond to such an emergency. 


The food security crisis can be manipulated in 
Burundi\'s extremely fragile political environment. This 
is the third food crisis since the government has come 
to power in 2005 and falls on the heels of the 
demobilization of the last armed rebel group (FNL). 
Government opposition can use this situation to 
highlight the current government\s inability to take 
care of its people. 


If the food insecurity crisis persists, it will 
likely stop the flow of Burundian refugees from Tanzania 
where there are still over 150,000 Burundian refugees 
remaining. A large movement of Burundians to Tanzania is 
also very possible. 


The fragility of coping mechanisms pushes more and 
more Burundians to the edge. The recent Crop Assessment 
indicates that the population has resorted to eating one 
meal/day. WFP reports that parents are now turning up to 
eat at schools where their children participate in 
school feeding programs; or leaving children at the 
offices of the local administration as they can no 
longer feed them. It is too soon to see the aggregate 
impact on the nutritional status. 


6. The FFP Officer accompanied the Provincial 
Administrator and WFP to visit flood affected zones in 
Gatumba town in Bujumbura Rural some 18 kms from the 
capital Bujumbura. In Gatumba, the damage witnessed has 
been a result of natural as well as man-made events. 
Gatumba (population: 35,000 people) is in the lowlands. 
Years of conflicts have forced cattle herders to move 

their stock to the capital, Bujumbura, for security 

reasons. As a result communities have installed 
themselves in areas close to the city, in zones that 

were prone to flooding. In this particular instance, 

there was also roadwork being done near the village, 
which blocked water run-off (of the mountains) from 
accessing the lake resulting in intense flooding. The 
Administrator indicated 17,000 people or 50 percent of 
the population was affected in this zone. 


7. The FFP Officer saw houses that were standing in 
water. All the houses had water marks that ranged from 
ankle-high to knee-high, indicating the former water 
levels. There were small boats around and the 
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Administrator indicated it was the only way to move from 
one area to another. For the houses that were not 
standing in water, the floors were very wet and muddy, 
rendering them uninhabitable. Most of the pit latrines 
had been washed away. The canals dug around the houses 
were still filled with water as well as raw sewage. The 
Red Cross has sprayed the area in an effort to avert 
cholera. The FFP Officer visited a field in a marshland. 
WFP and the Administrator indicated that a few weeks 
back the field was entirely immersed in water and the 
tomatoes and beans planted there were lost. 


RESPONSE 


8. WFP is targeting 2.5 million people with a half 
ration from April - June 2007. This period is critical 
since the last productive harvest was in June 2006. WFP 
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indicates the need for 13,000 MTs/month for the three 
month period, valued at $12 million. At present they do 
not have enough food resources to address this need. 
With current resources they can only reach 300,000 flood 
- affected people/month. In order to do that they will 

run on minimum reserve and cut current food rations 
reserved for school feeding, refugees, and Burundians 
expelled from Tanzania, by 25 percent. 


9. FAO has targeted 458,100 families for bean seed 
distribution. They will distribute more maize with a 
more resistant strain of beans. They will additionally 
distribute linga-linga seeds, a fast growing green leafy 
local crop rich in vitamins and iron. 


ACTIONS IMPLEMENTED AND RECOMMENDED 


10. Action: USAID/Food for Peace immediately 
contributed 6,080 MTs of commodities valued at 
$5,016,200, to Burundi to support WFP in building food 
stocks to address the critical period of April - June, 
2007. This represents 42 percent of their stated 
appeal. 


RECOMMENDATIONS 
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11. The following recommendations are made to facilitate 
future tracking of food aid trends and trouble shoot 
upcoming crises: 


WFP must clearly indicate that the targeted 
distributions are for the flood affected victims (though 
it is clear that drought and flood - affected are in 
many instances, one and the same families in this small 
country). Targeting should be more specific to include 
the zones most affected in a commune, particularly since 
the resources for this intervention will be very 
limited. 


Hire a FSN Food Aid Monitor. USAID/Burundi has no 
human resource capacity to monitor food aid trends. As 
the country of Burundi transitions, it is evident given 
this current crisis that the emergency needs remain 
high. The food aid situation is currently monitored from 
a regional level. The placement of an FSN Food Aid 
Monitor would be a significant support to the expanding 
USAID Office in terms of monitoring the use of USG food 
aid resources and ensuring integration with other USG 
resources. USAID/FFP is committed to facilitate 
Burundi\'s transition period. A Food Aid Monitor would 
support the transition away from emergency food aid to 
activities that address underlying vulnerabilities. 
Additionally he/she could work with WFP on continuing 
challenging points such as targeting and effective use 
of safety nets in nutrition feeding programs. In the 
event that FFP expands their partners beyond WFP, the 
Food Aid Monitor would be integral to working with these 
potential partners. 


Expand FEWSNET to include Burundi. This would 
assist FFP in tracking important climactic/food security 
trends as well as ground-truth local reports. Though 
FEWSNET was called upon in the early alerts of this 
crisis, they admitted that Burundi\'s case highlighted 
the need for better estimates of the location and 
quantity of presumed erosion on hill-side planting, as 
well the impacts of submersion and drowning of crops in 
lowland marshes. Additionally they report that they had 
very few insights to add to the level of crop damage 
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reported from Burundi due to the lack of aFEWSNET 
presence in country. If the Rwanda office could be made 
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into a regional office to include Burundi and Eastern 
Congo, significant coverage of the Great Lakes Region by 
FEWSNET would be established. 


12. Kudos to USAID/Food for Peace Office\'s immediate 
and unwavering response which is critical in post- 
conflict Burundi. 


RANNEBERGER 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PHUM, PREL, UNHRC-1, LO 
SUBJECT: SLOVAKIA WILL SUPPORT BOSNIA FOR UN HRC SEAT 


REF: STATE 21984 


1. (SBU) In response to reftel demarche, Slovak MFA Director 
of the Human Rights Department Ambassador Emil Kuchar 
indicated that Slovakia will support Bosnia for a seat on the 
UN Human Rights Council. 

SILVERMAN 
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SIPDIS 


SIPDIS 
SENSITIVE 


DEPT FOR EUR/CARC, EUR/PGI, EB/ESC/TFS (KLEAHY AND LCANNON), S/CT 
(PHILL), S/CT FINANCE (GALER AND NOVIS), 

IO/PSC (BFITZGERALD) 

NSC (THINNEN) 

TREASURY FOR TFFC (DGLASER) 

OFAC FOR (RWERNER) 


E.O. 12958: N/A 
TAGS: EFIN, ETTC, PREL, PTER, KTFN, AM 
SUBJECT: ARMENIA SHARES USG CONCERN OVER ILLICIT CASH COURIERS 


REF: STATE 16120 
Sensitive but unclassified. Please protect accordingly. 


1. (SBU) Post delivered reftel demarche to Armenian Central Bank 
(CBA) Financial Monitoring Center Methodologist Armen Malkhasyan and 
Analyst Aram Zakaryan on February 22. Malkhasyan said that Armenia 
was very concerned about bulk cash transfers and was working to 
improve its compliance with related Financial Action Taskforce 

(FATF) standards. Malkhasyan explained that under the Armenian 
Currency Regulation and Supervision Law passed in 2005, the CBA has 
authority to restrict cross-border cash transfers. Currently, the 

CBA has set the per-transaction cash export limit to a level which 

is FATF compliant: no more than AMD 5 million (approximately USD 
14,300). The CBA is considering introducing a declaration system 

for cash imports, which are not currently regulated. The proposal 

under negotiation would set the declaration limit at AMD 7.5 million 
(approximately USD 21,500). 


2. (SBU) Malkhasyan recognized that enforcement of the existing 
export restrictions was weak and said that the CBA was working with 
customs to improve this. The CBA and Customs Service have agreed to 
exchange information about possible suspect cases, but there have 
been no such cases to date. Malkhasyan told us that customs 
officials have authority to detain suspected cash couriers, but need 
additional training on how to identify and interdict suspicious 
individuals. Post is providing on-going training to Armenian 

customs officials on risk analysis and will look for ways to 

integrate training on stopping bulk cash transfers into our existing 
efforts. Given the depth of the CBA\'s concern about this issue, 
further international assistance and cooperation on this issue would 
likely be welcome. 
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SIPDIS 
SIPDIS 


AF/S FOR HTREGER 
AF/RSA FOR MHARPOLE 
USAID FOR AFR/SA 
G/TIP FOR RYOUSEY 


E.O. 12958: N/A 

TAGS: KCRM, PHUM, KWMN, SMIG, ELAB, KFRD, MZ 

SUBJECT: MOZAMBIQUE: Update on Actions to Counter Trafficking in 
Persons 
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1. SUMMARY. The first few weeks of February were characterized by a 
flurry of government, NGO, and Embassy activity concerning 

trafficking in persons (TIP) in Mozambique. On February 6 the 
Norwegian Embassy hosted a TIP stakeholder forum for members of 
civil society, NGOs, media, donor representatives, and the 

diplomatic community. On February 7 poloff visited trafficking 

shelters in Malelane, South Africa and Moamba, Mozambique, as well 
as the Ressano Garcia border crossing to better understand the 
problem and help direct USG assistance. On February 8 the Mozambican 
government, in conjunction with local NGOs, hosted a public forum to 
present and debate a draft TIP law. The events of early February 
demonstrate a willingness by the government and civil society to 

move forward in the fight against trafficking in persons. End 

Summary. 


2. The TIP stakeholders forum began in March 2006 as a 
Post-organized effort to bring together principal players in 
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Mozambique\'s anti-trafficking effort. After the initial meeting, the 
Norwegian Embassy has hosted several subsequent gatherings. While no 
members of the Mozambican government were present at the most recent 
meeting on February 6, the event was nevertheless well-attended by 

key NGOs and the diplomatic community. The main objective of the 

forum continues to be the sharing of ideas, initiatives, and 

concerns. 


3. On February 7 poloff and visiting G/TIP official Rachel Yousey 
called on several players in the fight against trafficking -- 

including people at two shelters, an NGO, and officials working on 
the Mozambican/South African border -- to obtain an overview of the 
current situation and ascertain areas where the USG may best provide 
assistance. The first visit was to Amazing Grace Children\'s Center 
for trafficking victims in Malelane, South Africa, near the border 

with Mozambique. Amazing Grace has been functioning in Malelane 
since the 1990s and is well-known and respected by police 
authorities, social workers, and the NGO community in the region, 
who regularly bring suspected trafficking victims to the center for 
care, training, and eventual reintegration. The center currently has 

40 children (all under age 18), of whom approximately half are 
Mozambican citizens. Despite the high percentage of Mozambicans, 
Amazing Grace representatives were unaware of the existence of the 
Moamba shelter, only 70 miles away in Mozambique. 


4. Poloff and G/TIPYs Yousey next visited the border community of 
Ressano Garcia, on the Mozambican side of the South Africa border, 
to meet with senior immigration and border guard officers. The 
officers lamented their lack of resources and training, but insisted 
they had good relations with their South African counterparts and 
had made several arrests of suspected traffickers in the previous 
year (Note: In the discussion it was apparent that there continues 

to be some official misunderstanding between trafficking and 
smuggling of persons. End note.). Once again, neither of the two 
officials was aware that the Moamba shelter (approximately 30 miles 
from the border) had been functioning since June 2006. 


5. While at Ressano Garcia, a visit was also made to a group of 
Scalabrini nuns, who operate a welcome center for repatriated 
Mozambicans, as well as a school, orphanage, bakery, and skills 
center for hundreds of vulnerable children. The nuns have been 
working at the border for 12 years and are well known by the 
Mozambican border authorities in Ressano Garcia. The nuns work with 
vulnerable children. They have two activists on the border screening 
for trafficking victims and have, in the past, sent several 

trafficking victims to the Moamba shelter. While they have not had 
contact with the shelter in several months, they expressed a desire 
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to renew their cooperation. Post will facilitate this renewed 
linkage. 


6. The final visit was to the Moamba shelter, which is partially 

funded by the USG and the German NGO, Terre des Hommes. The shelter 
received small grants (a Democracy and Human Rights Fund grant and a 
Economic Support Fund grant) in 2005-06 for victims assistance, 
psychological counseling, educational workshops, and reintegration. 
Operational since June 2006, the shelter has experienced significant 
growing pains. For example, while the shelter has space for up to 80 
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children, there are currently 15 children at the shelter, of whom 
only one could be identified as a victim of trafficking; the 
remainder are victims of abuse or are vulnerable orphans and 
runaways. 


7. Another challenge involves staffing issues. The shelter employs a 
project coordinator and psychologist (both of whom are based in 
Maputo, 30 miles distant), as well as a guard, a cook, and a social 
worker (all of whom work on the premises). The project coordinator 
resigned in November and has yet to be replaced. A psychologist 
based in Maputo visits the shelter only twice a month. (Comment: 
Post and the Terre des Hommes representative agree that the shelter 
would be more functional if all staff lived on-site. End Comment.) 


8. The Moamba shelter also suffers from a lack of resources and 
supplies. There is one completed building that houses a small 
office/kitchen and a large sleeping area. While there are plans to 
build a cafeteria, a second area for housing (to separate the 
children by gender), a bathroom, and a storage facility for food, 
the center has not been able to secure funding for this additional 
construction. Another crucial problem continues to be the lack of a 
reliable source of water. Currently water is brought in jugs from 
Ressano Garcia and Maputo, but this process is expensive and 
unreliable due to lack of transportation. An additional concern is 
the lack of activities for the children. The shelter sits on five 
hectares of land in an isolated setting. With few resources to 
purchase games, toys, books, and other educational materials, the 
children are often left with little to do. 


Column 3 

9. There has been positive movement since November 2006, when the 
Charge and emboffs met with the Justice Minister to express concern 
regarding delays in the drafting of anti-TIP legislation. A third 

draft has been finished, consisting of 33 articles, which has been 
well-received by the NGO community. The process of becoming a law is 
potentially long and complicated, however - the draft must be 

presented to the Council of Ministers (scheduled for February 21), 

and upon approval will be submitted to the National Assembly for 
debate. 


10. In preparation for submission to the Council of Ministers, the 
NGO Rede Came has worked with the Justice Ministry to organize a 
series of public forums throughout the country to introduce the 

draft law to the public and solicit feedback. The first forum was 

held in Maputo on February 8. Despite limited publicity, 
approximately 100 people were in attendance, mostly from the NGO 
community and civil society. Aside from several mid-level officials 
from the Justice Ministry who presented the law, there were few 
government representatives and even fewer common citizens.\" (Note: 
However, the forum took place on the same day as the highly 
publicized visit of Chinese Premier Hu Jintao. End note). A debate 
followed the presentation of the law, but was limited to technical 

legal considerations more than a discussion of public perceptions of 
the law. Most daily newspapers and two television stations provided 
coverage of the forum and the importance of the law. Subsequent 
forums were held in the central province of Zambezia on February 12 
and the northern province of Nampula on February 14. 


11. The visit by a US-based G/TIP officer not only provided a good 
opportunity to call on important government and civil society 

players involved in trafficking issues, but also to evaluate the 

difficult situation of the Moamba shelter. We will be meeting with 

the project implementer to encourage better communication between 
the shelter, Mozambican border authorities, and NGOs working on the 
border. The rather swift movement of the draft trafficking law in 

recent months is a positive development, but it is still a 

significant challenge to make the public aware of the trafficking 

issue. 


JOHNSON 
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TO RUEHC/SECSTATE WASHDC IMMEDIATE 6482 

INFO RHEHNSC/NATIONAL SECURITY COUNCIL WASHDC IMMEDIATE 
RUEHBR/AMEMBASSY BRASILIA PRIORITY 7586 

RUEHRI/AMCONSUL RIO DE JANEIRO PRIORITY 7842 
RUCPDOC/USDOC WASHDC 2723 


SIPDIS 

SIPDIS 

STATE INR/R/MR; IIP/R/MR; WHA/PD 
DEPT PASS USTR 

USDOC 4322/MAC/OLAC/JAFEE 


E.O. 12958: N/A 

TAGS: KMDR, OPRG, OIIP, ETRD, BR 

SUBJECT: MEDIA REACTION: SOUTH AND CENTRAL ASIA: IRAN\'S NUCLEAR 
PROGRAM; WESTERN HEMISPHERE: PRESIDENT BUSH\'S UPCOMING VISIT TO 
LATAM NATIONS; SAO PAULO 


1. \"How To Negotiate With Tehran\'s Astuteness\" 


Center-right national circulation daily O Estado de S. Paulo\'s Paris 
correspondent commented (2/27): \"The UN Security Council members\' 
meeting in London to discuss a new resolution against Tehran\'s 

tricks is affected by two uncertainties: the Europeans\' fear that 

the US\'s tougher posture in regards to Iran\'s nuclear plans may lead 

to the bombing of Tehran\'s nuclear installations. The second 
uncertainty: Iran has opted for absolute intransigency (Mahmud 
Ahmadinejad\'s position) or for accommodation.... Ahmadinejad has 
reaffirmed that his nuclear program is Virreversible. The London 
meeting should quickly reach an agreement and determine much tougher 
sanctions against a nation that cynically defies international laws. 

But, as frequently happens, Tehran has sent calming signs.... 
Information coming from Iran has obscured somewhat the ideas that 
Western diplomats have about that nation. According to witnesses and 
journalists, the Iranian society is agitated and far from supporting 
Ahmadinejad\'s positions.... In such a \'shadow theater,\' where 
everything is dissimulation and appearance, how can one know what 
the truth is? This is a problem being faced by the London meeting: 

how to negotiate with someone who changes their mask every minute" 


2. \"The Rhetoric of VEthanol OPECY\" 
Center-right O Estado de S. Paulo (2/27) editorialized: \"Brazilians 


tend to overestimate the range of international relations events 
that involve Brazil. President Bush\'s upcoming visit to Sao Paulo 
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next week seems to be one such event from which one may expect with 
irrational optimism unusual benefits for the national interest. In 

order to prevent future disappointment, it would be better to 
moderate expectations about the purposes and results of Bush\'s quick 
visit. Experience suggests a cautious analysis of the evaluations 
carried out by interested sectors according to which the reason for 
the presidential visit is to create a biofuel partnership with 

Brazil, or an Vethanol OPEC\.... This is not the primary reason for 
Bush\'s visit to Sao Paulo. His trip, not limited to Brazil, is above 

all an attempt to repair Washington\'s negligent, and often rough, 
treatment given to Latin America.... Bush yielded his Latin American 
policy to some of the most intractable hawks of the Republican 
administration.... With Condoleezza Rice in the State Department, 
the US attitude before its continental neighbors has once again 
become friendly - and more intelligent in its priority to halt 

Chavez\'s influence. In the case of Brazil, ethanol is a very 
opportune way to foster such a good neighbor policy, which has been 
reinforced by the surprisingly friendly personal understanding 
between Bush and Lula. But this is not enough to make one believe 
that the rhetoric of the ethanol OPEC will make the US effectively 
open its market to the Brazilian product.... The US independence 
from oil that Bush has mentioned is a \'political myth,\' former Saudi 
Ambassador in Washington Turki a-Faisal said. It is still not 

possible to disagree with him.\" 


3. \"Saint Ethanol\" 


Political columnist Eliane Cantanhede opined in liberal, largest 
national circulation daily Folha de S. Paulo (2/27): \"Without the US 
wealth and political power, and without Chavez\'s petrodollars and 
expansionist frenzy, Brazil has just discovered powder, i.e. 

ethanol. This is the weapon the Lula administration is using to come 
closer to the US and to reinforce its presence among South American 
neighbors. The US fears being dependent on Middle Eastern oil, which 
suffers from chronic and acute crises, as well as on the product it 
imports from the formerly docile Venezuela. Therefore, there is an 
enormous interest by the Bush administration, the business and 
academic sectors and the US society in general for alternative 
fuels.... On top of alternative sources, ethanol has become not only 

a good economic, but perhaps mainly political, promise. Let us say 
that ethanol represents for Brazil what oil represents for Chavez, 
considering the due proportions. In practice, Uruguay wants to 
partner with the US, which wants to partner with Brazil, which wants 
to partner with Uruguay. A link for the chain may be ethanol, which 
will be the focus of Lula and Bush\'s agenda in Sao Paulo on March 9, 
as it was in the Brazilian president\'s conversations with Tabar 
Vzquez yesterday in Uruguay. Vzquez, who threatened to sign a 
bilateral agreement with the US, wants more attention from Mercosul 
and Brazil not to do so. One of the advantages it will obtain may be 
the construction of an ethanol plant - with Brazilian technology and 
financing, of course.\" 
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E.O. 12958: DECL: 02/27/2017 
TAGS: PREL, KPAL, IS, IR, IZ, JO 
SUBJECT: SCENESETTER FOR JORDANIAN KING ABDULLAHYS VISIT 


REF: A. AMMAN 445 
B. AMMAN 551 
C. AMMAN 251 
D. AMMAN 611 


Classified By: Ambassador David Hale for reasons 1.4 (b) 
and (d) 


1. (C) King Abdullah left Amman February 27 for London. He 
will arrive in Boston February 28, and in Washington March 4. 
He is scheduled to address a joint session of Congress March 
7. He met with Secretary Rice February 20. 


2. (C) The Israeli-Palestinian conflict will again be at the 

top of the King\'s agenda in Washington. The GOJ was surprised 
by the Mecca Agreement, and is now worried that it will 
complicate the efforts of the U.S. and Arab moderates to 

contain Hamas (and standing behind it, Syria and Iran.) By 

the time of Haniyeh\'s resignation, Jordan was the only key 

Arab player that still refused to receive him. 


3. (C) Jordanian leadersY apprehension is mounting over the 
future of Iraq. The King believes he would be seriously 
weakened by a bad outcome in Iraq, but many other Jordanians, 
taking their cues from Arab and international media, take 

failure of the U.S. effort there as a foregone conclusion. 

The revival of international focus on displaced Iraqis in 

Jordan, and speculation that events in Iraq might lead to 
international pressure on Jordan to accept more, has all 
Jordanians worried (ref A). The Palestinian refugee flows of 

the late 1940s and of 1967, and the civil war that followed, 
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are never far from Jordanian minds. 


4. (C) Iran\'s role in Iraq, and ordinary Jordanians\' 
sympathy for fellow Sunni Arabs in Iraq, has brought more 
around to the King\'s long-held view of Tehran as the 
principal threat to the region. However, the Jordanian 
\"street\" simultaneously admires Iran\'s support of groups like 
Hizballah and Hamas and their willingness to take on Israel. 
Many also welcome Tehran\'s defiance of the U.S. - and by 
extension Israel - over the nuclear issue. King Abdullah was 
concerned that the Saudis did not consult with him on their 
contacts with Tehran; he flew to Riyadh February 26 and met 
with Saudi Arabia\'s King. Saudi aid is very important to 
Jordan; it exceeded $400 million in 2006 with more likely in 
2007. Of even more importance to the King is the close and 
strategic relationship he has forged with Abdullah bin 
Abdulaziz. 


5. (C) The controversy over construction work adjacent to 

the Temple Mount/Haram al-Sharif has resonated on streets 
throughout the Muslim world, and embarrassed King Abdullah, 
who in theory retains a treaty role in the administration of 
Muslim and Christian holy sites in Jerusalem. Jordan\'s 
technical administrators are in Jerusalem now, seeking 
updates on the condition of structures there and attempting 

to repair their dysfunctional relationship with the Israeli 
administrators. In public, the GOJ has called for calm over 
the dispute. 


Request for additional assistance 


6. (C) GOJ officials have requested several hundred million 
dollars in supplemental FY 07 military and economic aid (ref 
B.) Military aid is the King\'s priority, because he views 
Syria as an increasingly serious threat. Prince Feisal 
recently marketed the supplemental request directly on the 
Hill, and reviewed it with the visiting director of DOD\'s 
Defense Security Cooperation Agency. 


Internal Developments 


7. (C) All of Abdullah\'s leading advisors are urging him to 
dismiss Prime Minister Bakheet. Although Bakheet is himself 

a product of the military and the Royal Court, many in the 
Palace and the security service criticize Bakheet\'s mixed 
record in pushing through Parliament bills the King has 
identified as priorities, and lackluster execution of the 

public works campaign meant to boost support for moderates in 
the elections expected later this year. Some also know he is 
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soft on Islamists and a lukewarm supporter of the King\'s 
foreign policy. The King may decide to change governments 
when Parliament recesses late in the spring or in early 
summer. 


8. (C) Jordan will hold municipal elections in mid-2007, and 
elect a new parliament in the Fall (ref C). Establishment 
politicians and Islamists are both gearing up for what are 
likely to be tough contests. The King has privately decided 
to hold the parliamentary polls in October under the same 
electoral law that in 2003 produced the current parliament; 
democracy activists had hoped for a reformed electoral law, 
while the security establishment had been urging the King to 
postpone the elections out of fear Islamists would poll 
strongly on popular unhappiness with economic liberalization 
and Jordanian foreign policy (ref D). He has chosen a middle 
course. 


9. (C) The Millennium Challenge Corporation is negotiating a 
Compact Agreement with the GOJ, and is about to provide 
assistance in municipal governance under last year\'s 
Threshold Agreement, once the upper house of parliament 
completes passage a new municipal government law, as 
expected. MCC is particularly focused on further opening up 
Jordan\'s political system and media. 


Nuclear Energy 


10. (C) Abdullah is likely to raise while in Washington his 
interest in developing a peaceful, transparent nuclear energy 
program. His consultants believe a reactor could be financed 
by exploiting hitherto untapped uranium deposits that are 
associated with Jordan\'s phosphate resources. The King sees 
his proposal as a potential model to contrast against Iran\'s 
nuclear program. The Jordanians want to consult us first, 

but will also meet with IAEA Director General El Baradei 
immediately after the DC visit. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
RUBINSTEIN 


98248 

OO RUEHWEB 

DE RUEHBUL #0652/01 0581343 

ZNY SSSSS ZZH 

O 271343Z FEB 07 

FM AMEMBASSY KABUL 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6425 
INFO RUEKJCS/SECDEF WASHINGTON DC PRIORITY 


Column 3 

RUEAIIA/CIA WASHINGTON DC PRIORITY 

RHEFDIA/DIA WASHINGTON DC PRIORITY 

RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY 
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SIPDIS 
SIPDIS 


STATE FOR P, SCA/FO (DAS GASTRIGHT), SCA/A (JRELK), S/WCI 
(MSTAMILLO), L/PM (EPELOFSKY) 

NSC FOR AHARRIMAN 

OSD FOR ARICCI 

CENTCOM FOR CFC-A, CG CJTF-76, POLAD, CSTC-A 


E.O. 12958: DECL: 02/24/2017 

TAGS: KAWC, MARR, PTER, PGOV, PINS, PREL, AF 

SUBJECT: DETAINEE LEGAL FRAMEWORK: GOA PROVIDES PART ONE 
OF RESPONSE 


REF: A. KABUL 558 
B. KABUL 369 
C. STATE 11550 
D. KABUL 68 
E. KABUL 5980 


Classified By: Political-Military Affairs Counselor Carol A. Rodley; re 
asons 1.4(b) and (d). 


1. (S) As promised (reftel A), on February 19 the GOA 
provided a written description of the legal framework 

that will apply to detainees transferred from the 

Bagram Theater Internment Facility (BTIF) and later 
possibly from Guantanamo Bay (GTMO) to GOA custody at 
the Afghan National Detention Facility (ANDF). The 
official English translation (from the Dari) in 

paragraph 4 was produced by the Embassy and reviewed 
by the Afghan Office of the National Security Council 
(ONSC). Malik Quraishi, Director of Policy and 

Oversight in the ONSC, provided the final English 

version to polmiloff on February 24. It was written by 

one of the signatories, Sayed Zahor Rasoli, Senior 

Legal Advisor to the National Directorate of Security 
(NDS), and reflects participation by the NDS, the 
Ministries of Defense, Interior, and Justice; and the 
Attorney General\'s Office. This text constitutes \"Part 
One\" of the GOA response. Part Two, a Dari version of 
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which is expected o/a February 28, will address the 
composition of a GOA review board to assess incoming 
detainees. Deputy National Security Adviser Engineer 
Ibrahim Speenzada will also certify that these 

documents constitute a coordinated GOA response on the 
detainee legal framework. 


2. (S) Quraishi agreed to task NDS Legal 
Advisor Rasoli to follow up Part One with a 
written assessment of which laws apply 
specifically to each of the six test cases 
provided to the GOA (reftel B). Quraishi also 
confirmed that the Afghan inter-agency legal 
experts were in accord regarding the 1987 
Soviet-era NDS law, which was not cited in the 
Part One response and is expected to be revised 
in the future: It would apply in exceptional 
circumstances, to include one of the test 

cases. Polmiloff also raised the issue of 

Afghan Supreme Court participation in attaining 
legal consensus. Quraishi advised that when 
Engineer Ibrahim returns from overseas on 
February 27, he will ask Supreme Court Justice 
Azimi to provide a representative for the 

review board. The GOA will also endeavor to 
assign a primary and backup representative from 
each agency represented. Quraishi also 
confirmed that those appointed to the review 
board will then be convened by the second week 
of March to work out with USG representatives 
specific procedures related to transfers to 
include transfers of detainee files and the 
processes listed in paragraph 11 of reftel A. 


3. (S) Post has heard that the February 7 
Deputies Committee directed the initial 
transfer from BTIF to ANDF to proceed as 
planned. Part Two of the GOA response will 
include a request to receive detainee files at 
a specified time ahead of each transfer so that 
the GOA can assess each case ahead of the 
actual transfer of the detainee. CSTC-A 
advises it has five detainee files translated 
and ready to transfer to electronic media for 
delivery to the GoA. These five files as well 
as the remaining eight files should be ready 
for delivery not later than five days prior to 
the physical transfer of the detainees to the 
GoA. Transfer of the 14th detainee identified 
for the first group is on hold due to recent 
surgery. The ANDF is not scheduled to be 
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available for receipt of detainees until 7 


March 2007 at the earliest. We remain 
concerned that adequate translation services 
and quality control mechanisms do not exist, 
and this will delay transfer of files to the 
GOA ahead of the physical transfer of 
detainees. Efforts must be made to put in 
place additional quality translation support 
for the detainee transfers. 


4. (SBU) Following is Part One of the GOA legal 
framework response: 


In the name of God 


Islamic Republic of Afghanistan 

Views expressed by the government\'s assigned 
delegation regarding the cases (files) of 

Afghans detained in Guantanamo Bay and Bagram 


We are guided by Article (27) of the Afghan 
Constitution, which clearly states the 

following, which applies to Afghan detainees in 
Guantanamo Bay and Bagram: 


- No act is considered a crime, unless ruled by 
a law promulgated prior to the commitment of 
the offense. 


- No one can be pursued, arrested, or detained 
without due process of law. 


- No one shall be punished without the decision 
of an authoritative court taken in accordance 
with the provisions of the law promulgated 
prior to commitment of the offense. 


Thus, considering the above referenced article, 
apprehension and detention of suspects must 
have taken place in accordance with Articles 
(7), (8), and (10) of the Discovery, 
Investigation and Oversight law of the Attorney 
General\'s office, and Article (30) of the 

Interim Criminal Procedure Code. 


Was the apprehension based on prior 
information, or not? 


1. A written or oral complaint or report by the 
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victim, indicating that the person in question 
committed a crime. 

2. A complaint or report by a social 
organization, agency, or an authorized person. 
3. An article or letter published in the media, 
with regard to the commission of a crime. 

4. Confession by the offender. 

5. Crime signs witnessed by detection and 
interrogation agencies. 


Also, according to Article (8) of the same law, 
fill out an apprehension form with orders to 
search the individual and his home and note all 
the facts observed at the crime scene, location 
of the crime being committed, and apprehending 
authority, identification of the person being 
apprehended, the reason for apprehension, 
materials collected as evidence, and have the 
apprehended person sign the forms. If the 
person being apprehended does not comply, 
according to Articles (3), (4) and (5) of the 
Interim Criminal Procedure Code, all the facts 
and information recorded by the team are 
considered to be official. 


Conditions for apprehension 


Article 10: If the crime being committed is an 
imprisonable offense, the suspect will be 
apprehended if: 


1. The person is seen while committing the 
crime, or immediately after the commission of 
crime. 

2. The person is directly identified by the 

victim or witnesses as having committed the 
crime. 

3. There are indications on his body, clothes, 
or at his/her home that a crime was committed. 
4. There are other indications the suspect has 
committed a crime such as: intention to escape 
from the crime scene, or having an unidentified 
residence or false identity. The period of 
detention is counted from the time of his/her 
arrest. 


While handling a criminal case, all the 
proceedings must be conducted by considering 
the identification of the person through 
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his/her photo, matching all the material 
collected with photographs taken, and the 
elements constituting the crime which are 
material, intellectual and legal elements, as 
stated in Articles (27), (34), and (37) of the 
Penal Code published in year 1355(1976). The 
record with attributed dossier and materials 
collected from the suspect shall be 
consolidated according to Article (37) of 
Interim Criminal Procedure Code, and forwarded 
to the authorized investigating agency. 


Also, in line with Article (36) of Interim 

Criminal Procedure Code, the process to handle 
the cases will start upon the transfer of 
detainees to the Afghan Government. The 
arresting authority will be responsible for the 
prior proceedings and detention of the 

suspects. 


If this type of person is sentenced according 

to existing Afghan laws, time in pre-trial 
detention will be deducted from the sentence 
imposed by the court. In cases when judgment 
and punishment is not conducted according to 
existing Afghan and international laws, the 
arresting country will be responsible for the 
legal issue of confinement (custody and 
detention) of these people. 


Undersigned by: 


1. Deputy Minister of Interior for Security, 

Abdul Hadi Khalid 

2. Senior Legal Advisor to National Security 
Directorate, Sayed Zahor Rasoli 

3. Head of Legislation Department of Ministry 

of Justice, Sayed Yosuf Halim 

4. Legal Advisor to Minister of Defense, MG. 
Mohammad Amin Nooristani 

5. Judge Advocate General of the Afghan 

National Army (ANA), Brigadier General Sher 
Mohammad Zazai 

6. General Prosecutor for National Directorate 

of Security in Attorney General\'s Office, Abdul 
Fatah 

7. Assistant Deputy for Intelligence, Ministry 

of Interior, Jamaluddin 

8. Chief Judge, ANA Appeals Court, Abdul Majeed 
Khawari 

9. Head of Legal Services, Ministry of Defense, Major 
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E.O. 12958: N/A 

TAGS: PTER, MCAP, PINR, PINS, PARM, PREL, KNNP, Fl 

SUBJECT: FINNISH RESPONSE - GLOBAL INITIATIVE TO COMBAT 
NUCLEAR TERRORISM: REQUEST FOR STATES TO BECOME PARTNER 
NATIONS 


REF: SECSTATE 21535 


(U) PolChief delivered subject demarche Feb. 27 to Laura 
Kansikas-Debraise, Office Director of the Unit for Arms 
Control, Disarmament and Non-Proliferation. Kansikas- 
Debraise noted that a decision to participate in the 

activities of the Global Initiative is currently under 

active consideration within the GOF interagency process. 
The GOF had considered endorsing the Global Initiative 
Statement of Principles before the Morocco meeting in 
October, but postponed a national level because of resource 
constraints associated with Finland\'s EU Presidency (July- 
December 2006). Now, the MFA is favorably disposed in 
principal to Finnish participation, but is awaiting final 
government approval. She promised to inform the Embassy as 
soon as a decision has been reached. 

WARE 
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SECSTATE FOR ISN, lO, NEA 

E.O. 12958: N/A 

TAGS: KNNP, IR, Fl 

SUBJECT: FINNISH RESPONSE - IAEA REPORT ON IRANIAN 
COMPLIANCE WITH UNSCR 1737 

REF: SECSTATE 23001 


(SBU) PolChief delivered subject demarche Feb. 27 to Laura 
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Kansikas-Debraise, Office Director of the Unit for Arms 
Control, Disarmament and Non-Proliferation. Kansikas- 
Debraise thanked us for sharing the US position and said 
that the GOF is fully in agreement that Iran\'s continued 
noncompliance with UNSCR 1737 requires a strong response if 
diplomacy is to succeed. For Finland, she added, Iran has 
only one option: to halt its program of uranium enrichment 
and to comply with 1737\'s other provisions. And the 
international community -- led by the P5 1 -- must find a 
way to convince Iran that diplomacy is the only way 
forward, she added. 

WARE 
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E.O. 12958:N/A 
TAGS: PGOV, PREL, KDEM, SR, YI 
SUBJECT: MORE SERBIAN REACTIONS TO ICJ RULING 


REF: BELGRADE 260 


1. (SBU) Serbia\'s major parties (DSS, DS, SRS, 
SPS) all heralded the findings issued yesterday 

by the International Court of Justice as a 

generally \"not guilty\" verdict for Serbia. While 
welcoming the exoneration for complicity in 
genocide, both President Tadic and PM Kostunica 
did acknowledge the ICJ\'s charge that SCG did not 
act to prevent the genocide, and both 
acknowledged Serbia\'s need to meet its ICTY 
obligations. END SUMMARY. 
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2. (SBU) In his official statement, President 

Tadic noted that the ruling was \"immensely 
important to Serbia and its citizens for proving 

that Serbia did not commit genocide in Bosnia? 
but that ?the part of the ruling pertaining to 
Serbia?s failure to do what was in its power and 
prevent the genocide of Bosnian citizens in 
Srebrenica is hard on Serbia\". He highlighted 

the court\'s demand that the country act on its 
ICTY obligations as soon as possible, stating 

that failure to do so would most likely result in 
\"dramatic political and economic consequences\". 
President Tadic also urged the Serbian parliament 
to adopt a declaration unequivocally denouncing 
the crimes committed in Srebrenica saying that 
\"this would pave the way for improving relations 
between Serbia and BiH, building new trust among 
the peoples of the two countries and improving 
political and economic relations\". 


3. (SBU) PM Kostunica stressed that ?the ICJ 
ruling in Bosnia\'s lawsuit against FRY is 
particularly important as it clears Serbia of the 
accusation of genocide.? He allowed, however, 
that the only way to achieve reconciliation 
between the former Yugoslav nations was in the 
completion of the war crimes trials and bringing 
their perpetrators to justice. He added that 
Serbia was ?undertaking and will continue to 
undertake? all the necessary measures leading to 
the full cooperation with the ICTY. 


4. (SBU) The single dissenting political voice 
was provided by the center-left LDP coalition. 

In their statement, the party and its partners 
expressed their disbelief at the verdict, stating 
that there is no room for satisfaction, 
highlighting the ICJ\'s finding that genocide was 
committed in Srebrenica. \"Serbia is guilty of a 
failure to prevent it (genocide) and to punish 

it. This should be taken very seriously and the 
Serbian Assembly should vote in a resolution on 
the immediate arrest and extradition of Mladic\". 
Local human rights organizations also decried the 
ruling as too soft on Serbia. Serbia\'s most 
prominent advocate for justice in war crimes 
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cases, Natasa Kandic, judged that Serbia\'s 
success in concealing critical evidence from the 
ICJ resulted in the lighter ruling. 


5. (SBU) Belgrade media largely followed the 
pattern of yesterday\'s coverage, with the major 
papers carrying headlines such as \"Serbia is not 
guilty\" and \"Freed from the accusation of 
genocide\". Some chose to highlight the fact that 
monetary reparations will not be paid to Bosnia, 
and many left out the details of the two negative 
findings on their front pages. Most papers 
carried the disappointed reactions to the news 
from Bosnian and Croatian officials. 


6. (SBU) Opinion pieces were fairly balanced, 
although some authors took a slightly more 
cynical view of the verdict as it pertains to how 
Serbia is viewed in the world. Pro-government 
Politika\'s Editor-in-Chief Ljiljana Smajlovic 
writes that although expected, the International 
Court of Justice\'s ruling that Serbia was not 
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responsible for the genocide in Bosnia was 
received with relief by Serbians, but was not 
cause for celebration [Note: This despite 

reports that the Serbian Embassy in The Hague 
held a party to celebrate the verdict on the 
evening of February 26. End note.] Smajlovic 
believes that by this ruling, Serbia officially 
became linked to the genocide, and pointed out 
that Serbia\'s innocence is not complete. She 
writes that \"one who watches a crime and does not 
do anything to prevent it is not a moral person," 
and concludes that the decision would most likely 
be used by Bosnians to destroy the legitimacy of 
Republika Srpska. 


MOORE 
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E.O. 12958: N/A 

TAGS: PREL, OTRA, NATO, BE, EU 

SUBJECT: USNATO WELCOME FOR JOHN B. BELLINGER AND JOSHUA 
DOROSIN FEBRUARY 27-MARCH 1, 2007 


REF: STATE 019787 


1. Mission welcomes Mr. John Bellinger and Joshua Dorosin 
for meetings at NATO and USEU. Control officer for the NATO 
visit is USNATO Political Officer, Kelly Magsamen work 
tel:(32)2-724-3145. Admin. support is Lucia Krul (32) 
2-724-3233. 


2. Accommodations have been confirmed by USEU via email. 


3. The primary mode of transportation for visitors to 

Brussels is metered taxis, which are plentiful and reliable. 
However, fares, which can be vouchered, are quite expensive. 
The bus, tram and metro system are excellent. 


4. NATO visitor passes have been arranged and can be picked 
up at the NATO front gate. For security reasons, all 

visitors, even those with green NATO badges, must present two 
pieces of identification or their blue State 

Department-issued badge to the Marine Guard before being 
admitted into the U.S. Mission. Visitors must also leave cell 
phones and other electronic equipment with the Marine Guard. 
Mission appreciates your cooperation. 


4. Computer and Electronics Usage: Inter-agency security 
standards prohibit the introduction or use of non-USG owned 
computer hardware and software at all USG diplomatic 
facilities. Cell phones, palm pilots, radios and other 
convenience electronics are prohibited in all secure areas of 
the Mission. Travelers who anticipate having special needs 
in terms of either access or computer usage should contact 
the RSO office before arriving at post. 


5. Regarding money, there is a branch of the ING Bank at 
NATO which has an ATM that accepts U.S. bank/credit union 
cards on the \"PLUS\" system. Numerous downtown banks also 
have ATM machines. Traveler\'s checks can be exchanged in 
most banks. On Tuesday and Thursday mornings, there is a 
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cashier at USNATO to which TDY visitors with travel orders 
have access. 


6. Threat Assessment: A worldwide caution regarding the 
threat of transnational terrorism was issued by the 
Department of State. (Please consult the Department\'s 
website for text: HTTP:HTravel.State.Gov.) In light of this 
caution and the events of September 11, 2001, all visitors 
are encouraged to assess their security posture, and be alert 
to their surroundings. All visitors should exercise caution 
while traveling abroad as U.S. citizens and facilities are 

often the target of groups demonstrating opposition to the 
U.S. foreign policy. 


7. Belgium remains a relatively safe country but as a result 
of the war in Iraq, and sentiments expressed by its citizens 
against the war, American visitors are advised to exercise 
caution and avoid anti-American demonstrations. Also, it is 
prudent not to wear clothes or carry articles with logos and 
emblems associated with the United States at this time. By 
taking reasonable precautions, visitors should enjoy an 
uneventful stay. However, purse snatching and pick-pocketing 
are occuring more frequently. In Brussels, pick-pocketing 
and purse snatching are more prevalent in the metro system 
(subway, bus, tram) and at Brussels\' three major train 
stations: Gare du Nord (North Station), Gare Central 

(Central Station), and especially Gare du Midi (South 
Station). Extra caution should be used at the Gare Centrale 
Station. Victims have been asked for assistance by someone 
who appeared lost and anxious to catch their train. As the 
victim responds to the request, a third person appears and 
steals laptop computers, and other related travel items. 
According to the police, this is a new strategy by criminal 
gangs operating at Central Station. Apparently they prefer 
platforms 3 and 4, used by trains going to the airport and 
obviously carrying the best category of potential victims. 
Valuables should never be left unattended in vehicles and car 
doors should always be kept locked when driving. Carry only 
a minimum amount of cash, credit cards and ID. Expensive 
jewelry, financial records, address books and other personal 
effects should be left at home or stored in a safe place 

during your visit. 


8. Emergency numbers for the Police and Medical Assistance 
are 101 and 100 respectively, and for cellular phones 

(locally) 112. Visitors to Belgium requiring additional 
information should contact the Brussels Regional Security 
Office at 32-2-508-2370 (if dialing locally, 02-508-2370). 


9. Please advise if further assistance is needed. 
NULAND 
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E.O. 12958: N/A 
TAGS: KCRM, PHUM, KWMN, SMIG, ELAB, KFRD, ASEC, PREF, MZ 
SUBJECT: MOZAMBIQUE: 2007 TRAFFICKING IN PERSONS REPORT 


REFS: A) 06 STATE 202745; B) 07 MAPUTO 207 
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1. (SBU) Mozambique is primarily a source country for men, women, 
and children trafficked to South Africa for forced labor and sexual 
exploitation. The use of forced and bonded child laborers is a 
common and increasing practice in rural areas, often with the 
complicity of family members. Women and girls also are trafficked 
internally from rural to urban areas of Mozambique for forced labor 
and sexual exploitation; young men and boys are similarly trafficked 
for farm work or domestic servitude. 


2. (SBU) While the government and NGOs acknowledged trafficking to 
be a growing problem, porous borders and the removal of visa 
requirements for travel between Mozambique and South Africa in 2005 
mean that the extent of the problem can only be roughly estimated. 
Traffickers often lured victims by promising better or higher paying 
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jobs in South Africa. Trafficked Mozambicans often labored for 
months in South Africa without pay before the \"employer\" reports 
them as illegal immigrants or trespassers; they are then arrested 
and deported. Traffickers are typically part of small networks of 
Mozambican and/or South African citizens; however, involvement of 
larger Chinese and Nigerian syndicates in the trafficking of 
Mozambicans also has been reported. 


3. (SBU) The Government of Mozambique does not fully comply with the 
minimum standards for the elimination of trafficking; however, it is 
making significant efforts to do so. Despite a lack of resources and 
corruption among border authorities, Mozambique continued to take 
steps to improve anti-trafficking law enforcement initiatives during 

the reporting period. The Justice Ministry was expected to submit a 
draft trafficking in persons law to the Council of Ministers in 

March 2007, the final step before being debated in the National 
Assembly. To further its efforts in fighting trafficking, the 

government should prosecute and convict arrested traffickers, ensure 
the passage of anti-trafficking legislation, launch a comprehensive 
public awareness campaign, and increase its assistance to 

trafficking victims. 


4. (SBU) While government officials in charge of trafficking issues 
acknowledged trafficking to be a growing problem, prevention efforts 
remained weak. Most anti-trafficking educational workshops were run 
by NGOs with government participation. Several such workshops were 
conducted during the reporting period in Maputo, Gaza, Inhambane, 
Sofala, and Nampula Provinces. The government supported other 
programs to prevent trafficking. For example, in recent years there 
has been a greater emphasis on and more resources dedicated to 
programs to keep children in school. During the year, law 
enforcement officials publicized several trafficking cases and 
government-owned media outlets consistently covered such stories. 
The government does not have a plan of action to combat trafficking, 
or a single person designated to coordinate the government\'s 
anti-trafficking efforts, although the draft trafficking law 

contains components addressing both issues. 


5. (SBU) Mozambique continued to take steps to improve law 
enforcement efforts, although a paucity of training resources 
hindered greater efforts. While there is no law specifically 
prohibiting human trafficking, Mozambique\'s penal code includes at 
least 13 related articles under which trafficking cases can be 


Column 3 

charged. The Ministry of Justice was expected to submit a draft 
trafficking in persons law to the Council of Ministers in March 

2007. The draft contains 33 articles and includes specific 

provisions on prevention, prosecution, and protection. Prior to the 
submission, the Ministry of Justice and the NGO Rede Came organized 
a series of forums for public debate over the draft law in southern, 
central, and northern parts of the country. 


6. (SBU) Existing law prohibits rape but does not include provisions 
for spousal rape. Penalties range from two to eight years if the 
victim is 12 years of age or older, and eight to 12 years if the 
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victim is under the age of 12. Prostitution is legal, although 
several laws against indecency and immoral behavior govern 
prostitution and restrict it to certain areas. The practice was 
widespread and particularly prevalent along major transportation 
corridors and border towns where long-distance truckers stayed 
overnight. 


7. (SBU) During the reporting period, the Office of Women and 
Children in the Ministry of Interior reported 47 cases of 

trafficking in persons. Mozambican police broke up several 
trafficking schemes, apprehending several traffickers. In February 
2007, police arrested a man in Manica attempting to traffic 24 
people across the South African border. The 24 individuals were 
mostly young men, each of whom had paid $60 (1,500 meticais) to 
cross the border. 


8. (SBU) The Interior Ministry, with support from UNICEF, conducted 
anti-trafficking training for almost 75 police officers in Gaza, 

Tete, and Zambezia provinces, after which the officers conducted 
public awareness campaigns for community police and school leaders; 
however, such training has not been extended force-wide. Many 
lower-ranking police and border control agents are suspected of 
accepting bribes from traffickers. 


9. (SBU) In September 2006, Mozambique ratified the UN Protocol to 
Prevent, Suppress, and Punish Trafficking in Persons. In June 2003, 
Mozambique ratified ILO Convention 29 on Forced or Compulsory Labor 
and ILO Convention 182 concerning the Prohibition and Immediate 
Action for the Elimination of the Worst Forms of Child Labor. 
Mozambique ratified the UN Convention on the Rights of the Child in 
April 1994, and the UN Optional Protocol to the Convention on the 
Rights of the Child on the Sale of Children, Child Prostitution, and 

Child Pornography in March 2003. 


Protection and Assistance 
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10. (SBU) The government\'s efforts to protect victims of trafficking 
continued to suffer from a lack of resources; government officials 
regularly call on NGOs, such as the International Office on 
Migration, UNICEF, Terre des Hommes, Red Came, Save the Children, 
and the Civic Education Forum for assistance in the provision of 
shelter, food, counseling, and rehabilitation. During the reporting 
period, the Kulaya Healing Center in the Maputo Central Hospital 
assisted a small number of trafficking victims with medical care and 
counseling for up to three months each. In 2006 the Ministry of 
Interior expanded from 96 to 151 the number of offices within police 
stations for attending to women and child victims of violence, and 
provided victims\' assistance training for police officers who deal 
with such cases; some of these offices provided emergency shelter 
and food for trafficking victims. 


11. (SBU) A small Joint Committee for the Reception and Screening of 
Mozambicans Repatriated from South Africa, made up of NGOs and 
government officials and located at the Ressano Garcia border 
crossing, was overwhelmed by the thousands of Mozambicans deported 
each month and was not able to adequately screen these deportees to 
identify victims of trafficking. This problem was exacerbated by 
indifference reported by many deportees regarding immigration and 
border authorities. In May 2006, the civil society organization 

Civic Education Forum opened the countryVs first permanent shelter 
for trafficking victims in Moamba. The Moamba District government 
donated 20 hectares of land to be used to house the shelter and grow 
food for its residents. 


12. (U) Embassy point of contact on TIP is Leonel Miranda, 
Economic-Political officer. Tel: 258 21 492 797 ext. 3423; fax: 258 

21 490 448; cellular phone 258 82 319 8830. Principal FSO drafter 
(FS-3) spent 80 hours researching and drafting this cable. The 

Charge (FE-MC) spent one hour, and the DCM (FS-01) spent a total of 
four hours, including the editing/clearing process. Econ-Pol Chief 
(FS-2) spent 10 hours, and LES political assistant spent 40. Total 
hours: 135. 


JOHNSON 
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E.O. 12958: N/A 

TAGS: OTRA, IZ, KU, COUNTRY CLEARANCE 

SUBJECT: KUWAIT GRANTS COUNTRY CLEARANCE FOR JANEELLEN BAGWELL AND 
DEBBIE MUNT 


REF: STATE 000725 


1. Embassy Kuwait welcomes and grants country clearance for 
Janeellen Bagwell and Debbie Munt to travel to post o/a 28 February 
2007 and 19-20 March. 


2. This clearance is not/not valid for entry into Iraq; you must 
apply for Iraq clearance through Embassy Baghdad. 


3. Visit Officer: An Embassy visit officer and a driver/expeditor 
will meet and assist you at the airport. 


Embassy point of contact is: 


Carri Mowry, ISU Coordinator 

Office- (965) 259-1419 

Cell- (965)973-9854 

Fax- (965) 259-1190 

Unclass e-mail: MowryCA@state.gov 


SIPDIS 
4. Following is post\'s standard guidance for visitors to Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry visas to 
American citizens on arrival, upon presentation of a valid passport. 
There is a processing fee of three (3) Kuwaiti Dinar (KD 3.000, or 
USD 12.00) for each visa issued. The fee may be paid either in KD or 
USD. Post strongly advises travelers to carry some documentation on 
the purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side of the 
airfield and passports have to be carried to a different location at 

the airport for processing. Airport visas are valid for 90 days 

after arrival; anyone staying beyond this period must obtain an 
extension, which should be requested 2 weeks prior to visa 
expiration. Anyone departing Kuwait who has overstayed the visa 
will be charged a fine of KD 10.000 (US 35.00) per day at the 

airport. All travelers planning to visit Iraq should make sure that 

they obtain the required exit/entry stamps for each transit through 
Kuwait, and be aware that they will need to obtain a new Kuwaiti 

visa upon return, even after a daytrip to Baghdad. Failure to do so 
can result in heavy fines. If possible, travelers should try to 
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obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of alcohol, pork 
products, personal firearms, and any suggestive/pornographic 
materials (videotapes, magazines or books) is strictly prohibited by 
Kuwaiti law. Kuwait is still clearing mines and munitions. Visitors 
must remain on major paved roads when traveling in Kuwait. Travel 
north of Jahra toward the Iraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through Wednesday, 
and office hours are from 8:00 a.m. to 4:30 p.m. The time difference 

with the East Coast of the United States is EST plus eight hours. 

The embassy switchboard number is (965) 259-1001, and the IVG number 
is 4950000. The after-hours number which rings at Marine Guard Post 
One is (965) 538-2098. The mission duty officer can be reached 

through the embassy switchboard, Post One or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, Dulles, VA 
20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and the military 
threatcon is currently Charlie. We have increased security 
precautions at official U.S. installations in Kuwait and recommend 
that all Americans in Kuwait remain alert to their surroundings and 
review their personal security practices. 


e. Health Advisory for Kuwait: April through October is the hot 
season in Kuwait. Temperatures reach 120-140 degrees F in summer. 
Caution should be taken to prevent dehydration and heat exhaustion 
by 1) drinking plenty of fluids and 

2) staying indoors, especially during peak temperature hours of noon 
to 3:00 p.m. (1200-1500). Low humidity coupled with high 
temperatures creates excessive moisture loss from evaporation. It 
is necessary to drink 2-4 quarts of water daily to prevent 
dehydration. Visitors from November to March can expect cold winds 
and, at times, heavy rains. Light winter clothing is suitable for 
Kuwait during these months. At this time, allergies and colds are 
more common, and visitors to the area are advised to bring 
over-the-counter medications, such as Tylenol, Ibuprofen and cough 
medicine, with them for self-treatment. 


f. Money: Credit cards are widely accepted at hotels, restaurants 

and other establishments throughout Kuwait and ATM machines are also 
readily available. For travelers on official orders, the Commercial 

Bank of Kuwait can provide accommodation services (cashing a 
personal check drawn on a U.S. bank into local currency) up to a 
maximum of USD 300.00 per day from noon to 2:00 p.m., Saturday 
through Wednesday. At the current rate of exchange, one Kuwaiti 

Dinar (KD) is equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into secure areas 
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of the mission must slug cables to the attention of the RSO, and 
include the level of their clearance. The cable should include the 
visitor\'s Social Security Number, and the name of the agency 
granting the clearance. Cables should include the ASEC tag to 
ensure distribution to the RSO office and the Marine Security guard 
at Post One. 


h. Computer and Electronics Usage: Sensitive military information 

has been discovered recently on business center computers at local 
hotels in Kuwait City. All U.S. Government personnel and 

contractors must remember that it is their responsibility to observe 

good computer and information security practices. Information 
processed on computers in hotel business centers, through email 
correspondence or document creation, is highly exploitable. Public 
computers located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or disseminate 
sensitive information. Compromise of sensitive government or 

military information can result in serious damage to national 

security. Compromises of sensitive personal data can result in 
significant personal and financial hardship. Random checks are 
conducted by Embassy personnel on public PC\'s. Breaches on COMPUSEC 
will result in the violator receiving security infractions and/or 

security violations. Interagency security standards prohibit the 
introduction or use of non-USG owned computer hardware and software 
at all USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all secure areas 

of the mission. 


i. Photography: Tourist photography is encouraged in Kuwait. 
However, it is strictly forbidden to photograph public buildings, 
economic infrastructure, or military and other security-related 
facilities and personnel. Confiscation of film and camera and even 
arrest may result from doing so. A good rule of thumb: If there is 
any doubt as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length of stay, must 
bring or forward fiscal data to pay for direct costs of the visit. 

Each agency, organization or visiting delegation will be charged for 
the actual costs attributed to their visit. Direct charge costs 
include, but are not limited to: American and LES staff overtime 
(e.g., expeditor, accommodation exchange, representational event 
support), field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all other 
costs that are directly attributable to the visit. If fiscal data 

on a traveler\'s authorization is to be used for this purpose, this 
information must be spelled out in the travel orders and sufficient 
funding provided to meet these expenses. In addition, for TDYers 
over thirty (30) days, there will be a charge for ICASS support 
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services. If your sponsoring agency is not signed up for ICASS 
services at post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. The 
agency should provide post with written communication, generated by 
the traveler\'s headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provide the agency ICASS billing code for the 
TDY support to be provided, and authorize the traveler to sign the 
ICASS invoice generated by the TDY module. When travel is urgent, 
TDYers should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not provide 

any services to a TDYer staying in excess of 30 days without having 
received this documentation prior to day 31 ofthe TDY. 


k. Visit Kuwait\'s Classified Website at 
http://www.state.sgov.gov/p/nea/kuwait/ 


5. This cable was last updated on October 30, 2006. 
Tueller 


98255 

OO RUEHWEB 

DE RUEHTC #0365/01 0581419 

ZNY CCCCC ZZH 

O 271419Z FEB 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8332 
INFO RUEAIIA/CIA WASHDC PRIORITY 
RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY 
RHEBAAA/DEPT OF ENERGY WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 
RHEHNSC/NSC WASHDC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 


SIPDIS 
SIPDIS 


STATE FOR ISN, ISN/CB, VCI/CCB, L/ACV, IO/S 
SECDEF FOR OSD/ISP 

JOINT STAFF FOR DD PMA-A FOR WTC 
COMMERCE FOR BIS (GOLDMAN) 

NSC FOR LEDDY 

WINPAC FOR WALTER 


E.O. 12958: DECL: 02/27/2017 

TAGS: PARM, PREL, CWC 

SUBJECT: CHEMICAL WEAPONS CONVENTION (CWC): SCENESETTER FOR 
48TH EXECUTIVE COUNCIL SESSION, MARCH 13-16 
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Classified By: Ambassador Eric M. Javits, Permanent Representative to t 
he Organization for the Prohibition of Chemical Weapons. Reasons 1.4 ( 
B) and (D). 


This is CWC-19-07. 


1. (C) There are two important U.S. goals at EC-48. The 

first is to ensure that the Asian Group does not select Iran 

as its candidate to serve as the next EC Chair. The 

Malaysian Ambassador informed Ambassador Javits on Feb. 26 
that the group decided that day to nominate the Ambassador of 
the Philippines to be the EC Chair. The second U.S. goal is 

to set forth priorities for the coming year. Those points 

will be set out in the draft statement for Ambassador Javits 
which has been submitted to Washington. End Summary. 


2. (C) The top priority has been to ensure that the Asian 
Group does not select Iran as its candidate to be the next EC 
Chair. Ambassador Javits maintained close contact with key 
Ambassadors in the group, and was informed by Malaysian 
Ambassador Dato Noor Farida Ariffin on Feb. 26 that the group 
had taken a decision that day to nominate Ambassador of the 
Philippines, Romeo Arguelles, to be the EC Chair. Arguelles, 
who has been in The Hague since 2002, is well-liked, and 
there is a good working relationship between the U.S. and 
Philippine delegations. 


3. (U) Quickly responding to U.S. prompting, DG Pfirter 
provided a strong, clear statement after the recent terrorist 
attacks in Iraq using chlorine gas. Should Washington wish 
to have the current EC Chair (Amb. Mkhize of South Africa) 
include a similar statement in the EC record, delegation 
anticipates no problems, and simply requests receipt of the 
specific request well before the EC. 
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4. (U) Although some delegations have raised the various 
press reports on the status of the U.S. destruction program, 
this has, so far, not been a major item of concern. The del 
has briefed the WEOG in response to queries about press 
reports, but there has not been a concerted effort in the 
group to dig into the matter. The DG did note privately his 
serious concern at implications of public affirmation that 
the U.S. may be unable to complete destruction before 2023, 
highlighting in particular his concern that Revcon 
discussions not be dominated by discussions of the lagging 
pace of CW destruction, at the expense of other important 
issues. 


5. (U) The February 20 meeting of the working group for the 
Second Revcon was just such an opportunity to raise questions 
about the status of U.S. destruction, but with the exception 

of an expected statement from Iran alluding to U.S. 
non-compliance in 2012, and one from the UK noting concern at 
the slow progress of destruction, delegations seemed content 
to avoid the sensitive topic for the time being. However, it 

will be important for the U.S. to provide a presentation at 

the March 12 destruction informals that reaffirms the U.S. 
commitment to completing destruction, while not downplaying 
problems. 


6. (U) Del would note that the Russian presentation at the 
destruction informals could generate a discussion of 
end-point of destruction. Itis an issue which has seized 


the attention of a number of WEOG delegations, and the group 
coordinator is arranging for the Technical Secretariat to 

brief the WEOG (and other regional groups) on its visit to 
Maradykovsky last month. Should EPOD arise, the del does not 
see any benefit in the U.S. actively engaging on this issue, 

and recommends coordination with the Allies, who can more 
appropriately take the lead on this issue. 


7. (U) Del would also note that there seem to be several 
advocates in senior levels of the TS for giving Russia 
destruction credit after the first stage, likely motivated in 

part by a desire on the part of the OPCW to claim that a 
possessor state has met another major milestone, but it is 
unclear at this time whether/how this may influence the 
debate. However, we would note that Washington may wish to 
consider possible responses if the discussion turns to U.S. 
destruction or U.S. views, past and present, on EPOD. 
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8. (U) The Italian request for an extension of the 

deadlines for destruction of old CW has become an 
unfortunately time-consuming irritation. Italy has not taken 
any requested U.S. changes to its decision document, although 
in recent discussions the Italian delegation seems more 
amenable to \"streamlining\" the operative section of the draft 
decision. Italy has requested U.S. support, particularly in 
addressing concerns raised by Germany and Russia, but 
informal discussions with these two delegations have 
contradicted the Italian portrayal of their positions. Del 

will continue to press Italy to present a more consistent 

draft decision, and will continue informal discussions with 
\"concerned\" delegations to ascertain their position on any 
revised decision. 


9. (U) The Russian delegation hosted a meeting, ostensibly 
tied to the recent Global Partnership meeting in Berlin, but 
effectively a pitch to donors to the Russian CW destruction 
program. One request was for donors who are \"piggy-backing\" 
onto programs of other donors to set up individual programs. 
Subsequent discussions at WEOG have indicated a strong desire 
to continue the \"piggy-backing\" as the most effective way to 
provide assistance. WEOG discussions also touched on a 
possible need to correct past and future discrepancies often 
presented by Russia in its summary of funds 
committed/expended to date. Another Russian request was for 
a more robust attendance at the March 12 donors meeting. 
However, at present, the expectation is that Viktor Kholstov, 
deputy head of the Russian Federal Agency for Industry, will 
not/not be coming to the EC. 


10. (U) While there is a substantial amount of work to be 
done on Article VII, particularly with respect to the Padilla 
initiative, the del anticipates that most of this work, in 

the first half of the year, will be done via close 

cooperation with the TS and like-minded delegations. There 
is a consultation set for March 8 by facilitator Maarten Lak 
(Netherlands) to discuss the status report that has been 
provided by the TS. Del sees no/no reason at this time for 
another consultation to be held before the summer break. 
Such meetings would only provide an opportunity for certain 
delegations to slow up or even block work. Del will 
coordinate with the new Article VII facilitator, Kimmo 
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Laukkanen of Finland, to ensure that consultations are held 
when they hold the prospect of making a positive 
contribution. 


11. (U) The chairman of the working group (Amb. Parker of 
the UK) has continued to proceed at an appropriately slow and 
steady pace. Del sees no reason for any acceleration until 
the autumn. The one key item for the first half of the year 

is to ensure that voluntary contributions are gathered so 

that the Scientific Advisory Board can hold a May meeting to 
address requests in connection with the RevCon. The TS 
estimate is that some 50,000 Euros will be needed for this 
SAB meeting. Amb. Javits recommends that the U.S. offer up 
10,000 Euros out of the voluntary contribution he acquired in 
January, but on the condition that this amount would only be 
transferred if other States Parties come up with the 

additional 40,000 Euros. 


12. (U) The provisional agenda for EC-48 has a large number 
of reports and a number of housekeeping items for decision. 
The following are listed in accordance with the numbering in 
the annotated provisional agenda (EC-48/INF.1, dated 22 
February 2007) 


5.1: EC is asked to adopt a draft decision approving the 
combined plan for Phase 3 of destruction and verification at 

the CWPF (lewisite production) Dzerzhinsk (EC-48/DEC/CRP.1, 
dated 14 Nov. 2006). 


5.2: EC is asked to approve the correction to detailed plans 
for conversion for CWPF (VX) Novocheboksarsk (EC-48/S/1, 
dated 2 January 2007). 


5.3: EC is asked to approve corrections to the detailed plan 
for conversion for CWPF (soman) Volgograd (EC-48/S/3, dated 
15 February 2007). 


5.4: EC is asked to note the Russian notification on changes 
at former facility for production of mustard, Chapaevsk 
(EC-48/DG.2, dated 14 November 2006). 


5.5: EC is asked to note the TS note on progress in 
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converting a former CWPF (document not yet out). 


5.7: EC is asked to note the Albanian note on destruction 
progress (EC-48/NAT.2, dated 8 February 2007). 


5.8: EC is asked to note the DG\'s note on progress of CW 
destruction (document not yet out). 


5.10: EC is asked to note the DG\'s report on Article VII 
progress. The document \"Update on the Status of 
Implementation of Article VII,\" dated February 20, has been 
placed on the External Server. While it does not have an 
EC-48 number, the facilitator reported that this will be the 
document under consideration and he believes will receive a 
document number. He added that this matter will be discussed 
at a March 8 consultation. 


5.11: EC is asked to note the DG\'s report on status of 
implementation of Article X (document not yet out). 


5.12: EC is asked to note the DG\'s note on status of 
implementation of Article XI (document not yet out). 


5.13-5.14: EC is asked to approve amendments to the facility 
agreement with the UK on on-site inspections at a single 
small-scale facility (EC-48/DEC/CRP.2, dated 15 February 
2007). 


5.15: EC is asked to approve a facility agreement with the UK 
regarding on-site inspection at converted CWPF at Randel 
Island (EC-48/DEC/CRP.4, dated 15 February 2007). 


5.16: EC is asked to approve a facility agreement with the UK 
on on-site inspection at former CWPF at Valley Site 
(EC-48/DEC/CRP.4, dated 19 February 2007). 


5.17: EC is asked to approve a facility agreement with the UK 
on on-site inspection at converted CWPF at CRP Portreath 
(document not yet out). 


5.18: EC is asked to note the DG\'s note on progress made on 
Schedule 2 facility agreements (EC-48/DG.6, dated 16 February 
2007). 


5.19: EC-47 had noted the Chairperson\'s summary of 
consultations on the 2005 Verification Implementation Report. 
There was also agreement to consider further issues 
identified in para 4 of that summary. The EC will consider a 
DG\'s note on outstanding matters (document not yet out). 
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5.20: EC will consider the DG\'s report on TS handling of 
confidential information (EC-48/DG.5, dated 14 February 2007). 


SIPDIS 


5.21: EC is asked to approve a TS Note on correction to 
revised specifications for two items of approved equipment 
(EC-48/S/2, dated 6 February 2007). 


6: EC is asked to approve the DG\'s note on lists of new 
validated data (document not yet out). 


7.1: EC is asked to note the DG\'s Note on implementation of 
recommendations of Office of Internal Oversight (EC-48/DG.8, 
dated 22 February 2007). The facilitator (Snelsire/U.S.) will 
likely ask that action on this item be deferred until 
consultations can be held to review the documents. 


7.2: EC is asked to note the TS Note on implementation of 
recommendations of External Auditor (document not yet out). 
Again, the facilitator will likely ask that consideration of 

this item be deferred until consultations can be held. 


8.1: EC is asked to note the DG\'s report on income and 
expenditure for financial year to Dec. 31, 2006 (EC-48/DG.9, 
dated 22 February 2007). 


8.2: EC is asked to note the DG\'s note on transfer of funds 
in 2006 (EC-48/DG.7C-12/DG.1, dated 16 February 2007). 


8.3: EC is asked to consider proposals for creation of 
multi-year payment plans for States Parties that are in 
arrears. Del understands that Moldova is in the process of 
submitting a repayment plan proposal to the TS, but it is not 
clear if the proposal will be finalized in time for EC-48 to 
consider. 


8.4: EC is asked to adopt a decision adjusting the DGVs 
salary to keep it in line with those of other executive heads 
within the UN system (EC-48/DEC/CRP.6, 22 February 2007). 
This decision would bring the DG\'s salary into parity with 

the salaries of the executive heads of other international 
organizations and of specialized agencies of the UN based on 
a salary increase for senior officials approved by the UNGA 
at its sixty-first session. 


8.5: EC is asked to consider proposed alignment of the OPCW 
Staff Regulation with the corresponding UN Staff Regulations 
(EC-48/DG.4, dated 14 February 2007). This proposed 
alignment of the regulation would allow the dependents of TS 
staff to have a fourth year of secondary education paid for 
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by the education grant, even if a degree were already issued 
after the third year. The TS says that the change would 

bring its staff regulations into alignment with UN Staff 

Regulation 3.2(a), which was changed accordingly in 2006. 

The del has asked the TS to provide information on the 
budgetary implications of such a change, particularly as no 
provision for the change was included in the 2007 OPCW budget. 


9: EC is asked to conclude a Privileges and Immunities 
agreement with Chile (EC-48/DEC/CRP.5, dated 19 February 
2007). 


End agenda items. 
13. (U) Javits sends. 
BLAKEMAN 


98256 

RR RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHHE #0131 0581421 

ZNR UUUUU ZZH 

R 271421Z FEB 07 

FM AMEMBASSY HELSINKI 

TO RUEHC/SECSTATE WASHDC 3015 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE","UNCLAS HELSINKI 000131 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: SENV, ENRG, TSPL, PREL, PGOV, KPAO, EUN, Fl, XG 
SUBJECT: EMBASSY HELSINKI FOCUSES ON CLIMATE CHANGE 


REF A) STATE 14726, B) STATE 006763 


1. Building upon the successful U.S. - EU High Level 

Dialogue (HLD) on Climate Change, Clean Energy and 
Sustainable Development held in October 2006 in Helsinki, 
post is developing a series of activities to highlight the 

U.S. Government\'s pro-growth, pro-development approach for 
addressing climate change. Given their typical pragmatic 
approach to challenges and their own concerns about climate 
change, Finns have been receptive to a discussion that 

moves beyond the straitjacket of targets and timetables 
embodied in the Kyoto Protocol. This public outreach also 
supports the Embassy\'s 2006 Mission Performance Plan (Goal 
#5) which calls for strong environmental cooperation 

between Finland and the U.S. 
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2. During the latter half of 2006, post held several 

activities related to tackling the challenge of climate 
change. Ambassador Ware hosted a lunch for Finnish HLD 
participants, including Minister of Trade and Industry 
Pekkarinen and former Minister of Environment Enestam. 
Ambassador Ware also authored an Op-ed on U.S. actions to 
address climate change that ran on February 8 in the 
Helsinki Sanomat, the largest circulating paper in the 
Nordic countries. Embassy Helsinki has also arranged for 
two Finnish officials from the Confederation of Finnish 
Industries (EK) to participate in an International Visitors 
Program this July to learn more about the U.S. approach to 
climate change and clean energy at both the regional and 
federal levels. 


3. Furthermore, post is considering additional reinforcing 
activities in the upcoming months, including: 


-- Working with GLOBE schools to teach students about 
climate change and sustainable development using science- 
based activities. 


-- Encouraging Finland to join the Methane-to-Markets 
Partnership, as highlighted in the HLD Joint Statement. 


-- Arranging for Ambassador Ware to deliver a major speech 
on climate change at the Arktikum Center, near the Arctic 
Circle in Rovaniemi, home of Finland\'s International Polar 
Year celebrations and polar climate research activities. 


--Scheduling a roundtable at the Embassy for business 
leaders, NGOs, government contacts, as well as journalists 
to discuss climate change. 


--Arranging a talk by Dr. David Schultz from NOAA (on loan 
to the Finnish Meteorological Institute) to speak on 
weather and climate issues. 


--Sponsoring an Earth Day Art Contest for students at the 
active GLOBE schools on the theme of What is important to 
you about our environment?!" (reftel B) 


WARE 
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TO RUEHC/SECSTATE WASHDC PRIORITY 7805 

INFO RUEHBS/AMEMBASSY BRUSSELS 1790 

RUEHDR/AMEMBASSY DAR ES SALAAM 5124 

RUEHLGB/AMEMBASSY KIGALI 4713 

RUEHRN/USMISSION UN ROME 0115 

RUEHGV/USMISSION GENEVA 4113", "UNCLAS SECTION 01 OF 04 NAIROBI 000938 


SIPDIS 


USAID/DCHA/AA FOR WGARVELINK, LROGERS 

DCHA/OFDA FOR GGOTTLIEB, CGOTTSCHALK, KCHANNELL 
DCHA/FFP FOR JDWORKEN, TANDERSON, CMUTAMBA, TMCRAE 
AFR/EA FOR JBORNS, SMCCLURE 

USMISSION UN ROME FOR RNEWBERG 

GENEVA FOR NKYLOH 

BRUSSELS FOR PLERNER 

NSC FOR JMELINE 

BUJUMBURA FOR PMOLLER, RLUNEBURG 

DAR ES SALAAM FOR PWHITE, MLATOUR 


E.O. 12958: N/A 

TAGS: BY 

SUBJECT: USAID/FFP CONTRIBUTES $5 MILLION IN FOOD AID TO 
FLOOD AFFECTED IN BURUNDI 


1. SUMMARY: Excessive and exceptional heavy rains and 
floods in November - December 2006 have negatively 
impacted food and seed production in Burundi. Their 
impact prolongs the hunger gap period to ten months; the 
short dry season harvest of December - January never 
occurred severely limiting the availability of seeds for 

the February 2007 planting season, which normally 
produces 50 percent of Burundi\'s agricultural 

production. WFP is targeting 2.5 million beneficiaries 

for food for April - June 2007. This period is critical 

since the last productive harvest was in June 2006. 
USAID/FFP has allocated an additional 6,080 MTs of food 
commodities valued at $5,016,200 to WFP for the flood- 
affected victims. END SUMMARY 


2. Regional USAID/East Africa/FFP Officer conducted an 
assessment of flood affected areas of Burundi from 

January 25 - 27, 2007. The floods were caused by 

excessive and exceptional rains in November and December 
2006 that have negatively impacted food and seed 
productions. The entire country has been affected to 

varying degrees, with the highlands most seriously 

impacted by erosion and plant crops that were swept 

away. This area corresponds with the traditional \"bread 
basket" areas of the country. The Crop and Food Supply 
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Assessment Mission (CFSAM) of January 2007 which was 
conducted by FAO, WFP and GOB, indicated that 50 percent 
of the people in those zones have been affected while 

the six month agricultural season (2006C: June - 
November 2006) has lost an estimated 50 - 80 percent of 
its yields. The 2007A five month planting season 
(September - January) that produces 35 percent of 
national production was also negatively impacted. The 
short dry season (December - January) is when crops are 
dried to produce seeds that are normally produced in 
planting season A. Since this never occurred due to the 
rains, seeds will be in short supply for the most 

significant planting season (Agricultural Season B) of 
February - May, that normally produces 50 percent of 
Burundi\'s annual agricultural production. It is 

probable that the seeds that are made will likely be 

eaten during the prolonged hunger period. 


3. Inaregional FEWSNET presentation in Nairobi in 
February, 2007, FEWSNET officials reported that the slow 
warming of the Indian Ocean has created excess moisture 
generating heavy rains across the southern belt of 

Africa, which includes Burundi, during October - 

January. FEWSNET shared that soils that have been 
subjected to drought over a long period of time become 
very porous. When it rains, the water runs right off 

taking the soil and plant life along as well, explaining 

the devastating erosion that occurred in the highlands. 
With the exception of the recent flooding, Burundi has 
been experiencing drought since 2000. 


4. Burundi has been affected by a series of 

agricultural and climactic incidences over the past few 
years, creating a domino effect that consistently 

weakens future food security prospects for the country. 
The critical implication of this latest occurrence is 

not only the immediate impact of reduced food and seed 
stocks, but also the cumulative aspect of a hunger gap 
season that has been extended from six intermittent 
months to 10 consecutive months from September 2006 to 
June 2007. Cassava Mosaic disease (CMD) attacked fields 
throughout East and Central Africa, appearing in Burundi 

in 2004. FAO estimates that CMD has decimated 60% of the 
cassava plant (a usual hunger gap staple) throughout the 
country, in many of the same areas affected by the heavy 
rains and floods. 


5. There are other indirect yet important implications 
of the recent heavy rains and floods: 
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This event is occurring at a period during which 
Burundi has ended a 13 year civil war and humanitarian 
donors and organizations are winding down emergency 
activities and preparing to leave Burundi, diminishing 
the capacity to respond to such an emergency. 


The food security crisis can be manipulated in 
Burundi\'s extremely fragile political environment. This 
is the third food crisis since the government has come 
to power in 2005 and falls on the heels of the 
demobilization of the last armed rebel group (FNL). 
Government opposition can use this situation to 
highlight the current government\'s inability to take 
care of its people. 


If the food insecurity crisis persists, it will 
likely stop the flow of Burundian refugees from Tanzania 
where there are still over 150,000 Burundian refugees 
remaining. A large movement of Burundians to Tanzania is 
also very possible. 


The fragility of coping mechanisms pushes more and 
more Burundians to the edge. The recent Crop Assessment 
indicates that the population has resorted to eating one 
meal/day. WFP reports that parents are now turning up to 
eat at schools where their children participate in 
school feeding programs; or leaving children at the 
offices of the local administration as they can no 
longer feed them. It is too soon to see the aggregate 
impact on the nutritional status. 


6. The FFP Officer accompanied the Provincial 
Administrator and WFP to visit flood affected zones in 
Gatumba town in Bujumbura Rural some 18 kms from the 
capital Bujumbura. In Gatumba, the damage witnessed has 
been a result of natural as well as man-made events. 
Gatumba (population: 35,000 people) is in the lowlands. 
Years of conflicts have forced cattle herders to move 

their stock to the capital, Bujumbura, for security 

reasons. As a result communities have installed 
themselves in areas close to the city, in zones that 

were prone to flooding. In this particular instance, 

there was also roadwork being done near the village, 
which blocked water run-off (of the mountains) from 
accessing the lake resulting in intense flooding. The 
Administrator indicated 17,000 people or 50 percent of 
the population was affected in this zone. 
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7. The FFP Officer saw houses that were standing in 
water. Allthe houses had water marks that ranged from 
ankle-high to knee-high, indicating the former water 
levels. There were small boats around and the 
Administrator indicated it was the only way to move from 
one area to another. For the houses that were not 
standing in water, the floors were very wet and muddy, 
rendering them uninhabitable. Most of the pit latrines 
had been washed away. The canals dug around the houses 
were still filled with water as well as raw sewage. The 
Red Cross has sprayed the area in an effort to avert 
cholera. The FFP Officer visited a field in a marshland. 
WFP and the Administrator indicated that a few weeks 
back the field was entirely immersed in water and the 
tomatoes and beans planted there were lost. 


RESPONSE 


8. WFP is targeting 2.5 million people with a half 

ration from April - June 2007. This period is critical 

since the last productive harvest was in June 2006. WFP 
indicates the need for 13,000 MTs/month for the three 
month period, valued at $12 million. At present they do 
not have enough food resources to address this need. 
With current resources they can only reach 300,000 flood 
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- affected people/month. In order to do that they will 
run on minimum reserve and cut current food rations 
reserved for school feeding, refugees, and Burundians 
expelled from Tanzania, by 25 percent. 


9. FAO has targeted 458,100 families for bean seed 
distribution. They will distribute more maize with a 
more resistant strain of beans. They will additionally 
distribute linga-linga seeds, a fast growing green leafy 
local crop rich in vitamins and iron. 


ACTIONS IMPLEMENTED AND RECOMMENDED 


10. Action: USAID/Food for Peace immediately 
contributed 6,080 MTs of commodities valued at 
$5,016,200, to Burundi to support WFP in building food 
stocks to address the critical period of April - June, 
2007. This represents 42 percent of their stated 
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appeal. 


RECOMMENDATIONS 


11. The following recommendations are made to facilitate 
future tracking of food aid trends and trouble shoot 
upcoming crises: 


WFP must clearly indicate that the targeted 
distributions are for the flood affected victims (though 
it is clear that drought and flood - affected are in 
many instances, one and the same families in this small 
country). Targeting should be more specific to include 
the zones most affected in a commune, particularly since 
the resources for this intervention will be very 
limited. 


Hire a FSN Food Aid Monitor. USAID/Burundi has no 
human resource capacity to monitor food aid trends. As 
the country of Burundi transitions, it is evident given 
this current crisis that the emergency needs remain 
high. The food aid situation is currently monitored from 
a regional level. The placement of an FSN Food Aid 
Monitor would be a significant support to the expanding 
USAID Office in terms of monitoring the use of USG food 
aid resources and ensuring integration with other USG 
resources. USAID/FFP is committed to facilitate 
Burundi\'s transition period. A Food Aid Monitor would 
support the transition away from emergency food aid to 
activities that address underlying vulnerabilities. 
Additionally he/she could work with WFP on continuing 
challenging points such as targeting and effective use 
of safety nets in nutrition feeding programs. In the 
event that FFP expands their partners beyond WFP, the 
Food Aid Monitor would be integral to working with these 
potential partners. 


Expand FEWSNET to include Burundi. This would 
assist FFP in tracking important climactic/food security 
trends as well as ground-truth local reports. Though 
FEWSNET was called upon in the early alerts of this 
crisis, they admitted that Burundi\'s case highlighted 
the need for better estimates of the location and 
quantity of presumed erosion on hill-side planting, as 
well the impacts of submersion and drowning of crops in 
lowland marshes. Additionally they report that they had 
very few insights to add to the level of crop damage 
reported from Burundi due to the lack of a FEWSNET 
presence in country. If the Rwanda office could be made 
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into a regional office to include Burundi and Eastern 
Congo, significant coverage of the Great Lakes Region by 
FEWSNET would be established. 
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12. Kudos to USAID/Food for Peace Office\'s immediate 
and unwavering response which is critical in post- 
conflict Burundi. 


RANNEBERGER 
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E.O. 12958: N/A 
TAGS: KNNP, PREL, IR, EN 
SUBJECT: ESTONIA: IRANIAN COMPLIANCE WITH UNSCR 1737 


REF: A) STATE 23001 B) STATE 19372 


(U) On February 26, we delivered reftel points to Marin 
Mottus, MFA Director for Middle East Affairs, to inform 

the GOE of U.S. views on Iranian compliance with UN 
Security Council (UNSCR) 1737. Mottus thanked us for 
the information. As Estonia has no diplomatic presence 

in the region, Estonia is dependent upon the United 

States and other EU members for information on Iran. 
Estonia continues to support the EU\'s common position on 
Iran, and Mottus reiterated the importance of Washington 
and Brussels working together on this sensitive issue. 


GOLDSTEIN 
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SIPDIS 
SIPDIS 


DEPT ALSO FOR S/ES AND WHA A/S TOM SHANNON 
NSC FOR DFISK AND JCARDENAS 
SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 02/27/2017 
TAGS: OVIP (RICE, CONDOLEEZZA), PREL, PGOV, ECON, UY 
SUBJECT: URUGUAY: SCENESETTER FOR SECRETARY RICE 


REF: STATE 022878 


Classified By: Ambassador Frank E. Baxter 
for reasons 1.4 (B) and (D) 


1. (C) Summary and Introduction: American Embassy Montevideo 
and | warmly welcome your participation in President Bush\'s 
historic visit to Uruguay. Though led by a left-leaning 
government, Uruguay shares many of our values and remains an 
island of democratic stability and good governance in a 

turbulent region. The presidential visit sends a powerful 

signal to the region that we favor good relations with 

sensible, pragmatic governments which respect democracy, 
human rights, and the rule of law, regardless of political 

label. The visit is also an opportunity to advance our 

improving bilateral relationship beyond trade and to 

highlight U.S. policy priorities in the region: consolidating 
democracy, promoting prosperity, investing in people, and 
enhancing security. This is also a chance to listen to the 
Uruguayan perspective on challenges, problems and threats in 
the Western Hemisphere. 


2. (C) The POTUS visit may help Uruguay resolve its 
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philosophical quandary between economic dynamism and 
socialist egalitarianism. Many elements for strong economic 
growth are in place. The traditional pillars of its economy 

-- farming, tourism and finance -- are all doing well, and 
foreigners are increasingly investing here. But three things 
hold Uruguay back. The first is that Uruguay is part of 
Mercosur, which now includes Venezuela. Mercosur has 
increasingly devolved from an imperfect customs union into a 
more restrictive and anti-American political organization. 
Uruguay might need the consent of its Mercosur partners to 
negotiate an FTA with the United States. Second, the current 
Frente Amplio (FA) government still harbors hard-line 
Socialists, Communists, ex-guerrillas and powerful trade 
unionists. While in the minority, these groups are 
nevertheless quite vocal. Many ordinary Uruguayans seem 
content to leave large segments of their economy, including 
telecoms, power generation, oil imports and several banks, in 
state hands. The culture still values professions which are 
not particularly useful in the global economy. Still, an 
educated population, strong respect for the rule of law, and 

a good infrastructure make Uruguay one of the most attractive 
destinations in the region for foreign investment. 


3. (C) Uruguay punches above its weight in foreign affairs, 

but ideological divisions within the FA also explain its 
sometimes ambiguous foreign policy. For example, the 
anti-American Foreign Minister has been virtually absent from 
the substantive bilateral trade discussions with the U.S. He 
has also been a non-player in Uruguay\'s number one foreign 
policy concern: the long-running, serious dispute with 
Argentina over pulp mills. While the GOU does not agree with 
the U.S. on many international issues ranging from Kyoto to 
Cuba to the War in Iraq, both countries value freedom and 
independence. Uruguay\'s vibrant democracy highlights the 
fallacy of populist regimes such as those in Venezuela, 
Bolivia, Cuba and Ecuador -- and to a lesser extent 

Argentina. The Economist magazine recently rated Uruguay as 
the only country in South America to enjoy \"full democracy.\" 
The GOU seeks more U.S. trade and investment, but is 
vulnerable on energy supplies and is very frightened about 

its dispute with Argentina. Uruguay also faces a long-term 
demographic problem: a low birth rate (except among the poor) 
is exacerbated by the brain drain of young people who are 
emigrating abroad in search of jobs. To the extent that we 
can, we need to re-assure the Uruguayans that we are their 
friends, increase our cultural exchanges and try to encourage 
them to cooperate more assertively on issues of regional 
stability and security -- including counter-terrorism, 
counter-narcotics and mil-to-mil cooperation. End Summary 
and Introduction. 
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4.(C) The last POTUS to visit Uruguay was President George 
H. W. Bush on December 4, 1990, when then-mayor Tabare 
Vazquez presented him the keys to Montevideo. Most Uruguayans 
will be delighted at the recognition and prestige the visit 

offers, but some observers might conclude that this visit is 
designed to counter Hugo Chavez\' growing influence in the 
region. We understand that Hugo Chavez plans to travel to 
Buenos Aires on March 9 to address a rally there, and that he 
is bound to fire his usual diatribes at President Bush, in a 
replay reminiscent of Mar del Plata. Close Uruguayan contacts 
recommend that we do not take ChavezY bait or respond to his 
remarks. Brazil's President Lula visited President Vazquez on 
February 26 in an attempt to rekindle Uruguay\'s interest in 
Mercosur. On March 1, President Vazquez will deliver his 
second State of the Union address. 


5. (U) Uruguay is a small, stable democratic nation of 3.3 
million people, almost half of them residing in its capital, 
Montevideo. Once known as \"the Switzerland of South 
America,\" it has long been one of Latin America\'s wealthiest 
and most egalitarian countries, with per capita GDP exceeding 
$6,000 during periods of growth. However, a four-year 
recession, which ended in 2003, cut this figure nearly in 

half and lowered Uruguay\'s historically excellent 
socio-economic indicators. Uruguay\'s economy has been 
recovering well over the past three years, with GDP growth of 
7 percent in 2006, in large part thanks to continued orthodox 
economic policies. GDP per capita is back to $5,700, and the 
GOU recently repaid its entire IMF debt early. Some observers 
believe that Uruguay seeks to emulate Chile\'s economic model. 


6. (C) Many Uruguayans were traumatized by the 1973-85 period 
of military dictatorship, when security forces committed 

serious human rights violations in the campaign against 
insurgents and their sympathizers. Some people blame the U.S. 
for indirectly supporting the region\'s military governments 

during the Cold War. Slick propaganda and declassified U.S. 
documents from the period are frequently used by our 

detractors as \"proof\" of our involvement. The complex history 
of the dictatorship created heroes and villains for both the 
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left and right. Some of the persons involved -- including 
former Tupamaro guerrillas -- are still active in politics. 

The real and imagined lessons from the period continue to 
influence modern politics, including Uruguayans\' perceptions 
ofthe U.S., especially where the Global war on Terrorism, 
Iraq and Afghanistan are concerned. 


7. (C) Expanding the trade relationship has been the 

foundation of our engagement with the GOU. On May 4, 
President Tabare Vazquez met with President Bush in the Oval 
Office where both leaders agreed to deepen our trade 
relationship. After this meeting, a series of visits by USTR 
officials examined the possibility of FTA negotiations, but 

the discussions did not immediately bear fruit. Instead, 

DUSTR John Veroneau traveled to Uruguay to sign a Trade and 
Investment Framework Agreement (TIFA) on January 25, 2007. 
Aside from trade, we also need to intensify bilateral 

cooperation in areas such as counter-terrorism, 
counter-narcotics, mil-to-mil cooperation, container 

security, bio-fuels, the upgrade of Uruguay\'s civil aviation 
authority to Category 1, alternative sources of energy 
(especially wind, bio-diesel and ethanol), phytosanitary 

issues, science and technology, English language teaching, 
and cultural exchanges. 


8. (C) A practicing physician, President Vazquez is a 
cautious and prudent man who is sometimes shy in 
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international settings. We believe he proposed meetings at 
the Anchorena ranch, in part because of this personal 
preference. He appears to style himself after Chile\'s 
ex-President Ricardo Lagos, and his mild leadership style 
sharply contrasts with the populism of Venezuela\'s Hugo 
Chavez, Argentina\'s Nestor Kirchner and Bolivia\'s Evo 
Morales. While he is sometimes hesitant to utter the words 
\"Free Trade Agreement" in public, Vazquez and his 
administration have repeatedly stressed their eagerness to 
maximize trade with the U.S. In private, they have made it 
clear that their objective is to negotiate an FTA with the 
U.S. 


9. (C) Vazquez is a pragmatist, and what he most wants for 
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Uruguay is jobs, investment and growth. At home and abroad 
he has been caught between the competing demands of radicals 
and moderates, and he often faces a tremendous challenge to 
balance these opposing forces. His leadership style is 
predictable: he tends to stay above the fray and allow 
competing factions in the FA to debate an issue to exhaustion 
and then weighs in with a final decision. Vazquez\' adroit and 
pragmatic leadership along with Uruguay\'s strong institutions 
and the basically conservative nature of its society 

prevented the radical tilt some observers predicted during 

the 2004 electoral campaign. The contradictions between the 
radicals and moderates will probably have to be resolved if 
the FA is to win the 2009 national elections, since in the 

last elections the FA won only 50.1 percent of the vote. 


10. (C) On March 1, Vazquez and his coalition Frente Amplio 
(FA) Government will have been in power for two years and 
have generally received high marks from the public, according 
to polling data. The moderates in his cabinet, especially 

Econ Minister Danilo Astori and Energy Minister Jorge Lepra, 
have generally enjoyed high approval and therefore exercise 
considerable sway in foreign policy and the economy. The 
radicals within his FA coalition have challenged Vazquez much 
more than the two discredited opposition parties (Blancos and 
Colorados) who ruled the country during the past century. In 
his efforts to be practical, Vazquez relies on a relatively 

small cadre of experienced officials to get things done. A 

key ally in domestic politics has been Agriculture Minister 

and ex-Tupamaro guerrilla leader Jose Mujica who, despite his 
violent past, has often countered the extreme ideologues on 
the far-left. Vazquez was also able to appease many of the 
far-left radicals when he addressed the human rights abuses 
committed during the \"dirty war" period of the military 
dictatorship, uncovered the buried bones of disappeared 
persons, and prosecuted some of the perceived worst human 
rights abusers. 


11. (C) The country\'s foreign relations have historically 
reflected the efforts of a small nation to advocate 
self-determination, respect for human rights and the rule of 
law, the pacific settlement of disputes, and economic 
cooperation. For example, Uruguay\'s robust participation in 
international peacekeeping operations can be partly explained 
by its dedication to and faith in international 

organizations. However, foreign policy under the Vazquez 
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administration has been a formidable challenge, compounded by 
the stubbornly ideological, anti-US Foreign Minister Reinaldo 
Gargano. 


12. (C) By far, the GOU\'s most serious problem has been the 
severe bilateral dispute with Argentina over the construction 

of a Finnish-owned paper mill on a shared river -- not only 
because of soured bilateral relations with Uruguay\'s closest 
neighbor, but also because of the implications to foreign 
investment, an independent foreign policy, the power of 

radical NGOs and relations with Mercosur. At $1.2 billion, 

the plant\'s construction cost represents 8% of Uruguay\'s GDP 
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and its operation is expected to generate exports worth 2% of 
Uruguay\'s GDP. It represents the largest Foreign Direct 
Investment in Uruguay\'s history. Argentine government 
officials, some inhabitants of the Province of Entre-Rios 
across the river, and environmental activists claim the plant 
would harm fishing, farming, and tourist areas along the 
Uruguay-Argentina border. Argentina also claims that Uruguay 
violated the 1975 Uruguay River Treaty. Aspects of the case 
have gone before the International Court of Justice in The 
Hague and a Mercosur Tribunal, but Uruguay has sought little 
redress with the OAS. The U.S. voted to support the World 
Bank\'s IFC loan to the project. Protesters from Argentina 
have blocked bridges between Argentina and Uruguay off and on 
since December 2005 at great cost to Uruguay\'s trade and 
tourism revenues. The Uruguayans have felt bullied by 
Argentina\'s treatment and disappointed by Brazil's 
indifference. The paper mill dispute has indirectly 

contributed to closer ties with the U.S. 


13. (C) Uruguay has a heavy debt burden and no known 
hydrocarbon deposits, so that Venezuelan oil and money 
provide considerable temptation to boost the economy. 
Uruguay\'s state oil monopoly ANCAP recently signed a deal 
with Venezuela\'s state-owned PDVSA to help fund 24 percent of 
the cost of oil exploration in the Orinoco region of 

Venezuela in return for a proportional share of the resulting 
oil. Details of the agreement remain murky, and observers 
are skeptical if ANCAP can fund its end of the bargain or if 
the endeavor will result in significant gains for Uruguay. As 
for PDVSA\'s pledge, a year and a half ago, to fund a $600 
million refurbishing of Uruguay\'s refinery to allow it to 
process Venezuela\'s heavy oil, it still remains to be 
implemented. There is also much interest in natural gas from 
Bolivia, but delivery through the existing pipelines would 
necessarily have to pass through Argentina, and thus be 
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subject to the vagaries of Argentine power needs. 


14. (U) Uruguay is a major agricultural producer. 

Agriculture and agro-industry account for 23% of GDP and over 
75% of total exports. The major Uruguayan exports are meat 
(over $1 billion this year), long-grain rice, dairy products, 

wool and soybeans. Forestry has surged over the last decade, 
due to favorable investment conditions and a favorable 
climate, where eucalyptus grows almost ten times as fast as 
in the U.S. Uruguay does not import agricultural products 

but does import processed foodstuff. Uruguay applies a 6.6% 
average tariff on agricultural goods and does not impose any 
kind of import quota. There are no subsidies to agricultural 
production or exports. Given the importance of this sector 

for the economy, Uruguay has been active in bilateral and 
multilateral fora to push for trade liberalization, and U.S. 
agricultural subsidies are a hot topic. The GOU\'s trade 
policy on agriculture has generally been in line with 
Mercosur\'s policies, and Uruguay is a member of the G-20 
group of countries calling for the elimination of 

agricultural subsidies. The GOU threatened last year to file 

a case with the WTO on U.S. rice subsidies, but Embassy 
intervention allowed for the opening of a bilateral dialogue 
instead, in an attempt to resolve the issue. Talks are 
ongoing, but the threat of an impending WTO case still 
remains on the horizon. 


15. (C) Uruguay is unlikely to become a strategic partner of 

the U.S., but it can be a valuable friend in a region that 

has significantly distanced itself from us in many instances. 
Over the last two years, we have been able to build a 
remarkable level of confidence with President Vazquez through 
enhanced trade initiatives and other confidence-building 
measures. Now is the time to clearly define where we want 
our trade dialogue to lead us and if an FTA is our shared 
ultimate goal. Two ex-Presidents of Uruguay recently asked 
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that | ensure that POTUS specifically engage Vazquez in 
discussing the path to an FTA. Another one advised against 
doing so in public. In any case, now is also the time to 
engage Uruguay beyond trade to other areas of bilateral 
cooperation, especially regional stability and security. | 
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believe that this can be done, but it will take time. 

Meanwhile, the POTUS visit serves as an important building 
block for deepening our overall engagement with Uruguay. End 
Comment. 
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1. (SBU) Post recommends that Tunisia not be included on the 
2007 Special 301 Watch List In 2006 and early 2007, Post has 
noted a marked change in attitude towards the protection of 
intellectual property rights (IPR) among GOT officials, legal 
experts, local artisans, and business people. IPR is now 
considered as a legal tool for the protection of a product 

and as an incentive to stimulate economic development. An 
inter-departmental enforcement task force has stepped up its 
efforts to combat piracy. There have been an increased 
number of raids, seizures, and closure of establishments 
selling illegal optical disks and tapes. The GOT ended its 
\"correlation systemW for pharmaceuticals on January 1, 2007, 
opening the way for US pharmaceutical companies to sell their 
products locally. While Post continues to press the GOT for 
additional improvement in Tunisia\'s IPR regime, the many 
positive steps taken to date (reftels) demonstrate that 

Tunisia is headed in the right direction. Post believes that 
placing Tunisia on the Special 301 Watch List would be 
counterproductive to progress being achieved. End Summary. 


2. (U) Post\'s constant advocacy for better IPR enforcement, 
as a prerequisite for improving the local business climate, 

has helped to encourage the GOT to implement a strategy to 
combat IPR violations in the marketplace. Post has 
repeatedly demarched involved Tunisian authorities to 
implement a strengthened IPR regime. Post has also assisted 
the Commercial Law Development Program (CLDP) and the US 
Patent and Trademark Office (USPTO) in tailoring technical 
assistance projects (approximately five CLDP sponsored and 
six USPTO sponsored in 2006) to support this objective. Post 
believes that GOT participation in said programs has created 
an improved IPR protection environment and the will for a 
more stringent IPR regime. 


3. (U) Over the past year the GOT has undertaken legal 
measures and administrative actions to address the problem, 
including amendments to the Customs law and the law on 
copyrights. In June 2006, an inter-departmental commission, 
with representatives from the Ministry of Culture, Ministry 

of Commerce and Handicraft, Customs, Ministry of Interior, 

the Ministry of Communication Technologies, and the Organisme 
Tunisien de Protection des Droits dVAuteurs (OTPDA), was 
formed and tasked with improving IPR enforcement. OTPDA has 
devised an action plan to combat pirated products and working 
groups have been set up to survey the main problem areas 
related to IPR enforcement. In June 2006, the GOT also 
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formed an interagency brigade composed of agents from 
different departments (police, customs, and economic control) 
that enforces and implements IPR laws. Music suppliers, 
whether national or foreign, are subjected to strict 

oversight and an authorization will now be required for the 
reproduction of music. More than four million counterfeit 
products were seized in 2006 during raids on various 
establishments. Approximately 700 raids/control operations 
were conducted during 2006 along with 4,300 visits to 
targeted industrial sectors. The majority of counterfeit 
products seized in Tunisia are related to health-care, 
body-care, automotive spare parts, electronics, and electric 
household equipment sectors. 
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4.(U) Programs to educate consumers and manufacturers on 
the importance of IPR protection also occur more frequently, 
with improved content, including a national seminar sponsored 
by the local newspaper as-Sabah that invited local 

authorities (OTPDA, INNORPI, Customs) and private sector 
representatives to discuss the IPR situation and the cost to 
the economy of IPR violations. Public information campaigns 
have included radio and print media advertisements on the 
importance of respecting IPR. Private television has also 
aired programs highlighting the illegality of CD/DVD piracy 

to increase public awareness. With increasing public 
awareness of the economic and detrimental effects of 
counterfeit products, Tunisians who have been victims of 
counterfeiting are now pressuring the GOT to enact stronger 
laws and penalties to resolve the problem. For example, the 
pirating of two local movies, Y Making Off" and “VHS 
Kahloucha,\" and their distribution before the scheduled 
opening in movie theaters provoked strong reactions from 
Tunisian movie makers who launched an IPR awareness campaign 
and who are lobbying GOT authorities for stronger anti-piracy 
measures. 


5.(SBU) The GOT states it is in compliance with the letter 
ofthe TRIPS agreement as of January 1, 2005. The GOT 
affords patent protection to patents registered in Tunisia. 
GOT ministries have also issued administrative regulations 
that enhance the protection of data exclusivity, submitted in 
the course of patent or marketing license application. 

Tunisia has withdrawn from the Madrid Agreement concerning 
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International Registration, and consequently requires that 
trademarks be registered in Tunisia to receive full 
protection. Patents, designs, and industrial models are also 
protected when registered with the National Patent Office. 


6. (U) Tunisian Copyright Law was promulgated in Law No. 
36/1994. Tunisia is a member of the Berne Convention for the 
Protection of Literary and Artistic Works. In addition to its 
national laws, Tunisia is a signatory of many international 
conventions related to IPR, including: WIPO treaties, WTO 
TRIPS, UCC and UPOV, Paris Convention Regarding Trademarks, 
the Nice Agreement Concerning the International 
Classification of Goods and Services and the Treaty on the 
International Registration of Audiovisual Works. Copyrights 
are registered with the Organisme Tunisien de Protection des 
Droits dVAuteurs (OTPDA). Tunisia is also a member of the 
Hague Agreement of November 6, 1925 for the International 
Registration of Designs and Industrial Models. Designs and 
industrial models are protected through registration with the 
Institut National de la Normalisation et de la Propriete 
Industrielle (INNORPI). The Civil Court prosecutes all 
violations and is entitled to confiscate revenues and 
counterfeit copies. New legislation now permits customs 
officials to inspect and seize goods if copyright violation 

is suspected. 


7.(SBU) Post has previously reported that use of 
unauthorized software on government (and personal) computers 
in Tunisia is widespread with only limited agencies using 
authorized copies. However, during the Microsoft Government 
Leaders Forum in South Africa July 11-12, the GOT and the 
Microsoft Corporation signed a partnership agreement (Ref D) 
that commits the GOT to using licensed software. As part of 
the agreement, Microsoft will help the GOT to upgrade and 
modernize its computers and networking capabilities. In 

turn, the GOT agreed to purchase 12,000 licenses to update 
government computers with 

official Microsoft software, rather than the pirated versions 

that have been commonly used. The agreement also includes 
the establishment of IT training centers, equipped with 
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Microsoft will establish a Microsoft Innovation Center in 
Tunisia for developing local software production capacity by 
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providing training and consulting services to software 
developers. Additionally, future GOT tenders for IT 
equipment will specify that the equipment must be Microsoft 
compatible, a requirement that was previously prohibited by 
the Tunisian open software policy. 


8. (U) While the GOT has taken significant positive steps, 
additional progress is needed in the optical media and 
pharmaceutical sectors. Post has raised the issue of optical 
media piracy at the highest Ministerial and working levels. 

In late October 2006, French retailer, Carrefour, withdrew 
pirated CDs and DVDs from its shelves (Ref C). In addition, 
Carrefour now includes a copyright declaration in its 
advertisements warning consumers against unauthorized 
reproduction of these ads. Ministry of Commerce (MOC) 
officials, whom EconOff contacted about this positive action, 
indicated that Carrefour stopped selling counterfeit products 
as a result of a directive from MOC. MOC officials told 
EconOff that on January 15, 2007, the MOC sent warning 
letters to major retailers (i.e. Geant and Monoprix). The 
letters delineated the laws being violated by each retailer 
and asked them to cease the sale of pirated goods. Thus far, 
Carrefour is the only major retailer to abandon the sale of 
pirated goods. Several other major retailers, such as Geant 
and Monoprix, have continued to stock pirated DVDs and CDs. 
The MOC officials told EconOff that if these retailers do not 
voluntarily stop selling counterfeit products, the MOC\'s next 
step will be the seizure and the destruction of the 

counterfeit products. The Ministry of Culture has also 
closed 98 establishments selling illegally recorded tapes and 
CDs as part of its anti-piracy plan. 


9. (SBU) Following Post's engagement in 2006, the Tunisian 
Ministry of Health (MOH) issued an administrative circular 
that suspends the \"Correlation System\" on January 1, 2007. 
The \"Correlation System\" allowed for the selective exclusion 
of foreign-produced drugs from the Tunisian market place when 
sufficient, locally manufactured quantities (generics) 

existed. The termination of this \"Correlation System\" is a 
positive step. However, the fact that the termination is not 
retroactive, and that the GOT correlated approximately 150 
additional drugs a few days before issuing its circular 
terminating the \"Correlation System\" presents a problem 
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(septel). The MOH is unwilling to provide a copy of this 
list of newly correlated drugs but US pharmaceutical 
representatives indicate that US drugs are included. 


10. (SBU) On February 9, Ambassador and EmbOffs met with 
officials of Tunisia-based US pharmaceutical companies to 
seek their views on the \"Correlation System" termination and 
on the enforcement of the 2005 MOH revised administrative 
Circular No. 40 regarding data exclusivity and data 

protection. While the officials said they were happy to see 

the end of correlation, most of them had drugs on the list of 
newly correlated drugs. The companies affected, have begun 
to appeal the correlation of their drugs. (Note: Ambassador 
met with the Minister of Health on January 24. EconOff 
followed up with the Director General of the Pharmacy and 
Drug Department on February 20. Post is working closely with 
affected companies to achieve the withdrawal of respective 
drugs from the correlation list. End Note.) 
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11. (SBU) Regarding data exclusivity and data protection, 

the US pharmaceutical community remains unconvinced that GOT 
adequately complies with these TRIPS tenets. They criticized 
the absence of a legal framework regarding the regulation and 
the management of pharmaceutical policies in Tunisia. 
Decisions, rules and procedures are implemented through 
administrative circulars and the US pharmaceutical companies 
would like to see these circulars enacted into law. Circular 

No. 40 (dated May 3, 2005) establishes the required framework 
for data protection concerning new pharmaceuticals and 
adheres to TRIPS article 39 (Note: Language used is 

identical to TRIPS article 39. End Note.) The circular 

protects data against any divulgence unless necessary for 
public health. Circular No. 40, article 3 grants a five year 

term of data protection in Tunisia. MOH officials stress 

that generics are not allowed until after the five year 

protection period has expired. The data protection period 
starts from the date of deposit related to the application 

file for marketing authorization (Autorisation de Mise sur le 
March - AMM). The marketing authorization process is 
administered by the Pharmacy and Drug Department (Direction 
de la Pharmacie et du Mdicament - DPM). However, while 
adamantly insisting that GOT is in compliance with its WTO 
TRIPS obligations, the DPM Director General recently told 
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EconOff that the DPM cannot refuse marketing authorization 
requests from Tunisian manufacturers of generics, if the data 
used to produce the generic is in the public domain. In her 
words, the DPM/GOT is only responsible for protecting data 
which is in its possession and not data that is publicly 
available. (Comment: Statements such as this lead Post to 
agree with the local US pharmaceutical community\'s contention 
that perhaps TRIPS article 39.3 is too vague and that GOT 
officials do not fully understand the concept of \"unfair 
commercial use.\" This is an area that requires further focus 
and education to achieve practical application of TRIPS 
article 39.3 and/or GOT Circular No. 40. End Comment.) 


12. (SBU) Although Tunisia was not placed on the 2006 
Special 301 Watch List, the GOT took a number of positive 
steps to strengthen and improve the IPR regime in 2006. 
Therefore, placing Tunisia on the 2007 Special 301 Watch List 
would be counterproductive at this time. While there is 

still areas for improvement in Tunisia\'s IPR regime, the 
positive GOT engagement and efforts in 2006, as well as 
strong cooperative IPR programs with USG agencies demonstrate 
that Tunisia is headed in the right direction. The GOT has 
also met with and addressed IPR issues with private entities 
(i.e. Microsoft). Continued engagement via targeted USPTO 
and CLDP programs would be more beneficial and more apt to 
produce the desired results than a Special 301 listing. 


13. (SBU) The Ministry of Foreign Affairs (MFA) has 
indicated that GOT would have a submission for the 2007 
Special 301 Review process but that it could not meet the 
February 12th deadline. Post will forward GOT submission 
when received. 

GODEC 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: ECON, ELAB, TBIO, SOCI, UN 
SUBJECT: UN COMMISSION ON SOCIAL DEVELOPMENT 2007 SESSION 


1. (U) Summary: The Commission on Social Development held its 
45th session from February 7 to 16, 2007. Deputy Permanent 
Representative of Iran, Mehdi Danesh-Yazdi chaired the 

session, whose main theme was \"Full Employment and Decent 
Work for All.\" Discussions and panels included macroeconomic 
policy, good practices, youth and UN programs. The 

Commission considered resolutions on Youth, NEPAD, and the 
Madrid Plan of Action for Ageing and a Supplement on the 

World Programme of Action for Youth (WPAY). 


2. (U) The Commission, in its new biennial program of work, 
devoted this year\'s session to a policy review. Next year 

the Commission will negotiate an Outcome Document to set the 
policy direction for the next biennium. The main document 

that emerged from this year\'s session, the Supplement to the 
WPAY, contained controversial elements relating to 
globalization, migration and HIV/AIDS. End Summary. 


Keynote Speaker Stresses Full Employment 


3. (U) On February 7, South African Department of Labour 
representative Les Kettledas delivered the keynote address 

for the first meeting of the 45th session on the Commission 

on Social Development: \"Full Employment and Decent Work for 
All." Kettledas reaffirmed the pillars of employment 
established at Copenhagen: recognition of basic rights, 
employment, social protection and dialogue. He argued that 
the liberalization and deregulation that he asserted would 
accompany globalization might negatively affect the 
achievement of decent work for all. He contended that 
inappropriate skills, inadequate information technology and 
limited investment also constrain workers from obtaining 
decent work. Kettledas concluded that economic and social 
development policies must be complementary and insisted that 
involving multiple multilateral organizations can accelerate 
progress. 


Commission Discusses Importance of Macroeconomic Policy to 
Full Employment 


4. (U) On February 7, the Commission held a panel discussion 
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on \"Macroeconomic Policy for Full Employment.\" The mediator, 
UN Under Secretary-General for Economic and Social Affairs 
Jose Antonio Ocampo, explained that economists view 
macroeconomics as concerning fiscal and monetary policy and 
exchange rates while the general population interprets the 
term to encompass liberalization and market forces. 

Panelists stressed the importance of keeping inflation low 

and exchange rates stable in order to reduce unemployment. 
One argued that increasing public sector jobs is not a 
sustainable solution, even in oil rich countries. They 
suggested integrating social and economic policy. USDel 
stressed the facilitating role governments should play in 
creating conditions conducive to job creation and reinforced 
the central role of the private sector in creating 

employment. 


5. (U) The general discussion on the macroeconomics of full 
employment and decent work for all began on February 8. 
Multiple countries stressed the importance of integrating 
international and national policies, providing social 

protection and reducing agricultural barriers. Delegates 
argued that achieving full employment enhances both human 
dignity and human security. Pakistan and Egypt noted that 
youth unemployment could lead to extremism. China 
acknowledged the huge challenges they face as a developing 
country with the largest population in the world and 
emphasized their strategy will include social security, 
training, and giving policy and tax incentives to small and 
medium sized enterprises. The US outlined rule of law, 
health, education and economic freedom as the criteria 
necessary to expand employment; the US also stressed the 
importance of including youth and ageing in employment 
efforts. 


Panel Considers Good Practices for Full Employment 


6. (U) On February 9, the Commission held a panel discussion 
entitled Good Practices for Promoting Full Employment and 
Decent Work for All.\" Participants mentioned the importance 

of creating conditions conducive for the private sector to 

grow and suggested support for small and medium enterprises 
in particular. Others emphasized education and the 

importance of encouraging companies to join the formal sector 
to further encourage growth. The US intervened by asking 
panelists about empowerment and transfer programs that enable 
the poor to work their way out of poverty. 


Commission Directs Attention to Youth 


7. (U) The Commission convened a panel February 8 on Labor 
Mobility, Youth and Families. Panelists stressed the need to 
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improve documentation of international migration and increase 
educational assistance to developing countries experiencing 
Vbrain drain.\ The discussion raised concerns about the 
negative effects of labor mobility on families and 

communities. While liberalization of migration promises to 
increase wealth and opportunity, it presents challenges and 
threats because such advantages are not necessarily 
distributed evenly. 


8. (U) The Commission held a panel discussion February 12 on 
the soon-to-be-released World Youth Report. Despite steady 
economic growth throughout the world over the last 15 years, 
unemployment has risen among youth (defined by the UN as ages 
15 to 24). Speakers emphasized the importance of actively 
involving youth in the political participation process, 

improving education, and specifically addressing the 
opportunity disparities among the poor, rural inhabitants and 
females. Despite the advent of many social development 
indicators throughout the past few decades, researchers 
struggle to address youth development because little data is 
available specifically for youth. The World Youth Report 

will be available on the UN website in May 2007. 


9. (U) February 13 concluded with a discussion of emerging 
issues, primarily youth employment. The broad concern was 
that youth unemployment has increased over the last ten 

years; this development is increasingly problematic as youth 
employment is vital to social development. Effectively 
harnessing the potential of youth mobility, ensuring a 

balance between work and family, and maintaining some degree 
of social integration are some of the persisting challenges. 
Strategies to improve employment include more focused 
training and regional integration policies and programs. 


Plenary Examines United Nations Programs 


10. (U) On February 13, the Commission concluded the general 
discussion on a review of United Nations Programs. Many 
countries mentioned the progress and disappointments with the 
Millennium Development Goals. Other participants commented 
on the importance of the Madrid International Plan of Action 

for Ageing. A substantial number of countries emphasized the 
need to follow up on the World Program of Action for Youth. 
Certain UN agencies reported on the need for regional 
cooperation or programs and the exigency of finding a dynamic 
synergy between research and policy. 


Delegations Negotiate the WPAY Supplement 


11. (U) After a flurry of last minute negotiations and with 
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formal reservations stated by the G77, EU and USG, the 
Commission adopted the Supplement to the World Programme of 
Action for Youth. The Supplement was created in response to 
the General Assembly\'s request for attention to certain 

issues not adequately addressed in the WPAY, such as 
globalization, information and communications technology, 
armed conflict, migration, HIV/AIDS and intergenerational 
issues. In response to rushed negotiations, unacceptable 
language on globalization and the secretariat\'s inability to 
produce an accurate written document, the USDel reserved the 
right to re-open any and all portions of the text when it 
proceeds to ECOSOC and the GA for subsequent adoption. 


Commission Adopts Three Resolutions 


12. (U) The Commission adopted the draft resolution 
(E/CN.5/2007/L.3) on the \"Social dimensions of the New 
Partnership for Africa\'s Development\" (NEPAD) sponsored by 
Pakistan on behalf of the Group of 77. The resolution was 
amended according to USG suggestion to state that poverty 
reduction should be pursued through the promotion of economic 
development, democracy and good governance. 


13. (U) Accompanied by little fanfare or disagreement the 
Commission adopted a draft resolution (E/CN.5/2007/L.4) 
regarding the review and appraisal of the Madrid 

International Plan of Action on Ageing (2002). The 

resolution reaffirmed the MIPAA, encouraged member states to 
formulate ageing-specific policies and requested that ECOSOC 
strengthen regional and global collaboration. 


14. (U) The Commission adopted a procedural draft resolution 
(E/CN.5/2007/L.5) on youth, sponsored by Portugal and 

Senegal. While the documents mainly recognized the WPAY and 
the World Youth Report, it also urged and requested the 
Secretary General to further coordinate interagency efforts 


SIPDIS 
for youth development and asked the Statistical Commission to 
develop appropriate indicators of youth development. 


15. (U) Comment: Many observers note that the Commission for 
Social Development is somewhat dysfunctional, without a 
tangible mandate and lacking substantial involvement from 


member states. The most significant contribution of the 45th 
Commission should have been the supplement on the World 
Programme of Action for Youth, but the result was 
disappointing. The inability of the G77 to clearly define 

its positions and priorities led to long delays in the 
negotiating process. That is not a new phenomenon. This 
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Supplement is a bit unbalanced and will need to be improved 
ata later date. The process of dealing with such drafts 
within blocs before coming to the general membership of the 
Commission creates serious logistical and timing difficulties 
for approaching negotiations in a systematic, efficient or 
timely manner. 
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E.O. 12958: N/A 
TAGS: KMDR, KPAO, OPRG, Cl 
SUBJECT: MEDIA REACTION - PRESIDENT BUSH\'S TRAVEL TO LATIN AMERICA 


On February 27, conservative, independent \"La Tercera!" (circ. 
101,000) carried an editorial entitled Bush in Latin America: A 
Positive Signal" Quotes: 


\"President Bush\'s tour to Latin America...shows Washington\'s renewed 
interest in the region and an effort to reverse a loss of 

influence.... Its effort underscores Washington\'s commitment with 

the region.... This change in priorities can be explained by the 

growing influence and open anti-U.S. governments in Latin America, 
such as Hugo Chavez!...who has extended alliances beyond the region, 
particulQly with Iran. That is why it is important on this tour 

that the U.S. President gives backing to those countries that can 

counter that influence. 


Bush will visit old partners, such as President Alvaro Uribe in 
Colombia...and new allies, such as Uruguayan President Tabare 
Vazquez...showing that Washington wants to strengthen ties with 
countries that promote economic freedom and democratic values. 
There is no doubt that one of the key stops will be Brazil, because 
of the role it can play in containing the influence of governments 
that are viciously anti-U.S.... The U.S. President\'s visit is a 

good sign of Washington\'s renewed interest in the region. A 
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positive relationship between Brazil and the United States is not 
only good for both, but also benefits Latin America.... In foreign 
affairs, signals are important and with his visit President Bush is 
setting the scene to improve relations with the region. Hopefully 
the visit yields results, because Latin America needs to maintain 
steady ties with Washington.\" 
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E.O. 12958: DECL: 02/26/2017 
TAGS: PGOV, PREL, MASS, ECON, ETRD, TS 
SUBJECT: CONGRESSIONAL STAFF VISIT: GOT HONES ITS MESSAGE 


Classified By: AMBASSADOR ROBERT F. GODEC FOR REASONS 1.4 (b) AND (d) 


1. (C) Increasingly focused on its public face, the GOT has 
begun to advertise ¡ts success story for US policy- and 
opinion-makers through familiarization visits. The GOT is 

also targeting its message to attract foreign assistance 

dollars. During a February 19-25 visit of a group of ten 
Congressional staffers to Tunisia, the GOT spun a message of 
development, tolerance and women\'s achievement. Several key 
ministers (including Foreign Affairs, Defense, and 

Development and International Cooperation) stressed Tunisia\'s 
need for foreign assistance funding and \"unique\" treatment. 
While it is not clear who is footing the bill for these 

visits, the GOT is clearly engaging key influencers in an 

effort to improve its image. 


2. (C) The recent visit of a delegation of Congressional 
staffers follows on the heels of similar visits by other Hill 
staffers, US newspaper editors, and journalists. The 

February 19-25 group was organized by the Washington-based 
MidAmr consulting firm and ostensibly hosted by the 
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cash-strapped Tunisian-American Chamber of Commerce (TACC). 
While TACC insisted it managed the group\'s activities, the 
schedule and topics of discussion were clearly determined by 

the GOT. In fact, the visit had all the hallmarks of being 

organized by the Tunisian Agency for External Communication 
(ATCE), a Presidential body responsible for managing 

Tunisia\'s image abroad. 


3. (C) The group\'s schedule included events to showcase 
Tunisia\'s political, economic and social development, such as 
a visit to a USAID-funded family health clinic, a meeting 

with a loyal opposition party leader, and a visit to a rural 
development project. Building on these positive examples, 
three senior ministers each spent almost an hour encouraging 
the staffers to consider Tunisia\'s special needs upon their 
return to the Hill. Minister of Foreign Affairs Abdelwaheb 
Abdallah focused on the long history of strong US-Tunisia 
bilateral relations and highlighted common foreign policy 
goals. 


4. (C) Two ministers made more specific pitches to the 
delegation to attract Congressional interest and 
understanding of Tunisia. Minister of National Defense Kamel 
Morjane delivered a stronger message on the need for 
increased FMF dollars, noting that Tunisia has long been a 
counterterrorism partner and ally. Morjane explained that 

the Tunisian military is dependent on US assistance, which 
directly impacts Tunisia\'s ability to combat terrorism. 

Without this support, Morjane said, the GOT will have to look 
elsewhere for assistance. Minister of Development and 
International Cooperation Mohamed Nouri Jouini told staffers 
that Tunisia\'s economy is unique and complex. While Tunisia 
would like to increase its trade relations with the United 
States, Jouini said that USTR\'s \"one (FTA) size fits all\" 
strategy is inappropriate for Tunisia. Staffers found both 
ministers\' views relevant to their work on trade and foreign 
assistance matters. 


5. (C) Comment: To provide context for their visit, 

Ambassador and key EmbOffs briefed the delegation on US goals 
in Tunisia for more than two hours. The group left Tunisia 

armed with arguments to support increasing US-Tunisia 
engagement. One staffer, Michael Ryan noted that Congressman 
Bud Cramer (D-AL) hopes to form a Tunisia Caucus in the 
coming year. Such a development could be useful in 

increasing the focus on Tunisia and encouraging change, most 
importantly increased freedom. End Comment. 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, TU 
SUBJECT: DTP CO-CHAIRMEN SENTENCED TO 1.5 YEARS IMPRISONMENT 


1. (SBU) Summary: Two co-chairs of the pro-Kurdish DTP were 
sentenced to 1.5 years in prison for violating laws which forbid 
speaking in non-Turkish languages during political meetings or 
party campaigns, and using honorific titles or phrases praising 
crimes or criminals, such as jailed PKK leader Abdullah Ocalan. 
The co-chairs will likely be barred from politics and not be 
allowed to run in upcoming elections. Though it is too early to 
assess public reaction, a Consulate contact feared that by using 
the courts as a political weapon against perceived dissent, the 
government was increasing the possibility of a violent backlash 
from Kurds. These actions by the courts against the DTP 
co-chairs, along with the recent sentencing of the Diyarbakir 
and Van Provincial DTP chairmen on charges of promoting 
separatism, has thrown DTP leadership into disarray at the 
beginning of Turkey\'s general election season. End summary. 


2. (U) The media reported on February 26, that co-chairs of the 
pro-Kurdish Democratic Society Party (DTP) Ahmet Turk and Ayse 
Tugluk, were sentenced to 1.5 years of imprisonment by the First 
Criminal Court in Ankara for violating article 81 of the 

Political Parties Law -PPL- 2820, which forbids broadcasting or 
speaking in a language other than Turkish during meetings or 
campaigns of the political parties, and Article 215 of the 

Turkish Penal Code, which prohibits praising a crime or a 

criminal. The DTP co-chairs were accused of two separate 
violations; one of PPL 2820, for printing and delivering 
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